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ABSTRACT 
 

 A Privacy Risk Scoring Framework for Mobile  
Applications and Platforms 

 
Jedidiah Spencer Montgomery 
School of Technology, BYU 

Master of Science 
 

Protecting personal privacy has become an increasingly important issue as computers 
become a more integral part of everyday life. As people begin to trust more personal information 
to be contained in computers they will question if that information is safe from unwanted 
intrusion and access. With the rise of mobile devices (e.g., smartphones, tablets, wearable 
technology) users have enjoyed the convenience and availability of stored personal information 
in mobile devices, both in the operating system and within applications.  
 

For a mobile application to function correctly it needs permission or privileges to access 
and control various resources and controls on the mobile device. These permissions can range 
from location and account information to access to all storage on the mobile device. A single 
permission, or a combination of permissions, could lead to a high risk of potential privacy 
invasion. This privacy invasion risk can be amplified specifically for security applications when 
compared to non-security applications due to the administrative privileges that security 
applications frequently need to moderate and protect information on a mobile device. Currently 
there is no defined matrix or framework for analyzing privacy risks for any mobile platform, 
including the main mobile platforms of Android, iOS and Windows mobile.  
 

The purpose of this research is to create a framework for analyzing mobile application 
permissions and identify potentially invading permission. The framework produces a Privacy 
Invasion Profile (also known as a PIP) for each application, which can be used to compare the 
risk of privacy invasion for a specific application. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Keywords: mobile, smartphone, tablet, privacy, invasion, security, application, risk, framework  



 

ACKNOWLEDGEMENTS 

I am so thankful for my wonderful wife, Katie, for all of the support that she gave me 

throughout my education, especially during my graduate studies. I would also like to thank the 

faculty in the School of Technology for all of the guidance, help, and feedback they gave to me 

throughout the entire thesis research process. Lastly, I would like to thank my family and friends 

for all of the support and help that they have given me over the years. 



 iv 

TABLE OF CONTENTS 

 
LIST OF TABLES ....................................................................................................................... ix 

LIST OF FIGURES ...................................................................................................................... x 

1 Introduction ........................................................................................................................... 1 

1.1 Working Definition of Privacy ....................................................................................... 1 

1.2 Nature of the Problem ..................................................................................................... 2 

1.3 Purpose of the Research .................................................................................................. 3 

1.4 Justification ..................................................................................................................... 3 

1.5 Project Approach ............................................................................................................ 4 

1.6 Research Questions and Hypotheses .............................................................................. 4 

1.7 Definitions ...................................................................................................................... 5 

1.8 Limitations on Framework Evaluation ........................................................................... 7 

2 Literature Review ................................................................................................................. 9 

2.1 Current and Historical Digital Privacy Expectations ...................................................... 9 

2.2 Contributions to Privacy Definitions ............................................................................ 12 

2.3 Potential Data Sharing and Privacy Intrusion ............................................................... 15 

2.4 Mobile Applications Permissions ................................................................................. 17 

2.5 Android Privacy Research ............................................................................................ 18 

2.6 iOS Privacy Research ................................................................................................... 19 

2.7 Windows Mobile Privacy Research .............................................................................. 20 

2.8 Cross-Platform Comparison of Privacy, Security and Applications ............................ 20 

2.9 Current Industry Standards for Mobile Privacy ............................................................ 22 

3 Methodology ........................................................................................................................ 24 

3.1 Privacy Risks for Mobile Platforms (Q1) ..................................................................... 24 



 v 

3.1.1 Identify Potential Privacy-Invading Permissions ...................................................... 25 

3.2 Framework Reveals Privacy Risks (H1) ....................................................................... 26 

3.3 Cross-Platform Analysis of Applications (H2) ............................................................. 27 

3.3.1 Cross-Platform Application Selection Criteria ......................................................... 28 

3.3.2 Android Application Selection Criteria .................................................................... 29 

3.3.3 iOS Application Selection Criteria ........................................................................... 30 

3.3.4 Windows Phone Application Selection Criteria ....................................................... 30 

3.4 Requested Permissions and Information Confidentiality (Q2) ..................................... 30 

3.4.1 Operating System Baseline ....................................................................................... 31 

3.4.2 Security Application Selection.................................................................................. 31 

3.4.3 Non-Security Application Selection ......................................................................... 32 

3.4.4 Comparison Between Security and Non-Security Applications ............................... 32 

4 Framework Development ................................................................................................... 34 

4.1 Developer Considerations ............................................................................................. 34 

4.1.1 Challenge of an Application’s Need to Know .......................................................... 35 

4.2 User Profile Considerations .......................................................................................... 35 

4.3 Privacy-Invading Profile Categorization ...................................................................... 36 

4.4 Individual Privacy-Invading Permissions ..................................................................... 38 

4.4.1 Individual High Risk Permissions ............................................................................ 39 

4.4.2 Individual Medium Risk Permissions ....................................................................... 40 

4.4.3 Individual Low Risk Permissions ............................................................................. 41 

4.4.4 Individual No Risk Permissions ................................................................................ 43 

4.5 Combinations of Privacy-Invading Permissions ........................................................... 43 

4.5.1 Combinations Extreme Risk Permission .................................................................. 44 

4.5.2 Combinations High Risk Permission ........................................................................ 45 



 vi 

4.5.3 Combinations Medium Risk Permission .................................................................. 45 

4.5.4 Combinations Low Risk Permission ......................................................................... 46 

4.5.5 Combinations No Risk Permission ........................................................................... 47 

4.6 Mobile Operating System Considerations .................................................................... 47 

4.7 Platform Specific Permission Categorization ............................................................... 48 

4.7.1 Granularity of Permissions Available ....................................................................... 49 

4.7.2 Android Permissions Categorization ........................................................................ 50 

4.7.3 iOS Permissions Categorization ............................................................................... 53 

4.7.4 Windows Phone Permission Categorization ............................................................. 54 

4.8 Extensibility and Modularity of Framework ................................................................ 56 

4.9 Application Selection .................................................................................................... 57 

4.9.1 Android Application Selection.................................................................................. 57 

4.9.2 iOS Application Selection ......................................................................................... 58 

4.9.3 Windows Phone Application Selection .................................................................... 60 

5 Framework Analysis and Responses ................................................................................. 63 

5.1 Privacy Risks for MobDevs (Q1) ................................................................................. 63 

5.2 Analysis Framework Summary (H1) ............................................................................ 65 

5.2.1 Operating System PIP Factor .................................................................................... 66 

5.3 Demonstration of Framework (H2) .............................................................................. 67 

5.3.1 Platform Specific Application Comparison .............................................................. 67 

5.3.2 Cross-Platform Comparison ...................................................................................... 72 

5.4 Cross-Platform Security Application Comparison (Q2) ............................................... 74 

6 Conclusions and Future Work ........................................................................................... 77 

6.1 Conclusion .................................................................................................................... 77 

6.2 Platform Challenges, Improvements and Trends .......................................................... 77 



 vii 

6.2.1 Android Changes and Challenges ............................................................................. 78 

6.2.2 iOS Privacy Changes and Challenges ....................................................................... 81 

6.2.3 Windows Phone Privacy Changes and Challenges ................................................... 82 

6.3 Recommendations for Standardization of Mobile Privacy ........................................... 83 

6.4 Future Work .................................................................................................................. 83 

6.4.1 Streamline Application of Privacy Framework ........................................................ 84 

6.4.2 Multiple Application Privacy Invasion Profile ......................................................... 85 

6.4.3 Social Media and Privacy ......................................................................................... 85 

6.4.4 Additional Analysis and Usability ............................................................................ 86 

6.5 Contributions ................................................................................................................ 86 

REFERENCES ............................................................................................................................ 88 

APPENDICES ............................................................................................................................. 95 

Appendix A. Android Manifest – Individual Permissions ...................................................... 96 

Appendix B. Android Group Permissions Manifest .............................................................. 102 

Appendix C. Windows Phone Permission List ....................................................................... 104 

Appendix D. Application Permission Data ............................................................................. 108 

D.1 Android Application Framework Data ............................................................................ 108 

D.1.1 Facebook Application ............................................................................................... 108 

D.1.2 Pandora Application .................................................................................................. 109 

D.1.3 WhatsApp Messenger ............................................................................................... 110 

D.1.4 Netflix ....................................................................................................................... 110 

D.1.5 Fruit Ninja Free ......................................................................................................... 111 

D.1.6 Subway Surfers ......................................................................................................... 112 

D.1.7 YouTube .................................................................................................................... 112 

D.1.8 Gmail ......................................................................................................................... 113 



 viii 

D.1.9 CM Security and Find My Phone ............................................................................. 114 

D.1.10 360 Security - Antivirus .......................................................................................... 114 

D.2 iOS Application Framework Data ................................................................................... 115 

D.2.1 Facebook ................................................................................................................... 115 

D.2.2 Netflix ....................................................................................................................... 116 

D.2.3 Pandora Radio ........................................................................................................... 116 

D.2.4 The Weather Channel for iPad .................................................................................. 117 

D.2.5 Skype for iPad ........................................................................................................... 117 

D.2.6 Fruit Ninja HD Free .................................................................................................. 118 

D.2.7 Angry Birds HD Free ................................................................................................ 118 

D.2.8 Lookout ..................................................................................................................... 119 

D.2.9 Find My iPad ............................................................................................................. 119 

D.2.10 Words with Friends HD Free .................................................................................. 120 

D.3 Windows Phone Application Framework Data ............................................................... 120 

D.3.1 Facebook ................................................................................................................... 121 

D.3.2 Skype ......................................................................................................................... 122 

D.3.3 WhatsApp Messenger ............................................................................................... 123 

D.3.4 Pandora ...................................................................................................................... 123 

D.3.5 Netflix ....................................................................................................................... 124 

D.3.6 Angry Birds Epic ...................................................................................................... 125 

D.3.7 Piano Tiles ................................................................................................................. 125 

D.3.8 Extreme Survival Run ............................................................................................... 126 

D.3.9 AVG Family Safety 8 ............................................................................................... 126 

D.3.10 Lock and Hide ......................................................................................................... 127 

Appendix E. Additional Comments......................................................................................... 128 

 



 ix 

LIST OF TABLES 

 
Table 1-1: Selected Mobile Devices and Device Specifications ...........................................7 

Table 4-1: PIP Risk Factor Classification ..............................................................................36 

Table 4-2: Individual High Risk Permission .........................................................................39 

Table 4-3: Individual Medium Risk Permissions ..................................................................41 

Table 4-4: Individual Low Risk Permissions.........................................................................42 

Table 4-5: Combinations Extreme Risk Permission ..............................................................44 

Table 4-6: Combinations High Risk Permission ...................................................................45 

Table 4-7: Combinations Medium Risk Permission ..............................................................46 

Table 4-8: Combinations Low Risk Permission ....................................................................47 

Table 4-9: Android – Privacy-Invading Permissions and Framework Categorization ..........50 

Table 4-10: iOS Privacy Permissions and Framework Categorization .................................53 

Table 4-11: Windows Phone Permissions and Framework Categorization...........................55 

 

 
  



 x 

LIST OF FIGURES 

 
Figure 4-1: Example PIP Comparison ...................................................................................38 

Figure 4-2: Android Permission Request (Facebook Application) ........................................52 

Figure 4-3: iOS Permission Management ..............................................................................54 

Figure 4-4: Windows Phone Permission Request (Facebook Application) ...........................56 

Figure 5-1: Android PIP Comparison ....................................................................................68 

Figure 5-2: iOS PIP Comparison ...........................................................................................70 

Figure 5-3: Windows PIP Comparison ..................................................................................71 

Figure 5-4: Cross-Platform Application PIP Comparison .....................................................73 

Figure 5-5: Cross-Platform Security Application PIP Comparison .......................................75 

Figure 6-1: Android Application Used Permission List (Part 1) ...........................................79 

Figure 6-2: Android Application Used Permission List (Part 2) ...........................................80 



 1 

1 INTRODUCTION 

This research builds a framework for analyzing the potential for privacy invasion on 

mobile devices.  Analyzing a select set of applications across the main mobile platforms 

demonstrates that the framework correctly evaluates permissions requested by mobile 

applications.  This framework is intended to provide a means to evaluate privacy information 

about mobile applications in a format that is easy for the typical end-user to read and understand. 

1.1 Working Definition of Privacy 

There are many different definitions of privacy (discussed in Chapter 2). To avoid 

confusion, the following is used as a definition through the remainder of this thesis: 

Privacy – The ability to control, manage and withhold information about oneself and 

information specific to an individual from outside parties, including; individuals, groups, 

companies and other entities. Private information is specific information about who someone is 

(e.g., location information including current, historical and recurring), what someone has (e.g., 

phone number, email address, social security number, credit card information, contact 

information) and what someone knows (e.g., shopping, web browser, preferences). The more 

personal or private the information the greater the expectation of privacy: for example, 

information such as phone number, location information, and address will be more protected 

and private than information such as browser preferences. 
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Throughout the remainder of this thesis, the above definition is referred to as the 

Working Privacy Definition, or WPD. 

1.2 Nature of the Problem 

Privacy-invasion risks are frequently overlooked and underestimated when installing and 

using an application on a mobile device, such as a smartphone or tablet. Information privacy is 

an important topic for both individuals and corporations. Privacy has become even more 

prominent as information availability and dissemination have increased with mobile devices and 

personal computers. 

This research focuses on the risk of privacy invasion for mobile devices, including, but 

not limited to, smartphones, tablets, PDAs, e-readers, and other similar devices. Hereafter, a 

mobile device is referred to as a MobDev. MobDevs store and manage more personal 

information, than ever before, including, but not limited to a wide range of account credentials, 

banking information, personal information, application information and usage, personal contact 

information, and GPS location information. The information requested by these features and 

applications results in the threat of privacy invasion, especially when an application requests a 

combination of permissions and privileges. 

Are the trade-offs between the risk of privacy invasion and information accessibility in 

mobile applications acceptable? Can users have any expectation or perception of privacy when 

these mobile applications could have access to a wide variety of personal information? How can 

the risk of privacy invasion be measured and analyzed? 
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1.3 Purpose of the Research 

The purpose of this research includes the following actions and research:  

1. Develop a framework for mobile application privacy analysis that is suitable for the 

following: 

a. Use the framework developed to score mobile applications such that it 

conveys information risks in the context of privacy. A scoring matrix has been 

designed for the benefit of a general audience as opposed to a technical or 

security-based audience. 

b. Compare and contrast permissions, risks, and classifications across multiple 

mobile platforms and between various popular mobile applications. This 

comparison and contrast is used to verify that the framework functions. 

1.4 Justification 

As of the beginning of this research, no previous work has been done to create a cross-

platform scoring and analysis framework for providing a comparison between various mobile 

platforms. Extensive research has been done into how the various platforms have analyzed how 

personal information could be shared or lost from a mobile device. However, no type of analysis 

framework has been created to assist in risk classification for applications and the likelihood that 

the permissions provided to that application could invade the personal privacy of the owner of 

that mobile device. 
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1.5 Project Approach 

The focus of this research is to design a simple and easy-to-evaluate framework for 

analyzing mobile privacy. Categorizing and classifying mobile applications according to their 

potential for privacy invasion provides detailed information about what is being put at risk by 

installing and agreeing to various permission and privilege requests by mobile applications. This 

categorization is based on the permissions requested by an application.  

The evaluation of this framework is limited to tablets and phones from the three major 

mobile platforms (Android, iOS, and Windows Phone) and concentrates on privacy risks for 

mobile applications on these devices. The framework creates a scoring matrix for mobile 

applications. To demonstrate that the framework functions correctly, a variety of applications 

and mobile operating systems are evaluated then scored based on the framework’s scoring matrix 

developed as part of this research. The framework analyzes all permissions requested by an 

application, assuming that no permissions have been disabled by permission management 

applications or settings by the owner and user of the MobDev. With those permissions, a Privacy 

Invasion Profile (PIP) based on criteria defined and applied throughout this research is created 

for each application and compared with the PIPs created for other applications on the same and 

other mobile platforms. 

1.6 Research Questions and Hypotheses 

 The following questions and hypotheses are addressed by this research: 

 Question 1 (Q1): What are the risks to information privacy on MobDevs and how are 

these currently represented by application permissions? 

 



 5 

 Hypothesis 1 (H1): A framework for mobile applications permissions analysis across 

platforms can robustly reveal privacy risks for MobDevs. 

 Hypothesis 2 (H2): The framework demonstrates through an analysis of current 

applications across multiple platforms that it is effective in identifying privacy concerns 

and risks. 

 Question 2 (Q2): Are the permissions requested by security applications (e.g. mobile 

antivirus programs) greater than those requested by other applications and does this 

increase the risk to information confidentiality? 

1.7 Definitions 

 MobDev – A mobile device such as a smartphone, tablet, PDA, e-reader, biosensors, 

Google Glasses, smart watch, or other similar small personal computer. In this research, a 

MobDev specifically refers to smartphones and tablets. 

 Mobile App (or App) – Software installed on a MobDev. These applications can range 

from mobile adaptations of social websites, such as Facebook, LinkedIn, or Twitter, to 

mobile versions of desktop software, such as Evernote, OneNote, or Pandora, to mobile 

specific security applications, including Norton Security antivirus, Avira Antivirus 

Security, and McAfee Antivirus & Security (“App Store Downloads on iTunes” 2014; 

“Android Store (Google Play Store)” 2014). 

 Privacy or Working Privacy Definition (WPD) – A working definition of privacy is 

defined in section 1.1 of this thesis and applies as a working definition throughout the 

remainder of this document. 
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 Privacy Invasion Profile (PIP) – A profile created based on the permissions and 

combination of permissions that a mobile application requests. 

 Create, Read, Update and Delete (CRUD) – Basic data manipulation and management 

term. Most mobile applications’ permission-grant CRUD access to the feature that is 

accessed; however, some only have “read” access. Read access is the only permission 

needed to invade privacy and is the only factor contributing to the PIPs being developed 

in this thesis. Hereafter, create, read, update, and delete access is referred to as CRUD 

access. 

 Mobile Platform – Mobile platforms include such devices as e-readers, smartphones, 

feature phones, tablets, smart watches, Google Glasses®, and other similar devices. This 

thesis focuses specifically on applications developed for and deployed on smartphones 

and tablets. All mobile operating systems are used in their original form as the company 

intended for the mobile platform to implement the operating system. This includes not 

jailbreaking, rooting, or otherwise modifying a mobile platform’s operating system. 

When a mobile platform is referenced in this thesis it refers specifically to the following 

three platforms: 

1) Android tablets/phones as produced by Google, Inc. No custom ROMs or rooted 

devices were used in this research. 

2) iPhone/iPad as produced by Apple Inc. No jailbroken devices were used as part of 

this research. 

3) Windows Phone as produced by Microsoft.  

 



 7 

1.8 Limitations on Framework Evaluation 

Limitations of the evaluation of the framework include the following specifications: 

1. The only mobile devices that were tested were tablets and phones running Android, iOS, 

and Windows Phone. Despite these limitations, the scoring matrix contains elements that 

are applicable to other mobile devices and mobile platforms. The specific versions of 

tablets that were used throughout this thesis are listed in Table 1-1: 

 

Table 1-1: Selected Mobile Devices and Device Specifications 

Device Platform Device Specifications 
Nexus 5 Android 2013 T-Mobile version. Technical Specifications include 16 GB of 

internal storage, 2GB of RAM running Android 4.2.2 to 4.4.4 
Nexus 10 Android 2012 Wi-Fi only version. Technical specifications include 32 GB of 

internal storage, 2GB of RAM running Android 4.2.2 to 4.4.4 
Nexus 7 Android 2012 Wi-Fi only version. Technical specifications include 16GB of 

internal storage, 2GB of RAM running Android 4.2.2 to 4.4.4. 
iPad Mini iOS 2012 Wi-Fi only version. Technical specifications include 16GB of 

internal storage, dual core A5 processor running iOS 7.1.1 to 7.2.1. 
Nokia 521 Windows 

Phone 
2013 T-Mobile version. Technical specifications include 512MB of 
RAM, 8GB of internal storage running Windows Phone version 
8.0.10517.150 

 
 

2. The potential for cost-inferring permissions (e.g. in-app purchases, costs money, 

premium rate SMS/MMS/phone calls etc.) are not considered privacy-invading 

permissions.  Due to the fact that no personal information is gathered or transmitted, cost-

inferring permissions are not considered privacy invading and are therefore not within the 

scope of this research. This research focuses specifically on the gathering and 

dissemination of personal information, preferences, and actions. 
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3. Analysis of permissions is limited to permissions requested by an application. Monitoring 

of network connections and traffic to identify, decrypt, and analyze breaches in privacy 

not indicated by granted permissions are out of scope. 

4. Government regulations, laws, and other similar literature supporting this research were 

limited to documents based in the United States, following US expectations and policies. 

5. Any updates or patches provided by the MobDev manufacturer or developer were 

applied. This provides the most current and accurate picture of mobile platforms’ privacy 

management and definitions while still allowing the framework to provide insight to the 

privacy implications of mobile operating systems and mobile applications. 
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2 LITERATURE REVIEW 

This chapter reviews privacy research (current and historical), digital privacy, and 

practical implementations of privacy features for each of the primary mobile platforms (Android, 

iOS, and Windows Phone). 

2.1 Current and Historical Digital Privacy Expectations 

Throughout history, many people, groups, and other entities have attempted to define 

privacy, especially in relation to digital communications. Thomson stated that “the most striking 

thing about the right to privacy is that nobody seems to have any clear idea what it is” (Thomson 

1975) With nobody having a clear sense of privacy, Westin attempted to provide a groundwork 

for the definition of digital privacy in this statement: “With the rise of communication equipment 

and computing systems, the notion of information privacy has emerged, which has been initially 

defined as ‘the claim of individuals . . . to determine for themselves when, how and to what 

extent information about them is communicated to others’” (Christin et al. 2011; Westin 1968).  

Privacy as a term in and of itself is hard to define, as it is more of a concept, idea, or principle, 

not a soundly defined expression. 

The foundation of modern policies relating to digital and personal privacy comes from 

our non-digital history and is based on unalienable rights as defined in the Bill of Rights.  
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Much of our modem conception of privacy is grounded in the Fourth Amendment’s 
mandate that individuals ‘shall be secure in their person, houses, papers and effects’ from 
unreasonable government intrusion. Though it may sound like a blanket grant of 
protection, the scope of the Fourth Amendment is actually limited. Katz vs. United 
States, a wiretap case, established that people are protected from unwarranted 
government intrusion only in situations where: (1) they have a subjective expectation of 
privacy; and (2) that expectation is one society is prepared to recognize as ‘reasonable.’ 
Since only ‘reasonable’ expectations of privacy will be honored, for information to 
receive protection it must meet this threshold. (Levis 2011). 
 
While the Fourth Amendment may be the basis for digital statutes and concepts it does 

little to define how digital privacy is defined today. This gap in privacy definition was further 

displayed by Levis when he stated: 

Because the Court has failed to nail down a clear objective standard to measure 
society’s expectations, particularly within the digital context, judging what 
society is willing to recognize as reasonable has become a very flexible standard. 
This flexibility might be seen as a virtue that allows certain societal interests in 
security, such as airline security, to trump an individual’s desire for privacy. 
However, it is also concerning that an individual’s interest in privacy hinges “on 
whether ‘society’—e.g., some unspecified group of other individuals—approves 
of such protection.” This is even more concerning when it becomes one step 
removed and a judge is deciding what society is willing to recognize as 
reasonable. (Crowther 2012) 
 

Lipton further detailed this lack of clarity in digital privacy definitions and the subsequent risk in 

his statement: 

By contrast, the United States has never been particularly focused on protecting 
individual privacy. To the extent that American law has dealt with privacy at all, the 
protections have largely been restricted to government intrusions into privacy. Setting 
aside the limited development of the four privacy torts, there has not been much of an 
effort to protect individual privacy against private intrusions. (Lipton 2010) 
 
Privacy standards and statutes exist, including FERPA and HIPPA.  These standards do 

not deal with consumer information, neither are they tied to non-payment-based personal 

information, which separates HIPPA and FERPA from defining digital privacy in a format 

needed to evaluate mobile device privacy. Levis further validated this lack of a digital privacy 
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standard when he stated, “Currently their no statute[s] specifically regulating access to user data. 

Instead this information is governed by statutes regulating electronic communication such as the 

Electronic Communication Privacy Act [also known as the ECPA]” (Levis 2011). The ECPA 

focuses almost exclusively on wiretaps for telephones as opposed to other digital communication 

and limits law enforcement and government entities, not third party or corporate bodies 

(Tuerkheimer 1993). This statement on digital privacy helps to clarify why there are so many 

ambiguous laws, laws that force government and corporate entities to enact policies that help to 

manage and govern privacy. Most laws and policies take a long time to be debated, worded and 

enforced, much longer than technology takes to develop, change and advance. These differences 

become a larger problem as the world moves more towards MobDevs and away from traditional 

computers as their main computing platform. This move comes as MobDev technology is being 

advanced and replaced far more rapidly than traditional computers.  An example of this can be 

found in the average length of life for MobDevs and MobDev contracts (typically between 12 

and 24 months) when compared to the average life or warranty of a laptop or desktop computer 

(as little as 1year, but typically between 2 and 5 years). 

What does privacy encapsulate? One paper breaks it down to four sub-categories: 

1. Privacy of person. 

2. Personal behavior privacy 

3. Personal communication data. 

4. Personal data privacy (Bélanger and Crossler 2011).  
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Another definition of digital privacy states:  

Privacy is defined as a process of anonymity preservation and so it is strongly connected 
with control over information about the self. In online environments, people who 
perceive higher threats to privacy are less disposed to disclosing information about the 
self because they perceive themselves as less able to control information and protect 
themselves too (Taddei and Contena 2013).  
 

What role does this online trust play in MobDevs and their applications? Applications cannot be 

easily installed without an Internet connection and many apps actively pull data from Internet 

sources (e.g., email, news blogs). Do users put the same trust in Internet-using applications that 

they do in browsing the Internet or using web-based applications and resources? To further add 

to the ambiguous nature of privacy, Levis adds “It is not clear if authorization is required from 

the actual end user (Levis 2011). 

While the definition of privacy is in flux with current laws, statutes, and policies, it can 

be very difficult to know what is or is not in a gray area in relation to the public’s expectation for 

digital privacy. Information and digital privacy “are [a] myriad and [of] a varied nature” 

(Bélanger and Crossler 2011) making it difficult for the public and developers to know what to 

expect and where a line can be drawn; how much privacy can and should be sacrificed? 

2.2 Contributions to Privacy Definitions 

Warren and Brandeis argued that privacy laws should conclude that “the individual shall 

have full protection in person and property” and that it “is a principle as old as the common law” 

(Warren and Brandeis 1890). The idea that privacy includes the right to control our property and 

our own person (including information about oneself) was further expounded on by Thomson  

when she stated, “For if we have fairly stringent rights over our property [for example the Fourth  
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Amendment and similar laws and policies] we have very much more stringent rights over our 

own persons” (Thomson 1975). 

Similarly, Hann, Hui, and Lee described privacy as “the ability to control the acquisition 

and use of one’s personal information” (Hann et al. 2002) which follows writings by Alan 

Westin (Westin 1968). Hann continued the definition by saying “That control over information is 

a key dimension of privacy[,] has been stressed by researchers in diverse disciplines including 

law, information systems, marketing, organizational and social sciences, and psychology.” 

Additional definitions came from Duri and Gruteser who define privacy using the 

following definition: 

  In a general sense, privacy may be defined as the ability of individuals to decide 
when, what, and how information about them is disclosed to others. Privacy 
principles demand that systems minimize personal data collection, for example 
through anonymization. Before personal data can be collected, consent from the 
data subject needs to be obtained by notifying [them] about the nature and 
purpose of their data collection and offering policy choices (Duri et al. 2002). 

 
Duri and Gruteser went on to state that “privacy principles require notifying users and 

obtaining consent.” One of the main complaints about obtaining consent comes from the 

fact that many applications state their privacy policy in a Terms and Agreements style; a 

style which is often ignored by the users who simply click to agree. 

Seriot further stated: “According to Merriam-Webster’s dictionary, privacy is the 

quality or state of being apart from . . . observation. In the context of spyware 

applications, we consider privacy more narrowly as personal data confidentiality” (Seriot 

2010). While spyware is not directly part of this research, privacy-invading applications 

are within the scope of research; it plays a very important role in the ongoing debate 

about what is included or excluded from a person’s digital privacy. 
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Other concepts, factors, and ideas that contribute to privacy and a working 

definition include:  

1. Big Brother governments watching every digital move you make. (Hong et al. 

2004) 

2. Parents keeping close tabs on their children. (Hong et al. 2004) 

3. Overzealous telemarketers and the protection of generic personal information. 

(Hong et al. 2004) 

4. Is privacy a moral or legal right? (Bélanger and Crossler 2011) 

5. Information privacy is a subset of the overall concept of privacy. Do 

principles that apply to one set of rights always apply to the other set of rights, 

or are they partially exclusive? (Bélanger and Crossler 2011) 

6. Four dimensions of privacy, including collection, unauthorized secondary use, 

improper access, and errors. (Bélanger and Crossler 2011) 

7. The privacy paradox, which states that a person’s intentions to disclose their 

information is not the same as a person’s observed behavior when actually 

sharing their personal information. (Bélanger and Crossler 2011) 

8. Personal location privacy and how an individual controls that information. 

(Khosla 2004b) 

9. Identity privacy. (Liang et al. 2012) 

10. The advent and advancement of technology have created problems and 

challenges with consistent application of the reasonable expectation of the 

privacy standard and threatens digital privacy. (Crowther 2012) 
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11. How much privacy can the Fourth Amendment guarantee to Internet and other 

digital communication media? (Crowther 2012)  This research primarily uses 

definitions, laws, and policies based in the United States, but can generally be 

applied internationally as digital boundaries between countries are less 

defined than geo-political boundaries.  Examples of this include international 

technology companies such as Adobe, Microsoft, and Apple that run various 

parts of their company in different countries, requiring them to comply with 

multiple privacy laws and statutes depending on how data is handled and 

transmitted between data centers across country lines.  A company having its 

headquarters in one country can further complicate this and data centers in 

multiple other countries, potentially leading to the question of which country’s 

(or countries’) privacy laws and statues should be applied to data being stored 

by that country. 

The above factors were used in creating a working definition of privacy, which is found 

in section 1.1 of this thesis and used throughout this document. 

2.3 Potential Data Sharing and Privacy Intrusion 

All peripheral parts of a MobDev, including the camera, GPS, gyroscope, accelerometers, 

and proximity sensors (NFC, Bluetooth, wireless cards, etc.) can be used to learn about a person, 

their habits, and their activities, amongst other information (Christin et al. 2011). Among these  

data-gathering mechanisms, location information and specific personal information (e.g. 

usernames, password, social security number, phone number, email address) can be the most 

highly invading information collected, especially considering that some of this information can  
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be readily found and obtained via social media like Facebook, LinkedIn, Google+, and other 

such web applications. For personal location information, the “privacy of mobile users is not 

completely under their own control since the system administration [from mobile providers] 

maintains a central server where the location information of mobile users is stored (Khosla 

2004a). 

To further illustrate the potential data loss to mobile applications, Christian Levis 

described the permissions that mobile applications need as follows:  

Each app a user chooses to install on his smartphone can access different 
information stored on that device. This access, however, is never unlimited. The 
level of access granted to each application is determined by a set of controls 
called ‘permissions.’ Applications do not have access to any user information by 
default, and can only access whatever the ‘permissions’ allow them to. These 
restraints can be defined either at the installation of the application by a traditional 
‘clickwrap’ license, or later on throughout the use of the application by user 
prompts (Levis 2011). 
 

The clickwrap method is used by the Android platform for application permission and privileges 

while the prompt method is used by the iOS platform. Both of these methods include the concept 

that an application has only the permission that it is granted by the MobDev owner, from 

completely disallowing the application, to potentially granting only some features of the 

application permission to function. Thus, a user literally chooses to sacrifice their privacy for 

security and usability, depending on the function of the mobile application. 

MobDevs lead to more sharing and storing of private personal information than other 

computing devices have historically. One author stated that: 

Mobile phones are so tightly coupled with our personal sphere, sharing 
information through them raise[s] privacy concerns, including the fact that people 
might be leaving private information traces they are not even aware of. This 
increased public awareness of privacy and several research studies present 
convincing data that such concerns have an impact on people’s acceptability and 
adoption of these new technologies (Tschersich et al. 2011). 
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The best summary of the current definition of the changing definition of digital privacy 

can be found in Skehin and Chung’s statement: “In today’s evolving mobile privacy landscape, 

new technologies and products are constantly sparking new privacy questions even as they 

reshape consumers’ expectations and desires” (Skehin and Chung 2011). 

2.4 Mobile Applications Permissions 

For most mobile applications to correctly function, they need permission to access 

resources on the MobDev, from access to the memory/storage to save information, to access to 

the Internet (3G/4G/Wi-Fi) to access information, to GPS location. For each platform, denying 

these permissions can “negatively impact the user experience, the system, or other applications 

installed on the device”(Barrera et al. 2010; Levis 2011). Many of these permissions may be 

essential for the application to correctly function, but are the permissions requested by the 

application actually being used by the application as part of the service the application provides, 

or are those permissions being used to access and collect private personal information without 

unnecessarily? Excessive permissions might be requested by an application without a user 

knowing. 

Application permissions have already been discussed in depth by a variety of different 

papers and articles. One paper points out that “[one] problem with the permissions system [is] 

the difficulty of interpreting the meaning of the plethora of permissions requested, as well as the  

lack of a way to convey that certain combinations of permissions are far more dangerous than the 

individual permissions in isolation” (Au et al. 2011). This article further categorizes permissions 

into three types, or groups, with those groups being defined as follows: 
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Control: This indicates how much control the permission system gives the user 

over applications. An example of control is whether permissions can be 

individually enabled and disabled.  

Information: We also categorize permission systems by how much information 

they convey to the user. Permission systems can convey two types of information 

— what resources (and thus permissions) the application developer believes their 

application will access (a priori) and what resources the application actually 

accesses at run time.  

Interactivity: Finally we indicate how much of a burden the permission system is 

on the user by indicating how much interaction is required to use the system. 

Some permission systems require a lot of interaction because they prompt the user 

frequently, while others take measures to reduce the amount of interaction (Au et 

al. 2011). 

Taking permissions a step further, if an application requests more access and privileges 

than a user is comfortable permitting the application, the user may go so far as to define that 

application as malicious software, due to the information access it has, or its use of requested 

information (Peng et al. 2012). 

2.5 Android Privacy Research 

Research into Android privacy and permissions has been done extensively (Shin et al. 

2009; Jeon et al. 2012; Jeon et al. 2011; Portokalidis et al. 2010; Felt et al. 2012; Sarma et al. 

2012; Enck et al. 2010), specifically researching into permission creep, excessive permissions, 

and permission consistency on Android applications purchased on the Android market. 
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In addition to this research, a variety of tools have been purposed and initial development 

has started that would allow for fine-grained permission control (Jeon et al. 2012), separation of 

library permissions and application permissions (Pearce et al. 2012; Shekhar, Dietz, and Wallach 

2012), provide mock information to an application requesting personal information (Beresford et 

al. 2011), and the checking of permissions included in an Android application (Vidas, Christin, 

and Cranor 2011). 

Also, rooting an Android device exposes additional potential attack vectors that can be 

used to access private information and compromise the MobDev user’s privacy. 

2.6 iOS Privacy Research 

While iOS is often considered a secure mobile platform there is an extensive history of 

privacy-attacking exploits, including libtiff exploits, SMS fuzzing, Aurora Feint, MogoRoad, 

Storm8 complaint, Pinch Media, Ikee, Dutch 5 ransom, Privacy.A, and Ikee.B (Seriot 2010). 

There are many other reports of remote exploit being created and executed on an iPhone 

(Portokalidis et al. 2010). Additionally, there have been extensive research and reports on a 

unique identifier used by iPhones called UDID. These UDIDs were gathered by a variety of 

iPhone applications and websites (Smith 2010). While these are not particular examples of 

privacy invasion via iPhone applications, they are examples of how exploits and vulnerabilities  

in the iPhone architecture and design could be exploited by permissions in an application or 

introduce a new weakness in iPhone software.  This can be found in the recent iCloud attack 

gathering private pictures from multiple celebrities. 

Similar to Android applications, iPhone applications often suffer from over-requested 

permissions, which in turn provide access to a wealth of private personal information. This could  
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cause concern for potential privacy invasion and the exfiltration of personal information 

(Beresford et al. 2011). Additionally, by jailbreaking an iPhone, additional exploits and 

vulnerabilities could be introduced (Seriot 2010; Vidas, Christin, and Cranor 2011). 

2.7 Windows Mobile Privacy Research 

Due to the similarities between Windows Phone and the full version of Windows 

Desktop there is essentially no available research on privacy specifically for the Windows Phone 

mobile operating system. As far as is known, this thesis presents the first research that addresses 

privacy issues on Windows Phone. 

2.8 Cross-Platform Comparison of Privacy, Security and Applications  

Many articles have been written about security and privacy for both Android and iOS 

devices, since both platforms have been active on the mobile scene since 2007 (“Apple Unveils 

iPhone | Macworld” 2014; “Industry Leaders Announce Open Platform for Mobile Devices | 

Open Handset Alliance” 2014). Literature detailing privacy and security concerns for Windows 

mobile devices was not found that specifically referenced windows phone privacy, due to the 

relative newness (2010) of its current mobile platform iteration. Because of the recent release of 

Windows mobile devices and the lack of academic articles, these devices are not being directly 

covered or referenced in the remainder of this chapter. 

The differences between privacy management on Android, iOS, and Windows Phone are 

provided here. Android and Windows Phone provide a complete list of required permissions an 

application requests to users before installation, while iOS only requests access permissions 

when an application requests the permissions to execute a specific action. Additionally, 
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“Android’s privilege notification has some security advantages, but it pushes the most important 

security checking work to its end users who might not have expertise in security and may not 

even read or understand those privileges listed during application installation” (Han et al. 2013). 

iOS privacy security is thought to be the most secure and most effective privacy-protecting 

platform because of the controlled and limited environment, both on the device and through the 

iTunes App store (Han et al. 2013). 

To further establish similarities and differences between Android and iOS, in May 2012 

there were more than 312,000 apps on Google Play, over 478,000 applications on the iTunes 

store, and over 20,000 applications were shared between platforms. This overlap means that 

approximately “12.2% (about one in eight) of applications on Android have a counterpart 

application on iOS” (Han et al. 2013). One major difference between Android apps and iOS apps 

is that each Android app comes with a file titled Android Manifest.xml (“App Manifest | Android 

Developers” 2014) which details all of the permissions requested by that app. This list is 

displayed to a user before the application can be downloaded from the Google Play store onto an 

Android device. On the other hand, iOS devices have no “official documentation specifying what 

privileges are allowed for third-party applications” (Han et al. 2013). 

Another comparison of Android and iOS discovered that there were 20 security sensitive 

API (SS-API) types that covered access rights to the most common resources/services on a 

MobDev, including the calendar, contacts, Bluetooth, Wi-Fi state, camera, and vibrator (Han et 

al. 2013). One of the interesting facts discovered by Han and his associates is that many of those 

SS-API permission requests were not coming from the application itself but from third-party 

libraries such as GoogleAds, MillennialMedia and Mobclix, which are inserted into the 

application for revenue purposes (Han et al. 2013). 
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2.9 Current Industry Standards for Mobile Privacy 

At the writing of this thesis (May 2014 to October 2014), there are no published industry 

standards for privacy on mobile devices.  Such organizations, groups, and standards as RFC, ISO 

and NIST have not been created nor published.  It is important to note that at this time, NIST is 

working on a draft of Technical Considerations for Vetting 3rd Party Applications (Voas et al.), 

but this document is still under review and open for comment and critic.  Furthermore, the NIST 

document only briefly mentions privacy standards without providing much information for 

categorizing and critiquing third-party applications. The main mention about privacy in relation 

to mobile applications is found in the paragraph: 

Privacy considerations, such as revealing traditional [Personally Identifiable 
Information] also include mobile-specific personal information like location data, 
pictures taken by onboard cameras, both still and video, as well as the broadcast 
ID of the device. This needs to be dealt with in the User Interface (UI) as well as 
in the portions of the apps that manipulate this data. For example, a tester can 
verify that the app complies with privacy standards by masking characters of any 
sensitive data within the page display, but they should also review audit logs, 
when possible, for appropriate handling of this type of information. Examples of 
traditional types of sensitive data include financial data (e.g., credit card number), 
personal data (e.g., social security number), or login credentials (e.g., password). 
The login page should limit the number of failed authentication attempts and not 
provide the ability to save a password for automatic login if the app contains 
sensitive data. Another important privacy consideration is that sensitive data 
should not be disclosed without prior notification to the user by a prompt or a 
license agreement (Voas et al.). 
 
In addition to this loose definition of mobile digital privacy, the draft by NIST 

includes brief statements about insufficient data protection, malicious functionality built 

into a mobile application, and excessive permissions, which often stem from code 

copying or lack of knowledge by developers as to what personal information a 

permission might be able to access on a MobDev. 
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While this may provide the beginning of a definition for digital privacy, 

particularly in relation to mobile devices, it is far from a complete and comprehensive 

statement as to what personally identifiable information could be gathered using a 

MobDev. 
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3 METHODOLOGY 

This chapter outlines the plans for study and research for this thesis. Also included in this chapter 

is the methodology used for answering the questions and proving the hypotheses as defined in 

section 1.6 Research Questions and Hypotheses as follows: 

 Question 1 (Q1): What are the risks to information privacy on MobDevs (specifically in 

relation to mobile applications) and how are these currently represented by application 

permissions? 

 Hypothesis 1 (H1): A framework for mobile application permissions analysis across 

multiple platforms can robustly reveal privacy risks for mobile devices. 

 Hypothesis 2 (H2): The framework demonstrates through an analysis of current 

applications across multiple platforms that it is effective in identifying privacy concerns 

and risks. 

 Question 2 (Q2): Are the permissions requested by security applications (e.g. mobile 

antivirus programs) greater than those requested by other applications and does this pose 

a greater risk to information confidentiality? 

3.1 Privacy Risks for Mobile Platforms (Q1) 

The purpose of this research is to provide insight into the privacy-invading potential for 

mobile applications. As part of defining that insight, a working definition of digital privacy, with 
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respect to MobDevs, has been developed and used throughout this research. Research into 

historical privacy laws and statutes (before and after the introduction of MobDevs) was done to 

define what precedents set by judicial statement and review, specifically in relation to privacy 

and digital privacy. Literature review included judicial statements from court cases, law reviews, 

academic articles, and other similar publications that referenced digital privacy. 

As part of the working definition of mobile application privacy risks, a list of recorded 

methods of privacy invasion as well as potential methods of privacy invasion for mobile devices 

was compiled. Privacy invasion between multiple applications is addressed and discussed later, 

but additional research on this topic and research on the potential for cross-application privacy 

invasion is creating a PIP are not within scope for this thesis. An example of potential 

information sharing could be found with the Facebook app and the Facebook Messenger app.  

The combined permissions request by these two applications and the information gathered by 

these applications have access to could provide detailed information about an individual. 

3.1.1 Identify Potential Privacy-Invading Permissions 

A method was established that compiled a list of available permissions and privileges for 

each mobile platform. No special considerations were taken into account for permissions and 

privileges that are only available on any one of the three platforms in the design of the 

framework. The framework should be flexible enough to analyze any mobile application or 

browser extension, regardless of the platform or architecture. Mapping privileges between the 

various platforms were incorporated into the framework, adding to its versatility and ability to 

create a PIP for every application on each platform. Additional attention and consideration were  
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given to combinations of permissions and how those combinations of permissions might allow 

for additional privacy invasion. 

3.2 Framework Reveals Privacy Risks (H1) 

A framework was created for risk classification and scoring. A framework that uses a 

point-based system was created to evaluate the permissions requested by mobile applications. 

Based on the points an app receives, it is awarded a risk score and risk classification. A Privacy 

Invasion Profile (PIP) is developed that takes into account the following factors for each 

application analyzed: 

1. Requested permissions. 

2. What information and data each permission has access to create, read, update, and delete. 

3. Combinations of requested permissions. 

4. A “need to know” factor of the permission (e.g., why does the application need access to 

the information?). 

In addition to the above factors, an additional factor that was addressed (but not included as part 

of the framework at this time) is how a mobile application publisher handles information, 

specifically how it handles data in the following three phases:  

1. Stored Data 

2. Data Processing  

3. Data in Transmission 

Protection of information gathered by a mobile application was addressed, but it was not a focus, 

nor was it considered within the framework as part of an application’s PIP. 
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The framework is flexible enough to accommodate permissions across multiple platforms  

(Android, iOS, and Windows Phone) and takes into consideration how in-app purchases affect an 

application’s permissions. Additionally, the framework is flexible enough to be extended to web 

applications or browser extensions. While the framework should be flexible enough to 

accommodate web apps and browser extensions, a demonstration of this functionality is not 

within the scope of the framework for this research. 

Lastly, the framework also takes into consideration combinations of certain permissions. 

This is done to accurately reflect the permissions requested by a mobile application and how a 

combination of permissions could affect the PIP, depending on the particular permissions 

requested. 

3.3 Cross-Platform Analysis of Applications (H2) 

As part of the demonstration process, the framework was used to evaluate several mobile 

applications from each of the pre-defined mobile platforms. The following sub-sections define 

the criteria used to select all applications, including criteria such as platform specific 

applications, cross-platform applications, and security applications. 

For this research all permissions were enabled for each application analyzed. No 

permissions were modified or disabled to ensure that an accurate representation of permissions 

for each was application was collected. Due to having all permissions enabled, the PIP that was 

produced for each application is a reflection of the highest possible risk potential for privacy 

invasion. 
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3.3.1 Cross-Platform Application Selection Criteria 

Applications were selected using the following criteria, being applied in this order: 

1. Thirty (30) applications in total were selected. 

2. The top 10 applications for each platform (Android, iOS, and Windows Phone) were 

selected. Top 10 applications are defined as the top 10 applications as ranked by each 

 platform’s respective application store (Google Play, iTunes and Windows Phone store).  

The app stores define top, or popular, applications by overall downloads or downloads 

over a period of time, as well as composite user ratings of an application as presented by 

each respective app store.  There is currently no way to validate these lists of top 

applications as defined by each application store. 

3. For each platform, 5 of these top 10 applications must be available on at least two of the 

three platforms.  If an application does not have a cross-platform counterpart in the top 10 

of a second platform, then the next most popular application that is available on two 

devices is selected.  For example, if Android does not share any of its top 10 applications 

with a comparable application on Windows Phone or iOS, then the 11th application is 

selected from each platform and compared to other top applications on the other 

platforms. This process continues until an application is selected that is available on at 

least two of the three platforms.  This is part of the demonstration process for the 

framework as it provides a similar application to compare application permissions 

between each platform. 

4. At least 2 of the top 10 applications for each platform are security related applications 

(antivirus and firewall, etc.).  A similar process as described in #3 above is used, 
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proceeding down the list of top applications until an application is selected that is 

considered a security application. 

In summary, 30 applications were evaluated, 5 applications on each platform need to be 

cross-tested on at least one other platform and 2 applications on each platform must be a security 

related application. Updates and packages that are pre-installed as applications on a MobDev 

(e.g., Google Play Services on Android devices) were not be considered as one of the top 10 

applications installed because they come pre-installed (meaning there is no user choice to 

download this application) or they are required to run another application. However, if that same 

application is available on a different platform (e.g. Gmail on iOS devices) that application is 

eligible for selection as one of the applications used for testing and verification of the privacy 

framework.  

Additionally, if a list of “Top 10” applications cannot be found using the criteria above, 

other websites were used to supplement the application selection process based on the following 

factors: 

1. The number of times an application has been downloaded. 

2. The number of ratings given for an application. 

3.3.2 Android Application Selection Criteria 

All Android applications were selected from Google Play (“Android Store (Google Play 

Store)” 2014). Other third-party application stores such as Amazon App store(“Amazon.com: 

Apps for Android” 2014), Get Jar (“Getjar” 2014), and other similar third-party application 

stores(“Best Android App Store Alternatives (if You’re Tired of Google Play) | Digital Trends” 

2014) were not considered for this research.  
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3.3.3 iOS Application Selection Criteria 

All iOS applications were selected from the iTunes website and application (“App Store 

Downloads on iTunes” 2014). Third-party apps from stores such as “Cydia” (“Cydia” 2014) 

were not considered for this research.  

3.3.4 Windows Phone Application Selection Criteria 

Windows Phone applications were selected from the Windows store built into Windows 

phones. These same applications can be found online (“Apps for Windows - Microsoft 

Windows” 2014). No considerations were made for jailbreaking, installing third-party 

applications, or otherwise modifying the Windows Phone or tablet or installing applications from 

any third-party stores on this platform. 

3.4 Requested Permissions and Information Confidentiality (Q2) 

The classifications and risk profiles that are developed in chapter 4 and chapter 5 provide 

information for continued analysis of security and non-security applications, single platform 

applications, and cross-platform applications. PIPs are created by the framework in such a way 

that the PIPs cover and detail all permissions that have the potential to invade privacy and create 

a profile that is easy to understand not just for the security professional or the technology 

enthusiast, but also for the technology layman. Structuring the PIP in this way helps all MobDev 

users to better understand what personal information is being gathered and stored, or what 

personal information could be gathered and stored, based on the permissions requested by the 

MobDev applications. 
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3.4.1 Operating System Baseline 

By design, each mobile platform provides different permissions to a mobile application 

without the application requesting any permission.  These unrequested permissions grant 

minimum access to MobDev resources for an application to utilize. Unrequested, or baseline, 

permissions were analyzed by the framework to create an operating system factor which was 

included as part of the PIP for each application.  This operating system factor was included as a 

separate element from the other permissions and permission combinations requested by an 

application. 

3.4.2 Security Application Selection 

Security applications were selected following the process and methodology defined in 

section 3.3 and its underlying sub-sections. In addition to meeting the conditions defined in 

section 3.3, security applications could include the following types of apps: 

1. Antivirus applications 

2. Firewall applications 

3. Anti-malware applications 

4. Find and recover applications. These applications are used in the situation where a 

MobDev has been lost or stolen and the owner of the device can remotely lock and wipe 

data from the mobile device as well as turn on the GPS and locate the device. 

5. Other similar applications that provide some type of security, protection, or monitoring 

service. 

Due to the differences between platform operating systems, finding security applications 

across platforms may not be possible. While difficult, it was still attempted to provide a useful  
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comparison of security applications across multiple platforms. However, cross-platform security 

applications, created by the same company or group for each mobile platform, were not a 

requirement during the selection of applications, but an optional bonus if achievable.  

3.4.3 Non-Security Application Selection 

Non-security applications were selected following the process and methodology outlined 

in section 3.3 and underlying sub-sections. When possible, the applications selected for cross-

platform analysis and comparison were cross-platform applications. However, having a security 

application be available cross-platform is not a hard requirement during application selection, but 

an extra, which, if not fulfilled, would not change the scope, purpose, and outcome of this 

research. 

3.4.4 Comparison Between Security and Non-Security Applications 

A comparison of PIPs generated by the framework between security applications and 

non-security applications was conducted to provide a more in-depth analysis of application 

permissions for evaluation. Security software and applications have an implied trust from users, 

to protect computers and MobDevs from malicious software that attempts to exploit computing 

power and personal information.  Due to this inherent trust, most users do not question the high 

number of permissions and privileges often requested and required to monitor files, processes, 

and uses of other MobDev resources to protect the MobDev user’s information. However, due to 

un-vetted application permissions this may not be the case. Non-security applications may 

request similar (or more) permissions than security applications, which could present a much 

higher privacy invasion risk. This would also demonstrate that mobile application permissions 
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are not monitored nearly as rigorously as each application store claims. It also means that 

personal information might be collected and exploited (sold, used, posted on the Internet, etc.) 

without the user being aware of the information exfiltration occurring. 

To extend this comparison, if excessive permissions and potential privacy invasion were 

discovered in a security application, its PIP may be significantly higher than a non-security 

application’s, placing it on the same security level with a PIP similar to a virus, malware or other 

malicious code that invades personal privacy. If this is the case, this analysis could demonstrate 

that an application is closer to malicious code that invades privacy and collects personal 

information. 
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4 FRAMEWORK DEVELOPMENT 

This framework consists of the following primary components: 

1. Categorizing individual application permissions according to their potential to access, 

gather, and exfiltrate the data stored on a MobDev. 

2. Categorizing groups of application permissions according to their potential to access, 

gather, and exfiltrate data on a MobDev. 

3. Create a privacy invasion profile (PIP) that can help users to understand the potential for 

their privacy to be invaded and exploited.  

This chapter contains details considered during the categorizing of permissions, selecting 

applications as a demonstration that the framework functions as desired. 

The privacy classifications are general enough to be used across all mobile platforms 

used in this research, while also being flexible enough that a PIP might be adaptable enough to 

also create a profile for browser extensions, plugins, and other similar browser applications. 

4.1 Developer Considerations 

As mentioned in chapter 3, there are three items that need to be addressed in relation to 

how a developer handles data after it is collected, including: 

1. How are data and privacy protected during data storage? 

2. How are data and privacy being protected while data is being processed? 
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3. How are data and privacy being protected while data is being transmitted between 

locations? 

While these are important issues to address, they are nearly impossible to incorporate into 

an analysis framework, especially where there is little to no standard for how data is stored, 

processed, and transmitted for mobile applications. 

4.1.1 Challenge of an Application’s Need to Know 

The considerations listed in section 3.2 include a “need to know” factor. Ambiguity in 

who defines and how they define a “need to know” makes this a challenge that is impossible to 

answer.  Does the research define this term?  If yes, there will be challenges by developers as to 

why they need various permissions.  If the developers define “need to know”, then there will be 

disagreement between those developers, researchers, and MobDev users.  Due to these 

challenges, the “need to know” factor will be excluded from this version of the framework. 

4.2 User Profile Considerations 

Privacy is a perceived and subjective concept that cannot be defined for everyone using a 

single use case. For this research the main user profile in the development and analysis of the 

framework is that of the writer of this thesis. The background and education of this user profile 

include a bachelor’s degree in information technology from an accredited four-year university, 

including experience in information security. While using a user profile does not directly address 

the target users (non-technical users) it provides a baseline to create the framework. 
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4.3 Privacy-Invading Profile Categorization 

Category labels are given to each type of permission. The naming and abbreviation scheme 

includes the following elements: 

1. The permission is individual (I) or a combination of permissions (C). 

2. The risk level is for the permission: Extreme (E), High (H), Medium (M), Low (L), 

or No Risk (NR). 

3. An index number that allows for uniquely identifying a specific category of 

permissions. Indices start at 1 and go as high as needed for all elements within that 

section. 

An example of this would be the following: a permission category named “Individual High 2” 

would have the abbreviation IH2. A second example is a category named “Combination Medium 

3,” which has the abbreviation of CM3. These abbreviations are found in the first column of each 

table from Table 4-2 to Table 4-7. 

 An additional factor that is considered in building a PIP is a severity factor to help 

explain the severity of permissions. The following severity factor is applied to the specified 

category level, whether the category is an individual permission category or a combination of 

permissions category: 

 
 

Table 4-1: PIP Risk Factor Classification 

Category Level Severity Factor 
Extreme Multiply by 4 
High Multiply by 3 
Medium Multiply by 2 
Low Multiply by 1 
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For example, an application has the following permission categories: 

 No Operating System Factor for this application 

 1 extreme combination permission 

 2 high individual permissions 

 1 medium combination permission 

 1 medium individual permission 

 3 low individual permissions 

The raw categories for the example application are 1 extreme permission, 2 high permissions, 2 

medium permissions and 3 low permissions. After applying the severity factor to the PIP for the 

application the raw PIP points would be: 

 No Operating System Factor for this application 

 4 points of extreme invasion potential 

 6 points of high invasion potential 

 4 points of medium invasion potential 

 3 points of low invasion potential.  

This example application would have a raw PIP of 17, which details the individual part of the 

PIP for that application.  Figure 4-1 provides a graphical representation of how this example 

application compares to platform PIP averages as well as an overall PIP average for all mobile 

applications analyzed by the framework in this thesis. Note: The averages used in this example 

graph are from actual results defined in later chapters. 
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Figure 4-1: Example PIP Comparison 

 

4.4 Individual Privacy-Invading Permissions 

According to the WPD, there are several high-risk permissions that have a high 

probability of invading a MobDev user’s individual privacy. Apps that request permissions that 

allow for some CRUD manipulation of personal or private data would have a higher risk than 

apps that request permissions that could indirectly have CRUD access to data on a MobDev. 

Applications that have the ability to create, read, update, or delete information can be harmful to 

a user, but are not necessarily invasive in the information they can access. The “read” permission 

is much more intrusive because it views and accesses personal information. Therefore, this 

permission can be highly invasive. Consequently, an application that has “read” ability on a 

permission that contains personal information would increase a PIP more than the other three 

abilities defined within CRUD access. 
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The focus of this permission categorization is personal information gathering and 

dissemination, which does not include other categories such as the potential for costing the 

owner of the MobDev via in-app purchases, premium rate SMS/MMS/phone calls and other 

charge-producing actions. 

4.4.1 Individual High Risk Permissions 

Based on the WPD and the literature review from Chapter 2, high-risk permissions are 

defined as permissions that contain several or all of the following elements: 

1. Read access to personal information (e.g., phone number, email address, home address, 

social security number, employee ID). 

2. Read access to sensitive information about owner/operator of the MobDev (e.g., SMS). 

3. Read access to location information (e.g., fine-grained information via GPS/3G/4G 

networks, coarse-grained data via wireless networks). 

Permissions that match the above criteria are as follows (see appendix E.1 for more information):  

 

Table 4-2: Individual High Risk Permission 

Permission 
Category 

Permission Details and Justification 

IH1 Location-
Gathering 
Permission 

In the literature review, this permission (both coarse and 
granular settings) is considered one of the highest offending 
and most concerning permissions. This permission allows a 
MobDev to gather geographic location information via Wi-
Fi, 3G/4G networks, or GPS antenna. 

IH2 Personal 
Information 
Permission 

Includes access to application login information, phone 
number, email address, and other unique personal 
information. Includes a unique identifier for a MobDev. 

IH3 SMS/MMS 
Permissions 

Permission that permits read, write, delete, and send access 
to SMS/MMS. Could lead to the access of large amounts of 
personal information in sent/received text messages. 
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4.4.2 Individual Medium Risk Permissions 

Based on the WPD and the literature review in Chapter 2, medium-risk permissions are 

defined as permissions that contain several or all of the following attributes: 

1. Read access to non-sensitive personal information (e.g., contact/address book for any 

application, camera (see appendix E.2 for more information)). 

2. Read access to other application data. 

3. Access to camera or video hardware. 

4. CRUD access to the calendar on the MobDev (either the natively-installed calendar 

application or a third-party application that already has access to the calendar 

application). 

 While some of these attributes and characteristics may not directly affect personal 

privacy, they can influence perception of an individual if their information is being gathered via 

another person (e.g., contact information being gathered from one MobDev about a different 

person). General descriptions for these permissions would include the following categories: 
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Table 4-3: Individual Medium Risk Permissions 

Permission 
Category 

Permission Details and Justification 

IM1 Contact 
Information 
Permission 

This permission is contact information about associates/friends/family of the 
owner of the MobDev, not information about the owner himself. This privacy 
invasion may vary as it is based on perception of the owner of the device and 
not actual data about the owner. This permission and this data could influence 
the perception about the owner if their contacts information is collected and 
sent to a third party. 

IM2 Other 
Applications 
Information 
Access 

A lot of personal information is stored and isolated in each independent 
application. Allowing another app to have CRUD access to that information 
allows the external application to aggregate personal information and to learn 
more about the owner/user of the MobDev. This includes social information 
(e.g., contacts, calendars and other information gathered from websites of 
social media applications). (See appendix E.3 for more information) 

IM3 Camera/Web 
Camera 
Permissions 

Ability to access, view, and modify pictures stored on the MobDev. Could 
possibly include the ability to access and modify cloud-stored pictures 
depending on the MobDev and cloud service (Google Drive, Dropbox, 
OneDrive, Box etc.) Also includes web camera access and both forward facing 
and rear facing cameras for capturing pictures and videos. 

IM4 Calendar 
Permission 

CRUD (or less) access to personal/cooperate calendar information. Main 
privacy invading feature is read ability of meetings, appointments and other 
commitments, allowing for the mapping of a person‘s schedule, potentially 
with locations. 

 
 

4.4.3 Individual Low Risk Permissions 

Based on the WPD and the literature review in Chapter 2, low-risk permissions are 

defined as permissions that do not have access to personal, private, or sensitive information, but 

could potentially gather that information about a user/owner of a MobDev. A general description 

of this type of permission would include the following: 

1. Full, limited, restricted, and specific access to networks, LAN networks, Peer-to-Peer 

networks, pair networks, and other similar connections (e.g., Wi-Fi, 3G, 4G, Bluetooth, 

NFC, RFID). 

2. Read access to memory/file system not including application specific permissions (e.g., 

file manager, disk manager). 
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3. Access to read/update the phone status, including intercepting phone calls, interrupting 

calls, and other similar actions. 

4. Permission to activate the microphone on the MobDev to record surrounding sounds. 

 
 

Table 4-4: Individual Low Risk Permissions 

Permission 
Category 

Permission Details and Justification 

IL1 Full and Limited 
Network 
Connectivity 

Full network connectivity introduces the unidentified variable of which 
site or server the MobDev is connected to and what information is being 
passed to those machines. It is easier to reduce the possibility and 
increase the knowledge of privacy invasion if an application’s network 
connection is limited to a single domain, or a couple of domains, instead 
of full Internet access. While this permission may appear to have a high 
potential for the dissemination of personal information, it is such a 
common permission that it is difficult to give this a high-risk or 
medium-risk score. This is an implied permission on some platforms. 
(See appendix E.4 for more information) 

IL2 Bluetooth/NFC/
RFID  
Permissions (see 
appendix E.5 for 
more 
information) 

This permission could allow for an information dispersal vector. 
However, due to the limited range for this protocol’s connectivity and 
the need to pair a MobDev with a Bluetooth receiver, these permissions 
have been set to low instead of medium or high risk. 

IL3 Phone 
Call/Status 
Permissions 

It is important to note that this permission is mostly limited to cellular-
enabled MobDevs (a percentage of the devices being considered in this 
study) and is normally only used for viewing the call history of a 
MobDev. This permission can be used to intercept, block, and make 
phone calls, but due to the limitation on scope of devices that have the 
ability to make phone calls this risk has been reduced to low risk. 

IL4 Microphone 
Permission 

Grants access to listen to and record noise in close proximity. Includes 
the ability to record sound and potentially store voice print information. 

IL5 Storage/Internal 
Memory 
Permission 

CRUD access to MobDev storage including viewing and manipulating 
device data. This permission is implied on some platforms (such as 
iOS). 
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4.4.4 Individual No Risk Permissions 

These permissions mostly deal with interface, and cosmetic modifications, including 

modifying wallpaper, changing the user interface and modifying lights and other visual elements. 

While these permissions can be considered an annoyance, they do not invade personal privacy. 

Due to the lack of risk and impact in these permissions on this research, no-risk permissions are 

not considered as a factor in building an application’s PIP and are therefore not enumerated in 

this section. 

4.5 Combinations of Privacy-Invading Permissions 

Individual permissions are not nearly as invasive when they do not have additional 

permissions to collect or distribute that information. For example, location permissions might be 

highly invasive with the ability to collect location information, but without a method to 

disseminate that information via network access (limited or full access) there is little or no 

chance that the application can send that information to a collection server or computer. These 

permission combinations play an important role in an application’s PIP.  

One additional factor considered is that applications produced by the same person, group, 

or company may be able to share information between applications. Due to this, one application 

may request access to the location permission and then pass that information to a second 

application that has full or limited network access. Segregating the permissions like this would 

reduce the PIP (as currently constructed) for each application while increasing a cross-

application PIP (see appendix E.6 for more information). While this is an important use case to 

consider, it is not incorporated into the version of the framework developed in this research, but 
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could be considered in future expansions and research for the framework. The subsections below 

list risk of privacy invasion for combinations of permissions. 

An important note with the current version of this framework is that network access is 

one part of all of the combinations considered.  To reduce PIP inflation and to create a more 

accurate representation of a PIP analysis of an application, network access is not added as 

combination permission.  If network access is a permission requested, then any other permission 

requested will also have the combination category of that permission. 

4.5.1 Combinations Extreme Risk Permission  

These permission combinations have a high probability of privacy invasion and are 

considered extremely risky. The publisher of the application must be trustworthy and have no 

bad intentions. However, if the publisher’s servers or application is ever compromised, the 

attacker could gain access to all of those permissions and the information that they can access. 

Following the literature review in Chapter 2 and the WPD, the following permission 

combinations have been identified as having an extremely high possibility of privacy invasion. 

 

Table 4-5: Combinations Extreme Risk Permission  

Permission 
Category 

Permission Combination Description 

CE1 Network/Internet Access + 
Location Data 

Access to location data is a very invading 
permission. The ability to send that information to 
any website/server/computer in the world greatly 
increases that risk. 

CE2 Network/Internet Access + 
Personal Information 

Access to read/view personal information (device 
identifier, name, email, phone number) can allow a 
person to create a detailed profile about the 
owner/user of a MobDev. The ability to send that 
gathered information to any server/computer 
anywhere in the world greatly increases the risk of 
privacy invasion. 
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4.5.2 Combinations High Risk Permission  

Similar to extreme risk, high-risk score/profile for combinations of permissions could 

very likely gather and disseminate personal information and data, either by the application 

publisher or by an attacker via the application. Table 4-6 enumerates and details these high-risk 

combinations. For the framework, only combinations of two permissions and their potential for 

privacy invasion are considered. Future work could be done to incorporate combinations of more 

than two permissions into the framework (see Section 6.3.2). 

 

Table 4-6: Combinations High Risk Permission  

Permission 
Category 

Permission Combination Description 

CH1 Network/Internet Access + 
Camera 

With metadata tagging that can be embedded in 
photos and videos and the possible dissemination of 
personal pictures/videos, these two permissions 
combined can provide a lot of information about a 
MobDev user, especially if the camera is activated 
remotely and provides live images and/or video 
stream of the user. 

CH2 Network/Internet Access + 
SMS/MMS 

SMS/MMS/Email contain a variety of personal 
information. Add to that the risk that this 
information can be sent to any 
website/server/computer greatly increases the 
privacy-invasion risk. 

 
 

4.5.3 Combinations Medium Risk Permission  

Similar to extreme and high risk permission combinations, medium risk combinations 

were detailed and defined using the literature review in chapter 2. Table 4-7 enumerates and 

details these medium-risk combinations.  
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Table 4-7: Combinations Medium Risk Permission  

Permission 
Category 

Permission Combination Description 

CM1 Network/Internet Access + 
Microphone 

Gathering audio data (voice recording) and 
passing that over the Internet can provide 
information about what the MobDev owner 
and those in close proximity to them are 
saying. That information and act can provide 
extensive and immediate information about 
those individuals. 

CM2 Network/Internet Access + 
Contacts 

This combination of permissions could allow 
for the gathering of contact information and 
its dispersal to a server or other type of 
system that gathers that data and then uses or 
sells that information. While this is not a 
direct invasion of personal privacy it is an 
invasion that can result in the loss of personal 
influence and clout as those in a MobDev 
user’s contact list trust the user less due to 
their information being stolen and distributed. 

CM3 Network/Internet Access + 
Storage/Internal Memory/SD 
Card 

With access to the internal data and the 
Internet comes the possibility of gathering any 
and all data off of the MobDev and sending it 
over the Internet to a sever. This could 
include SQLite databases on a MobDev, files 
from the file structure, or even whole 
directories. 

CM4 Network/Internet Access + 
Access to Other Application Data 

Information about which applications are 
used, when they are used, and how often they 
are used can provide a detailed digital profile 
about a person. This risk increases when that 
data can be gathered and sent to any 
server/website/computer anywhere in the 
world. 

 
 

4.5.4 Combinations Low Risk Permission  

Similar to extreme, high, and medium risk permission combinations, low risk 

combinations were detailed and defined using the literature review in chapter 2. Table 4-8 

enumerates and details these high-risk combinations. 
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Table 4-8: Combinations Low Risk Permission  

Permission 
Category 

Permission 
Combination 

Description 

CL1 Network/Inter
net Access + 
Bluetooth/NF
C 

Due to the fact that NFC and Bluetooth usually connect to peripherals that 
contain limited data and are not widely used, this is a low risk combination. 
However, with the increasing popularity of NFC financial transactions 
(mobile wallets) this could easily be categorized as high risk before too 
long. 

CL2 Network/Inter
net Access + 
Phone 

Access to the phones state and capabilities won’t cause as much privacy 
invasion (especially since MobDevs are used less for phone calls now than 
the feature phone of a few years ago). It can provide some limited 
information about phone status, recent calls sent and received, and other 
similar data. 

CL3 Network/Inter
net Access + 
Calendar 

Gathering personal schedule data (where a user will be and when) and then 
passing that information over the Internet to a server can be very invasive. 
This however depends on how much the MobDev user uses the calendar. 

 
 

4.5.5 Combinations No Risk Permission  

Combinations of permissions that result in a no risk categorization do not affect the 

potential for privacy invasion and are not included in this framework or in the PIPs generated by 

this framework. 

4.6 Mobile Operating System Considerations 

With the differences between each mobile operating system some extra considerations 

are required to help the framework impartially critique each platform.  Adding an operating 

system factor helps to account for discrepancies in permissions requested as opposed to 

permissions used and granted by both applications and the mobile operating system. The 

operating system factor takes into account permissions granted by a MobDev without an 

application requesting the permission(s) by passing the mobile operating system through the 

framework and giving it a raw PIP.  This raw PIP is then added to the PIP generated by the 

permissions requested by the application.   
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It is important to note that some platforms may not give any permissions by default, 

resulting in an operating system raw PIP of zero, while other platforms might have several 

categories of permissions, which could add a sizeable operating system factor to the overall PIP 

for each application. 

4.7  Platform Specific Permission Categorization 

The following sub-sections include a brief summary of how permissions are currently 

handled by each platform. Additionally, each privacy-invading permission is sorted into a risk 

category (e.g., high individual risk, medium combination risk, etc.) to assist in developing a PIP.  

Tables 4-9, 4-10 and 4-11 provide the following: a list of privacy invading permissions for each 

platform, a short description of the permission and which previously defined categories apply to 

that permission. As part of the categorization processes, if an application has the same 

categorization applied to it several times, only one instance is applied to the application’s PIP, 

instead of inflating a PIP by double counting a permission. If different permissions result in the 

same category being applied to the PIP for an application, it provides a potential second (or 

more) vector to access the private information. This is done to help normalize applied 

permissions and allow for a more consistent comparison of PIPs between MobDev platforms 

(i.e., Android, iOS, and Windows Phone). 

A PIP for each application is created in chapter 5, as well as a comparison between the 

PIPs for each application. 
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4.7.1 Granularity of Permissions Available 

Each platform provides a base set of permissions (e.g., location services, Internet access, 

access to internal files, etc.) but depending on the platform, the granularity of these permissions 

can influence a PIP, creating skewed results.  For example, both Windows Phone and iOS have a 

single permission to access the location services permissions, while Android has five individual 

permissions (see Appendix A) and one group permission, which encompasses the five individual 

permissions (see Appendix B).  These differences in in how permissions are handled, requested, 

and managed by a mobile operating system is one of the biggest challenges in developing this 

framework due to the multiplicity of ways a permission can be requested and implemented on 

each different platform.  The framework accounts for these differences in permission granularity 

by not double-counting categories already being applied to an application.  For example, 

Windows Phone allows for access to the following potentially invading resources: 

 Music Library 

 Video Library 

 Photo Library 

 Photo, music, and video library 

Within the framework structure, each of these is categorized as IL5 and CM3, which could 

drastically increase the raw PIP for an application that grants these permissions.  To help in 

accounting for this difference in granularity between applications, only one instance of IL5 and 

CM3 is added to the applications PIP, instead of four different instances.  
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4.7.2 Android Permissions Categorization 

Android application permissions currently use a hierarchy of permissions, including 

individual permission (see Appendix A for a complete list of permissions) or group permissions 

(see Appendix B for a complete list of group permissions) that cluster several similar individual 

permissions together (e.g. coarse-grained location and fine-grained location can be clustered into 

a location permission group) and granting access to all of the permissions. Table 4-9 enumerates 

the permissions presented to a MobDev user when an application is installed and/or when 

permissions are managed. Included in Table 4-9 are the common names of potentially privacy-

invading permissions as displayed to a user when an application is installed on an Android 

device (“Review App Permissions - Google Play Help” 2014) as well as the permissions 

categorization in relation to the framework developed in this thesis. A complete list of Android 

individual permissions can be found in Appendix A, and a complete list of Android permissions 

groups can be found in Appendix B. 

 

Table 4-9: Android – Privacy-Invading Permissions and Framework Categorization 

Permission 
Requested 

PIP Individual 
Permission 
Category 

Description 

In-app purchases None An app can ask you to make purchases inside the 
app. However, due to the fact that this does not 
invade privacy this does not receive a categorization 
as part of a PIP. 

Device & app 
history 

IH2, CM4 An app can use one or more of the following: read 
sensitive log data, retrieve system internal state, read 
your web bookmarks and history, retrieve running 
apps. 

Identity IH2, CE2 An app can use account and/or profile information 
on the device. Identity access may include the ability 
to find accounts on the device, read owner’s contact 
card (example: name and contact information), 
modify owner’s profile, and add or remove accounts. 
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Table 4-9: Continued 

Permission 
Requested 

PIP 
Individual 
Permission 
Category 

Description 

Contacts/Calendar IM1, IM4 
CM2, CL3 

An app can use your device’s contacts and/or calendar 
information. Contacts and calendar access may include the ability 
to read your contacts, modify your contacts, read calendar events 
plus confidential information, add or modify calendar events and 
send emails to guests without the owner’s knowledge. 

Location IH1, CE1 An app can use your device’s location. Location access may 
include approximate location (network-based). 

SMS IH3, CH2 An app can use your devices text messaging (SMS) and/or 
multimedia messaging service (MMS). This group may include 
the ability to use text, pictures, or video messages. Note: 
Depending on the plan, the owner may be charged by the carrier 
for text or multimedia messages. SMS access may include the 
ability to receive text messages (SMS), read your text messages 
(SMS or MMS), receive text messages (MMS, like a picture or 
video message), edit your text messages (SMS or MMS), send 
text messages (SMS or MMS, which may cost the owner money), 
or receive text messages (WAP). 

Phone IL3, CL2 An app uses the phone and/or its call history. Note: Depending 
on the plan, the owner may be charged by his carrier for phone 
calls. Phone access may include the ability to directly call phone 
numbers (this may cost money), write call log (call history), read 
call log, reroute outgoing calls, modify phone state, and make 
calls without the owner’s intervention. 

Photos/Media/Files IL5, CM3 An app can use files or data stored on your device. 
Photos/Media/Files access may include the ability to read the 
contents of your USB storage (SD card), modify or delete the 
contents of your USB storage, format external storage, and mount 
or unmount external storage. 

Camera/Microphone IM3, IL4, 
CH1, CM1 

An app can use your device’s camera and/or microphone. 
Camera and microphone access may include the ability to take 
pictures and video, record audio, and record video. 

Device ID & call 
information 

IH2, IL3, CE2, 
CL2 

An app can access your device ID(s), the device’s phone number 
whether you’re on the phone, and the number connected by a 
call. 

Other IL1, IL2 IM2, 
CM4, CL1, All 
Combinations 

An app can use custom settings provided by your device 
manufacturer or application-specific permissions. This can 
include Bluetooth permissions, NFC permissions, and network 
permissions. Note: If an app adds a permission that is in the 
“Other” group, you will always be asked to review the change 
before downloading an update. Other access may include the 
ability to: read your social stream (on some social networks), 
write to your social stream (on some social networks), and access 
subscribed feeds. When you review individual permissions, all 
permissions, including those not displayed in the permissions 
screen, will be shown in the “Other” group. 
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Unmodified Android (also known as vanilla Android) does not allow for user management of 

individual permissions after an application is installed. However, modified ROMs based on 

Android (e.g. Cyanogenmod) provide the user with the abilities to manage permissions and 

access that an application can use. Such ROMs provide the user with this management ability in 

a feature called “Privacy Guard” which allows for one-off modifications to a single permission 

requested by an application. Modifications of the native ROM on a MobDev are not within scope 

for this thesis. Figure 4-2 shows the screen and permission information (including a short 

description of what the permission permits) provided to a user when they install an application 

on an Android device. 

 
 

 

Figure 4-2: Android Permission Request (Facebook Application) 
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4.7.3 iOS Permissions Categorization 

iOS currently uses an as-needed permission model, meaning that a permission is not 

granted until it specifically requests access to that resource in which case an alert appears on the 

device requesting that the user grant permission for that access to the application. After a 

permission has been granted or denied, access to that resource for that application can be 

manually modified within the settings of the device. One of the major downsides to this model is 

that iOS provides a much more limited list of permissions for developers to access: however, 

some recent inclusions in iOS 8 (announced June 2014 with a developers beta release, publicly 

available fall 2014) allows for permissions expansion (see appendix E.7 for more information). 

Table 4-10 enumerates the permissions as presented by iOS to the MobDev user for acceptance 

and management. Included in table 4-10 is the categorization for each of those permissions. 

 
Table 4-10: iOS Privacy Permissions and Framework Categorization 

Permission Requested PIP Permission 
Category 

Description 

Location Services IH1, CE1 Wi-Fi or GPS defined geo-location. 
Contacts IM1, CM2 Personal contacts, including name, phone number, email 

address, and physical address. 
Calendars IM4, CL3 Allows an application to read/modify/delete elements in the 

calendar on the iOS device. 
Reminders None Allows an application to read/modify/delete elements in the 

reminders saved on the iOS device. 
Photographs IL5, CM3 Photos could contain geo-location information as well as be 

of a personal nature. This permission allows an application to 
access the photos and either manipulate, modify, delete, or 
otherwise manage their data and metadata. 

Bluetooth Sharing IL3, CL1 The ability to connect a peripheral device to the MobDev. 
This device could control or access a wide variety of personal 
information on the MobDev 

Microphone IL4, CM1 The ability to turn off and on the microphone, allowing for the 
MobDev to record audio clips or videos with sound. 

Various Application 
Permissions (see appendix 
E.8 for more information) 

IM2, CM4 The ability to access information and data stored by other 
applications. (e.g., using login information between 
applications). 

Network Access (see 
appendix E.9 for more 
information) 

IL1 The ability to access the Internet. Includes full, limited, and 
restricted access. 
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Figure 4-3 depicts the interface used by iOS devices to manage permissions, particularly 

privacy invading permissions. 

iOS devices are fairly unique in permission management in that an application comes 

with a base set of permissions (primarily Internet access). Other permissions are granted as 

applications request them, which indicates that some permissions might never be requested and 

granted if the user never touches those features. The additional option to disable permissions and 

features increases user management of personal privacy. 

 

 

Figure 4-3: iOS Permission Management 

 
 
 

4.7.4 Windows Phone Permission Categorization 

Windows phone is newer than either iOS or Android and is essentially a lightweight 

version of Windows 7 and Windows 8 (depending on the model of phone being referenced). 

Because it is being modeled after full-featured operating systems, Windows phone provides 

much more detailed permissions with fairly precise descriptions of what each permission is  
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allowed to access and accomplish. Table 4-11 explains privacy invading permissions as 

presented to the MobDev user for acceptance. The table includes the categorization of those 

permissions as part of the framework. 

Similar to Android, Windows phone clickwraps permission requests in a single accept all 

when the application is installed. However, Windows phone does not currently allow for post-

installation management of individual permissions; the permissions that an application requests 

are an all or nothing action. Figure 4-4 below depicts the permission request before the 

installation of an application on a Windows 8 phone. 

 

Table 4-11: Windows Phone Permissions and Framework Categorization 

Permission Requested PIP Permission 
Category 

Description 

Appointments IM4, CL3 CRUD access to calendar and appointments within 
calendar. 

Contacts IM1, CM2 Access to all contact data and metadata. 
Identity Device IH2, CE2 Access to a unique identifier for a specific MobDev 
Identity User IH2, CE2 Access to personal information about the owner of the 

MobDev 
Camera IM3, CH1 Access to a MobDevs camera and associated 

hardware. 
Location IH1, CE1 Access to GPS and Wi-Fi location information. 
Media Photo Library IL5, CM3 Access to view pictures taken by camera and stored in 

cloud services. 
Microphone IL4, CM1 Access to microphone, specifically to record audio. 
Networking IL1 Full, limited and restricted network/Internet access 
Proximity/NFC IL2, CL1 Access to utilize the NFC capabilities of the MobDev. 
Removable Storage IL5, CM4 Access to internal memory as well as any SD card 

added to device. 
Sensor None Ability to access hardware sensors, including 

accelerometer. 
Wallet None Ability to access and manage financial transactions. 
Web Browser 
Component 

IM2, CM4 Access to data and metadata in web browser. 

Front Camera IL3, CH1 Access to only the front camera on the MobDev and 
associated hardware. 

Rear Camera IL3, CH1 Access to only the rear camera on the MobDev and 
associated hardware. 

Bluetooth IL2, CL1 Access to the Bluetooth capabilities on the MobDev. 
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Figure 4-4: Windows Phone Permission Request (Facebook Application) 

 

4.8 Extensibility and Modularity of Framework 

While this thesis is limited to one user and their subjective preferences in relation to 

privacy, it does allow for modifications to the framework to take into account a users personal 

preferences to privacy risk. For example, if a different user does not consider location to be a 

high-risk permission as defined in section 4.4.1, they could assign that permission to a different 

risk category. These types of adjustments would allow to the customization of the framework to 

adapt for an individual or group’s privacy needs.  

This extensibility and modularity is particularly useful for a company that has specific 

privacy requirements for company issued or used mobile devices. The framework allows for the 

selection of risk for permission group, increasing its ability to handle the different user profiles 

and use cases that it may have to handle. 
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4.9 Application Selection 

The application selection process was defined in sections 3.3 and all sub-sections. The 

following sub-sections detail which applications were selected for testing following that 

methodology.  

There are some situations in which some of the application selection criteria do not fit the 

exact selection outlined in sections 3.3 to 3.4 and all included sub-sections. In these situations, 

the application selected is justified as being similar to an application that fits the selection 

criteria. 

4.9.1 Android Application Selection 

Android applications selected for testing and verification of the privacy framework are as 

follows (criteria from chapter) (see appendix E.10 for more information): 

 Facebook – This application fulfills the cross-platform requirement. This application 

is one of the most downloaded applications as defined by Google Play (“Facebook - 

Android Apps on Google Play” 2014). 

 Instagram – This application fulfills the cross-platform requirement. This application 

is one of the most downloaded applications by Google Play (“Instagram - Android 

Apps on Google Play” 2014). 

  WhatsApp Messenger – This application fulfills the cross-platform requirement. This 

application is one of the most downloaded applications as defined by Google Play 

(“WhatsApp Messenger - Android Apps on Google Play” 2014). 
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 Netflix – This application fulfills the cross-platform requirement. This application is 

one of the most downloaded applications as defined by Google Play (“Netflix - 

Android Apps on Google Play” 2014). 

 Fruit Ninja Free – This application fulfills the cross-platform requirement. This 

application is one of the most downloaded applications as defined by Google Play 

(“Fruit Ninja Free - Android Apps on Google Play” 2014). 

 Subway Surfers – This application is one of the top applications as defined by Google 

play (“Subway Surfers - Android Apps on Google Play” 2014). 

 YouTube – This application is one of the top applications as defined by Google play 

(“YouTube - Android Apps on Google Play” 2014). 

 Gmail – This application is one of the top applications as defined by Google play 

(“Gmail - Android Apps on Google Play” 2014). 

 CM Security and Find My Phone – This application fulfills the security application 

requirement. This was one of the highest-rated security applications by Google Play 

(“CM Security & Find My Phone - Android Apps on Google Play” 2014). 

 360 Security - Antivirus Free – This application fulfills the security application 

requirement. This was one of the highest-rated security applications by Google Play 

(“360 Security - Antivirus FREE - Android Apps on Google Play” 2014). 

4.9.2 iOS Application Selection 

iOS applications selected for testing and verification of the privacy framework are as 

follows (criteria from chapter 3 that are fulfilled by a specific application are also included, as 

are reference materials as to where to find each application): 
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 Facebook – This application fulfills the cross-platform requirement. This application 

was one of the highest-rated applications as listed on iTunes (“Facebook on the App 

Store on iTunes” 2014). 

 Netflix – This application fulfills the cross-platform requirement. This application 

was one of the highest-rated applications as listed on iTunes (“Netflix on the App 

Store on iTunes” 2014). 

 Pandora Radio – This application fulfills the cross-platform requirement. This 

application was one of the highest rated applications as listed on iTunes (“Pandora 

Radio on the App Store on iTunes” 2014). 

 Skype for iPad (see appendix E.11 for more information) – This application fulfills 

the cross-platform requirement. This application was one of the highest-rated 

applications as listed on iTunes (“Skype for iPad on the App Store on iTunes” 2014). 

 Fruit Ninja Free – This application fulfills the cross-platform requirement. This 

application was one of the highest-rated applications as listed on iTunes (“Fruit Ninja 

Free on the App Store on iTunes” 2014). 

 The Weather Channel for iPad – This application fulfills the requirement for one of 

the top rated applications by iTunes (“The Weather Channel for iPad on the App 

Store on iTunes” 2014). 

 Angry Birds HD Free (see appendix E.12 for more information) – This application 

fulfills the requirement for one of the top rated applications by iTunes (“Angry Birds 

HD Free on the App Store on iTunes” 2014). 
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 Words With Friends HD Free – This application fulfills the requirement for one of the 

top rated applications by iTunes (“Words With Friends HD Free on the App Store on 

iTunes” 2014). 

 Find My iPad – This application fulfills the security application requirement. This 

was one of the highest rated security applications ranked by iTunes. Third party 

applications stores and applications were not evaluated at this time (see appendix 

E.13 for more information) (“Find My iPhone on the App Store on iTunes” 2014). 

 Lookout – Backup, Security, Find Your iPhone, iPad or iPod Touch – This 

application fulfills the security application requirement (see appendix E.14 for more 

information). (“Lookout – Backup, Security, Find Your iPhone, iPad or iPod Touch 

on the App Store on iTunes” 2014). 

4.9.3 Windows Phone Application Selection 

Windows Phone applications selected for testing and verification of the privacy 

framework are as follows (criteria from chapter 3 that are fulfilled by a specific application are 

also included, as are the reference materials as to where to find each application): 

 Facebook – This application fulfills the cross-platform application criteria as well as 

one of the top rated applications as defined by the Windows Phone application store 

(“Facebook | Windows Phone Apps+Games Store (United States)” 2014). 

 Skype – This application fulfills the cross-platform application criteria as well as one 

of the top rated applications as defined by the Windows Phone application store 

(“Skype | Windows Phone Apps+Games Store (United States)” 2014). 
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 WhatsApp Messenger – This application fulfills the cross-platform application 

criteria as well as one of the top rated applications as defined by the Windows Phone 

application store (“WhatsApp | Windows Phone Apps+Games Store (United States)” 

2014). 

 Pandora – This application fulfills the cross-platform application criteria as well as 

one of the top rated applications as defined by the Windows Phone application store 

(“Pandora | Windows Phone Apps+Games Store (United States)” 2014). 

 Netflix – This application fulfills the cross-platform application criteria as well as one 

of the top rated applications as defined by the Windows Phone application store 

(“Netflix | Windows Phone Apps+Games Store (United States)” 2014). 

 Angry Birds Epic – This application is one of the top rated applications as rated by 

the Windows Phone store (“Epic | Windows Phone Apps+Games Store (United 

States)” 2014). 

 Piano Tiles – This application is one of the top rated applications as rated by the 

Windows Phone store (“Piano Tiles - Don’t Tap The White Tile | Windows Phone 

Apps+Games Store (United States)” 2014). 

 Extreme Survival Run – This application fulfills one of the top rated applications 

as rated by the Windows Phone store (“Extreme Survival Run | Windows Phone 

Apps+Games Store (United States)” 2014). 

 AVG Family Safety 8 – This application is one of the top rated security applications 

as rated by the Windows Phone store (“AVG Family Safety 8 | Windows Phone 

Apps+Games Store (United States)” 2014). 
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 Lock and Hide – This application is one of the top rated security applications as rated 

by the Windows Phone store (“Lock & Hide | Windows Phone Apps+Games Store 

(United States)” 2014). 
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5 FRAMEWORK ANALYSIS AND RESPONSES 

This sections analyzes the results of the mobile privacy intrusion framework prototype 

and answers the purposed questions and hypotheses: 

 Question 1 (Q1): What are the risks to information privacy on MobDevs and how are 

these currently represented by application permissions? 

 Hypothesis 1 (H1): A framework for mobile application permissions analysis across 

platforms can robustly reveal privacy risks for mobile devices and mobile applications. 

 Hypothesis 2 (H2): The framework demonstrates through an analysis of current 

applications across multiple platforms that it is effective in identifying privacy concerns 

and risks. 

 Question 2 (Q2): Are the permissions requested by security applications (e.g. mobile 

antivirus) greater than those requested by other applications and does this pose a greater 

risk to information confidentiality? 

5.1 Privacy Risks for MobDevs (Q1) 

From the review of literature found in chapter 2 and the use of the framework in chapter 

4 the following privacy risks for each mobile platform were found: 

1. Lack of understanding about permissions requested by applications by a MobDev user. 

2. Low value given to personal privacy. 
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3. Lack of knowledge and understanding on how to modify permissions after installing or 

permitting an application permission to utilize a resource. 

4. Lack of care to monitor applications and their potential to access and disseminate 

personal information and data. 

5. Combinations of permissions (especially high risk privacy invading permissions) can lead 

to information-disseminating applications. 

6. Grouping similar and non-similar permissions into permission groups. 

7. Free applications often request higher privacy-invading permissions and combinations of 

permissions than paid applications. This is because free applications rely on ads and ad 

libraries for revenue rather than the purchase of the application. The privacy-invading 

permissions usually found in ad libraries include (but are not limited to) the following: 

a. Location permission – Used to tailor and adapt ads to the specific location of the 

user amongst other information that can be gathered from location data. 

b. Browser information and bookmarks permission – To customize ads placed in a 

free application based on items a user usually looks at on the Internet. A similar 

practice is already implemented on many modern websites which use cookies to 

track a person’s browsing history and preferences to place relevant ads on 

websites that they visit. 

c. Information about other applications – Applications installed on a MobDev can 

provide a variety of information about a person, such as the games they enjoy 

playing, if they have installed and used travel applications, and potentially 

information about financial tracking through banking applications or other 

financial monitoring applications. 
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d. Other personal information that can be used to create a digital profile about a 

MobDev owner. This is often done to more efficiently customize ads to the 

MobDev user. 

8. Lack of monitoring and auditing of applications available through each platform’s store. 

While there is some monitoring and auditing, the literature review found many instances 

in which an application was able to bypass the auditing tools and algorithms and present 

an application on the various app stores for purchase by MobDev users. 

9. Inability for users to modify which permissions are active or inactive after an application 

is installed (Windows Phone and Android MobDevs). 

10. Unknown data exfiltration by a MobDev operating system or mobile applications. 

11. Requesting and using more permissions than are displayed for a user when an application 

is installed via the clickwrap method. 

While each platform handles permissions differently, they each do allow for some level 

of personal management in which permissions can be accessed and can inform the user about 

what granting those permission means to their personal privacy. 

5.2 Analysis Framework Summary (H1) 

While each platform may handle permissions differently, each platform generally 

provides similar permissions to the developers for access to part of the app while also informing 

the MobDev user which permissions are requested by an application. This framework creates a 

PIP for each application selected for testing. The PIPs created by the framework can provide 

insight into privacy management across current major platforms and future mobile and non-

mobile environments (i.e., computer browsers, and new mobile environments) as well as help to 



66 

identify abuse of privacy in mobile applications. These general permission groups found in 

Chapter 4 section 5 provide groups that can be applied to applications on a variety of platforms 

and still provide a Privacy Invasion Profile (PIP) that is easy for both the common person as well 

as the technical professional. 

5.2.1 Operating System PIP Factor 

The Windows Phone platform does not automatically grant any permission to an 

application.  All permissions must be requested by the application and granted by the MobDev 

user.  All permissions an application requests are displayed before a user is able to install an 

application. 

The Android platform does not automatically grant any permission to an application.  All 

permissions must be requested by the application and granted by the MobDev user.  When an 

application is installed it states that there are no special permissions requested, which includes 

most privacy-invading permissions.  However, this is not all of the permissions requested by an 

application.  A full list can be found at the bottom of an application’s page on the Google Play 

store or via Android device settings. 

The iOS platform automatically grants the following permissions (and related categories) 

to all applications, without the application requesting the permission: 

1. Network Access – IL1 and all combinations of permissions. 

2. Camera – IM3 and CH1 

Between these permissions each iOS application has a raw operating system PIP of the 

following: one high-risk permission, one medium-risk permission, and one low-risk permission.  

After passing these categories through their various factors, the final raw operating system PIP  
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applied to each iOS application is 6.  This is applied in the graphs found later in this chapter, 

where further analysis is presented on individual applications and between applications on 

different platforms. 

5.3 Demonstration of Framework (H2) 

This section contains a graphical representation and analysis of the various applications 

and a comparison between applications on a single platform, similar applications across 

platforms, and security applications across all platforms. These figures are used to compare PIPs 

between applications and do not necessarily represent an application’s PIP. For a complete 

breakdown of permission categorization for each application on each platform see Appendix D. 

It is important to note that all applications were selected, downloaded, and analyzed 

between May 1, 2014 and August 1, 2014 (see appendix E.15 for more information). Any 

changes by developers (both application developers and platform developers) during or after this 

timeframe may not represented by the data collected during this research. 

5.3.1 Platform Specific Application Comparison 

Initially, a PIP did not include a weighted factor (i.e., extreme permissions multiplied by 

a factor of 4, etc.). Due to this lack of representation PIPs did not present an accurate comparison 

of permissions between applications on a single platform, or across multiple platforms. The 

weighting provided a normalizing feature that helped to show the impact of extreme and high 

risk permissions (both for individual and combined permissions) and more accurately represents 

the likelihood of a MobDev user’s personal information being collected and distributed by 

mobile applications. As depicted in the following figures (Figure 5-1, Figure 5-2, Figure 5-3,  
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Figure 5-4, and Figure 5-5) and analysis, the consistency between applications, both on a single 

platform and across platforms, indicates that the framework does provide an analysis tool that 

provides a profile for analysis and simplified understanding. 

 

Android Comparison 

Figure 5-1 depicts the results of analyzing the Android applications with the framework 

defined and designed in Chapter 4. 

 
 

 

Figure 5-1: Android PIP Comparison 
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Most Android applications were consistent in their raw PIP when compared to non-

security applications (see Figure 5-1), scoring between 14 and 26. However, there were a few 

applications (i.e., Facebook and WhatsApp) that requested more permissions than other non-

security applications. In fact, both the Facebook and WhatsApp applications requested more 

privacy-invading permissions than security applications. From this data we can conclude that 

some applications request far more invading permissions and combinations of permissions than a 

user might permit. It is generally expected that security applications request more invading 

permissions. It is important to notice the large difference between most applications (Gmail, 

Fruit Ninja, and other applications with raw PIPs under 30) and both the social media 

applications (none less than 45) and the security applications (none less than 45). As per H1, the 

framework has revealed how intrusive WhatsApp, Facebook, Security 360, and CM Security can 

be to a MobDevs user’s personal privacy. 

 

iOS Comparison 

Figure 5-2 depicts the results of analyzing the iOS applications with the framework 

defined and designed in Chapter 4. 

Most iOS applications request a much smaller number of permissions compared to other 

platforms. This is purposefully done to create a controlled mobile environment that as Apple 

states, just works. Even with the controlled mobile environment, the permissions requested by 

mobile applications and the PIPs generated by each application indicate similar trends to 

Android and Windows Phone. Social media applications request approximately the same number 

of potentially invading permissions (Facebook and Skype both had a raw PIP score of 16 and 10 

respectively) and security applications had similar scores (Lookout had a raw PIP of 17 and Find 
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my iPad had a raw PIP of 13, which was as low as several non-security applications). Part of the 

smaller gap between security applications and normal applications is attributed to the fact that 

Apple has such a closed mobile environment, allowing for little deviation from a small standard 

set of permissions available to developers. 

 
 

 

Figure 5-2: iOS PIP Comparison 
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Windows Phone Comparison 

Figure 5-3 depicts the results of analyzing the Windows Phone applications with the 

framework defined and designed in Chapter 4. 

Windows Phone continues the same pattern, where social media applications request 

more potentially invading permissions than other applications, including security applications. 

Almost double the permissions were requested by both social media applications (Facebook and 

WhatsApp both had raw PIPs of 38 and 39 respectively) in comparison to the security 

applications that were analyzed (Lock and Hide has a raw PIP of 24 and AVG Family Safety has 

a raw PIP of 14). 

 

 

Figure 5-3: Windows PIP Comparison 

 

 

 

0 5 10 15 20 25 30 35 40 45

Platform Average

Mobile Average

Facebook

Skype

WhatsApp

Pandora

Netflix

Epic

Piano Tiles

Extreme Survival Run

AVG Family Safety 8

Lock and Hide

OS Factor

Extreme Risk

High Risk

Medium Risk

Low Risk



72 

While not as extreme as both the iOS applications and Android applications, Windows 

Phone applications follow the same pattern with the difference between social and security 

applications when compared to other applications. The four most intrusive applications are social 

applications (Facebook, WhatsApp, and Skype) and one security application (Lock and Hide) 

with a similar separation between this set of applications (none had a raw PIP less than 24, with 

two being over 35) and the other applications (none with a raw PIP higher than 20 with only one 

over 14). 

5.3.2 Cross-Platform Comparison 

Figure 5-4 depicts the results of analyzing the applications across the three main 

platforms (i.e., Android, iOS, and Windows Phone) with the framework defined and designed in 

Chapter 4. 

The cross-platform applications selected for this research provided some interesting 

information when analyzed using the framework. For example, if an application’s raw PIP was 

lower than the average raw PIP for its platform, then its counterpart application(s) on a different 

platform also had a raw PIP below the average raw PIP for its platform. Similarly, if an 

application’s raw PIP was higher than its platform’s average, then its counterpart applications on 

a different platform also had raw PIPs higher than their platform’s average raw PIP. This 

comparison is shown in Figure 5-4, supporting how raw PIPs compare for applications on 

different platforms as well as against each platform’s average and an overall mobile average. 

This helps to support the framework by demonstrating its consistency in creating a PIP for the 

same application across multiple mobile platforms. 
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As shown in Figure 5-4, there are no extreme cases of an application not following a 

similar pattern to its counterparts on different mobile platforms. The one exception to this is 

some platform-induced differences, particularly with iOS and its environment controls, which 

limits available permissions. These limitations make iOS applications less invading than 

applications on either the Android platform or the Windows Phone platform, but when compared 

to the number of available permissions the differences are far less dramatic than when initially 

analyzed. 

 
 

 

Figure 5-4: Cross-Platform Application PIP Comparison 
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applications (Facebook and Facebook Messenger) have brought out how many permissions 

many applications request, many of which they might not need and are simply used to gather 

information about a user and to create a digital profile of that user (“Why You Should Delete All 

Facebook Mobile Apps Right Now | Techcafeteria.com” 2014). This information is consistent 

with the data gathered and displayed throughout this chapter and across all platforms. Each 

platform has a handful of applications that require few privacy invading permissions. Besides 

those few applications (applications which bring down each platform’s average raw PIP, as well 

as the overall raw PIP average), a large number of applications request a wide range of privacy-

invading permissions, which can be very risky for individuals using those applications. 

5.4 Cross-Platform Security Application Comparison (Q2) 

Figure 5-5 depicts the results of analyzing security applications across all three platforms 

(i.e., Android, iOS, and Windows Phone) with the framework defined and designed in Chapter 4. 

Figure 5-5 represents a comparison of raw PIPs for security applications across platforms 

as well as how those PIP compare to each platform’s average raw PIP and the average raw PIP 

for all the applications analyzed. Security applications follow similar trends as the applications 

and analysis performed in Section 5.3 where if an application has a higher raw PIP than the 

average for its platform, its counterparts on other platforms have a raw PIP that is also higher 

than its mobile platform’s average PIP. The one exception to this with security applications is the 

Windows Phone application AVG Family Safety 8. AVG Family Safety 8 has a raw PIP that is  

lower than the average raw PIP for Windows applications. Further analysis shows that AVG 

Family is more of a media monitoring application for parents to monitor the music, pictures and 

other files on their child’s MobDev. While this is still a type of security application, AVG  
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Family is not a traditional security application. Lock and Hide (the other Windows Phone 

security application) requests permissions (such as location, unique identifier, camera, and 

Internet access) that are more consistent with security applications on the other mobile platforms. 

To help answer Q2 of this research, with the exception listed above, all other security 

applications access many more permissions than the average raw PIP for their platform or for the 

average raw PIP for all mobile applications analyzed. Security applications consistently 

requested a larger number of potentially privacy-invading permissions not used by other 

applications. The exception to this was social media applications (Facebook, Skype, WhatsApp, 

etc.), which consistently requested the most of the permissions, even more than the security 

applications. 

 

 

Figure 5-5: Cross-Platform Security Application PIP Comparison 
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Therefore, in answer to Q2, yes, security applications request more privacy-invading 

permissions than almost all other mobile applications across multiple mobile platforms, with the 

one above-mentioned exception of social media mobile applications. Security applications with 

raw PIPs higher than a specific mobile platform’s average pose a greater risk of invading a 

MobDev user’s privacy than other applications, especially since those averages comprise of 

security applications as well as social media applications, which raises those averages to their 

current level. Almost all tested security applications across all platforms (with one exception) 

had raw PIPs that are higher than the average raw PIP for each platform. Additionally, all but 

one of the applications had raw PIPs higher than the overall raw PIP average. This information 

assists in answering Q2 and indicates that security applications are the most likely to request 

permissions beyond what is needed for their security functions. The difference between a raw 

PIP of an application and both its platform raw PIP and the overall mobile average raw PIP is 

even more dramatic when it is noted that those averages include the high raw PIPs of the security 

applications. Remove those PIPs from the averages and those averages go down drastically, 

further demonstrating the high risk of privacy invasion for these applications. This provides a 

detailed answer to Q2: yes, the high PIPs for security applications indicate that there is a much 

greater potential for personal privacy invasion by a security application. 
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6 CONCLUSIONS AND FUTURE WORK 

6.1 Conclusion 

Android and Windows Phone both have less security risk due to no permission being 

granted without being requested by an application.  Alternatively, iOS has a higher baseline 

because is automatically grants several permissions without an application’s request. iOS also 

has less permission creep and expansion due to the limited number of available permissions on 

the iOS platform compared to Android and Windows Phone. 

Many applications request as many permissions as security applications, accessing 

personal information without promise of protection often found in security applications.  This 

could be disconcerting for MobDev users if they understood how much personal information 

could be accessed by mobile applications. 

6.2 Platform Challenges, Improvements and Trends 

The following section is a summary of challenges faced with each MobDev platform, 

recommended improvements for MobDev privacy, observations, and conclusions based on how 

each MobDev platform currently handles privacy issues (particularly in relation to the 

framework and how the current privacy structure for each platform fit into the framework), and 

potential research that could be done with or applied to the framework. 
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6.2.1 Android Changes and Challenges 

In current and all previous versions of Android there were no privacy controls beyond 

clickwrapped permissions when downloading the application. In addition to the built-in 

capabilities to limit application permissions, there are also third-party applications that can be 

installed to monitor and alert a user based on the permissions an application is using. This option 

is convenient because it alerts a user only when the application actually requests and uses a 

specific permission. This helps to further reduce false positives when applications simply request 

permissions due to a code copy and not an actual need for permission. The biggest caveat to 

these types of applications is that they often request a large number of permissions to be able to 

monitor processes and network usage to identify when permissions are actually being used by 

applications. Currently, stock Android does not contain a built-in feature that allows for the 

management of individual permissions. However there are custom ROMs (e.g., Cyanogenmod) 

and third-party applications (e.g., PDroid) that allow for user management of individual 

permissions. 

One of the biggest challenges with Android is that there is the flexibility to modify the 

ROM to be able to manage permissions more effectively, but users are unable to do so in stock 

Android. The limitations on the scope of this research to only include only stock Android 

reduced the options for managing permissions. However, with this research being focused on the 

lay user and not the technical professional, these limitations helped to study the ROM that would 

be most commonly used by those within the target user group: everyday users who are not going 

to modify the ROM on their device. 

Another challenge with the Android MobDevs was that the permissions requested at 

install are not all of the permissions used by the application. Specifically, the “Other” category of 
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permissions is not displayed at the time of install for the application. A complete list of 

permissions used by an application and a short description can be found on devices running 

Android 4.4.4 following the menu Settings > Apps > “Specific Application” and then scrolling to 

the bottom of the screen being displayed (see Figure 6-1 for an example). 

 
 

 

Figure 6-1: Android Application Used Permission List (Part 1) 

 

These complete permission descriptions can be found on an application installation and 

information page online at the Google Play website or via the Google Play application by 

scrolling to the bottom of the page and clicking on the “Permissions” hyperlink (see Figure 6-2). 

The selective display of permissions requested at the time an application is installed leads 

a MobDev owner to believe that one set of permissions were requested without detailing what all 
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of those permissions are, especially what is included in the “Other” permissions. This could be 

happening as an attempt at further data exfiltration or it might simply be an oversight. This 

discrepancy helps to further display risks to MobDev users (Q1) in that some privacy 

information and related permissions are being withheld from general users. 

Androids permission granularity was not as extensive as Windows Phone (although very 

similar) or as limited as iOS applications. While the mid-range PIPs generated by Android 

facilitated the comparison of applications across platforms, Android’s average PIP was still 

much higher than iOS, which decreases the legitimacy of the highest permission’s cross-platform 

analysis of Android to iOS. 

 

 

Figure 6-2: Android Application Used Permission List (Part 2) 
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6.2.2 iOS Privacy Changes and Challenges 

Apple limits permissions that an application can request effectively by reducing the 

number and type of permissions to a base set of permissions (found in section 4.5.2). By not 

permitting an application to access permission until the application specifically needs access to 

that permission, iOS has provided the user with additional information about the permission and 

how it is used. When a user declines to enable a permission for an application, the application 

continues to function in a base mode while not using the feature that requires that permission. 

While at first glance iOS appears to mitigate privacy permission concerns in an effective 

and easily understandable way, other concerns were found in the literature review both before 

and during this research. The biggest concerns for users of iOS devices is that Apple might be 

gathering personal private data from the MobDev without any permission from the user (“Why 

You Should Delete All Facebook Mobile Apps Right Now | Techcafeteria.com” 2014; 

“Facebook Messenger App Permissions Spark Privacy Concerns - Tech2” 2014). This is done 

through background processes that are constantly running on the MobDev. The fact that it is the 

producer of the MobDev implementing these privacy-encroaching features is very concerning for 

any user. 

One challenge in this research with iOS devices is that an application does not grant 

access to permissions until the user completes an action that requests that specific permission 

(e.g., syncing Skype contacts with the contacts on the iOS device, etc.). This difficulty in 

enabling all permissions for each application could cause incomplete PIPs at this time, due to the 

manual method of collecting data for a PIP. Every effort was given in the research to enable all 

permissions so as to create an accurate PIP but with constant changes and inabilities to enable all 

potential permissions on an application there may be some gaps for iOS application PIPs. 
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An additional challenge faced with iOS is the mandatory environment regulations and 

methodology implemented on all iOS devices. Apple wants to provide a streamline experience; 

some of their permissions work backwards from Android and Windows Phone devices. An 

example of this is the Facebook application’s interaction with the mobile device’s calendar. With 

Android and Windows Phone, permission was requested by the application to access the 

calendar. iOS follows a different methodology: it has the calendar application request permission 

to access the Facebook calendar. Differences in application methodology and implementation 

caused most iOS application PIPs to appear less severe and safer while the same amount of 

information was still being transferred between applications. 

6.2.3 Windows Phone Privacy Changes and Challenges 

Windows phone is a port from Windows 7/8/8.1, removing some of the features found in 

the full versions of the operating system. Further modifications to permission requirements may 

have been made by developers after or during this time and may not be reflected in this analysis. 

Windows follows a closed source corporate model with their source code for the Windows 

Phone operating system, similarly to Apple’s closed corporate model for iOS but contrasting 

with Google’s open source model for Android. Windows Phone removes privacy permission 

management from the hands of the user, protecting the user through an application vetting 

process. 

Windows Phone provided the most granular permissions of the three platforms used in 

this research. This provided easier categorization of application-specific permissions in 

generating PIPs for Windows Phone applications, improving the accuracy of the PIP for each 

application analyzed in this research. The high granularity of permissions allowed for an accurate  
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comparison of Windows Applications using a PIP while making it much more difficult to 

compare the PIP from a Windows Phone application to the PIP from an Android application and 

even more so with the lower PIP for iOS devices. 

Another challenge with the Windows Phone was unfamiliarity with the operating system 

and how permissions functioned within the OS environment. This issue was overcome by forced 

usage and exploration of the device, in an effort to improve understanding of how Windows 

Phone devices operated, managed permissions, and requested permissions. 

6.3 Recommendations for Standardization of Mobile Privacy 

As evidenced by the wide array of results between applications across platforms, it stands 

to reason that some type of organization, or organizations, should create a standard for judging 

and evaluating what mobile application developers should and should not do. Each platform runs 

their own analysis algorithms for vetting applications but there is no standard that is being 

followed by the different platforms. Without a standard it is much more likely that privacy-

invading applications could slip through the vetting process and be installed on a MobDev.  An 

industry standard needs to be developed.  There is one standard being drafted by NIST (Voas et 

al.), but it does not deal with a mobile privacy standard for more than a couple of paragraphs. 

6.4 Future Work 

A PIP, as developed in this thesis, provides detailed and simple information that allows a 

non-technical or non-security minded person (i.e., lay user) to understand how their information 

and privacy might be invaded and disseminated by a mobile application. Current limitations of 

the framework include (but are not limited to) the following: 
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1. The framework only allows for manual analysis of an application. 

2. Multiple applications produced by the same company/group and the potential for 

information exfiltration by passing information between applications. 

3. No method for directly analyzing the operating system (iOS, Android, Windows Phone). 

4. Additional analysis features for social media applications, which would help to account 

for the high number of permissions requested by these applications. 

5. Additional analysis of applications completed within the framework. 

6.4.1 Streamline Application of Privacy Framework 

A valuable future implementation of this framework would be to add automated analysis, 

either as a stand-alone application or a web application. This tool would allow a user to enter 

either an application’s URL or the actual application (see appendix E.16 for more information) 

into the analysis application; the user would be returned a PIP after analysis. This could be done 

as either an application for each environment (Android, iOS, and Windows Phone) or as a single 

application capable of analyzing packages from each environment.  

If platform-specific applications were created, they would run locally on a MobDev, 

allowing for the possibility of collecting historical data about which permissions an application 

requested at any time and what the PIP for the application was at that point in time. This would 

create a historical profile for an application, showing how a PIP changes over time with 

application updates. Another possibility would be to incorporate the automated analysis into the 

online mobile application stores (Google Play, iTunes, Windows Phone store, etc.) allowing for 

an application to be profiled before downloading and installing an application. While this feature  
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is far less likely, being able to analyze applications without installing an application and granting 

it permission to personal information would be a very useful feature. 

6.4.2 Multiple Application Privacy Invasion Profile 

This research mentioned that applications produced by the same developer or company 

could share permissions and resources. For example, if application A and application B were 

both developed by the same developer or company, and application A had location permissions 

and application B had full Internet access permission and permission to read data from other 

applications, application A could gather location data over a period of time and application B 

could collect that data and transmit it over the Internet to a server collecting data. With the 

current PIP, both of these applications would have fairly low PIPs, while the combination could 

potentially have a much higher PIP. 

Future research and implementation could take these inter-application relationships into 

account when developing a PIP, especially as the MobDev operating systems continue to change 

and provide developers with detailed function within an API. For example, with the introduction 

of iOS 8 in 2014, Apple began providing developers with this ability for the first time. 

6.4.3 Social Media and Privacy 

Social media and digital social interactions are highly incorporated into MobDevs and 

mobile applications. Additional research and functionality could be added to the framework to 

consider, analyze, and include some of these interactions and how they affect the potential  

invasion of personal privacy, especially between applications and the data that is passed to social 

media websites and applications. 
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6.4.4 Additional Analysis and Usability 

An additional feature that could be added to a PIP is to increase the readability for a non-

technical user: take a large sample of applications across several platforms and do a statistical 

analysis to define overall categories for a PIP. An example of this could be to take the final PIP 

and define what PIP would be considered low risk, medium risk, high risk, and extreme risk. 

This would provide a statistical foundation to compare applications on a single platform and 

across multiple platforms. This could even be broken down to compare multiple features: first, 

against the platform the application was created for (half of the official profile) and second, then 

compare it statistically to all applications across platforms. These two halves could be put into a 

simple chart with color-coding to facilitate understanding for non-technical users. 

Another form of analysis would be to compare the raw number of permissions requested 

to the number of permissions available on a specific platform. For example, on the Android 

platform if the Facebook application requested 11 raw and uncategorized permissions out of 147 

individual permissions (approximately 45 of which are privacy-invading permissions) and 

Facebook requested 10 out of 31 permission groups (approximately 16 of which have privacy-

invading permissions). A statistical analysis and comparison of how many permissions are 

requested by an application in relation to the total number of permissions would provide 

additional insight that could be added to a PIP and increase its readability. 

6.5 Contributions 

Privacy is a persistent concern with today’s technology advancements. As MobDevs 

become more popular, more users will want to ensure that their privacy is protected, particularly 

in understanding what data permissions an application has access to and if that data is at risk for 
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being exploited. Previous to this research, it was found that there was no effort to create a 

Privacy Invasion Profile (PIP) that would help common users, as well as technical users, 

understand the MobDev’s installed application’s potential for invading privacy and distributing 

private data. The framework presented in this research utilized known permissions for each 

MobDev platform and commonly mentioned privacy-invading permissions.  In summary, this 

research contributes the following deliverables: 

 A working definition of digital privacy or working privacy definition (known as WPD 

in this research). 

 A framework for analyzing the permissions requested by a mobile application. A 

“Privacy Invasion Profile” (PIP) for mobile applications. A PIP is flexible enough to 

evaluate future mobile platforms as well as browser extensions and other tools. 

 A comparison of applications across platforms, including popular applications and 

security applications to demonstrate that the framework functions as designed, to 

identify potential privacy risks. 

In conclusion, protecting individual and cooperate privacy is essential in today’s world. 

By limiting application permissions and decreasing a raw PIP, mobile developers can increase 

their credibility and increase their marketability both for individual applications and as a 

developer. This framework provides a platform for evaluating current privacy implications for a 

mobile application and provides a launching point for further research into mobile privacy, 

specifically for mobile applications. 
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APPENDIX A. ANDROID MANIFEST – INDIVIDUAL PERMISSIONS 

The Android Permissions Manifest was last accessed on May 5, 2014. (“App Manifest | 

Android Developers” 2014)  

 

Android Permission Manifest 

Data 
Type 

Permissions Name Description 

String ACCESS_CHECKIN_PROPE
RTIES 

Allows read/write access to the “properties” table in 
the check-in database, to change values that get 
uploaded. 

String ACCESS_COARSE_LOCATI
ON 

Allows an app to access approximate location derived 
from network location sources such as cell towers and 
Wi-Fi. 

String ACCESS_FINE_LOCATION Allows an app to access precise location from location 
sources such as GPS, cell towers and Wi-Fi. 

String ACCESS_LOCATION_EXTR
A_COMMANDS 

Allows an application to access extra location provider 
commands. 

String ACCESS_MOCK_LOCATIO
N 

Allows an application to create mock location 
providers for testing. 

String ACCESS_NETWORK_STAT
E 

Allows an application to access information about 
networks. 

String ACCESS_SURFACE_FLINGE
R 

Allows an application to use SurfaceFlinger’s low 
level features. 

String ACCESS_WIFI_STATE Allows applications to access information about Wi-Fi 
networks. 

String ACCOUNT_MANAGER Allows applications to call into 
AccountAuthenticators. 

String ADD_VOICEMAIL Allows an application to add voicemails into the 
system. 

String AUTHENICATE_ACCOUNT
S 

Allows an application to act as an 
AccountAuthenticator for the AccountManager. 

String BATTERY_STATS Allows an application to collect battery statistics. 
String BIND_ACCESSIBILITY_SER

VICE 
Must be required by an AccessibilityService, to ensure 
that only the system can bind to it. 
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Data 
Type 

Permissions Name Description 

String BIND_APPWIDGET Allows an application to tell the AppWidget service which 
application can access AppWidget’s data. 

String BIND_DEVICE_ADMIN Must be required by device administration receiver, to ensure 
that only the system can interact with it. 

String BIND_INPUT_METHO
D 

Must be required by an InputMethodService, to ensure that 
only the system can bind to it. 

String BIND_NFC_SERVICE Must be required by a HostApduService or 
OffHostApduService to ensure that only the system can bind 
to it. 

String BIND_NOTIFICATION_
LISTENER_SERVICE 

Must be required by a NotificationListenerService, to ensure 
that only the system can bind to it. 

String BIND_PRINT_SERVICE Must be required by a PrintService, to ensure that only the 
system can bind to it. 

String BIND_REMOTEVIEWS Must be required by a RemoteViewService, to ensure that 
only the system can bind to it. 

String BIND_TEXT_SERVICE Must be required by a TextService. 
String BIND_VPN_SERVICE Must be required by a VpnService, to ensure that only the 

system can bind to it. 
String BIND_WALLPAPER Must be required by a WallpaperService, to ensure that only 

the system can bind to it. 
String BLUETOOTH Allows applications to connect to paired Bluetooth devices. 
String BLUETOOTH_ADMIN Allows applications to discover and pair to Bluetooth devices. 
String BLUETOOTH_PRIVILE

DGED 
Allows applications to pair to Bluetooth devices without user 
interaction. 

String BRICK Required to be able to disable the device (very dangerous!). 
String BROADCAST_PACKA

GE_REMOVED 
Allows an application to broadcast a notification that an 
application package has been removed. 

String BROADCAST_SMS Allows an application to broadcast an SMS receipt 
notification. 

String BROADCAST_STICKY Allows an application to broadcast sticky intents. 
String BROADCAST_WAP_PU

SH 
Allows an application to broadcast a WAP PUSH receipt 
notification. 

String CALL_PHONE Allows an application to initiate a phone call without going 
through the Dialer user interface for the user to confirm the 
call being placed. 

String CALL_PRIVILEGED Allows an application to call any phone number, including 
emergency numbers, without going through the Dialer user 
interface for the user to confirm the call being placed. 

String CAMERA Required to be able to access the camera device. 
String CAPTURE_AUDIO_OU

TPUT 
Allows an application to capture audio output. 

String CAPTURE_SECURE_VI
DEO_OUTPUT 

Allows an application to capture secure video output. 

String CAPTURE_VIDEO_OU
TPUT 

Allow an application to capture video output. 

String CHANGE_COMPONAN
T_ENABLED_STATE 

Allows an application to change whether an application 
component (other than its own) is enabled or not. 
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Data 
Type 

Permissions Name Description 

String CHANGE_CONFIGURAITO
N 

Allows an application to modify the current 
configuration, such as locale. 

String CHANGE_NETWORK_STAT
E 

Allows applications to change network connectivity 
state. 

String CHANGE_WIFI_MULTICAS
T_STATE 

Allows applications to enter Wi-Fi Multicast mode. 

String CHANGE_WIFI_STATE Allows applications to change the Wi-Fi connectivity 
state. 

String CLEAR_APP_CACHE Allows an application to clear the caches of all 
installed applications on the device. 

String CLEAR_APP_USER_DATA Allows an application to clear user data. 
String CONTROL_LOCATION_UPD

ATES 
Allows enabling/disabling location update notification 
from the radio. 

String DELETE_CACHE_FILES Allows an application to delete cache files. 
String DELETE_PACKAGES Allows an application to delete packages. 
String DEVICE_POWER Allows low-level access to power management. 
String DIAGNOSTIC Allows applications to RW to diagnostic resources. 
String DISABLE_KEYGUARD Allows applications to disable the keyguard. 
String DUMP Allows an application to retrieve state dump 

information from system services. 
String EXPAND_STATUS_BAR Allows an application to expand or collapse the status 

bar. 
String FATORY_TEST Run as a manufacturer test application, running as the 

root user. 
String FLASHLIGHT Allows access to the flashlight 
String FORCE_BACK Allows an application to force a BACK operation on 

whatever is the top activity. 
String GET_ACCOUNTS Allows access to the list of accounts in the Accounts 

Service. 
String GET_PACKAGE_SIZE Allows an application to find out the space used by any 

package. 
String GET_TASKS Allows an application to get information about the 

currently or recently running tasks. 
String GET_TOP_ACTIVITY_INFO Allows an application to retrieve private information 

about the current top activity, such as any assist 
context it can provide. 

String GLOBAL_SEARCH This permission can be used on content providers to 
allow the global search system to access their data. 

String HARDWARE_TEST Allows access to hardware peripherals. 
String INJECT_EVENTS Allows an application to inject user events (keys, 

touch, trackball) into the event stream and deliver them 
to ANY windows. 

String INSTALL_LOCATION_PRO
VIDER 

Allows an application to install a location provider into 
the Location Manager. 

String INSTALL_PACKAGES Allows an application to install packages. 
String INSTALL_SHORTCUT Allows an application to install a shortcut in Launcher. 
String INTERNAL_SYSTEM_WIND

OW 
Allows an application to open windows that are for use 
by parts of the system user interface. 

String INTERNET Allows applications to open network sockets. 
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Data 
Type 

Permissions Name Description 

String KILL_BACKGROUND_PRO
CESSES 

Allows an application to call 
killBackgroundProcesses(String). 

String LOCATION_HARDWARE Allows an application to use location features in 
hardware, such as the geofencing API. 

String MANAGE_ACCOUNTS Allows an application to manage the list of accounts in 
the AccountManager. 

String MANAGE_APP_TOKENS Allows an application to manage (create, destroy, Z-
order) application tokens in the window manager. 

String MANAGE_DOCUMENTS Allows an application to manage access to documents, 
usually as part of a document picker. 

String MASTER_CLEAR Not for use by third-party applications. 
String MEDIA_CONTENT_CONTR

OL 
Allows an application to know what content is playing 
and control its playback. 

String MODIFY_AUDIO_SETTING
S 

Allows an application to modify global audio settings. 

String MODIFY_PHONE_STATE Allows modifications to the telephone state-power on, 
mmi, etc. 

String MOUNT_FORMAT_FILESYS
TEMS 

Allows formatting file systems for removable storage. 

String NFC Allows applications to perform I/O operations over 
NFC. 

String PERSISTENT_ACTIVITY This constant was deprecated in API level 9. This 
functionality will be removed in the future; please do 
not use. Allow an application to make its activities 
persistent. 

String PROCESS_OUTGOING_CAL
LS 

Allows an application to see the number being dialed 
during an outgoing call with the option to redirect the 
call to a different number or abort the call altogether. 

String READ_CALENDAR Allows an application to read the user’s calendar data. 
String READ_CALL_LOG Allows an application to read the user’s call log. 
String READ_CONTACTS Allows an application to read the user’s contacts data. 
String READ_EXTERNAL_STORA

GE 
Allows an application to read from external storage. 

String READ_FRAME_BUFFER Allows an application to take screen shots and more 
generally get access to the frame buffer data. 

String READ_HISTORY_BOOKMA
RKS 

Allows an application to read (but no write) the user’s 
browsing history and bookmarks. 

String READ_INPUT_STATE This constant was deprecated in API level 16. The API 
that used this permission has been removed. 

String READ_LOGS Allows an application to read the low-level system log 
files. 

String READ_PHONE_STATE Allows read only access to phone state. 
String READ_PROFILE Allows an application to read the user’s personal 

profile data. 
String READ_SMS Allows an application to read SMS messages. 
String READ_SOCIAL_STREAM Allows an application to read from the user’s social 

stream. 
String READ_SYNC_SETTINGS Allows applications to read the sync settings. 
String READ_SYNC_STATS Allows applications to read the sync states. 
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Data 
Type 

Permissions Name Description 

String READ_USER_DICTIONARY Allows an application to read the user dictionary. 
String REBOOT Required to be able to reboot the device. 
String RECEIVE_BOOT_COMPLET

ED 
Allows an application to receive the 
ACTION_BOOT_COMPLETED that is broadcast 
after the system finishes booting. 

String RECEIVE_MMS Allows an application to monitor incoming MMS 
messages, to record or perform processing on them. 

String RECEIVE_SMS Allows an application to monitor incoming SMS 
messages, to record or perform processing on them. 

String RECEIVE_WAP_PUSH Allows an application to monitor incoming WAP push 
messages. 

String RECORD_AUDIO Allows an application to record audio. 
String RECORDER_TASKS Allows an application to change the Z-order tasks. 
String RESTART_PACKAGES This constant was deprecated in API level 8. The 

restartPackage (String) API is no longer supported. 
String SEND_RESPOND_VIA_MES

SAGE 
Allows an application (Phone to send a request to 
another application to handle the respond-via-message 
action during incoming calls. 

String SEND_SMS Allows an application to send SMS messages. 
String SET_ACTIVITY_WATCHER Allows an application to watch and control how 

activities are started globally in the system. 
String SET_ALARM Allows an application to broadcast an intent to set an 

alarm for the user. 
String SET_ALWAYS_FINISH Allows an application to control whether activities are 

immediately finished when put in the background. 
String SET_ANIMATION_SCALE Modify the global animation-scaling factor. 
String SET_DEBUG_APP Configure an application for debugging. 
String SET_ORIENTATION Allows low-level access to setting the orientation 

(actual rotation) of the screen. 
String SET_POINTER_SPEED Allows low-level access to setting the pointer speed. 
String SET_PREFERRED_APPLICA

TIONS 
This constant was deprecated in API level 7. No longer 
useful, see addPackageToPreferred(String) for details. 

String SET_PROCESS_LIMIT Allows an application to set the maximum number of 
(not needed) application processes that can be running. 

String SET_TIME Allows applications to set the system time. 
String SET_TIME_ZONE Allows applications to set the system time zone. 
String SET_WALLPAPER Allows applications to set the wallpaper. 
String SET_WALLPAPER_HINTS Allows applications to set the wallpaper hints. 
String SIGNAL_PERSISTENT_PRO

CESSES 
Allows an application to request that a signal be sent to 
all persistent processes. 

String STATUS_BAR Allows an application to open, close, or disable the 
status bar and its icons. 

String SUBSCRIBED_FEEDS_REA
D 

Allows an application to allow access to the subscribed 
feed ContentProvider. 

String SUBSCRIBED_FEEDS_WRIT
E 

Allows for adding subscribed feed to RSS applications. 

String SYSTEM_ALERT_WINDOW Allows an application to open windows using the type 
TYPE_SYSTEM_ALERT, shown on top of all other 
applications. 
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Data 
Type 

Permissions Name Description 

String TRANSMIT_IR Allows using the device’s IR transmitter, if available. 
String UNINSTALL_SHORTCUT Allows an application to uninstall a shortcut in 

Launcher. 
String UPDATE_DEVICE_STATS Allows an application to update device statistics. 
String USER_CREDENTIALS Allows an application to request authtokens from the 

AccountManager. 
String USE_SIP Allows an application to use SIP service. 
String VIBRATE Allows access to the vibrator. 
String WAKE_LOCK Allows using PowerManager WakeLocks to keep 

processor from sleeping or screen from dimming. 
String WRITE_APN_SETTINGS Allows applications to write the APN settings. 
String WRITE_CALENDAR Allows an application to write (but not read) the user’s 

calendar data. 
String WRITE_CALL_LOG Allows an application o write (but not read) the user’s 

call log. 
String WRITE_CONTACTS Allows an application to write (but not read) the user’s 

contacts data. 
String WRITE_EXTERNAL_STORA

GE 
Allows an application to write to external storage. 

String WRITE_GSERVICES Allows an application to modify the Google service 
map. 

String WRITE_HISTORY_BOOKM
ARKS 

Allows an application to write (but not read) the user’s 
browsing history and bookmarks. 

String WRITE_PROFILE Allows an application to write (but not read) the user’s 
personal profile data. 

String WRITE_SECURE_SETTINGS Allows an application to read or write the secure 
system settings. 

String WRITE_SETTINGS Allows an application to read or write the system 
settings. 

String WRITE_SMS Allows an application to write SMS messages. 
String WRITE_SOCIAL_STREAM Allows an application to write (but not read) the user’s 

social stream data. 
String WRITE_SYNC_SETTINGS Allows applications to write the sync settings. 
String WRITE_USER_DIRECTORY Allows an application to write to the user directory. 
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APPENDIX B. ANDROID GROUP PERMISSIONS MANIFEST 

The Android Group Permissions Manifest was last accessed on May 5, 2014. 

(“Manifest.permission_group | Android Developers” 2014) 

 

Android Manifest – Group Permissions 

Data Type Group Permission 
Name 

Description 

String ACCESSIBILITY_FEAT
URES 

Used for permissions that allow requesting certain 
accessibility features. 

String ACCOUNTS Permissions for direct access to the accounts managed by 
the Account Manager. 

String AFFECTS_BATTERY Used for permissions that provide direct access to the 
hardware on the device that has an effect on battery life. 

String APP_INFO Group of permissions that are related to the other 
applications installed on the system. 

String AUDIO_SETTINGS Used for permissions that provide direct access to 
speaker settings on the device. 

String BLUETOOTH_NETWO
RK 

Used for permissions that provide access to other devices 
through Bluetooth. 

String BOOKMARKS Used for permissions that provide access to the user 
bookmarks and browser history. 

String CALENDAR Used for permissions that provide access to the device 
calendar to create/view events. 

String CAMERA Used for permissions that are associated with accessing 
camera or capturing images/video from the device. 

String COOPERATING 
SYSTEM_MONEY 

Used for permissions that can be used to make the user 
spend money without their direct involvement. 

String DEVELOPMET_TOOLS Group of permissions that are related to development 
features. 

String DEVICE_ALARMS Used for permissions that provide access to the user 
voicemail box. 

String DISPLAY Group of permissions that allow manipulation of how 
another application displays UI to the user. 

String HARDWARE_CONTRO
LS 

Used for permissions that provide direct access to the 
hardware on the device. 
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Data Type Group Permission 
Name 

Description 

String LOCATION Used for permissions that allow access to the user’s 
current location. 

String MESSAGES Used for permissions that allow an application to send 
messages on behalf of the user or intercept messages 
being received by the user. 

String MICROPHONE Used for permissions that are associated with accessing 
microphone audio from the device. 

String NETWORK Used for permissions that provide access to networking 
services. 

String PERSONAL_INFO Used for permissions that provide access to information 
about the device user such as profile information. 

String PHONE_CALLS Used for permissions that are associated with accessing 
and modifying telephony state: placing calls, intercepting 
outgoing calls, and reading and modifying the phone 
state. 

String SCREENLOCK Group of permissions that are related to screen lock. 
String SOCIAL_INFO Used for permissions that provide access to the user’s 

social connections, such as contacts, call logs, social 
stream, etc. 

String STATUS_BAR Used for permissions that change the status bar. 
String STORAGE Group of permissions that are related to SD card access. 
String SYNC_SETTINGS Used for permissions that access the sync settings or sync 

related information. 
String SYSTEM_CLOCK Group of permissions that are related to system clock. 
String SYSTEM_TOOLS Group of permissions hat are related to system APIs. 
String USER_DICTIONARY Used for permissions that provide access to the user 

calendar to create/view events. 
String VOICEMAIL Used for permissions that provide access to the user 

voicemail box. 
String WALLPAPER Group of permissions that allow manipulation of how 

another application displays UI to the user. 
String WRITE_USER_DICTIO

NARY 
Used for permissions that provide access to the user 
calendar to create/view events. 
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APPENDIX C. WINDOWS PHONE PERMISSION LIST 

The Windows Permissions list was accessed on May 18, 2014. This list is limited to 

Software capabilities. (“App Capabilities and Hardware Requirements for Windows Phone 8” 

2014) 

 

Windows Phone – Software Capabilities and Permissions 

Permission Name Phone Version Description 
ID_CAP_APPOINTMEN
TS 

Windows Phone 
Operating System 7.1 
Windows Phone 8 

Provides access to appointment data. 

ID_CAP_CONTACTS Windows Phone 
Operating System 7.1 
Windows Phone 8 

Provides access to contacts data 

ID_CAP_GAMERSERVI
CES 

Windows Phone 
Operating System 7.1 
Windows Phone 8 

Provides access to Xbox LIVE services. 
This capability must be disclosed because 
an app could share data with Xbox. 

ID_CAP_IDENTITY_DE
VICE 

Windows Phone 
Operating System 7.1 
Windows Phone 8 

Provides access to device-specific 
information such as a unique device ID, or 
the manufacturer or model name. 

ID_CAP_IDENTITY_US
ER 

Windows Phone 
Operating System 7.1 
Windows Phone 8 

Gives an app the ability to use an 
anonymous Microsoft account to identify 
the user. 

ID_CAP_ISV_CAMERA Windows Phone 
Operating System 7.1 
Windows Phone 8 

Provides access to the rear (primary) 
camera or front-facing camera. 

ID_CAP_LOCATION Windows Phone 
Operating System 7.1 
Windows Phone 8 

Provides access to location services for GPS 
location, both via GPS and Wi-Fi 
connections. 

ID_CAP_MAP Windows Phone 
Operating System 7.1 
Windows Phone 8 

Provides access to mapping functionality. 

ID_CAP_MEDIALIB Windows Phone 
Operating System 7.1 
Windows Phone 8 

Provides access to the media library. 
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Permission Name Phone Version Description 
ID_CAP_MEDIALIB_A
UDIO 

Windows Phone 
Operating System 7.1 
only. Windows Phone 8 
apps should use the 
more specific media 
library capabilities. 

Provides read-only access to audio items, 
including lists of audio items and audio 
items properties such as title and 
description, in the media library. It also 
provides the ability to add or delete songs. 
Delete operations display an additional 
prompt to the user. 

ID_CAP_MEDIALIB_P
HOTO 

Windows Phone 8 Provides read-only access to photos in the 
media library, and photo properties, such as 
category. It also gives an app the ability to 
save photos in the Camera Roll and Saved 
Pictures folders. 

ID_CAP_MEDIALIB_PL
AYBACK 

Windows Phone 8 Provides read/write access to media items 
that are currently playing. It also gives an 
app the ability to add media items to the 
History, Favorites, and New collections. 
Also supports background and foreground 
playback from an app’s isolated storage 
using the MediaElement control. 

ID_CAP_MICROPHONE Windows Phone 8 Provides access to the phone’s microphone. 
An app with this capability can record 
without a visual indication that the 
microphone is recording. 

ID_CAP_NETWORKIN
G 

Windows Phone 
Operating System 7.1 
Windows Phone 8 

Provides access to network services. This 
capability must be disclosed because an app 
could incur charges when a phone is 
roaming. 
Important Note: The networking capability 
is automatically included when an app is 
deployed from Visual Studio to a Windows 
Phone or Windows Phone Emulator. If your 
app requires networking, you must specify 
this capability in the app’s manifest file 
when you submit the app to the Store. If 
you don’t specify the networking capability, 
the app could fail when it’s installed on a 
user’s phone. 

ID_CAP_PHONEDIALE
R 

Windows Phone 
Operating System 7.1 
Windows Phone 8 

Provides the ability to use the 
PhoneCallTask API 

ID_CAP_PROXIMITY Windows Phone 8 Provides access to Near Field 
Communication (NFC) services. 

ID_CAP_PUSH_NOTIFI
CATION 

Windows Phone 
Operating System 7.1 
Windows Phone 8 

Provides the ability to receive push 
notifications from an Internet service. This 
capability must be disclosed because an app 
could incur roaming charges. 

ID_CAP_REMOVABLE
_STORAGE 

Windows Phone 8 Provides access to data storage on an 
external storage component, such as an SD 
card. 

ID_CAP_RINGTONE_A
DD 

Windows Phone 8 Provides the ability to add ringtones to the 
phone. 
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Permission Name Phone Version Description 
ID_CAP_SENSORS Windows Phone 

Operating System 7.1 
Windows Phone 8 

Provides access to any Windows Phone 
sensor, including such components as the 
accelerometer and gyroscope. 

ID_CAP_SPEECH_REC
OGNITION 

Windows Phone 8 Provides access to speech recognition and 
text-to-speech (TTS) services. 

ID_CAP_VOIP Windows Phone 8 Provides access to voice-over IP (VoIP) 
calling services. 

ID_CAP_WALLET Windows Phone 8 Provides access to interactions with Wallet 
such as saving, updating, and deleting deals, 
membership cards, and payment 
instruments. 

ID_CAP_WALLET_PAY
MENTINSTRUMENTS 

Windows Phone 8 Provides access to Wallet payment 
instruments such as credit and debit cards. 
Doesn’t grant access to the secure element 
for secure NFC transactions. 

ID_CAP_WALLET_SEC
UREELEMENT 

Windows Phone 8 Provides access to a Wallet secure element 
for secure NFC transactions. 

ID_CAP_WEBBROWSE
RCOMPONENT 

Windows Phone 
Operating System 7.1 
Windows Phone 8 

Provides access to a web browser 
component. This capability must be 
disclosed because an app could use 
scripting, which introduces security risks. 

ID_HW_FRONTCAMER
A 

Windows Phone 
Operating System 7.1 
only. 
 

Indicates that your app has some features 
that require the front-facing camera. It is 
used only to warn users that don’t have a 
front-facing camera on their phone. 
(Windows Phone 8 apps should use the 
ID_REQ_FRONTCAMERA hardware 
requirement) 

 

The following is an enumeration of Functional Capabilities for Windows Phone deceives. 

(“App Capabilities and Hardware Requirements for Windows Phone 8” 2014)  

 

Windows Phone – Functional Capabilities and permissions 

Functional 
capability 

Version Description 

ID_FUNCCAP_EXT
END_MEM 

Windows Phone 8 Doesn’t opt out of lower-memory devices (installs 
on all devices), but is granted the higher memory 
allocation instead of the default lower level. 
Requesting this functional capability means that 
your app receives the maximum memory limit by 
the phone type: 180 MB on lower memory phones 
380 MB on phones with 1GB of memory. 
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The following is an enumeration of Hardware requirements for Windows Phone devices. 

(“App Capabilities and Hardware Requirements for Windows Phone 8” 2014) 

 

Windows Phone Hardware Requirements and Permissions 

Requirement Version Description 
ID_REQ_MEMO
RY_90 

Windows Phone Operating 
System 7.1 

For Windows Phone Operating System 7.1, 
indicates that the app requires more than 90 MB 
of memory and is not suited for a lower-memory 
device. 
 
If you are using the Windows Phone SDK 7.1, 
including this requirement in the app manifest 
will not prevent the app from being deployed 
from Visual Studio to the 256-MB Windows 
Phone Emulator or a tethered lower memory 
device. 

ID_REQ_MEMO
RY_300 

Windows Phone 8 For Windows Phone 8, indicates that the app 
requires more than 180 MB of memory and is not 
suited for lower-memory device. 

ID_REQ_FRONT
CAMERA 

Windows Phone 8 Indicates that an app requires a front-facing 
camera to function correctly. Adding this 
requirement prevents the app from installing on a 
phone without a front-facing camera. 

ID_REQ_REARC
AMERA 

Windows Phone 8 Indicates that an app requires a back-facing 
camera to function correctly. Selecting this 
option prevents the app from installing on a 
phone without a back-facing camera. 

ID_REQ_NFC Windows Phone 8 Indicates that an app requires a phone with a chip 
that enables Near Field Communication (NFC) to 
function correctly. Selecting this option prevents 
the app from installing on a phone without an 
NFC chip. 

ID_REQ_MAGN
ETOMETER 

Windows Phone 8 Indicates that an app requires a phone that 
contains a compass to function correctly. 
Selecting this option prevents the app from 
installing on a phone that doesn’t have a 
compass. 

ID_REQ_GYROS
COPE 

Windows Phone 8 Indicates that an app requires a phone that 
contains a gyroscope to function correctly. 
Selecting this option prevents the app from 
installing on a phone that doesn’t have a 
gyroscope. 
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APPENDIX D. APPLICATION PERMISSION DATA 

The following sections contain the raw data gathered from the applications analyzed for 

each platform as well as the individual and combination categorization for each of those 

permissions. Additionally, information about the number and categorization of permissions 

(individual and combination) for each application is detailed in the following sub-sections. 

It is important to note that the numbers in the tables are before they have been multiplied 

by their severity factor (Extreme Risk = Multiply by 4, High Risk = Multiply by 3, Medium Risk 

= Multiply by 2, Low Risk = Multiply by 1). 

D.1 Android Application Framework Data 

Only permissions that could potentially invade privacy are listed in the following tables. 

D.1.1 Facebook Application 

Permission Permission Individual Categorization Permission Combination Categorization 
Device & app history IH2 CM4 
Identity IH2 CE2 
Contacts/Calendar IM1, IM4 CM2, CL3 
Location IH1 CE1 
SMS IH3 CH2 
Phone IL3 CL2 
Photos/Media/Files IL5 CM3 
Camera/Microphone IM3, IL4 CH1, CM1 
Device ID & call 
information IH2, IL3 CE2, CL2 
Other IL1, IL2 IM2 CM4, CL1, All Combinations 
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Category Individual Combination 
Operating System Factor 0 0 
Extreme 0 2 
High 3 2 
Medium 4 4 
Low 5 3 

 

Category Permissions Platform Avg. 
Mobile 
Avg. 

Operating System Factor 0 0 2 
Extreme 2 1.5 1.1 
High 5 2.8 1.7 
Medium 8 5.4 3.467 
Low 8 6.1 3 

D.1.2 Pandora Application 

 

Permission 
Permission Individual 
Categorization 

Permission Combination 
Categorization 

Identity IH2 CE2 
Contact/Calendar IM1, IM4 CM2, CL3 
Photos/Media/Files IL5 CM3 
Device ID & call information IH2, IL1 CE2, CL2 
Other IL1, IL2 IM2 CM4, CL1, All Combinations 

 

Category Individual Combination 
Operating System Factor 0 0 
Extreme 0 1 
High 1 0 
Medium 3 3 
Low 3 3 

 

Category Permissions Platform Avg. 
Mobile 
Avg. 

Operating System Factor 0 0 2 
Extreme 1 1.5 1.1 
High 1 2.8 1.7 
Medium 6 5.4 3.467 
Low 6 6.1 3 
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D.1.3 WhatsApp Messenger 

Permission 
Permission Individual 
Categorization 

Permission Combination 
Categorization 

Device & app history IH2 CM4 
Identity IH2 CE2 
Contacts/Calendar IM1, IM4 CM2, CL3 
Location IH1 CE1 
SMS IH3 CH2 
Phone IL3 CL2 
Photos/Media/Files IL5 CM3 
Camera/Microphone IM3, IL4 CH1, CM1 
Device ID & call 
information IH2, IL1 CE2, CL2 
Other IL1, IL2 IM2 CM4, CL1, All Combinations 

 

Category Individual Combination 
Operating System Factor 0 0 
Extreme 0 2 
High 3 2 
Medium 4 4 
Low 5 3 

 

Category Permissions Platform Avg. 
Mobile 
Avg. 

Operating System Factor 0 0 2 
Extreme 2 1.5 1.1 
High 5 2.8 1.7 
Medium 8 5.4 3.467 
Low 8 6.1 3 

D.1.4 Netflix  

Permission 
Permission Individual 
Categorization 

Permission Combination 
Categorization 

Device & app history IH2 CM4 
Identity IH2 CE2 
Device ID & call 
information IH2, IL3 CE2, CL2 
Other IL1, IL2 IM2 CM4, CL1, All Combinations 
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Category Individual Combination 
Operating System Factor 0 0 
Extreme 0 1 
High 1 0 
Medium 1 1 
Low 3 2 

 

Category Permissions Platform Avg. Mobile Avg. 
Operating System Factor 0 0 2 
Extreme 1 1.5 1.1 
High 1 2.8 1.7 
Medium 2 5.4 3.467 
Low 5 6.1 3 

D.1.5 Fruit Ninja Free 

Permission 
Permission Individual 
Categorization 

Permission Combination 
Categorization 

Identity IH2 CE2 
Location IH1 CE1 
Photos/Media/Files IL5 CM3 
Device ID & call 
information IH2, IL3 CE2, CL2 
Other IL1, IL2 IM2 CM4, CL1, All Combinations 

 

Category Individual Combination 
Operating System Factor 0 0 
Extreme 0 2 
High 2 0 
Medium 1 2 
Low 4 2 

 

Category Permissions Platform Avg. Mobile Avg. 
Operating System Factor 0 0 2 
Extreme 2 1.5 1.1 
High 2 2.8 1.7 
Medium 3 5.4 3.467 
Low 6 6.1 3 
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D.1.6 Subway Surfers 

Permission 
Permission Individual 
Categorization 

Permission Combination 
Categorization 

Device & app History IH2 CM4 
Identity IH2 CE2 
Photos/Media/Files IL5 CM3 
Device ID & call 
information IH2, IL3 CE2, CL2 
Other IL1, IL2 IM2 CM4, CL1, All Combinations 

 

Category Individual Combination 
Operating System Factor 0 0 
Extreme 0 1 
High 1 0 
Medium 0 2 
Low 2 1 

 

Category Permissions Platform Avg. Mobile Avg. 
Operating System Factor 0 0 2 
Extreme 1 1.5 1.1 
High 1 2.8 1.7 
Medium 2 5.4 3.467 
Low 3 6.1 3 

D.1.7 YouTube 

Permission 
Permission Individual 
Categorization 

Permission Combination 
Categorization 

Identity IH2 CE2 
Photos/Media/Files IL5 CM3 
Camera/Microphone IM3, IL4 CH1, CM1 
Other IL1, IL2 IM2 CM4, CL1, All Combinations 

 

Category Individual Combination 
Operating System Factor 0 0 
Extreme 0 1 
High 1 1 
Medium 1 2 
Low 2 0 
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Category Permissions Platform Avg. Mobile Avg. 
Operating System Factor 0 0 2 
Extreme 1 1.5 1.1 
High 2 2.8 1.7 
Medium 3 5.4 3.467 
Low 2 6.1 3 

D.1.8 Gmail 

Permission 
Permission Individual 
Categorization 

Permission Combination 
Categorization 

Identity IH2 CE2 
Contacts/Calendar IM1, IM4 CM2, CL3 
Phone IL3 CL2 
Photos/Media/Files IL5 CM3 

Other IL1, IL2 IM2 
CM4, CL1, All 
Combinations 

 

Category Individual Combination 
Operating System Factor 0 0 
Extreme 0 1 
High 1 0 
Medium 3 3 
Low 4 3 

 

Category Permissions Platform Avg. Mobile Avg. 
Operating System Factor 0 0 2 
Extreme 1 1.5 1.1 
High 1 2.8 1.7 
Medium 6 5.4 3.467 
Low 7 6.1 3 
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D.1.9 CM Security and Find My Phone 

Permission 
Permission Individual 
Categorization 

Permission Combination 
Categorization 

Device & app History IH2 CM4 
Identity IH2 CE2 
Contacts/Calendar IM1, IM4 CM2, CL3 
Location IH1 CE1 
SMS IH3 CH2 
Phone IL3 CL2 
Photos/Media/Files IL5 CM3 
Camera/Microphone IM3, IL4 CH1, CM1 
Device ID & call 
information IH2, IL1 CE2, CL2 
Other IL1, IL2 IM2 CM4, CL1, All Combinations 

 

 

Category Individual Combination 
Operating System Factor 0 0 
Extreme 0 2 
High 3 2 
Medium 4 4 
Low 5 3 

 

Category Permissions Platform Avg. Mobile Avg. 
Operating System Factor 0 0 2 
Extreme 2 1.5 1.1 
High 5 2.8 1.7 
Medium 8 5.4 3.467 
Low 8 6.1 3 

D.1.10 360 Security - Antivirus 

Permission 
Permission Individual 
Categorization 

Permission Combination 
Categorization 

Device & app History IH2 CM4 
Identity IH2 CE2 
Contacts/Calendar IM1, IM4 CM2, CL3 
Location IH1 CE1 
SMS IH3 CH2 
Phone IL3 CL2 
Photos/Media/Files IL5 CM3 
Camera/Microphone IM3, IL4 CH1, CM1 
Device ID & call 
information IH2, LI1 CE2, CL2 
Other IL1, IL2 IM2 CM4, CL1, All Combinations 
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Category Individual Combination 
Operating System Factor 0 0 
Extreme 0 2 
High 3 2 
Medium 4 4 
Low 5 3 

 

Category Permissions Platform Avg. Mobile Avg. 
Operating System Factor 0 0 2 
Extreme 2 1.5 1.1 
High 5 2.8 1.7 
Medium 8 5.4 3.467 
Low 8 6.1 3 

D.2 iOS Application Framework Data 

The iOS application data in the following tables is the composite PIP for each iOS 

application, including 6 raw PIP points from the Operating System Factor.  These 6 points come 

from network access permissions (IL1 and all combinations of permissions) and camera 

permissions (IM3 and CH1). 

D.2.1 Facebook 

Permission 
Permission Individual 
Categorization 

Permission Combination 
Categorization 

Location Services IH1 CE1 
Photos IL5 CM3 

 

Category Individual Combination 
Operating System Factor 3 3 
Extreme 0 1 
High 1 0 
Medium 0 1 
Low 1 0 
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Category Permissions Platform Avg. Mobile Avg. 
Operating System Factor 6 6 2 
Extreme 1 0.5 1.1 
High 1 0.5 1.7 
Medium 1 0.9 3.467 
Low 1 0.3 3 

D.2.2 Netflix 

Permission Permission Individual Categorization 
Permission Combination 
Categorization 

None None None 
 

Category Individual Combination 
Operating System Factor 3 3 
Extreme 0 0 
High 0 0 
Medium 0 0 
Low 0 0 

 

Category Permissions Platform Avg. 
Mobile 
Avg. 

Operating System Factor 6 6 2 
Extreme 0 0.5 1.1 
High 0 0.5 1.7 
Medium 0 0.9 3.467 
Low 0 0.3 3 

D.2.3 Pandora Radio 

Permission 
Permission Individual 
Categorization 

Permission Combination 
Categorization 

Other Applications 
(Facebook) IM2 CM4 

 

Category Individual Combination 
Operating System Factor 3 3 
Extreme 0 0 
High 0 0 
Medium 1 1 
Low 0 0 
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Category Permissions Platform Avg. Mobile Avg. 
Operating System Factor 6 6 2 
Extreme 0 0.5 1.1 
High 0 0.5 1.7 
Medium 2 0.9 3.467 
Low 0 0.3 3 

D.2.4 The Weather Channel for iPad 

Permission Permission Individual Categorization 
Permission Combination 
Categorization 

Location Services IH1 CE1 
 

Category Individual Combination 
Operating System Factor 3 3 
Extreme 0 1 
High 1 0 
Medium 0 0 
Low 0 0 

 

Category Permissions Platform Avg. Mobile Avg. 
Operating System Factor 6 6 2 
Extreme 1 0.5 1.1 
High 1 0.5 1.7 
Medium 0 0.9 3.467 
Low 0 0.3 3 

D.2.5 Skype for iPad 

Permission Permission Individual Categorization 
Permission Combination 
Categorization 

Microphone IL4 CM1 
Contacts IM1 CM2 
Photos IL5 CM3 

 

Category Individual Combination 
Operating System Factor 3 3 
Extreme 0 0 
High 0 0 
Medium 1 3 
Low 2 0 
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Category Permissions Platform Avg. Mobile Avg. 
Operating System Factor 6 6 2 
Extreme 0 0.5 1.1 
High 0 0.5 1.7 
Medium 4 0.9 3.467 
Low 2 0.3 3 

D.2.6 Fruit Ninja HD Free 

Permission Permission Individual Categorization 

Permission 
Combination 
Categorization 

Location Services IH1 CE1 
 

Category Individual Combination 
Operating System Factor 3 3 
Extreme 0 1 
High 1 0 
Medium 0 0 
Low 0 0 

 

Category Permissions Platform Avg. Mobile Avg. 
Operating System Factor 6 6 2 
Extreme 1 0.5 1.1 
High 1 0.5 1.7 
Medium 0 0.9 3.467 
Low 0 0.3 3 

D.2.7 Angry Birds HD Free 

Permission 
Permission Individual 
Categorization 

Permission Combination 
Categorization 

None None None 
 

Category Individual Combination 
Operating System Factor 3 3 
Extreme 0 0 
High 0 0 
Medium 0 0 
Low 0 0 
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Category Permissions Platform Avg. Mobile Avg. 
Operating System Factor 6 6 2 
Extreme 0 0.5 1.1 
High 0 0.5 1.7 
Medium 0 0.9 3.467 
Low 0 0.3 3 

D.2.8 Lookout 

Permission 
Permission Individual 
Categorization 

Permission Combination 
Categorization 

Contacts IM1 CM2 
Location Services IH1 CE1 

 
 
 

Category Individual Combination 
Operating System Factor 3 3 
Extreme 0 1 
High 1 0 
Medium 1 1 
Low 0 0 

 

Category Permissions Platform Avg. Mobile Avg. 
Operating System Factor 6 6 2 
Extreme 1 0.5 1.1 
High 1 0.5 1.7 
Medium 2 0.9 3.467 
Low 0 0.3 3 

D.2.9 Find My iPad 

Permission 
Permission Individual 
Categorization 

Permission Combination 
Categorization 

Location Services IH1 CE1 
 

Category Individual Combination 
Operating System Factor 3 3 
Extreme 0 1 
High 1 0 
Medium 0 0 
Low 0 0 

 

 

 



120 

Category Permissions Platform Avg. Mobile Avg. 
Operating System Factor 6 6 2 
Extreme 1 0.5 1.1 
High 1 0.5 1.7 
Medium 0 0.9 3.467 
Low 0 0.3 3 

D.2.10 Words with Friends HD Free 

Permission 
Permission Individual 
Categorization 

Permission Combination 
Categorization 

Network Access IL5 ALL 
 

Category Individual Combination 
Extreme 0 0 
High 0 0 
Medium 0 0 
Low 1 0 

 

Category Permissions Platform Avg. Mobile Avg. 
Operating System Factor 0 6 2 
Extreme 0 0.5 1.1 
High 0 0.5 1.7 
Medium 1 0.9 3.467 
Low 0 0.3 3 

D.3 Windows Phone Application Framework Data 

Only permissions that could potentially invade privacy are listed in the following tables. 
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D.3.1 Facebook 

Permission 
Permission Individual 
Categorization 

Permission Combination 
Categorization 

Appointments IM4 CL3 
Contacts IM1 CM2 
Phone identity IH2 CE2 
Owner identity IH2 CE2 
Video and still capture IM3 CH1 
Location services IH1 CE1 
Music library IL5 CM3 
Photos library IL5 CM3 
Microphone IL4 CM1 
Data services IL1 All 
Phone dialer IL3 CL2 
Proximity IL2 CL1 
SD card IL5 CM3 
VOIP calling IL3 CL2 
Web browser component IM2 CM4 
Videos library IL5 CM3 
Photo, music, and video 

libraries IL5 CM3 
Camera IM3 CH1 

 

Category Individual Combination 
Operating System Factor 0 0 
Extreme 0 2 
High 2 1 
Medium 3 4 
Low 4 3 

 

Category Permissions Platform Avg. Mobile Avg. 
Operating System Factor 0 0 2 
Extreme 2 1.3 1.1 
High 3 1.8 1.7 
Medium 7 4.1 3.467 
Low 7 2.6 3 
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D.3.2 Skype 

Permission 
Permission Individual 
Categorization 

Permission Combination 
Categorization 

Contacts IM1 CM2 
Phone identity IH2 CE2 
Video and still capture IM3 CH1 
Music library IL5 CM3 
Microphone IL4 CM1 
Data services IL1 All 
Phone dialer IL3 CL2 
VOIP calling IL3 CL2 
Web browser component IM2 CM4 
Photos library IL5 CM3 
Photo, music, and video 
libraries IL5 CM3 

 

Category Individual Combination 
Operating System Factor 0 0 
Extreme 0 1 
High 1 1 
Medium 3 4 
Low 3 1 

 

Category Permissions Platform Avg. Mobile Avg. 
Operating System Factor 0 0 2 
Extreme 1 1.3 1.1 
High 2 1.8 1.7 
Medium 7 4.1 3.467 
Low 4 2.6 3 

 
 
 
 
 
 
 
 
 
 
 
 
 
 



123 

D.3.3 WhatsApp Messenger 

Permission 
Permission Individual 
Categorization 

Permission Combination 
Categorization 

Appointments IM4 CL3 
Contacts IM1 CM2 
Phone identity IH2 CE2 
Owner identity IH2 CE2 
Video and still capture IM3 CH1 
Location services IH1 CE1 
Music library IL5 CM3 
Photos library IL5 CM3 
Microphone IL4 CM1 
Data services IL1 All 
Phone dialer IL3 CL2 
VOIP calling IL3 CL2 
Web browser component IM2 CM4 
Photo, music, and video 
libraries IL5 CM3 
Camera IM3 CH1 

 

Category Individual Combination 
Operating System Factor 0 0 
Extreme 0 2 
High 3 1 
Medium 4 4 
Low 2 1 

 

Category Permissions Platform Avg. Mobile Avg. 
Operating System Factor 0 0 2 
Extreme 2 1.3 1.1 
High 4 1.8 1.7 
Medium 8 4.1 3.467 
Low 3 2.6 3 

D.3.4 Pandora 

Permission 
Permission Individual 
Categorization 

Permission Combination 
Categorization 

Phone identity IH2 CE2 
Music library IL5 CM3 
Data services IL1 All 
Web browser component IM2 CM4 
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Category Individual Combination 
Operating System Factor 0 0 
Extreme 0 1 
High 1 0 
Medium 1 2 
Low 1 0 

 

Category Permissions Platform Avg. Mobile Avg. 
Operating System Factor 0 0 2 
Extreme 1 1.3 1.1 
High 1 1.8 1.7 
Medium 3 4.1 3.467 
Low 1 2.6 3 

D.3.5 Netflix 

Permission 
Permission Individual 
Categorization 

Permission Combination 
Categorization 

Phone identity IH2 CE2 
Data services IL1 All 
Photo, music, and video 
libraries IL5 CM3 

 

Category Individual Combination 
Operating System Factor 0 0 
Extreme 0 1 
High 1 0 
Medium 0 1 
Low 1 0 

 

Category Permissions Platform Avg. Mobile Avg. 
Operating System Factor 0 0 2 
Extreme 1 1.3 1.1 
High 1 1.8 1.7 
Medium 1 4.1 3.467 
Low 1 2.6 3 
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D.3.6 Angry Birds Epic 

Permission 
Permission Individual 
Categorization 

Permission Combination 
Categorization 

Phone identity IH2 CE2 
Music library IL5 CM3 
Data services IL1 All 
Web browser component IM2 CM4 

 

Category Individual Combination 
Operating System Factor 0 0 
Extreme 0 1 
High 1 0 
Medium 1 2 
Low 1 0 

 

Category Permissions Platform Avg. Mobile Avg. 
Operating System Factor 0 0 2 
Extreme 1 1.3 1.1 
High 1 1.8 1.7 
Medium 3 4.1 3.467 
Low 1 2.6 3 

D.3.7 Piano Tiles 

Permission 
Permission Individual 
Categorization 

Permission Combination 
Categorization 

Phone identity IH2 CE2 
Owner identity IH2 CE2 
Photo, music, and video 
libraries IM3 CM3 
Data services IL1 All 
Phone dialer IL3 CL2 

 

Category Individual Combination 
Operating System Factor 0 0 
Extreme 0 1 
High 1 0 
Medium 1 1 
Low 1 1 
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Category Permissions Platform Avg. Mobile Avg. 
Operating System Factor 0 0 2 
Extreme 1 1.3 1.1 
High 1 1.8 1.7 
Medium 2 4.1 3.467 
Low 2 2.6 3 

D.3.8 Extreme Survival Run 

Permission 
Permission Individual 
Categorization 

Permission Combination 
Categorization 

Phone identity IH2 CE2 
Owner identity IH2 CE2 
Location services IH1 CE1 
Data services IL1 All 
Phone dialer IL3 CL2 
Web browser component IM2 CM4 

 

Category Individual Combination 
Operating System Factor 0 0 
Extreme 0 2 
High 2 0 
Medium 1 1 
Low 1 1 

 

Category Permissions Platform Avg. Mobile Avg. 
Operating System Factor 0 0 2 
Extreme 2 1.3 1.1 
High 2 1.8 1.7 
Medium 2 4.1 3.467 
Low 2 2.6 3 

D.3.9 AVG Family Safety 8 

Permission 
Permission Individual 
Categorization 

Permission Combination 
Categorization 

Phone identity IH2 CE2 
Data services IL1 All 
Web browser component IM2 CM4 
Music library IL5 CM3 
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Category Individual Combination 
Operating System Factor 0 0 
Extreme 0 1 
High 1 0 
Medium 1 2 
Low 1 0 

 

Category Permissions Platform Avg. Mobile Avg. 
Operating System Factor 0 0 2 
Extreme 1 1.3 1.1 
High 1 1.8 1.7 
Medium 3 4.1 3.467 
Low 1 2.6 3 

D.3.10 Lock and Hide 

Permission 
Permission Individual 
Categorization 

Permission Combination 
Categorization 

Phone identity IH2 CE2 
Owner identity IH2 CE2 
Video and still capture IM3 CHI1 
Photo, music, and video 
libraries IL5 CM3 
Microphone IL4 CM1 
Data services IL1 All 
Phone dialer IL3 CL2 
Web browser component IM2 CM4 
Camera IM3 CH1 
Music library IL5 CM3 
Photos library IL5 CM3 

 

Category Individual Combination 
Operating System Factor 0 0 
Extreme 0 1 
High 1 1 
Medium 2 2 
Low 3 1 

 

Category Permissions Platform Avg. Mobile Avg. 
Operating System Factor 0 0 2 
Extreme 1 1.3 1.1 
High 2 1.8 1.7 
Medium 5 4.1 3.467 
Low 4 2.6 3 
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APPENDIX E. ADDITIONAL COMMENTS 

E.1 Reference 1 

Since the start of this research, both iOS and Android have released API access and 

permission for fingerprint sensors on their devices, including iPhone 5, iPad Air, iPad Mini (2nd 

Generation) and Samsung Galaxy S5. Other fingerprint sensor MobDevs may be released before 

the completion of this thesis. While this permission could have a very high risk for exploitation 

and privacy invasion (due to the potential of biometric information gathering) this permission 

will not be considered in scope or factored into a PIP for this research. 

E.2 Reference 2 

Samsung Galaxy S5. Other fingerprint sensor MobDevs may be released before the 

completion of this thesis. While this permission could have a very high risk for exploitation and 

privacy invasion (due to the potential of biometric information gathering) this permission will 

not be considered in scope or factored into a PIP for this research. 

E.3 Reference 3 

An exception to this is any kind of third-party login (e.g., Facebook, Twitter, Google). 

Typically those only collect basic login information credentials. In addition to this exception, it is 

not considered a privacy intrusion request nor does it enable the ability to post to a social media 
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website. Therefore neither of these two scenarios is considered privacy intrusion for this 

research. 

E.4 Reference 4 

Windows Phone and Android both explicitly request this permission. 

E.5 Reference 5 

At the time of this research, only Android MobDevs released in the last few years have 

NFC capabilities. This may or may not change for iOS devices and Windows Phone devices in 

the future. 

E.6 Reference 6 

Cross-application PIPs are not within the scope of this research but are addressed in 

Chapter 6 under future research. 

E.7 Reference 7 

At the Apple developer conference in June 2014, Apple introduced two additional 

permissions that would become available for developers with iOS 8. The first permission is 

access to the fingerprint scanner (located on the home button of the most current version of 

Apple mobile devices (i.e., iPhone 5S and newer, iPad Air and iPad mini 2nd generation). The 

second permission is application information sharing. This allows a developer to pass 

information and data from one application to another, or request information from another 
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application. Previous to iOS 8 applications were completely independent from each other, 

limiting their ability to interact with other applications. 

E.8 Reference 8 

With the introduction of iOS 8 developers were given the option through the API to 

communicate between applications and not just to access information between data. While this 

could increase privacy invasion risk on iOS devices because of the potential to share information 

between applications, this feature was not considered in developing a PIP at this time. 

E.9 Reference 9 

This is an implied permission. By default all iOS applications have this permission. 

E.10 Reference 10 

While the actual Google Store website was used for the application information an 

additional resource was found to help discover the most downloaded Android applications of all 

time. This resource is (“Androidrank Android Market App Ranklist - Android Rating Stats.” 

2014). 

E.11 Reference 11 

Some of the top applications were not available for iPad, only for iPhone. These 

applications were Instagram and WhatsApp Messenger. Other applications that were not 

available for iPad had similar applications available specifically for iPad (e.g. Skype for iPad  

instead of for iPhone and “The Weather Channel for iPad” instead of “The Weather Channel”). 
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E.12 Reference 12 

Some original applications were no longer available, but HD versions of the applications 

were available. In these cases, the HD application was installed instead of the original 

application. Examples of this include Words With Friends HD and Angry Birds HD. 

E.13 Reference 13 

This is due to the need to jailbreak the iPhone/iPad in order to install and evaluate these 

applications. While jailbreaking Apple device is common, this would introduce extra variables 

that cannot be controlled and is therefore excluded from this research. 

E.14 Reference 14 

This is due to the need to jailbreak the iPhone/iPad in order to install and evaluate these 

applications. While jailbreaking Apple devices is common, this would introduce extra variables 

that cannot be controlled and is therefore excluded from this research. 

E.15 Reference 15 

Further modifications to permission requirements may have been made by developers 

after or during this time and may not be reflected in this analysis. 

E.16 Reference 16 

APK packages for Google applications, IPA packages for iOS applications and APPX for 

Windows Phone applications. 

 


