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An evaluation of three designs to engage users when providing their consent on
smartphones
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ABSTRACT
The graphical and interactive design of a consent form helps individuals to keep control and pay
attention to the information that they are disclosing. In the context of mobile apps we propose
and test alternative interaction design solutions for selecting personal information on permission
dialogues, namely using checkboxes, a drag-and-drop selection, and a swiping action. We test
each proposed design and compare the results in terms of their usability and effectiveness in
helping users to be more attentive and aware of their data flow, in other words, to provide their
informed consent. This study demonstrates that checkboxes while speedy do not engage the
user as much as drag-and-drop or swiping. User satisfaction is positively impacted by these
newer ways of giving consent.
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1. Introduction

The collection of digital information by service providers
(SPs) is an increasing and important trend over the last
decade. Although digital information creates new oppor-
tunities for both service providers and users, for example
by enabling faster methods for authentication or provid-
ing knowledge-based decision-making, digital infor-
mation raises new challenges regarding an individual’s
privacy. Nowadays, users are often requested to waive
their rights and register a personal account, if they
wish to access a service provider, and users are required
in the process of registration to disclose (some of) their
personal information.

Registration to a service provider can be carried out by
directly completing a form, or using an identity provider
(IdP) if offered by the service provider. In contrast to the
direct registration method for SPs, using an identity pro-
vider relieves users of the need to remember many sets of
usernames and passwords. On one hand, using an IdP is
less time consuming because the personal information is
forwarded directly from the IdP to the SP. On the other
hand, the identity provider learns to which services, and
when, its customers communicate while having access to
the plain-text personal data. For example, nowadays we
have social networks which also act as IdPs. Such IdPs
gradually build detailed user profiles from users’ data
which is a privacy threat for individuals. To reduce the

effects of providing convenience at the expense of priv-
acy in the context of IdPs, some research, such as the
CREDENTIAL project (Kostopoulos et al. 2017) on
cloud technology for identity access management, has
been conducted. That project provided solutions for
privacy-preserving identity providers, which do not
have access to the data in plain-text. The technology pro-
vides its services through a mobile app, the CREDEN-
TIAL Wallet app, which acts as an IdP and a data
access manager. Solutions such as the CREDENTIAL
project, which benefits from new technologies such as
proxy re-encryption (Hörandner et al. 2016), will not
be fully effective for individuals in preserving their priv-
acy without considering their understanding and aware-
ness of data flow between service providers and identity
providers.

Privacy concerns, in the context of IdPs, may stem
from the design problems in consent forms which do
not help users to give their consent while, at the same
time, keep the individual fully informed. Designing
interfaces for users to give their consent is challenging.
It should be possible to inform users, simply, about
how their data will be used, and the purpose for which
it is required. It should also be possible for users to
give permission to use specific items of information in
a particular context only, i.e. with restricted consent.
There are scenarios in healthcare for example, where it
is critically important that a patient undergoing a
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procedure understands the risks and benefits of the pro-
cedure, and can provide their informed consent, or not,
to proceed. The person is also entitled to know for what
purpose their information is needed and how their priv-
acy will be respected. Efforts are on-going to design
interfaces with these types of scenarios in mind (Assale,
Barbero, and Cabitza 2019); and there is an acceptance
that generic systems need to be developed and
implemented that will be simple, easy, and quick for
users.

Permission dialogues in the context of identity provi-
ders, also known as authorisation dialogues, are one type
of consent forms that users encounter in their everyday
life. Permission dialogues are widely used in today’s digi-
tised world on mobile phones and desktop computers to
authorise the mobile and desktop applications that
access users’ personal data and resources on their
devices, based on their permission settings. Previous
studies (Bauer et al. 2013; Karegar et al. 2018a) show
that providing users with permission dialogues without
the possibility to choose the information to share, or
with opt-out instead of opt-in choices, makes it difficult
for users to notice and control their personal data. In
addition, some researchers reported that users desire to
keep control over their data and manually select the
information to be shared rather than having their data
selected by default (Karegar et al. 2018b). Being informed
of the personal data flow while giving their consent, and
users’ active actions showing their clear intention to
agree to data processing, will help users to better preserve
their privacy and control their data; and it is decreed by
law. If the legal basis of data processing is consent, ser-
vices should obtain informed consent from users that
must be specific, unambiguous, and freely given by an
affirmative action, which is an indication of users’
understanding and willingness to agree to the processing
of their personal data, according to Art. 4 (11) of the
EU General Data Protection Regulation (GDPR) (The
European Parliament and the Council of the European
Union 2016).

However, the GDPR, while specifying the legal require-
ments of the consent and the need for affirmative actions,
which can include ticking a box or changing technical set-
tings, does not clarify to what degree affirmative actions
such as ticking boxes are effective for obtaining informed
consent. In other words, there is a gap between the legal
requirements of consent and the design of user interfaces
to achieve informed consent. In addition, although in
some previous work (Karegar et al. 2018b), researchers
utilised ticking boxes for data selection on the consent
forms it did not help users to pay attention to details of
data disclosures and remember all of the personal data
they agreed to share. Karegar et al. (2018a) utilised the

Drag And Drop (DAD) to actively involve users in data
selection. Although DAD significantly helped users to
recall the information they agreed to share compared to
the dialogues using opt-out choices, it is not yet clear if
the DAD design can help users better than other opt-in
choices that actively engage users when requesting their
consent. There is, therefore, a need to investigate and
compare alternative possible design solutions for the
opt-in choices that actively involve users with the content,
and measure their effectiveness compared to common
practices such as checkboxes.

In this paper, we contribute to decreasing the gap
between requirements of informed consent and the
design of user interfaces for consent dialogues. We inves-
tigate three interactive techniques, namely DAD, check-
box, and swiping, that actively involve users in the
process of giving consent via permission dialogues of
IdPs on mobile devices. Different interaction techniques
entail different actions. As a result, the interaction tech-
niques may differ in how they are perceived by users and
the cognitive efforts they require (Sundar et al. 2014).
Therefore, the interactive techniques utilised in this
paper which facilitate users to actively select personal
information are compared in terms of their usability
and effectiveness to help users to be more attentive and
aware of data flow. We report on three user studies
(n = 3× 20), each conducted to test a specific interac-
tive design option, with sixty participants in total, and
show that different interface designs have a notable
impact on their perceived usability.

The remainder of this paper is structured as follows:
Section 2 presents related research. Section 3 is devoted
tomethodology and study design. The graphical represen-
tations of the three interaction techniques utilised in our
user interfaces are described and explained in Section 4.
Section 5 presents the results. Analysis and discussion
are reported in Section 6. Finally, Section 7 concludes
the paper by restating the important findings as well as
their implications for future investigations.

2. Related work

Sundar (2007) proposes a theoretical model about the
psychological effects of interactivity. This model of inter-
activity effects has three distinct types of interactivity: (i)
source, (ii) message, and (iii) medium of communi-
cation. Medium-based interactivity, i.e. different inter-
action techniques which are the focus of our study,
refers to the different ways in which an interface
affords its users to interact with information, for
example, access information or select among options.
According to the model, differences in interaction tech-
niques can affect how users evaluate, engage with, and
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process the content of the interface which in turn can
affect user cognition and attitudes.

Guided by the theoretical model of interactivity effects
(Sundar 2007), Sundar et al. (2014) compared six different
types of interaction techniques, namely click-to-down-
load, dragging, hovering, sliding, zooming in and out,
and flipping, in the context of informational websites on
desktop. Their results support the theoretical assump-
tions of themodel of interactivity effects: some interaction
techniques, e.g. sliding, are better than others to positively
affect learning outcomes such as content recall.

There are several works that try to catch user attention
to different privacy and security notices including con-
sent forms, either by including some eye-catchers in
the user interface (e.g. Brustoloni and Villamarín-Salo-
món 2007; Bravo-Lillo et al. 2013; Javed and Shehab
2016; Tabassum et al. 2018) or by employing interaction
techniques to engage users with the content (Bravo-Lillo
et al. 2013; Wang, Grossklags, and Xu 2013; Karegar et al.
2018a, 2018b).

For example, employing checkboxes as the interaction
technique, Wang, Grossklags, and Xu (2013) suggest new
interfaces that consider the limitations of Facebook per-
mission dialogues to help users tomake informed consent.
In the new interfaces, users have the opportunity to opt
out from disclosing their personal information using
checkboxes. However, the extent to which the users
might understand and pay attention to the information
that was actually shared using the proposed new interfaces
was not evaluated and Wang, Grossklags, and Xu (2013)
work is limited to the exact characteristics of Facebook
dialogues at the time of their study. Although Wang,
Grossklags and Xu did not measure if their proposed
new interfaces actually increased a user’s attention to
what the user shared, they report that participants who
used the new checkbox-enabled interfaces released signifi-
cantly less information in total and opted out from certain
data collection compared to the participants who used
control permission dialogues that lack any options.

Bravo-Lillo et al. (2013) investigated the effects of
visual attractors for computer security warnings on
user attention to the most important information, the
salient field, for making decisions. The attractors
Bravo-Lillo et al. (2013) used compromised purely visual
attractors and inhibitive attractors1 which included the
swiping and type attractors that actively engaged users
with the salient field. The swiping attractor required
users to move their mouse over the salient field, from
left to right, to highlight the letters which is different
from the swiping action on mobile devices used in our
study (see Section 4 for more details on the swiping
action in our study). The type attractor required the

user to retype the contents of the salient field. The salient
field included either a suspicious or a benign request and
the effectiveness of attractors on user attention was
measured by the rate of reduction in installations of a
software for suspicious scenarios relative to benign scen-
arios. Nonetheless, the rate of cancelling suspicious dia-
logues is affected by other factors such as a lack of
willingness to fulfil the request (e.g. update a plugin) or
a lack of the feeling of vulnerability, if users could detect
that warnings were all fake. The results showed that
although inhibitive attractors resulted in a higher
reduction in the installation rates compared to the con-
trol group, warnings with these types of attractors were
more time-consuming to handle for participants
(Bravo-Lillo et al. 2013). The swiping and type attractors
took the most time.

Karegar et al. (2018b) studied users recall of personal
information shared via permission dialogues using
checkboxes. They also investigated the effect of preview-
ing the selected personal data on enhancing users atten-
tion before they give their consent. Karegar et al. (2018b)
did not, however, compare the effectiveness of per-
mission dialogues utilising checkboxes with any other
types of interaction techniques.

In another work, Karegar et al. (2018a) adapted the
DAD to fit the context of identity providers for selecting
the personal information to be shared with the service
provider using Facebook single sign-on. Their study
shows that using DAD significantly helped users to recall
the information they share with services using their Face-
book account and reduced the user’s level of uncertainty.
Karegar et al. (2018a) compared their proposed solution,
using DAD to select personal information to be shared,
with the mock-up of the permission dialogues of Face-
book in which all requested personal information was
pre-selected by default with the opportunity to be
opted out at the second layer. Therefore, more investi-
gation is still required for the direct comparison of
checkboxes and other interaction techniques like the
DAD in the context of consent forms.

Utilising interaction techniques to engage users has
its own challenges: there is a risk of over-burdening
the users. The example from healthcare, briefly referred
in Section 1, Assale, Barbero, and Cabitza (2019), is not
easy to generalise to other contexts because the
researchers designed a rather thorough dialogue win-
dow, where patients could provide their emotions in
relation to various parts of the consent text and be sup-
ported by further information accordingly. This prob-
ably would be too complicated for everyday use. In
fact, the researchers report that even healthcare workers
are hesitant:
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an electronic informed consent that is aimed at creating
more (not fewer) opportunities of interaction between
patients and care givers was seen as practically incompa-
tible with their agenda, and to require additional time
that cannot be expected and planned in the current hos-
pital workflow. (Assale, Barbero, and Cabitza 2019, 614–
615)

None of the previous works, which tried to increase
user attention to, and understanding of, the consent
form contents, investigated or compared the usability
of alternative interaction techniques, i.e. design patterns,
to actively involve users in the consent forms, or for the
data selection, to achieve informed consent, on mobile
devices. Given the prevalence of mobile devices, it is
more important than ever that we have solutions for
people to give their informed consent in the mobile
interface context. Therefore, in this work, motivated by
the theoretical model of interactivity effects (Sundar
2007) and to address the gap in the literature regarding
the effects of different interaction techniques on users’
experience we investigate alternative design solutions
for mobile phones to actively engage users in consent
forms. We compare different alternatives in terms of
the usability and user awareness of their personal data
flow. We expect that these results will provide insights
for designers, and inspire them to improve on the cur-
rent methods to elicit informed consent in permission
dialogues and consent forms on smartphones. Table 1
gives an overview of research discussed in this section
and places our study in the context of the earlier work.

3. Methodology and study design

The main purpose of the user study conducted in this
paper is to compare different design solutions serving as
affirmative actions on permission dialogues of IdPs in
terms of their effectiveness to help users to be aware of
the information they share, users’ satisfaction, and
efficiency. To achieve our goal, we designed a between-
subject user study with 3 groups of 20 people. As individ-
uals were recruited to the study, they were randomly
assigned to one of three groups: either the checkbox,
Drag and Drop or swiping group. User tests were con-
ducted individually, one-to-one with the researcher, and
the test used depended on the group to which the individ-
ual was assigned. For each group, the participant (user)
experiences a specific way of engagement in the content
of a permission dialogue of an IdP via an affirmative action
(see Section 4 for a detailed description of each method of
engagement). In this section, we first describe the study
design. Then we outline the recruitment and demo-
graphics and finally, we explain our evaluation methods. Ta
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3.1. Study design

We implemented our prototypes using Axure prototyp-
ing tool2 and tested our prototypes with users on a Sam-
sung S6 phone. Every session for each individual
participant included an introduction by the moderator
and consent giving by the participant, the completion
of the authorisation task, answering the post-test ques-
tionnaire, as well as debriefing and compensation. Figure
1 provides an overview of the study design and collected
information.

Introduction session: The moderator welcomed and
thanked the participant. The moderator then introduced
the study, which provided the participant with infor-
mation about the persona and the task that needed to
be completed. Participants role-played a persona that
wished to subscribe on a website in order to purchase a
product. In order to subscribe on the website the partici-
pants were required to select an IdP, the CREDENTIAL
Wallet IdP in our study, for which the given persona had
an account. The persona’s username and password of the
IdP account were provided to participants during the
introductory session. All of the participants role-played
the same persona and had a standardised experience.
The introduction session finished with signing the con-
sent form for the study. In the consent form, among
other information, participants were informed about
using a screen-recorder software on the mobile device
used in the study. Before their participation, participants
were requested to read the consent form for the study
and sign it if they agreed to continue. More information
about the research consent form and ethical consider-
ation are reported in Section 3.2.

Authorisation task: The mock-up of a fictitious web-
site, the PhotoHex website, that was designed for the
study, and for which participants were asked to sub-
scribe, was accessible via a laptop during the test. On vis-
iting the website, participants selected the IdP
(CREDENTIAL Wallet) to subscribe to the website.
Then, they entered the username and password of the
persona’s account and were instructed to use the mobile
phone given to them in the study to open the mobile app
of the IdP (the CREDENTIAL Wallet app), and so pro-
ceed to complete the authorisation task.

Using the mobile phone, participants clicked on the
icon of the IdP app (the CREDENTIAL Wallet app) to
open it and sign into the app, by pretending to scan
their fingerprint by clicking on a specific icon on the
device screen. The methods to sign into the IdP app
include entering a pre-determined pincode or scan a
fingerprint. For the study, we assumed the persona
chose to scan a fingerprint to unlock/sign into the app
the first time she downloaded the app on her phone

and created the account. However, participants’ prefer-
ences for the method to unlock/sign in to the app and
their understanding of the personal data flow used for
unlocking/signing into the app is out of scope of this
paper. A full report of users’ understanding of fingerprint
used in the context of IdPs can be found in Karegar, Pet-
tersson, and Fischer-Hübner (2018).

After unlocking/signing into the app, participants
handled the authorisation dialogues, i.e. they selected
the personal data to be shared by an affirmative action
based on the group to which they were assigned. In all
prototypes, the authorisation dialogues requested full
name, email address, and date of birth as mandatory
information; and a profile photo and personal interests
as optional information. After selecting the information
types, participants continued by accepting the service
provider’s request (the request of the fictitious website
in the study) and returned to the laptop to see the confir-
mation message on the website confirming that they
were subscribed.

Questionnaire: The post-test questionnaire included
demographic data (age, gender, education level), System
Usability Scale (SUS) questions (Brooke 2013), IUIPC
questions for control, awareness and collection to
measure the level of users’ information privacy concerns
(Malhotra, Kim, and Agarwal 2004) as well as some
questions to recall the information that users shared,
and for the data processing purposes requested, with
the service provider from their IdP accounts. Section
3.2 provides more details on demographics and partici-
pants’ IUIPC scores. More details about SUS and
IUIPC questionnaires and methods to measure usability
and awareness which we used in our study are elaborated
in Section 3.3.

Closing phase: After participants answered the ques-
tions in the post-test questionnaire, the moderator
debriefed them about the study and gave them the
opportunity to ask their questions, if they had any. More-
over, each participant was compensated with a coffee
coupon for the university canteen.

3.2. Ethics, recruitment, and demographics

We complied with the necessary steps to adhere to the
Swedish Research Council’s principles of ethical research
in our study (Vetenskapsrådet 2002). We obtained
informed consent, did not use sensitive or actual data
without anonymisation. We collected Age, Gender, and
Education level anonymously. Furthermore, we used a
persona for the authorisation task to avoid using partici-
pants’ personal data in the prototype. The task and ques-
tionnaire were completed ‘anonymously’ using the
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persona. Participants were debriefed and compensated at
the end of the study.

As we are interested in gauging the impact of designs
rather than seeing the effect for different groups of the
society, all participants were recruited at our university.
There is some variation in Education level, but in our
analysis afterwards the Educational level of the partici-
pants has no correlation with performance in the task.
We recruited 60 participants to have three groups of
equal size, 20, as this size is shown useful in earlier
studies (Karegar et al. 2018b). People were approached
and asked to participate for a small compensation (the

coffee coupon mentioned in Section 3.1). Participants
were randomly assigned to one of three groups of the
study.

Table 2 shows our participants’ demographic profiles.
In total, we had 60 participants, of whom 18 were female,
41 were male, and one preferred not to reveal the gender.
The Mean Age of participants is 25.8 years old, and 51
(85%) of the participants belong to the age group 19–
29 years old. We assess that our participants are rather
concerned about their information privacy because of
their relatively high scores (above 50) with the IUIPC
test. For each group of 20, the Mean IUIPC score is
over 50, out of a potential maximum of 70, i.e. each
group scored over 70% for their Mean IUIPC score.
The overall IUIPC score for the 60 participants is:
Mean = 55.78, Min = 34, Max = 70. More details on
IUIPC scores are reported in Table 2.

3.3. Evaluation method

The purpose, as outlined in Section 1, is to investigate the
impact of interaction paradigms, i.e. a selection of design
concepts, for data selection and active engagement of
users on usability and user awareness of data trans-
actions. In this section, we describe the methods we
used to compare the alternative interaction paradigms
in terms of their effectiveness to help users to be aware
of the information they share, users’ satisfaction, and
efficiency. We do this by reference to standards for
usability metrics. In addition, we also explain how we

Figure 1. The flow of our study design.

Table 2. Demographic information.

Demographic information
Swiping
(n=20)

DAD
(n=20)

Checkbox
(n=20)

Gender
Female 9 5 4
Male 11 15 15
No answer 0 0 1

Age
19–29 19 18 14
30–39 1 1 5
40–49 0 0 1
50–70 0 1 0
Mean 24.7 25.4 27.3

Educational level
Secondary school degree 5 3 4
Bachelor level 9 7 7
Master level 6 10 9

IUIPC for control, awareness, and collection
Minimum 34.00 37.00 43.00
Maximum 70.00 69.00 70.00
Mean 51.55 56.40 59.40
Std. deviation 10.01 9.14 7.52
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evaluated participants’ information privacy concerns to
investigate if a users privacy concern level has any impact
on the awareness of data transaction.

Usability metrics: Before measuring the usability of a
prototype, it is required to define usability and how to
measure it. Usability is defined as ‘the extent to which
a system, product or service can be used by specified
users to achieve specified goals with effectiveness,
efficiency, and satisfaction in a specified context of use’
in ISO 9241-11:2018, Section 3.1.1 (ISO 2018).

Effectiveness is defined as the ‘accuracy and complete-
ness with which users achieve specified goals’ (ISO 2018,
sec. 3.1.12). We measure effectiveness by quantifying the
accuracy of doing the tasks and the recall of information.
In other words, we measure if users have difficulties or
interruptions while doing the tasks and how much infor-
mation users can recall after using the UIs.

There are a few methods for measuring users’ aware-
ness of data transactions that are consistently used in the
literature related to permission dialogues. Most of the
research relies on the information that users’ remember
as an indication of their awareness of data transactions
(Bauer et al. 2013; Egelman 2013; Ronen et al. 2013; Kar-
egar et al. 2018a, 2018b) while some of the research uses
eye tracking (Javed and Shehab 2016) or both (Javed and
Shehab 2017) to measure users’ attention towards the
dialogues and their awareness of the information that
they share. In the context of IdPs, researchers specifically
target the information types rather than the data trans-
actions as a whole (Bauer et al. 2013; Egelman 2013;
Ronen et al. 2013). Ronen et al. (2013) explore how
well users can remember personal data transferred
from their IdP accounts to service providers by asking
participants to list the information types that they
thought were transferred. The participants’ responses
are then compared with the actual information types
transferred to service providers using precision and recall
measurements. Precision, as defined by Ronen et al.
(2013) is the ratio between the number of information
types a user lists correctly and the total number of infor-
mation types the user lists. On the other hand, recall is
the ratio between the number of information types a
user lists correctly and the number of information
types that are actually transferred to the service provider
(Ronen et al. 2013).

In our user studies, participants are exposed to a table
of fourteen data types in the post-test questionnaire, and
for each data type they select to indicate if they share the
data type with the service provider from the IdP account
or not. Participants also have an option to indicate if they
‘Cannot recall’. In other words, participants have three
options to select for each data type: (i) shared, (ii) not
shared, and (iii) not sure. We apply the metrics used in

Karegar et al. (2018b) which are the extended version
of the metrics (Ronen et al. 2013) used and we calculate
precision as: the ratio between the information that the
participant correctly lists as shared, or not shared, and
all the information listed as shared, or not shared. Recall
is calculated as: the ratio between the information that
the participant correctly lists as shared, and the infor-
mation that is actually shared. Including not sure as a
possible answer for each data type helps to have more
reliable shared and not shared answers. Moreover, having
the not sure option allows us the opportunity to calculate
the self-expressed uncertainty level for each participant
and examine which design helps participants to be
more certain about the information they share and do
not share.

However, it is not enough to know the information
that the service provider requested from the IdP that is
conveyed through the permission dialogues. For
example, with the widespread use of fingerprint sensors
on mobile devices to unlock the phone, authenticate to
apps, and confirm purchases, it is important to ensure
that people understand that fingerprint data is processed
and stored locally on their devices, under their control
and is not sent to the service providers (Karegar, Petters-
son, and Fischer-Hübner 2018). When people do not
understand how the fingerprint data are processed it
can be a barrier to the adoption of fingerprint sensors
by users (Bhagavatula et al. 2015). Consequently, not
only is it crucial to know the information that is shared
with the service provider from the IdP, it also matters
that users know the information, specifically the sensitive
information, that is not shared with the service provider.

Efficiency is defined as ‘resources used in relation to
the results achieved’ (ISO 2018, sec. 3.1.13). We measure
efficiency by timing participants while they were com-
pleting the authorisation tasks. We time participants
from the moment they start to type the persona’s user-
name and password into the website, to the moment
when they are enrolled and receive a confirmation mess-
age on the website.

Finally, satisfaction is ‘extent to which the user’s phys-
ical, cognitive and emotional responses that result from
the use of a system, product or service meet the users
needs and expectations’ (ISO 2018, sec. 3.1.14). We
measure overall usability and satisfaction by using the
standard SUS questionnaire. The SUS questionnaire pro-
vides lightweight, ten five-point Likert scale questions,
and subjective feedback from users (Brooke 2013)
which is a robust approach even when testing with a
small number of participants (Albert and Tullis 2013).
The 10 questions lead to a SUS score between 0 and
100. Bangor, Kortum, and Miller (2009) map descriptive
adjectives to a range of SUS scores and report that a SUS
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score below ‘50’ is unacceptable, over ‘50’ is OK, over ‘70’
is acceptable, and a score of ‘85’ is ‘Excellent’. Ruoti and
Seamons (2016) propose that usability studies concern-
ing authentication systems should use a standard metric
like SUS to provide stakeholders with the opportunity to
compare systems in a standard framework and choose
the system that fits the best. Indeed, Ruoti, Roberts,
and Seamons (2015) recommend all new authentication
systems should achieve an SUS score of at least 70 before
the system is considered as a new proposal to replace
current practices. We use SUS to evaluate our prototypes
which are designed in the context of authentication
systems.

The collected results for SUS, efficiency, and effective-
ness are reported in Section 5.

Level of information privacy concerns: In the ques-
tionnaire, we used IUIPC to investigate if a user’s priv-
acy concern level has any impact on the usability and
awareness of data transaction by looking at corre-
lations between the IUIPC scores and user awareness
scores, i.e. recall, precision and uncertainty, of data
transactions. Therefore, the widely used IUIPC con-
structed by Malhotra, Kim, and Agarwal (2004) is
adopted in our study which is developed to measure
peoples general concerns about organisations infor-
mation handling practices. The model claims to
explain a large amount of variance in behavioural
intention and thus serves as a useful tool to analyse
users’ reactions to different types of privacy threats.
The IUIPC scale defines multiple groups of privacy
concern including (i) dimensions of control of personal
information, (ii) collection of personal information,
and (iii) awareness of information privacy practices.
These groups have ten statements in total: three for
control, four for collection, and three for awareness,
and use 7-point Likert scales that range from 1,
Strongly Disagree, to 7, Strongly Agree. Based on the
responses, a privacy score between 10 and 70 for
each participant is generated. The higher their privacy
score, the more concerned participants are about their
privacy. Table 2 summarises the IUIPC scores for par-
ticipants in each of the test groups.

4. Design of the consent dialogues

In this work, we design three alternative types of inter-
action, i.e. actions that indicate users’ consent to proces-
sing their personal data they select on permission
dialogues, based on current practices on websites and
research literature. This section describes the common
layout of all three designs and then presents our three
proposed modes of selection namely (i) Drag and

Drop, see Figure 2, (ii) swiping, see Figure 3, and (iii)
checkboxes, see Figure 4.

General layout: At the outset, it is important to
develop a hierarchy of information and determine
the information to be displayed and at which positions
(Cooper, Reimann, and Cronin 2007) because the lay-
out of items is an important aspect to facilitate users’
comprehension (Patrick and Kenny 2003). To create
a visual hierarchy for users, while presenting clear
actions, we used card-based interaction model which
is widely utilised in the design of various websites
and mobile applications. Aggregation of many individ-
ual pieces of content can be presented in the form of
cards. Cards are rectangles containing text, images,
and functions related to one subject. In our proposed
prototypes, cards are used to separate information
according to their content: (i) a box presenting infor-
mation about the identity of the service provider mak-
ing the request, (ii) a box presenting the mandatory
data types with the general purpose of collecting
these items, and (iii) a box for the optional data
types accompanied with the general purpose of collect-
ing optional information. According to GDPR (The
European Parliament and the Council of the European
Union 2016), consent should be unambiguous, freely
given, specific, and informed. For a consent to be
informed, pursuant to Article 13 (1) GDPR, people
should at least be made aware of the personal data
that will be collected and processed, by whom, and
for which purposes. For example, is the information
going to be used for targeted advertising or will the
service provider use the information to deliver services
to the user?

A sticky footer is included in the design at the end of
the application screen to give users the option to cancel
or accept the request at any time. To provide better visual
assistance for users about the specific information, and
the number of items they select, the number of selected
items is shown on the sticky footer.

Icons: Icons can be used to display logical arrange-
ments of the interface to ensure awareness in privacy
systems (Patrick and Kenny 2003). Requested infor-
mation in our proposed user interfaces are presented
as icons. Each icon is accompanied by a label denot-
ing the information that the icon represents and the
exact piece of personal information from users’ IdP
account that is associated with the icon. As icons
may be interpreted differently by different users, we
used the results of a mini-survey before presenting
participants with the information represented in
icons. We conducted a mini-survey in which for
each piece of information we asked people to select
the most relevant icon among a list. The depicted
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icons in our design are derived from the results of
this exercise.

Tutorial: Tutorials are important in order to make
users aware, feel in control and comprehend how infor-
mation is handled (Patrick and Kenny 2003) as partici-
pants who use a system without a tutorial may have a
more difficult time completing the tasks (Ruoti and Sea-
mons 2016). For each of the proposed design solutions
we provide interactive tutorial pages by which users are
guided as to how they can complete the action, i.e.
choose among the presented data types, see Figure 5 as
an example of a tutorial we provided to users. DAD
and swiping are new concepts for users to be used in
the context of permission dialogues. Therefore, interac-
tive graphical tutorials should be provided, at least,
upon request which can abate the primary confusion
about how users should select their desired piece of
information. In our study, the tutorials were shown to
users if they clicked on the Help icon (depicted with a
question mark, see Figure 2 as an example) in each of
the prototypes.

4.1. Drag and drop

Pettersson et al. (2005) first proposed the DAD concept
to be used in consent forms to avoid users’ automated
behaviours that stemmed from dialogue boxes with
two alternatives of ‘OK’ and ‘Cancel’. They propose the
DAD concept to address the problem of habituation to
which Just-In-Time-Click-Through Agreements
suggested in the PISA project (Patrick and Kenny
2003) (JITCTAs) are vulnerable. The PISA project is
cited in many works over the past two decades (e.g.
Kobsa and Teltzrow 2005; Morrison, McMillan, and
Chalmers 2014; Gluck et al. 2016). Pettersson et al.
(2005) propose consent forms utilising DAD in which
users have to drag the graphical items of personal infor-
mation and drop them to a suitable, desired receiver of
that personal information among a number of possible
receivers of data. Karegar et al. (2018a) utilised DAD
in the context of authorisation dialogues of IdPs on desk-
tops and reported about the efficiency of the method,
effectiveness in helping users to pay more attention to
the information they share and their satisfaction. The

Figure 2. ‘Drag and Drop’ prototype. Left: before data selection. Right: after two data selections and a third being dragged towards the
empty square.
Note: The screen is scrolled down in the right image.
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DAD approach, however, has yet to be tested on mobile
devices.

In our proposed solution for DAD, the user must drag
the appropriate icon and drop it to a closed drop zone
specific for that icon in order to select a piece of personal
information to be processed, i.e. to share with the service
provider, as depicted in Figure 2. Once selected, an undo
text with an icon is available to users. Clicking on the
icon will undo the action previously selected.

4.2. Swiping

Smartphones open up a new medium for users to learn
and anticipate different methods to initiate functions
(Hoekman 2010), such as tapping, pinching, spreading,
and swiping which cannot be achieved on desktop
computers without touch screen monitors. Among
the methods, swiping mimics the gesture of flicking
something off a physical surface (Murray 2011). Swip-
ing gestures are utilised in various mobile apps to fulfil
a variety of goals. Some research shows the positive
effect of swiping interaction on user experience in

different contexts. For example, Choi, Kirshner, and
Wu (2016) compare swipe-based shopping applications
with traditional scroll-based ones and shows that the
swiping interface leads to greater cognitive absorption
and playfulness in shopping applications. In another
study, Dou and Sundar (2016) show that the addition
of swiping technique to a tap-only mobile website
positively affects behavioural intentions to use the
website.

There is no indication on most app interfaces to show
if swiping gesture is active and of the functionality it may
provide. Users may try different gestures on various
elements on an app to explore the actions that they
can achieve. For example, swiping right-to-left and left-
to-right are used in Gmail app to delete emails while
swiping left-to-write in Telegram app is used to reply
to a message. Thus, swiping functionality and its exist-
ence may not be immediately obvious to users. To
make the functionality more explicit, some signifiers,
such as arrows and icons, can be adopted to provide
clearer signals about the operations available (Norman
2013).

Figure 3. ‘Swiping’ prototype. Left: before data selection. Right: after data selection using swiping.
Note: The screen is scrolled down in the right image.
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In our design solution, we utilise the swiping gesture
to create a sense of completion and show a clear example
of a before-and-after scenario for selecting items. In
order to explain the functionality of selecting infor-
mation a swiping icon consisting of an emoji of a point-
ing hand and an arrow with its head towards the right
direction is designed, see Figure 3. The icon shows the
direction of movement which is accompanied with a
text presented on a contrasting background colour.
The text conveys to users that they can swipe to select
a data item, and helps them to complete the selection
task.

4.3. Checkbox

The use of checkboxes on websites to indicate the user’s
acceptance of terms and conditions or privacy policies, is
common practices nowadays. Wang, Grossklags, and Xu
(2013) proposed to use checkboxes on Facebook author-
isation dialogues at a time when Facebook interfaces did
not provide users with choices. Karegar et al. (2018b)
used checkboxes in an app interface for an IdP and eval-
uated users’ understanding and awareness of their

personal data flow. The results of Karegar et al.
(2018b) study show that participants prefer to select
mandatory information themselves rather than have
the mandatory information pre-selected. Furthermore,
although the participants are not completely unaware
of their data flow and the information they share with
the service provider from their IdP account (Karegar
et al. 2018b), their awareness and attention towards
their personal data sharing could be improved. To this
effect, in our study we include prototypes that utilise
checkboxes, see Figure 4, to serve as a control group to
test if there are design solutions that outperform check-
boxes in users’ satisfaction, efficiency, and effectiveness.

5. Results

We compare alternative design solutions for affirmative
actions on permission dialogues in terms of their
efficiency, satisfaction, and effectiveness to help users
to be aware of the information they share. We compare
the designs based on both the measures and obser-
vations, as follows: (i) we time participants when they
perform their tasks, (ii) measure the SUS values, (iii)

Figure 4. ‘Checkbox’ prototype. Left: before data selection. Right: after data selection using checkboxes.
Note: The screen is scrolled down in the right image.
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observe if they encounter any severe difficulties, and (iv)
measure the extent to which users are aware of personal
information they share with the service provider from
the IdP account. In this section, we first report the results
of our measurements.

Efficiency: Table 3 shows the time it took participants
to perform the task for each design solution. Design pat-
terns affect the time it takes to complete the tasks. Over-
all, participants take less time to select the data types
when using checkboxes. The Mean time for completing

the tasks while using swiping and DAD is almost the
same, but more time is needed than for using check-
boxes. Whether the quickness of the checkbox method
affects the users’ awareness and attention, or not,
remains to be investigated. For example, users’ awareness
could be compared while using alternative designs when
deciding to share their personal data.

Effectiveness and awareness: In terms of task com-
pletion, all participants across the three experimental
groups managed to complete the authorisation task with-
out any major interruption or difficulty.

As explained in Section 3.3, we measure the effective-
ness of the alternative design solutions to help users to be
aware of the information they share with the service pro-
vider by measuring Recall, Precision, and Uncertainty
levels. Table 4 shows the Precision, Recall, and Uncer-
tainty scores measured for the alternative design sol-
utions. The Mean Recall values for swiping and DAD
are better than for the checkbox design, although statisti-
cal significance is not demonstrated in this sample of 20
for each method. The Mean Uncertainty level is lowest
for checkboxes compared to DAD and swiping. The
Mean Precision values for the three methods are very
similar.

In total, 14 data types are presented in a list to the
participants in the post-test questionnaire, 5 of which
are requested in the prototypes as mandatory and/or
optional information. Two of the data types in the list
are fingerprint pattern and age. A question in the post-
test questionnaire with regard to where the fingerprint
pattern is processed reveals that users have an incorrect
mental model of fingerprint processing. Many users
believe that their fingerprint pattern is shared with the
identity provider and the service provider. Furthermore,
although age was not directly requested in the per-
mission dialogues, age was implicitly shared with the
service provider since the date of birth was requested

Figure 5. An example of a tutorial screen in our study, the DAD
tutorial, provided upon request when a user clicks on the help
icon.

Table 3. Time to complete the authorisation task.
Time in seconds Swiping DAD Checkbox

Min 42 51 43
Max 284 592 275
Mean 132 129 93
Standard deviation (SD) 68 114 55

Table 4. Measuring awareness: precision, recall, and uncertainty
levels.
Value Swiping DAD Checkbox

Precision
Min. 0.63 0.58 0.50
Max. 1.00 1.00 1.00
Mean 0.85 0.88 0.89
St. dev. 0.14 0.09 0.15
Recall
Min. 0.60 0.60 0.20
Max. 1.00 1.00 1.00
Mean 0.93 0.92 0.84
St. dev. 0.13 0.13 0.24
Uncertainty
Min. 0.00 0.00 0.00
Max. 0.83 0.58 0.50
Mean 0.20 0.15 0.10
St. dev. 0.22 0.16 0.15
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as mandatory information. Several participants remem-
ber that they share their date of birth but they mista-
kenly say that they are not sharing their age.
Considering the misconception about the fingerprint
processing and lack of critical thinking about the age
data types from participants, we exclude fingerprint pat-
tern and age in our calculation of Precision, Recall, and
Uncertainty values. The reason for this omission is
because the wrong answers to those data types are
affected by users’ misconceptions more than being
affected by the design solutions.

Bauer et al. (2013) state in their work that users have
some preconceptions of personal information shared in
the context of IdPs, regardless of the permission dialo-
gues shown to them. Asking users to recall what they
shared to measure their awareness and attention does
not necessarily show the exact effectiveness of dialogues
in catching users’ attention to the information they share
with the services. In the questionnaire, when they are
requested to Recall the information that they share and
do not share, the preconceptions about data types shared
with the service provider may influence their answers.
Therefore, other methods to triangulate the measure-
ments for awareness and attention could help in this
context. For example, the eye tracker can be used to
check if, and for how long, users look at important
items in permission dialogues.

In the post-test questionnaire, we ask participants to
indicate the data processing purposes for which the ser-
vice provider could use their personal information. We
provided a general data processing purpose for manda-
tory information and a general data processing purpose
when requesting the optional information. Very few par-
ticipants (n ≤ 7) gave an acceptable answer when recal-
ling the purposes given in the prototypes. It seems users
were more focused on data collection than on reading
the data processing purposes and the conditions of the
requested permissions.

Satisfaction: The results of SUS values calculated for
the different groups are reported in Table 5. The DAD
achieved the highest score and the swiping design the
lowest scores. Apparently, while both are within the
Good range, according to Bangor, Kortum, and Miller
(2009), different design patterns have a notable impact
on the perceived usability.

6. Analysis and discussion

Comparing design solutions: Karegar et al. (2018b), based
on the results of their study, report that a confirmation
page can be utilised as a way to slow users down without
obstructing them and to help them to be more attentive.
Instead of using the confirmation screen to slow users
down a little and have them reflect on the information
they select to share, we decided to use the time actively
and engage users in the dialogues. The results show
that, with almost the same precision, DAD and swiping
give better Recall values, but are, in general, more time-
consuming. The improved Recall values may have been
achieved because of the avoidance of automated beha-
viours (Pettersson et al. 2005) compared to checkboxes
which are common practices on websites or different
software applications to show users’ acceptance of the
Terms and Conditions. However, the robustness of
methods against habituation should be tested. Moreover,
the time to complete the task and the Recall values are
not significantly correlated with each other. In other
words, spending more time on the dialogues will not
necessarily result in better or worse recalling of personal
information shared. Direct methods for measuring atten-
tion such using eye trackers could have helped in this
regard.

DAD design takes 36 seconds more time, on average,
for participants to complete the authorisation task, than
for checkboxes (Table 3). However, DAD helps them to
recall better the information they shared with almost the
same precision. Three participants who experienced the
DAD design thought at the first glance that the drop
zones were checkboxes. In general, the unfamiliarity
with the DAD design did not affect the satisfaction as
the DAD design received the highest SUS score among
all the designs in our study.

Among all three designs, swiping received the lowest
SUS score on average and highest time to finish the
task. During the study, approximately half of the partici-
pants (n=11) who experienced the swiping prototype got
a little bit confused as to how to proceed the first time
they saw the authorisation dialogue, which could explain
the reason for the lowest SUS score and the longest time
to handle the swiping prototype among other design sol-
utions, see Table 5. Four participants thought that they
were supposed to swipe from right to left instead of the
intended motion which was left to right. Nonetheless,
all 20 managed to complete the task, and just 3 clicked
on the help icon and used the tutorial. The swiping ges-
ture activated in different mobile apps provide varied
functionalities based on the direction of the movement,
i.e. users will experience different results if they swipe
to the right or to the left. Although the functionality of

Table 5. SUS values for different design solutions.
SUS Swiping DAD Checkbox

Min 42.50 55.00 52.50
Max 92.50 97.50 97.50
Mean 72.63 81.00 79.25
St. dev. 13.02 9.30 10.42
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the swiping gesture in mobile apps may have been
described in their tutorials (if available), our observations
suggest that it would be more beneficial for users to have
the tutorials shown by default to them for the first time
they use the apps that utilise specific movement gestures.

Rather than specific deficiencies in the design of DAD
and swiping, i.e. confusion about the direction of swiping
and the drop zone of DAD that slow down users, we
observe a common problem in all the three designs
tested: a lack of strong signifiers for mandatory infor-
mation. Although we separated the mandatory and
optional information in the design solutions, it did not
help to prevent participants from trying to skip the selec-
tion of some of the mandatory information. Some par-
ticipants tried to proceed without selecting all
mandatory information, which was not possible; they
did not notice that the Continue button was deactivated.
For example, one participant in the DAD group who
took the longest time to complete the task of all other
participants failed to notice, for quite a long time, that
the date of birth needed to be selected in order to pro-
ceed, see Table 3 for Max. in DAD. The problem could
have been avoided with a more prominent visualisation
of the required information and providing error mess-
ages besides deactivation of the Continue button.

In sum, using stronger signifiers to distinguish
between mandatory steps and optional ones to complete
a task and having the tutorials open by default for the
first time users reach the authorisation dialogues, that
utilise new design patterns such as DAD and swiping,
could help to avoid the confusion and decrease the
time for data selection.

Correlation between demographics, usability, and
awareness: Several studies discuss the correlation
between usability and basic demographics such as gender
and age (Sears, Jacko, and Dubach 2000; Sindhuja and
Ghosh Dastidar 2009). In this study, we also examined
the correlation between Age, Education, Gender,
IUIPC scores, as demographics, and usability (i.e. Time
and SUS values) and awareness values (i.e. Precision,
Recall, and Uncertainty) to be able to explain the
effects of our designs on different people. We find no
statistically significant correlation in our sample of 60
between Gender, or Education, and usability and aware-
ness values. Furthermore, there is no statistically signifi-
cant association between Age, SUS and awareness values
in our sample. However, there is a significant positive
relationship (p ≤ .01) between the time taken to com-
plete the authorisation task and the Age group (under
30 years old; over 30 years old) based on Pearsons corre-
lation ( 0.361). Participants under 30 years old com-
pleted the task in less than 100s while people over 30

needed more time. Interestingly, the time to complete
the task is not significantly correlated with Recall values.

Finally, we examined the relationship between IUIPC
levels and Recall and Uncertainty values. Although not
significantly correlated with Recall values, IUIPC scores
are significantly correlated with Uncertainty scores
(p ≤ .05 ). Pearson’s Correlation value is = −0.256.
Our data shows that the respondents with higher
IUIPC scores had lower Uncertainty scores, which
means that they were more confident about the infor-
mation they shared and not shared with the service pro-
vider, i.e. providing less not sure answers.

Implications of our results: The results of our study
shed lights on the future design of legally compliant con-
sent forms in which users get actively engaged with the
content. Active engagement with the content of a con-
sent form, using interaction techniques, for example, to
select personal data to share, and for which permission
for data processing is being sought by an IdP, can
serve as an affirmative action: a clear indication of a
user’s willingness to accept the permission.

As our results show, the most efficient way of enga-
ging users with the content may not necessarily be the
most effective way and also the most satisfactory way
for users. For example, using checkboxes to opt-in in
consent forms which is more common than any other
methods nowadays may not be the most effective way,
based on our results, for users to catch their attention
and make them aware of their data flow. Furthermore,
the methods which are not beneficial for users in the
context of consent forms affect service providers as
well. To be legally compliant, according to the GDPR,
service providers should be able to show that they
achieved informed consent from users. If the engagement
method is not effective to help users to be aware of their
data flow and the conditions of consent, service provi-
ders cannot rely on the permissions they acquire, may
face financial fines, and may lose their customers’ trust.

However, new design solutions to actively engage
users with the content, come with their own challenges.
For example, as users are unfamiliar with experiencing
the new types of involvement in consent forms they
may require some guidance and help at the beginning.
This raises the question of how newer solutions such
as DAD and swiping are stable in their effectiveness
over time, as users gradually become more familiar
with using them in consent forms. Stable effectiveness
remains a subject for the future work.

Although we tested different interaction techniques
utilised for selecting personal information in the per-
mission dialogues of an IdP, our results are valid for con-
sent forms in other contexts where users are requested to
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select the information they want to share or the action
they would like to take with their data.

Limitations: Because of ethical considerations and
problems of implementation, the participants were
given a persona to role-play for the task. Hence, neither
personal identifying information was captured from par-
ticipants nor any personal information was shown in the
permission dialogues. One could argue that this had an
impact on the users’ attention to data collected in per-
mission dialogues as they may not have felt any risk,
or danger, with respect to their information privacy.
On the other hand, as we compare different interaction
designs under the same conditions, the results pertaining
to differences in speed, SUS and Recall values between
design solutions are valid, even though only for the
type of participants we involved in this study. A clear
limitation of this study is that it is not representative
for the whole population of users of identity providers
on smartphones. However, as the existence of differences
between our designs is now established in this study, one
can venture to further elaborate on these designs and on
other user groups.

Reflecting on our results in context: When we reflect
on the overview summary of the results of related work
presented in Table 1 in the context of our results, we
can appreciate that this problem of engaging users is
challenging for researchers. Table 1 gives an overview
of the research in this area, and shows the particular
focus of various research groups. It would be unfair to
compare the results from these studies directly with
each other because the experiments were not conducted
using the same methods. However, this overview is inter-
esting because it highlights the different approaches to
solve the problem of engaging users’ attention to specific
contents using interaction techniques, and it motivated
our study, as explained in Section 2. Note that some
researchers, based on the results of their studies, con-
clude that a precise understanding and recalling of the
attributes users share with a service provider using the
permission dialogues of an IdP might not be significantly
affected by the content of consent forms (Bauer et al.
2013; Egelman 2013; Karegar et al. 2018b). Bauer et al.
(2013) demonstrated that participants precise under-
standing of the information sent is affected by their priv-
acy concern level and by the fact that they have some
preconceptions about the information that is going to
be sent. In contrast, we demonstrate here that not
being affected by the content of consent forms is due
to a lack of attention; users typically have preconceptions
and guess about what is shared. When attention is
improved the effect of the specific content of consent
forms on user understanding and recalling of infor-
mation can be improved. This motivates us further to

undertake more research on the interaction techniques
of consent forms, in order to improve user attention
and engagement. For further discussion on the impli-
cations of our study, see Section 7.

7. Conclusion and future work

Our study comparing swiping, DAD and checkbox
design of permission dialogues demonstrates that check-
boxes while speedy do not engage the user in the way that
DAD and swiping capture their attention. This suggests
that the development of interfaces that involve the users
in actively selecting data for sharing should be further
developed and tested. Users’ satisfaction rates are posi-
tively impacted by these newer methods of giving con-
sent. Clearly, different design patterns have a notable
impact on their perceived usability.

As one might expect, younger adults are, in general, fas-
ter in completing authorisation tasks than mature adults
(over 30). However, the fact that we are unable to demon-
strate a relationship between the time for the task and par-
ticipants’ Recall rates prompts further investigation. For
future work, it will be very interesting to investigate if
spendingmore time on a design alsomeansmore attention
to important items on the dialogues. In such studies, direct
methods to measure attention must be used such as eye-
tracking. However, presently this is very difficult because
of the imprecision of the eye-trackers.

In this study, we focus on user attention and aware-
ness to the personal information directly requested in
the permission dialogues. However, for a consent to be
informed there are more issues of which users should
be aware, and that must be communicated to them.
The purposes of data processing and conditions of con-
sent, such as retention time and how to revoke consent,
are examples of information that users should know
before they decide on how to handle a request, according
to Article 13 of the GDPR (The European Parliament
and the Council of the European Union 2016). Will
users pay attention to data processing and data use pol-
icies if we only involve them in dialogues to select data
types to be shared?

Besides a user’s familiarity with the entities involved,
users’ trust or lack of trust in both the IdP and the service
provider may play a significant role in their understand-
ing and perception of the information that is shared. For
example, if a participant answers ‘not sure’ for each data
type, it might indicate they do not trust the identity pro-
vider or they do not trust the website.

Issues of trust, perception, and attention impact on
the usability of an interface, and the effective use of auth-
orisation dialogues. Until we can find ways to differen-
tiate between these phenomena when evaluating user
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interfaces, the legal requirements of informed consent
will be under the control of the service providers.

Notes

1. Attractors which prevent users from making a poten-
tially dangerous choice by either slowing them down
or make them perform an action.

2. https://www.axure.com.
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