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ABSTRACT

RISK QUADRUPLET: INTEGRATING ASSESSMENTS OF THREAT,
VULNERABILITY, CONSEQUENCE, AND PERCEPTION FOR HOMELAND
SECURITY AND HOMELAND DEFENSE
Kara Norman Hill

(Old Dominion University, 2012
Director: Adrian Gheorghe

“Where there is much to risk, there is much to consider.”
- Platen

Risk for homeland security and homeland defense is often considered to be a function
of threat, vulnerability, and consequence. But what is that function? And are we defining
and measuring these terms consistently? Threat, vulnerability, and consequence
assessments are conducted, often separately, and data from one assessment could be
drastically different from that of another due to inconsistent definitions of terms and
measurements, differing data collection methods, or varying data sources. It has also long
been a challenge to integrate these three disparate assessments to establish an overall
picture of nisk to a given asset. Further, many agencies conduct these assessments and there
is little to no sharing of data, methodologies, or results vertically (between federal, state,
and local decision-makers) or horizontally (across the many different sectors), which
results in duplication of efforts and conflicting risk assessment results.

Obviously, risk is a function of our perceptions and those perceptions can influence our
understanding of threat, vulnerability, and consequence. Some assessments rely on

perceptions (elicited from subject matter experts) in order to qualify or quantify threat,



vulnerability, and consequence. Others exclude perception altogether, relying on objective
data, if available. Rather than fault the subjectivity of our perceptions, or muddle objective
assessments with personal opinions, it makes sense to embrace our perceptions, but
segregate them as a unique component of risk.

A risk quadruplet is proposed to systematically collect and integrate assessments of
threat, vulnerability, consequence, and perception, such that each dimension can be
explored uniquely, and such that all four components can be aggregated into an overall risk
assessment in a consistent, transparent, traceable, and reproducible manner. The risk
quadruplet draws from the fields of homeland security, homeland defense, systems
engineering, and even psychology to develop a model of risk that integrates all four
assessments using multicriteria decision analysis. The model has undergone preliminary
validation and has proven to be a viable solution for ranking assets based on the four

proposed components of risk.
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CHAPTER 1
INTRODUCTION
“Suppose a person of the fourth dimension, condescending to visit you, were to say,
"Whenever you open your eyes, you see a plane (which is of two dimensions} and you infer
a solid (which is of three); but in reality you also see (though you do not recognize)} a
Sfourth dimension, which is not color nor brightness nor anything of the kind, but a true
dimension, although I cannot point out to you its direction, nor can you possibly measure
it." What would you say to such a visitor? Would not you have him locked up? Well, that is
my fate; and it is as natural for us Flatlanders to lock up a Square for preaching the third
dimension, as it is for you Spacelanders to lock up a Cube for preaching the fourth. Alas,
how strong a family likeness runs through blind and persecuting humanity in all
dimensions! Points, Lines, Squares, Cubes, Extra-Cubes — we are all liable to the same
ervors, all alike the slaves of our respective dimensional prejudices...”
— Edwin A. Abbott, Flatland
Risk, in most contexts, is a two dimensional function of probability and consequences.
Risk, in the field of homeland security and homeland defense, however, is often considered
to be a function in three dimensions: threat, vulnerability, and consequence. And still we
find those three dimensions lacking. This function is not clearly defined and even if we
knew the function, we do not define and measure these terms consistently. These threat,
vulnerability, and consequence assessments are conducted separately;, in addition, the
measurements are inconsistently defined, the data collection methods vary, and the data
sources differ. Further, many different agencies conduct these risk assessments and there is
little to no sharing of the data, methodologies, or results vertically (between federal, state,
and local decision-makers} or horizontally (across the many different sectors). This results
in duplication of efforts and conflicting risk assessment results.
In addition to these issues, it is also a challenge to integrate these three disparate
assessments to establish an overall picture of risk to a given asset. There are many different

types of risk assessments performed on assets and those different assessments explore risk

from different perspectives. Is the asset a critical power plant, essential to electricity



generation? s it a large dam, critical to the water supply? Is it a major road, critical to
transportation? Or is it a major tourist attraction, critical to national morale? Or, like the
Hoover Dam, is it all of these things? Which risk assessment is right? How can all of these
risk assessments be integrated? Are certain risk assessments more important than others?

Obviously, risk is a function of our perceptions and those perceptions can influence our
understanding of threat, vulnerability, and consequence. Furthermore, our perceptions may
not always agree with the results of our risk assessments. While some assessments rely
solely on perceptions in order to qualify or quantify threat, vulnerability, and consequence,
other assessments seck to exclude perception altogether from the assessment process,
relying on objective data. Rather than fault the subjectivity of our perceptions, or muddie
our objective assessments with personal opinions, it makes more sense to embrace our
perceptions, but to segregate them as their own unique component of risk. A risk
quadruplet is proposed to systematically collect and integrate assessments of threat,
vulnerability, consequence, and perception, such that each dimension can be explored
uniquely, and such that all four components can be aggregated into an overall risk
assessment in a systematic, transparent, traceable, and reproducible manner,

Although it has been argued that risk to our nation can be assessed and quantified
objectively through some application of the homeland security risk triplet (threat,
vulnerability, and consequence), this risk assessment approach does not account for the
type of entity, be it Critical Infrastructure (CI), Key Resource (KR), or Key Asset (KA).
The type of asset being assessed intuitively impacts our perceptions and our perceptions
may even contradict our quantitative risk assessments. Literature reviews reveal that there

is confusion about the definitions of CIKRKA.



Many talk about risk as a function of threat, vulnerability, and consequence (National
Infrastructure Protection Plan, 2009; H. H. Willis, 2007). Multiple risk assessments which
seek to assess threat, vulnerability, and consequence to a specific asset or facility could
vary widely. Risk assessments could be based on risk data or perceptions. The data from
one assessment could be drastically different from the data of another assessment; one
assessment could incorporate factors such as whether the risk was voluntary or involuntary,
while another might attempt to calculate risk using traditional risk equations (Turner,
1994).

There is also confusion about the definitions of threat, vulnerability, and consequence,
let alone how to assess those nebulous concepts. The many different definitions of these
concepts can drastically affect risk calculations, Threat could be viewed as a single
scenario, or the likelihood of that scenario. Vulnerability could be seen as a probability, or
it could be viewed as a state of the system, from which conditional probabilities of threat
might be derived. And there are many types of consequences (economic, environmental, or
m some cases loss of life) which must all be assessed in order to give the best possible
overall risk picture. Most of this confusion arises from our inherent perceptions. There is,
inevitably, an element of subjectivity to any risk assessment, and that subjectivity is
currently missing from the risk assessment approach. It only makes sense to integrate our
threat, vulnerability, and consequence assessments with our perceptions into an overall,
improved, risk assessment approach, thus defining a new risk paradigm. A risk quadruplet
is proposed in this dissertation that incorporates threat, vulnerability, consequence, and

perception (Figure 1.1).
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Figure 1.1. Proposed Risk Quadruplet ©

1.1 Research Definitions
Many of the following definitions will be discussed in further detail in the Literature
Review (5. 4APPENDIX C). However, below is a list of terms and their intended meanings
when used throughout this research. Some of these definitions are pulled straight from the
literature. Others are modified from definitions provided in official, government
documents, such as the Department of Homeland Security (DHS) Risk Lexicon. All of
these definitions, as they are presented here, reflect the intents and purposes of this

research.

o Critical Infrastructure: government and private systems essential to the
operation of our nation in any or all aspects of the lives of its citizens (health,

safety, economy, etc.), such as utilities, facilities, pipelines, etc.



Key Resources: public or private resources essential to the operation of our
nation’s government and economy, such as fuel or goods.

Key Assets: those buildings, geographic regions, monuments, or icons, whose
destruction would cause a crushing blow to our nation’s ego, morale, and
identity, but which are not essential to the operation of our nation, such as the
Washington Monument or the Statue of Liberty.

Asset: assets are the collective, generalized term used to represent the
combination of all critical infrastructure, key resources, and key assets.

Risk Scenario: natural or man-made occurrence, hazard, individual, entity, or
action that has or indicates the potential to damage an asset.

Threat: the threat of a risk scenarno to an asset. The threat of an intentional
risk scenario is generally estimated as the likelihood of an attack (that
accounts for both the intent and capability of the adversary) being attempted
by an adversary. For other risk scenarios, threat is generally estimated as the
likelihood that the risk scenario will manifest; however, threat can also be
estimated qualitatively as perceived likelthood.

Vuinerability: ability of an asset to endure a risk scenario despite physical
features, operational attributes, characteristics of design, location, security
posture, operation, or any combination thereof that renders an asset open to
exploitation or susceptible to a given risk scenario. Vulnerability can be
estimated qualitatively, or quantifatively, as the likelihood of a successful risk
scenario given the risk scenario is identified, which implies that vulnerability

is also related to resilience.



Consequence: effect of a successful risk scenario on an asset. Consequence is
commonly assessed along four factors: buman, economic, mission, and
psychological, but may also include other factors such as impact on the
environment; consequence can be measured quantitatively if data exists, but
can also be measured qualitatively either along a set of scales or along a single
integrated consequence scale for which all consequence factors are considered
as a whole.

Risk Perception: subjective judgment about the severity of a risk scenario to
an asset; may be driven by sense, emotion, or personal experience; generally
measured qualitatively; referred to merely as perception throughout this
research.

Risk: potential for an unwanted outcome resulting from a risk scenario, as
determined by the threat, vulnerability, consequence, and perception of that
risk scenario to an asset. Risk is often measured and used to compare different
future situations, as well as to rank assets for the purposes of risk mitigation
and budgeting for emergency preparedness, response, and recovery.

Systems: comprised of interrelated or interdependent objects. Systems exhibit
holistic properties not necessarily evident at the level of individual objects or
subsystems; seek to achieve some final goal or state, and in order to reach this
goal they transform inputs into outputs; tend to devolve into entropy without
regulation and are typically organized in a hierarchical system of nested
subsystems where the subsystems are specialized with different functions

within the system. Systems either diverge, in which case it has many ways of



achieving a single goal, or converge, where, from an initial state, it could
achieve many different goals (Skyttner, 2005).

o System of Systems: possess the same definition as systems, but on a larger
scale. For a hierarchy of systems, in which systems are components or
subsystems of other systems; component systems each have a purpose of their
own and would continue to operate even if separated from the overall system.
Each component system is managed individually, rather than being managed
within the context of the entire system of systems. System of systems often
exhibit characteristics of complexity and widespread geographic distribution.
The combination of several interdependent CI showing the characteristics of a
single system, but lack an overarching management entity (Gheorghe, Masera,
& Voeller, 2008; Maier, 1998; Skyttner, 2005).

1.2 Research Purpose

The risk quadruplet consists of three phases (Figure 1.2). The first phase is the
perception assessment. The second phase consists of threat, vulnerability, and consequence
assessments. The final phase is the assessment integration phase, where the assessments of
threat, vulnerability, consequence, and perception are all assimilated. These phases will be

discussed in greater detail in CHAPTER 3.
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Figure 1.2, Risk Quadruplet Phases ©

The purpose of this research, as shown in Figure 1.3, is three-fold. First, it is necessary
to determine how to assess the perceptions of CIKRKA given a risk scenario. We are less
concerned with the perception data, itself, or even with which method is considered the best
way to collect perception data; rather, we are concerned with integrating perception data,
once collected, with threat, vulnerability, and consequence data. It is assumed that data for
the threat, vulnerability, consequence, and even perception could be leveraged from
previous assessments, collected as part of the research, or simulated, if necessary, in order

to demonstrate the viability of the risk quadruplet methodology.



Figure 1.3. Research Purpose

Next, an integrated risk quadruplet assessment methodology must be researched. The
belief is that the currently accepted homeland security risk triplet (threat, vulnerability, and
consequence) is inadequate for characterizing risk to CIKRKA and that a risk quadruplet
should be explored to incorporate perception into the current risk assessment approach. But
exactly how those components of risk are integrated must be decided. The improved risk
assessment integratton methodology, based on threat, vulnerability, consequence, and
perception assessments, will be developed and presented. This methodology will
systematically integrate all four assessments in a meaningful, traceable, and reproducible
approach.

The end result will be a ranking of CIKRKA, based on the risk quadruplet
methodology. This will allow for a more comprehensive ranking of these disparate entities
along multiple nisk scales. This ranking system will improve resource allocation for risk

mitigation efforts in support of homeland security and homeland defense missions. Figure
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1.4 gives a mind map of the different areas covered by this research. It depicts how these
seemingly disparate fields are related when exploring risk to CIKRKA. It also reiterates the
goal of the research, which is to ultimately integrate threat, vulnerability, consequence, and
perception assessments of CIKRKA using systems engineering techniques such as nisk

analysis and Multi Critenia Decision Analysis (MCDA).
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1.3 Research Questions and Assumptions

The research will seek to address the two questions presented in Figure 1.5. These
questions, and their associated assumptions, are the culmination of an intensive Literature
Review (5.4APPENDIX C), which highlighted a number of issues and questions that
require resolution in the field of risk analysis for homeland security and homeland defense.
There remains confusion about the definitions of CIKRKA. Definitions of threat,
vulnerability, and consequence are also mconsistent and do not offer reliable modes of
measurement. Perceptions are included haphazardly, often jumbled with threat,
vulnerability, and consequence assessments, if they are included at all, which is why the
homeland security risk triplet is inadequate. Risk calculation methods can be
mathematically misleading and while risk assessments seek objectivity instead of
embracing subjectivity, perceptions may contradict risk assessment results. Lastly, the
current methodology for integrating threat, vulnerability, and consequence is undefined,
leaving analysts to assimilate the results of these disparate assessments indiscriminately,

making it impossible to compare assets against each other on the same risk scale.
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Figure 1.5. Research Questions and Assumptions

Question 1

What perception methodologies exist that can be applied to CIKRKA? Can a perception
model be applied to CIKRKA, and if so, how? Do we only seek perceptions from
homeland defense and homeland security experts? Do we include risk experts? Do we
include regular citizens since the consequences of threats to CIKRKA could affect them?

Can we apply the model to each category separately, using a blocked experimental design?
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Does the type of entity at risk {CI, KR, or KA) have an effect on perception? Perception
models, such as the Social Amplification of Risk Framework, the Cultural Theory Model,
and the Psychometric Model will be explored.

We must assume that a perception methodology exists which can be applied to
CIKRKA. Then, assuming that methodology exists and can be exploited to obtain
perception data, we would need to integrate that data with data from threat, vulnerability,
and consequence assessments. We will explore a number of MCDA approaches to integrate
the four components of risk proposed by the risk quadruplet.

Question 2

How can MCDA be used to integrate threat, vulnerability, consequence, and
perception into a comprehensive risk quadruplet methodology to rank CIKRKA? Could
perception be incorporated into a new risk quadruplet for an improved, overall risk
assessment methodology, and if so, how? What is the best way to integrate the results of
threat, vulnerability, consequence, and perception assessments? MCDA models, such as
Analytic Hierarchy Process (AHP), Analytic Network Process (ANP), Multi Attribute
Utility Theory (MAUT), or Evidential Reasoning (ER) will be explored.

What is the output of such a risk asscssment approach? An overall risk score, a ranked
list of CIKRKA, or both? Could this be applied to items other than CIKRKA? For
example, could this approach be used to rank regions or sectors? Could regions or sectors
be added as additional criteria in the MCDA model? Or would this methodology only give
us a single value for each CI, KR, or KA, in which case how do we integrate those resulting
scores across dependent and interdependent CIKRKA. We must assume that the

application of this risk quadruplet, which will employ MCDA to integrate threat,
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vubnerability, consequence, and perception assessments, and would result in a ranked list of
CIKRKA which could be used to better inform decision makers about the risks to multiple
assets.
1.4 Research Significance

There are two main contributions proposed for this research (Figure 1.6). First, this
research will present an MCDA model for integrating assessments of threat, vulnerability,
consequence, and perception, incorporating them all into a risk quadruplet assessment
approach. Second, this research will produce a methodology for deploying the risk
quadruplet model, to include a means for collecting perception data for CIKRKA, and then

integrating it with threat, vulnerability, and consequence data.

- 'Development of a g
. risk quadruplet model
to integrate threat,
vulnerability,
consequence, and
perception

Development of a
methodology for
deploying that risk
quadruplet model

Figure 1.6. Research Contributions

1.5 Research Limitations Overview

There are some limitations to this research related to data access or collection, model
selections, and technology. A perception assessment model must be selected that will
ultimately produce results compatible with the MCDA model selected. Threat,
vulnerability, consequence, and perception data will need to be leveraged, collected, or

simulated, and again those data must be compatible with the selected MCDA model. And,
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of course, an MCDA model must be selected from a number of potential options. Finally,
the research is at the mercy of the technology available to conduct the assessments, as well
as to integrate the assessments during the third phase of the risk quadruplet methodology.
All of these limitations are discussed in detail in 5.4APPENDIX B.

In addition to those limitations, there is one additional limitation to be addressed. It
would be ideal to validate the risk quadruplet methodology in vivo or in the real world,
using real data, collected anew, with a full scale model of multiple CIKRKA to compare
and rank. However, due to the constraints of scope, cost, and schedule, this type of model
verification and validation is beyond the scope of our research. Instead, we intend to
explore this model in vitro, literally in a petri dish, although in our case, the petri dish is a
computer. Given that one of our research contributions is to develop a methodology for
deploying the risk quadruplet model, we cannot ignore the in vivo aspect of this research,
so we will address data collection methodologies that could be employed in the real world,
including surveys and a simplified version of the risk quadruplet model that could be
generalized and adapted to more complex problems in the future. Additionally, we will
offer a parallel in vitro risk quadruplet methodology viability testing solution (Figure 1.7)
that directly corresponds to the in vivo approach. The in vitro approach will rely on
simulated data to emulate the real world, a series of risk quadruplet model examples that
can be analyzed and compared 1n order to offer insight into reality, sensitivity analyses, and
a preliminary verification and validation of the risk quadruplet model. This will allow us to
explore the in vitro nisk quadruplet model without risking the exposure of sensitive (in

vivo) information that might otherwise jeopardize the very CIKRKA we seek to protect.
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Figure 1.7. Risk Quadruplet Viability Testing Options: In Vivo versus In Vitro

The risk quadruplet methodology proposed in CHAPTER 3 (and further described in
5.4APPENDIX D} is the methodology which would be used in vivo. The in vitro solution
is also presented in CHAPTER 3 and is crafted to parallel the in vivo methodology. Ideally,
future research would verify and validate the risk quadruplet methodology in vivo, based
on the lessons learned in vitro. The exploration of research limitations provided in
5.4APPENDIX B 1s limited to the in vivo application of the model, as the in vitro viability

testing does not have the same limitations.
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CHAPTER 2
CURRENT STATE ASSESSMENT
“The first step in the risk management process is to acknowledge the reality of risk. Denial
is a common tactic that substitutes deliberate ignorance for thoughtful planning.”
— Charles Tremper

We conducted an analysis of four areas of literature related to this research
(54APPENDIX C). First, we explored national risks, focusing on the evolution of
homeland security, the definitions of risk and related terms, and the classification of
CIKRKA m the United States (US). Next we explored international risks, specifically an
Organisation for Economic Co-operation and Development (OECD) report on risk
management for six countries and the annual global risks reports issued by the World
Economic Forum (WEF) since 2006. The international perspective also presented a
smattering of risk management programs, tools, assessment techniques, as well as
visualizations for communicating risk. Delving into Systems Engineering and System of
Systems Engineering, we explored whether CIKRKA could be considered systems or
system of systems. Finally, we reviewed the risk analysis literature, focusing on risk
calculation and risk perception.

We saw problems with risk definitions and calculations when exploring how risk is
addressed in a global context. The international community does rely on risk perception for
large scale risk assessments, perhaps to a fault, as other threat, vulnerability, and
consequence data are likely available. The approach to risk communication is elegant and
appears to be more advanced than what we sce at the national level. Clear visualizations are
used to describe the complex and numerous dimensions associated with risk, which is often

described as a function of likelihood and consequence, although sometimes multiple
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consequence scales were explored (economic versus human loss), and sometimes other risk
dimensions were visualized, such as the degree of consensus for the risk or the degree of
correlation between risks.

From a national perspective, risk is considered to be a function of threat, vulnerability,
and consequence. Numerous government documents exist to describe nisk, threat,
vulnerability, consequence, perception, and CIKRKA, such as executive orders,
presidential decision directives, acts, homeland security presidential directives, as well as
national strategies, guidelines, and plans. We analyzed all of these documents, specifically
looking at how risk is defined for homeland security. We noted that risk definitions,
including threat, vulnerability, consequence, and perception, were inconsistent. Further, the
lack of clear definitions complicated the description of risk calculations, making it difficult
to know exactly how to go about conducting risk assessments. The definitions of CIKRKA
were equally muddled, and the term KA has been abandoned by DHS, although we argue
that 1t should be resurrected as it is a distinct type of asset. Perception was not formally
included in the nsk assessment process for CIKRKA, even though DHS was criticized for
not including diverse perceptions of risk impacts in its approach to risk management.

In reviewing the system and system of systems analysis literature, we acknowledge that
a system of systems analysis approach seems both logical and necessary for exploring the
dependencies and interdependencies, not only within each CIKR sector, which in and of
itself 1s a system of systems, but also between these CIKR systems, analyzing their
vulnerabilities, and planning for their protection as a whole. However, this approach might
not be appropnate for KA, which are dependent on CIKR system of systems, but which are

not, themselves, typically components of the greater system of systems. In fact, we
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conclude that further research is necessary to determine whether KA are systems and
whether traditional risk assessments as performed on systems should be applied to KA.

After examining the literature for risk analysis, we see that risk is traditionally
calculated separately from studies of risk perception. Similar to what we saw in our review
of international risks, risk is often calculated as the product of the probability that a risk
event will occur (likelihood) and the magnitude of the consequences should the risk event
occur. Therefore, the function for risk in homeland security (a triplet of threat,
vulnerability, and consequence) is already deviating from the normal approach.
Furthermore, an exploration of the calculation used in homeland security reveals some
potential mathematical pitfalls. Moving on to risk perception, we note that there have been
no attempts to integrate formal perception assessments into the overall risk assessment
process. Often, perceptions are incorporated in an ad hoc, haphazard manner, where subject
matter expert opinions are elicited for all components of risk (threat, vulnerability, and
consequence) or are included alongside quantitative data for threat, vulnerability, and
consequence, but the methodology is inconsistent and the parts of the overall risk score
attributed to perception versus actual data cannot be extracted. We need a way to
systematically incorporate subject matter expertise, or even public opinion, alongside actual
data (no matter how limited that data may be). This way, sensitivity analyses can be
conducted to determine how much of the overall risk score is being driven by our
perceptions, which will aid in the decision-making process, as well as the risk
communication process.

All of this research shows a clear gap in the literature that the risk quadruplet will fill.

We propose separating perception from threat, vulnerability, and consequence, as its own
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attribute of risk. We would collect data for threat, vulnerability, and consequence and then
integrate that data with data collected from perception assessments. The resulting risk
quadruplet will offer a transparent, reproducible, and systematic methodology for
integrating perception with threat, vulnerability, and consequence assessment data to

improve risk calculation for homeland security, resulting in an overall ranking of CIKRKA.
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CHAPTER 3
RESEARCH METHODOLOGY
“People who don't take risks generally make about two big mistakes a year.
People who do take risks generally make about two big mistakes a year.”
— Peter F. Drucker
The research methodology consists of a number of steps that relate to the three phases
of the risk quadruplet (Figure 1.2), including the selection of the model used to conduct the
perception assessment in the first phase, the decision to leverage existing assessment data
or conduct new threat, vulnerability, and consequence assessments in the second phase, as
well as the selection of the model which will integrate these four assessments in the third,
and final, phase. It also covers the research purpose (Figure 1.3), the research questions and
assumptions (Figure 1.5), as well as the research contributions (Figure 1.6). It addresses the
research himitations, including whether to test the viability of the risk quadruplet in vivo or
m vitro (Figure 1.7), and 1t details the risk quadruplet methodologies for both approaches.
Finally, the research methodology addresses the sensitivity analyses along with the
preliminary verification and validation of the risk quadruplet model (in vitro). A

comprehensive description of the entire risk quadruplet research methodology is given in

Figure 3.1.
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The research methodology begins with the first purpose of the research, to assess risk
perceptions of CIKRKA. In order to do this, we addressed the first research question,
“What risk perception methodologies exist that can be applied to CIKRKA?” and its
assumption, that “there exists a risk perception methodology that can be applied to
CIKRKA?”. To address this, we reviewed a number of risk perception models, including the
Social Amplification of Risk, the Cultural Theory Model, as well as the Psychometric
Model. Details of this review can be found in 5.4APPENDIX B. After reviewing these
models, it was decided that the Psychometric Model was best suited to our needs, however,
it was recognized that it might need to be adapted as we explored other aspects of the risk
quadruplet methodology, such as the model selected for the assessment integration. Thus
we had defined the first phase of the risk quadruplet methodology.

The second phase of the risk quadruplet methodology consists of the threat,
vulnerability, and consequence assessments. It was assumed that threat, vulnerability, and
consequence data could be leveraged from prior assessments, or could be collected in new
assessments. Either way, it appeared that the data could easily be fit to the risk quadruplet
model. An obvious limitation of the research is acquiring access to this sensitive data.
Whether leveraging old assessments or conducting new ones, CIKRKA assets are, by their
very definitions, considered important or critical to national operations or morale. Even if
permission is granted to collect threat, vulnerability, and consequence data on such assets,
that data is likely to be categorized as sensitive information and therefore not publicly
available. This 1s detrimental to research endeavors. Furthermore, conducting multiple

assessments, in addition to the perception assessrent, would adversely affect the scope and
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schedule of this research. These research limitations are addressed through alternative risk
quadruplet approaches later in the research methodology.

The second purpose of this research is to determine a methodology for integrating
threat, vulnerability, consequence, and perception assessments, which directly relates to the
third phase of the risk quadruplet (assessment integration). This also directly relates to our
second research question and its associated assumption. The second research question is,
“how can MCDA be used to integrate threat, vulnerability, consequence, and perception
into a comprehensive risk quadruplet methodology to rank CIKRKA?” The second
assumption is that “there exists a MCDA methodology which can integrate threat,
vulnerability, consequence, and perception into a comprehensive risk quadruplet
methodology to rank CIKRKA”. We reviewed four MCDA models: AHP, ANP, MAUT,
and ER. The best candidate for our purposes was ER. Once we selected the assessment
integration model, we realized that the outputs of a traditional Psychometric Model (from
the first phase of the risk quadruplet) might not be immediately compatible with our
assessment integration model (ER), so we adopted a simplified psychometric survey

mstead of a full blown Psychometric Model.




Figure 3.2, Risk Quadruplet Model
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The methodology also includes the definition of the risk quadruplet model for our
research (Figure 3,2). The nisk quadruplet model consists of alternatives, which in our case
is a set of CIKRKA assets. Further defining the model, we have a parent attribute denoted
as risk (the overall value we are secking to calculate), as well as child attributes (threat,
vulnerability, consequence, and perception), all of which are part of the risk function. We
also define grades for the child attributes, as they relate to the alternatives, using a linguistic
set (none, very low, low, medium, high, very high). Weights are chosen to relate the child
attributes to the parent attribute. Utilities are assigned to relate the grades to the parent
attribute. The first set of belief degrees relates grades to the parent and child attributes. In
other words, does the linguistic set choice of none for threat, vulnerability, consequence,
and perception directly correlate to a linguistic set choice of none for the parent attribute of
risk? What about the choice of very low? If so, the belief degrees assigned to relate those
relationships would be higher than those relating a grade of none for a child attribute to a
grade of high for the parent attribute.

The second set of belief degrees are derived from the assessment data and are used to
rclate grades to the alternatives within each child attribute. For the perception assessment,
the belief degrees are the proportions calculated based on how many respondents selected
each of the linguistic set choices. The perception assessment will be discussed later in the
research methodology, as will the number and types of respondents providing perception
data. For the threat, vulnerability, and consequence assessments, the belief degrees would
be translated to the linguistic set if the data was leveraged from historical assessments, or

that data could be collected in a new set of assessments using the linguistic set.
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With the methodology defined, the next problem was how to test its viability. One
option would have been to test it in vivo, but a number of research limitations made that
infeasible. Furthermore, we did not want the first test of this methodology to rely on subject
matter experts and their risk perception data, along with real threat, vulnerability, and
consequence data (all of which, for obvious reasons, could be sensitive). It is more
appropriate to test the risk quadruplet in a safe setting first, in vitro, to ensure that the
details of the methodology are validated, that the models selected perform as expected, and
that the outcome of the entire risk quadruplet produce the desired results (a ranking of
CIKRKA assets from most to least risky, as defined in the third purpose of this research). It
was decided that an in vivo methodology would be proposed in detail, as if we intended to
deploy the risk quadruplet methodology using real data. However, we would actually test
the methodology in vifro, which allowed us the freedom to explore more complex versions

of the risk quadruplet model.
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Data Analysis: Proportions as *Parent Attribute: Risk
Belief Degrees for Grades +Child Attributes: Threat,

Vulnerability, Consequence,
and Perception

T S——————— Software; IDS

Output: Ranked Alternatives

Figure 3.3. Risk Quadruplet Methodology (In Vivo)

The proposed in vivo risk quadruplet methodology (Figure 3.3) consists of the same
three phases (assessment of perception; assessments of threat, vuinerability, and
consequence; and assessment integration) as previously defined (Figure 1.2). However, we
have included additional details on the approach for deploying this methodology. For the
first phase, we have already discussed the model selected, a simplified psychometric
survey, which we determined would be deployed with a small group of subject matter
experts and stakeholders. In order to conduct this survey, we chose Inquisite, a software
package capable of deploying surveys online and collecting data. Once we had selected the
survey software, we set out to design the questionnaire. This involved a number of steps,
such as selecting a region, risk scenario, and a selection of CIKRKA assets to scope the
survey. We chose the National Capital Region for our area of focus. We also decided to
limit the survey (and thus the overall in vivo model) to three CIKRKA assets, and we chose
an example for each of the assets. For the CI we selected The George Washington

University Hospital in Washington, DC, for the KR we selected motor gasoline in the state
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of VA, and for the KA we selected the Lincoln Memorial in Washington, DC. Information
on these choices was included in the survey. Additionally, to furtherl scope the survey and
model, we selected a single risk scenario, a tornado, for which we provided pertinent data
describing likelihood and consequences of that risk scenario in the selected region. We also
chose a linguistic set for the survey responses (none, very low, low, medium, high, very
high), which would be consistent with the ER model we developed. In order to provide data
compatible with our ER model, we knew that we would need to collect the proportion of
responses for each of the linguistic set choices for each of the CIKRKA assets, so the final
step for this phase of the risk quadruplet model would be to analyze the survey results and
determine those proportions.

The proposed in vivo methodology continues with the second phase, where it is
assumed that the data for threat, vulnerability, and consequence could be leveraged from
previous assessments, or that those assessments could be conducted. The goal of the risk
quadruplet is not to determine how to conduct these assessments, as they are already being
conducted and many approaches already exist for doing so. Rather, the point of the risk
quadruplet is to determine how to integrate these assessments with the perception
assessment we proposed for the first phase of the methodology.

Therefore, the final phase of the in vivo risk quadruplet methodology focuses on
integrating these assessments. The ER model is defined with the three alternatives
(CIKRKA assets) used in the Inquisite survey. The parent attribute and child attributes,
weights, utilities, and belief degrees are also defined. And the final belief degrees would be
input into the model based on the data collected from the perception, threat, vulnerability,

and consequence assessments.
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Finally, IDS was the software selected for implementing the ER model, so the
alternatives, attributes, weights, utilities, and belief degrees would be input into IDS for
analysis. With the choices for all three phases of the research defined, we have developed
the in vivo risk quadruplet methodology which combines a simplified psychometric survey
to collect perception data, leveraged or collected threat, vulnerability, and consequence

data, along with an ER model to integrate all four assessments together.

Respondents: 100 Simulated
Respondents

Data: Simulated Data: Simulated
Data Analysis: Proportions as
Belief Degrees for Grades

Model: ER

* Alternatives: 9 CIKRKA
»Parent Attribute: Risk

*Child Attributes: Threat,
Vulnerability, Consequence,
and Perception

e Software: DS
Cutput: Ranked Alternatives

Figure 3.4. Risk Quadruplet Methodology (In Vitro)

The 1n vitro risk quadruplet methodology (Figure 3.4) consists of the same three phases
as the in vivo risk quadruplet methodology; however, there are some obvious differences.
For the first phase of the in vitro approach, we simulated the perception assessment data
using 100 simulated respondents. We chose the triangular distribution to simulate this
information as we were looking for a range of possible linguistic set choices across
multiple respondents. From this data, we were able to determine the number of responses

for each of the linguistic set choices for each CIKRKA asset to be used in the assessment
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integration phase. Rather than rely on leveraging or collecting data for threat, vulnerability,
and consequence data in the second phase, we simulated this data, as well. We used the
uniform distribution for this data simulation, as we are not seeking to simulate more than
one response for each of the linguistic set choices for this data, we just need one choice for
each asset as these assessments would only be conducted once in the real world. For
example, we would not expect to conduct multiple threat assessments for each CIKRKA
asset. Lastly, the assessment integration phase remains fairly similar to the in vivo
approach. However, since we are not constrained to the limits of the survey respondents,
we increase the number of alternatives to nine hypothetical assets (three CI, three KR, and
three KA). The attnbutes remain the same, as do the grades, weights, utilities, and parent-
child belief degrees. The belief degrees relating the alternatives to the child attributes are
input based on the simulated data from the first two phases (the proportions calculated from
the simulated respondents for the perception data and the simulated data for the threat,
vulnerability, and consequence data). The same software, IDS, would be used to analyze
the results.

The resulting analysis from both the in vivo methodology, as well as the in vitro
viability testing, would provide a ranked output of CIKRKA assets (alternatives) based on
their parent attribute scores (risk}), which, incidentally, is the third purpose of this research.
The first contribution defined for this research was to develop a risk quadruplet model to
integrate threat, vulnerability, consequence, and perception assessments, and this model
was, indeed, developed, and further tested in vitro. The second contribution of this research
was to develop a methodology for deploying the risk quadruplet model, and we have

crafted an in vivo methodology which could be used as is, or easily adapted, to deploy the
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risk quadruplet model. While the methodology was not actually deployed, aspects of the
methodology along with the model, itself, were tested successfully in vitro .Sensitivity
analyses and preliminary verification and validation of the risk quadruplet model

demonstrates the viability of the risk quadruplet methodology.

Ranked infrastructure

Figure 3.5. Risk Quadruplet Methodology

The generalized nisk quadruplet methodology (whether in vivo or in vitro) is given in
Figure 3.5. Further mformation on the perception and MCDA model selections, as well as
the software selections, and research limitations can be found in 5.4APPENDIX B. The
details of the in vivo methodology can be found in 5.4APPENDIX D. A text version of the
Inquisite survey can be found in 54APPENDIX E and an Informed Consent Document,

which would be provided to respondents participating in the survey, can be found in
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5A4APPENDIX F. The details of the in vitro data simulation can be found in
5.4APPENDIX G. Lastly, the details and results of the in vitro viability testing, along with
sensitivity analyses and a preliminary verification and validation of the risk quadruplet

model, can be found in CHAPTER 4.
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CHAPTER 4
RISK QUADRUPLET VIABILITY TESTING (IN VITRO)

“If we don't succeed, we run the risk of failure.”
— Dan Quayle

The goals of this research are to assess perceptions of CIKRKA, determine a
methodology for integrating threat, vulnerability, and consequence assessments with a
CIKRKA perception assessment, and to ultimately rank those CIKRKA accordingly. The
in vitro approach for testing the viability of the nisk quadruplet methodology relies on
simulated data. However, this research is still informative and allows us to explore how the
model behaves prior to an in vivo deployment of the methodology. Even the way in which
we simulate the data can be done to mimic our in vivo methodology. For example, the
perception data is simulated as if 100 respondents were surveyed, a sample size that would
not have been easily achievable during this research. Furthermore, we increase the
complexity of the model by introducing additional CIKRKA assets (alternatives), which
would have made the in vivo perception data collection much more tedious. Figure 3.4
shows how the nisk quadruplet methodology differs only slightly during the in vitro
viability testing when compared to Figure 3.3 which shows our in vivo risk quadruplet
methodology.

With IDS we are able to build an ER model for the risk quadruplet using a combination
of collected perception data and simulated threat, vulnerability, and consequence data. A
model was described in IDS, consisting of nine alternatives (CIKRKA), and four child
attributes (threat, vulnerability, consequence, and perception) nested under an overall
parent attribute (risk). The model also uses weighting (to determine the contribution of the

child attributes to the parent attribute), utilities (to determine the relationship between the



36

grades and the child attributes), and two sets of belief degrees {one to relate the grades of
child and parent attributes, the other to determine the beliefs held for the grades selected
within each child attribute for each alternative).

It is important to note that while this model is relatively simple, it is extensible and
could easily handle additional layers of complexity from an increase in the number of
alternatives under study, to a more complex description of the parent and child attributes
(perhaps breaking the perception attribute into two sub-categories for public versus private
risk perception assessments). However, as Albert Einstein is famous for saying,
“Everything should be as simple as possible, but not simpler.” His opinion is echoed in the
world of modeling, as well, when Vamanu claims that “model complexity does not
necessarily [...] contribute to model quality,” (Vamanu, Gheorghe, Acasandrei, &
Vamanu, 2011). The beauty of ER, and the IDS software for implementing ER, is its
simple structure, which can be organized into countless combinations of attributes and
alternatives making it easy to implement, but capable of handling complex problems

without overcomplicating them.
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Figure 4.1. Risk Quadruplet Model (In Vitro)

An example of how this model appears in IDS is shown in Figure 4.1. In the IDS model
display window, users can opt to select View > Dialog Box View to see a more visual
version of the model (Figure 4.2). Each altemative i1s shown in yellow and has three boxes
for displaying the alternative name at the top, its ranking in the bottom left, and its attribute
score in the bottom right (depending on which attribute was selected at the time; in this
case the parent attribute of risk was selected). Each attribute is shown in blue and also
includes three boxes for displaying the attribute name at the top, its weight in the bottom

left, and its average score in the bottom right.



Figure 4.2. Dialog Box View

Each of the attributes (threat, vulnerability, consequence, and perception) were defined
in IDS as qualitative, so as to grade them using the same linguistic scale. Future research
would be necessary to decide whether to define any of the atiributes as quantitative, but ER
can integrate both qualitative and quantitative data, and IDS provides that option when
defining attributes. For example, if the attribute is defined as quantitative, then the user can
also decide whether it is a certain or uncertain attribute. This is useful for defining
stochastic quantitative attributes, which could be random variables with some underlying
distribution, may be difficult to assess, or could suffer from missing data ("1DS
Multicriteria Assessor Quick Guide," 2010).

Utilities for the overall or parent attribute (risk) were assigned to these grades (from our
linguistic set of none, very low, low, medium, high, and very high) as shown in Table 4.1.
The utilities were chosen arbitrarily, but it may be worth exploring, during future research,
how to assess and incorporate the utilities of those providing inputs for the ER model.

These values could easily be revised in future iterations of the model. For our purposes, a
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risk grade of none would be ideal and thus would receive a Utility of 1. The remaining

grades were ranked accordingly. Utilities, unlike probabilities, need not sum to 1.

Table 4.1. Grades and Utlities

None

Very Low

Low

Medium

High

s |in] o]~

Very High

To relate parent and child attributes, the following belief degrees were used for each
child (threat, vulnerability, consequence, and perception). These values could also be
adjusted easily in future iterations of the model. For example, if the child grade of threat is
very low, that could relate to a parent grade of none, very low, and low risk with belief
degrees of .25, .50, and .25, respectively. However, in the interest of keeping this model
simple, belief degrees were assigned using the identity matrix (Table 4.2). These belief
degrees that relate the parent and child grades are not the same belief degrees that are
selected by respondents during data collection when they chose the grade they deem

appropriate for a given combination of alternative and attribute.

Table 4.2. Belief Degrees for Relating Parent and Child Grades
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Weights are then used to relate the child attributes to the parent attribute. This can be
done using visual scoring or using a pairwise comparison of attributes. Again, future
versions of the model could work with respondents or subject matter experts to complete
the pairwise comparison approach provided with the IDS software, which is basically an
AHP approach for weighting the child attributes. For the in vitro viability testing, we used
the visual scoring approach, selected normalized to ensure the weights added to 1, and
while the weights initially started as equal (.25, .25, .25, and .25), it was realized that
perception might not be considered equally important as the other attnbutes by
stakeholders. Therefore, we will explore a version of the model for which the perception
attribute weight was set to be approximately half as important as the other attributes (where
the other attributes were weighted equally) as shown in Figure 4.3. Other versions of the

model will be explored during the Sensitivity Analysis.

Relative Weigihs of Attribiuites

Do
g 012
Tiveat . Vulnerability V Consequence ’ Perception

Attributes

Figure 4.3. Attribute Weights Using Visual Scoring (Low Perception)

The details of the simulations used to create perception, threat, vulnerability, and
consequence data are provided in 5.4APPENDIX G. The following perception data set was

the result of the perception assessment simulation (Table 4.3). The simulated data for
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threat, vulnerability, and consequence is provided in Table 4.4. This data was input into

IDS using the data input dialog box (Figure D.8).

Table 4.3. Perception Grades and Belief Degrees

Table 4.4. Threat, Vulnerability, and Consequence Grades and Belief Degrees

Using the simulated data for threat, vulnerability, consequence, and perception, the IDS

model can now rank the nine altematives (CIKRKA) based on the attributes, grades, and

associated utilities, belief degrees, and weights. The user can select Report > Graph
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Ranking within IDS to obtain the overall ranking of alternatives on risk, the parent
attribute (Figure 4.4). The user can also select Report > Visual Comparison to see further
breakdowns of the nine alternatives across the four attributes (Figure 4.10). Figure 4.5
shows a comparison of the nine CIKRKA alternatives based on their respective overall risk
scores. But Figure 4.8 shows this comparison broken down by the attributes of nsk (threat,

vulnerability, consequence, and perception).

Ranking of Alternatives on Risk

Score

it KR i . KAl Ci2 KR! KA2 013 I KR3 KAS

Altemnative
M2 Mz Bos  Wws WKrs

o Bx1 Wxa1 Haz

Figure 4.4. Ranking of Alternatives on Risk Attribute (Low Perception)
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Figure 4.5. Alternative Performances Across Child Attributes (Low Perception)

KR 1 on Risk

Belief degree

None Very Low Low Medanm High Very High

Evaluation grades

Figure 4.6. KR 1 Grades for Risk Atiribute (Low Perception)

Figure 4.6 can be obtained by highlighting the alternative of interest, then selecting
Report > Graph Belief Degree > Att at Alt, where the last selection means, “Attribute at
Alternative”, so whichever combination of attribute and altemative are highlighted at the

time this report 1s run, that is the combination that will be used to create the chart. This




44

charts show the breakdown of grades for KR 1 (with the lowest overall risk in the model
for which perception was weighted lower than the other attributes) at the parent attribute
level (risk). This gives an overall distribution of the calculated grades and belief degrees for
risk, based on the grades and belief degrees for the child attributes (threat, vulnerability,
consequence, and perception). Similar charts can also be created to explore the belief
degrees input by respondents on the individual child attributes.

Another interesting chart that is available in IDS is the radar plot. By plotting the values
of all of the child attributes, alongside the parent attribute, it is easy to see which of the
child attributes might be driving the overall risk score. In IDS, users can select Report >
Visual Comparison, then select the Tool Bar button to obtain a menu of options. One of
the options is an icon displaying the type of chart selected, and by clicking on it, users see a
drop-down list of chart types, including the radar plot. The default view of this chart is
three-dimensional, however, clicking the icon that looks like a set of three-dimensional
glasses will recalibrate the view to two dimensions. Because we are exploring nine
alternatives, it may be difficult to compare them all on the same radar plot. However, by
highlighting alternatives and using the Select One, Select Group, Select All, Deselect, and
Draw buttons we are able to explore alternatives individually (Figure 4.7). We can see, for
example, that consequence shows some influence on KA 1, while perception affects KR 2
for the low perception model. Even though this data is simulated, it is still interesting to
explore the results as it is obvious how they could be invaluable to the in vivo risk

quadruplet methodology.
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Figure 4.7. Risk and Attributes Radar Plots by Alternative (Low Perception)

4.1 Sensitivity Analysis

Incidentally, two other versions of the IDS model were created which were identical to
the low perception risk quadruplet model. One version of the model set the perception
attnibute weight to be approximately twice as important as the other attributes (where the
other attributes were weighted equally) as shown in Figure 4.8. Another version removed
the perception attribute completely. These altemate models were used strictly for

comparative purposes.
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Relative Weights of Aftributes

Figure 4.8. Attribute Weights Using Visual Scoring (High Perception)

Recalling our low perception model (Figure 4.4), we can now compare it to our high
perception model (Figure 4.9). We see a comparison of the nine CIKRKA altematives
based on their respective overall risk scores. The model for which perception received a
lower weight and the model for which perception received a higher weight are essentially
identical, aside from the weights of the attributes. The simulated belief degrees input across
the threat, vulnerability, consequence, and perception attributes for each of the nine
CIKRKA alternatives remain the same. Therefore these breakdown charts are identical for

each model.
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Figure 4.9. Ranking of Alternatives on Risk Attribute (High Perception)

Figure 4.5 (low perception model) and Figure 4.10 (high perception model) show the
nine CIKRKA altematives broken down by the attributes of risk (threat, vulnerability,
consequence, and perception). For example, in the high perception model, we see that
threat was assessed highest for KA 1, vulnerability was assessed highest for CI 1,
consequence was assessed highest for both KA 2 and KA 3, and perception was assessed
highest for KA 3. Comparing the two models, we see that in the low perception model, KA
3 did not receive the highest overall risk score even though it was assessed highest for both
consequence and perception; it was ranked 4™. However, in the high perception model, KA

3 moved up in the ranking to 2.
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Figure 4.10. Alternative Performances Across Child Attributes (High Perception)

In Table 4.5 we see the threat, vulnerability, consequence, and perception attribute
scores for each of the nine CIKRKA alternatives. These child scores remain the same
across all versions of the model because they are based on the simulated belief degrees
imput into the model, which are then related to the parent attribute of risk through the
selected belief degrees (based on the identity matrix) and the utilities provided (Table
4.1and Table 4.2). The highlighted values show the assets which received the highest child
attribute score, So KA 1 received the highest threat score, CI 1 received the highest
vulnerability score, and KA 2 and KA 3 jointly received the highest consequence score,
whereas KA 3 received the highest perception score.

In the full risk quadruplet model for which the perception attribute was weighted lower
than the other attributes, the overall nsk score for CI 1 was 63%. When perception is
weighted higher than the other attributes, the overall risk score for C1 1 was 58%. But when
perception is removed from the model completely, the overall risk score for CI 1 increases

to 66%. Table 4.5 shows the overall risk scores for the reduced model and when compared
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to the risk quadruplet model (whether perception was weighted low or high compared to

the other attributes) all of the CIKRKA alternatives were impacted by the removal of the

perception attribute.
Table 4.5. Risk Quadruplet Model Output Comparison

68% 54% 7 58% 66% 46% 67% 62% 5t%

50% 62% 52% 55% 59% 58% 61% 49%
57% | 56% | 65% | 55% | S6% (oo 50% | 64%
48% 65% 3% 72% 69% 30% 55% 70%
63% 54% 68% 57% 60% 57% 58% 63% 60%
58% 58% 70% 63% 63% 54% 57% 66% 67%
66% | 53% 68% | S5% | 59% 59% | 59% | 62% 57%

Another interesting comparison is to explore the rank order of the CIKRKA across the

three different models. In Table 4.6 we see how the CIKRKA rank changes as the

perception attribute is varied. This helps us to visualize how the scores are impacted by

perception and why that attribute cannot be ignored in our overall assessment of risk, but

should be included in such a way that we can determine how the overall score is impacted

by perception and by how much. There are only three assets (KA 1, KR 2, and KR 3)

whose risk remains ranked the same across all three models. Other assets swing wildly

from a rank of 2 to a rank of 7, in the cases of CI | and KA 3.
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Table 4.6. Risk Quadruplet Model Ranking Comparison
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By incorporating perception into the overall risk score, we have influenced the risk
score and risk rank for these CIKRKA, which, for the purposes of this methodology, is
exactly what we want to see as the entire point of the risk quadruplet is to account for the
discrepancy between reality and perception in a systematic, transparent, and reproducible
manner. With this approach, we can see exactly how perception is affecting the overall risk
score and we also know exactly how the perception attnibute is being factored into the
overall risk score (based on the visual scoring method for weighting the attributes). This
cannot be saird of any other risk analysis approach, and certainly none used for ranking
assets in homeland security or homeland defense. Future research, might shed some light
on how the selected weights, utilities, and parent-child belief degrees affect the influence of
perception on the parent attribute of risk.

IDS also offers some built-in sensitivity analyses. Figure 4.11 displays a trade-off
analysis chart, found under Sensitivity > Trade-Off Analysis, which shows the overall
risk scores for the nine CIKRKA alternatives, as well as the perceived scores for the low

perception model. We see that the overall risk score for KA 3 was 60% even though it was
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perceived to be 78%, whereas the overall risk score for CI 1 was approximately 63% while

it was only perceived to be 48%.

Trade-Off Analysis
S o
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Figure 4.11. Risk and Perception Trade-Off Analysis (Low Perception)

More formally, IDS can produce sensitivity analyses based on the weighting of
individual attributes, which look at the overall parent attribute ranking, or the rank change,
of alternatives. Users can select the attribute for which they wish to perform sensitivity
analyses (In our case, perception), then click Sensitivity > Change Weight. This brings up
a dialog box where the user can select which alternatives to explore (we selected all of
them). Initially, we are presented with the weights we input for the model as shown in
Figure 4.12 (we conducted our sensitivity analysis from the model for which perception
was weighted higher, but either of the models would be sufficient baseline models for the
analyses). By clicking Ranking, users can manually adjust the weights of the child
attributes to see how that affects the overall ranking of alternatives. Weights do not remain

normalized automatically, so we manually selected weights for the child attributes that
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summed to 1 (Figure 4.13). Adjusting the weights of the child attributes, we can see how

that affects the overall risk scores for the parent attribute across each of the alternatives.
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Figure 4.12. Child Attributes on Ranking (Original)
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Figure 4.13. Child Attributes on Ranking (Manually Adjusted)

Alternately, and perhaps more effictently, by clicking Rank Change, we can produce a
more controlled sensitivity analysis on individual child attributes. The graphic given in
Figure 4.14 displays the overall nisk scores for each altemative as the weight of the

perception attribute is varied from § through | (we adjusted the y-axis scale, used for the
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overall risk score, in order to better see the relationship between the weight for perception
and the risk rankings). Since we conducted this sensitivity analysis from the model for
which perception received a higher weight, that value is displayed as a vertical line,
denoted as “Given weight”, on the chart so that users can compare their current alternative
risk scores and rankings to those that would be produced by adjusting the weight for
perception. It is interesting to note that the overall risk score for each asset varies with the
weight of the perception attribute, but it is not a linear relationship. And while the majority
of the alternative risk scores increase as the weight of perception increases, three of the

assets show a negative correlation (CI 1, KA 2, and CI 3).
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Figure 4.14. Sensitivity Analysis of Perception
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IDS can also produce sensitivity analyses of belief degrees based on adjusting the child
attribute weights. From the same dialog box, the user simply selects Belief Degree. We
explored only two alternatives from the model for which perception received a higher
weight: CI 1 and KA 3, ranked lowest and highest on their overall risk scores, respectively
(Figure 4.15). This shows the belief degrees (our simulated data) for the perception
attribute related to the grades (our linguistic set) based on the weights input for the child
attributes of threat, vulnerability, consequence, and perception. However, even as we adjust
the child attribute weights, the belief degrees do not change, and with good reason. If we
recall the belief degree values we chose for relating child attributes to parent attributes
(Table 4.2), we used the identity matrix, therefore, the belief degrees input from our
simulated data for the perception attribute would not be impacted by adjusting the child
attribute weights. Obviously, future research could be conducted to better understand how
the belief degrees would change if we used alternative methods for assigning the input

values of our belief degrees to relate parent and child attributes.
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Figure 4.15, Child Attributes on Belief Degrees (Original)
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Figure 4.16. Child Attributes on Belief Degrees (Manually Adjusted)

IDS can also produce sensitivity analyses based on the data, itself. Users can select
Sensitivity > Change Input Data, which brings up a dialog box that produces two side-
by-side graphs (Figure 4.17). The first grapﬁ displays the belief degrees input for each
grade {from our simulated data) for a selected altemmative. We selected KA 3, which
received the highest perception score (in the model for which perception received a higher
weight). The second graph displays the perception score for all of the alternatives (other
attributes, such as threat, vulnerability, and consequence can also be explored as desired).
The belsef degrees do not remain normalized automatically, so we manually adjusted the
belief degrees for KA 3, such that the belief degrees summed to 1. Although we did not
drastically alter the belief degrees from the original values, we still see a marked change in

the overall perception score for KA 3, which dropped from 78% to 68% (Figure 4.18).
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Figure 4.18. Input Data (Adjusted)

4.2 Verification, Validation, and Accreditation

In addition to the data that must be collected, leveraged, or simulated for threat,
vulnerability, consequence, and perception assessments,