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We propose efficient attributes proof protocols in an anonymous and unlinkable fashion. The core idea is
issuing anonymous credentials for each single attribute and proving relations over attributes by selec-
tively aggregating individual anonymous credentials. A selective aggregate Camenisch—Lysyanskaya
(CL)-signature scheme is presented to construct anonymous credentials. It is existentially unforgeable
against adaptively chosen-message attack under CL-signature scheme on the Lysyanskaya—Rivest—Sahai—
Wolf assumption. It has constant complexity in verification of multiple signatures. Users can select which
attributes and the corresponding individual anonymous credentials are involved in the proof. They can
prove the possession of attributes over logic relations including AND and OR, and the possession of a
single attribute over comparison relations including inequality to a given value and belonging to a given
interval. The efficiency analysis shows that the resulting protocols have advantages in computation cost;
the AND relation proof and comparison relation proofs have constant complexity w.r.t. the number of
attributes, and the OR relation proof has linear complexity only w.r.t. the number of attributes as required.

Keywords: privacy; anonymous credential; attributes proof; aggregate signature

2010 AMS Subject Classifications: 11T71; 94A60
1. Introduction

The information exchanged via the Internet has dramatically changed, from exchanging scientific
and professional information to enormous amount of personal information. The management of
identity attributes raises a number of challenges. On one hand, attributes need to be shared to
facilitate user authentication and access control. Service providers authorize the access request by
auser’s attributes which are more available than identities or roles. On the other hand, individuals’
attributes need to be protected from privacy leakage as they may convey sensitive information and
be the target of attack. As far as privacy issue is concerned, we cannot exclude the attacks from
insiders in the potentially untrusted authorities [16,22]; they have become threats of identity theft
and abuse [2].

An anonymous credential is a privacy-preserving technology that can meet privacy requirements
for attribute-based authentication and access control. Users obtain a signature from an issuing
authority on a number of attributes and, at later time, can convince verifiers that they indeed
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possess a signature on those attributes. Individual transactions are anonymous and unlinkable
by default and users can select which portion of a credential to reveal, which portions to keep
hidden, and what relations between certified attributes to expose [10]. The user can also prove
complex relations of the attributes using logic relations, such as AND and OR, and comparison
relations, such as =, #, < and >. AND relation is used when proving the possession of all of
the multiple attributes. OR relation is used when proving the possession of one of multiple
attributes.

In the literature, there exit various anonymous credential systems. However, there are only
two kinds of practical anonymous credential systems, the Camenisch—-Lysyanskaya (CL) Idemix
based on group signature and the Brands U-Prove based on blind signature. Camenisch and
Lysyanskaya [9] came up with an efficient CL-signature scheme and constructed a multi-use CL-
anonymous credential system from bilinear mappings. It also introduces a construction based on
the Boneh—Boyen—Shacham group signature, which enables selective disclosure and unlinkable
multi-use. However, attributes proof with such anonymous credentials suffers from a linear com-
plexity w.r.t. the total number of attributes. This limitation makes them unfit for many practical
applications.

The existing approaches [1,7,8,10,14,21] to solve the linear complexity of attributes proof is
focus on binary and finite-set attributes and use cryptographic accumulator to compress this type
of attributes into a single one. However, attributes proof with accumulator-based anonymous
credentials requires many extra pairings to verify accumulator, and the size of public key is
dependent on the number of attributes as well.

As far as efficiency issue is concerned, aggregate signature schemes [5,15] are worth mention-
ing. They enable us to compress a number of signatures, which are on distinct messages issued
by distinct parities, into a single one. They have short public key size, short aggregate signature
size and efficient aggregate verification. However, to the best of our knowledge, there are no
literatures about constructing efficient attributes proof based on aggregate signature. In this paper,
we present a selective aggregate signature scheme based on the CL-signature scheme [9] under
the Lysyanskaya—Rivest—Sahai—Wolf (LRSW) assumption and construct anonymous credentials
and attributes proof protocols to solve linear complexity.

Our contribution is to use the concept of aggregate signature to solve linear complexity of
attributes proof. The core idea of our proposal is that given [ attributes to be certified by an issuer,
each single attribute is certified in an individual credential; later on users can selectively disclose
any n out of [ attributes and aggregate the corresponding individual signatures, then prove the
possession of the aggregate signature on n disclosed attributes all at once. The efficiency analysis
shows that the aggregate-based attributes proof has advantages on computation cost w.r.t. the
number of pairings and exponentiations.

This paper is a revised and expanded version of [12] which extends the original CL-anonymous
credential [9] with AND, OR, Equality and Interval proof over attributes, while this paper mainly
focus on efficiency issue of attributes proof. It proposes a selective aggregate signature scheme
as the building block to construct efficient attributes proof protocols.

The organization of the remained is as follows. Section 2 covers related literature for anony-
mous credential systems as well as existing approaches for attributes proof. Section 3 gives the
preliminaries about bilinear maps, Pedersen commitment scheme, discrete logarithm representa-
tion, the CL-signature scheme and the Boudot-interval proof protocols. In Section 4, we present
a selective aggregate CL-signature scheme and prove the security. In Section 5, we analyse pri-
vacy requirements of anonymous credentials and give the issuance protocol. Section 6 presents
AND and OR relation proof over multiple attributes, as well as interval and inequality proof
over a single attribute, respectively. Section 7 shows efficiency analysis. Finally, Section 8 is the
conclusion.
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2. Related work

Camenisch and Grof3 [7,8], Sudarsono et al. [21], Herranz et al. [13], Begum et al. [1] focused on
attributes proof over multiple attributes. In 2008 and 2012, Camenisch and Gro83 [7,8] proposed
a RSA-based anonymous credential with efficient attributes proof. It encodes discrete binary
and finite-set attribute values as prime numbers and use the divisibility property for efficient
proofs of their presence or absence. The complexity only depends on the number of string/integer
attributes, and binary and finite-set attributes are free. In 2011, Sudarsono [21] utilized extended
BBS+- signatures to certify a set of attributes as the accumulator, and used zero-knowledge proofs
of BBS+ signatures and accumulators to prove AND and OR relations with constant complexity in
the number of finite-set attributes. In 2013, Begum ef al. [1] handled the complex logical relations
on attributes as conjunctive normal form and disjunctive normal form formulas. However, the size
of public key is dependent on the number of attribute values, and the extra number of pairings
involved in the accumulator-based anonymous credentials increases a lot.

There are some researches [13,18,20] about the attribute-based signature introducing attributes
proofs such as NOT, AND, OR, and threshold gates. However, they work in a traceable and linkable
way and are not available for anonymous environment. Li and Li [17] constructed Oblivious
Commitment Based Envelope (OCBE) protocols which offers proofs of comparison predicates
such as =, #, > and <. Unfortunately, the protocols for predicates suffer from linear complexity
in the binary number of user’s attribute values. Bichsel ez al. [3] showed the details of comparison
predicates supported in the Identity Mixer and the U-Prove technologies, which are implemented
using Boudot-interval proofs [6] with constant complexity.

As far as privacy is concerned, it is crucial that insider threats are carefully taken into consid-
eration when designing security and privacy of credentials. Slamanig et al. [19] discussed insider
threats in eHealth application that the user has no guarantee that the provider always preserve
the users’ privacy claims; a person and her requested data are linkable to draw potentially com-
promising conclusion about her. Bjones et al. [4] states that an electronic identity server under
control of an insider attacker has the ability to impersonate every user at applications using eIDs
for authentication. For example, insiders can copy or alter user’s credentials and as such steal
the identity of a user. In general, in a federation scenario, the insiders or outsiders who learn a
user’s credentials can impersonate the user and get access to the assets at different applications
involved in the federation. If the properties of anonymity, unlinkability and selective disclosure
of attributes, provided by anonymous credentials, are realized, an insider is not able to learn the
user’s identity, and link a set of transactions accomplished by a user either. As a consequence, a
person who uses the privacy sensitive applications does not need to rely on trusting the provider
anymore, e.g. concerning the divulgement of her data.

However, when a person uses an anonymous credential to accomplish attributes proof, if
attributes proof protocol has computation intensive cryptographic building blocks, it will turn
out to be very resource consuming. In this paper we use the concept of aggregate signature
to solve the linear complexity of attributes proof. In 2003, Boneh, Gentry, Lynn and Shacham
[5] constructed an efficient aggregate signature from a Boneh—Lynn—Shacham short signature
scheme based on bilinear maps. Aggregate signatures are useful for reducing the size of cer-
tification chains (by aggregating all signatures in the chain) and for reducing message size in
secure routing protocols such as Secure Border Gateway Protocol. Lee et al. [15] proposed two
aggregate signature schemes based on the CL-signature scheme. The first one is an efficient
sequential aggregate signature scheme. The second one is an efficient synchronized aggregate
signature scheme. They both take constant number of pairings and / number of exponenti-
ations (! being the number of signers). However, to the best of our knowledge, there is not
any aggregate signature scheme to construct attributes proof protocols for efficiency reason. In
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this paper, the proposed attributes proof protocols based on aggregate signature outperforms the
accumulator-based protocols w.r.t. the number of exponentiations and pairings, and satisfies more
relation proof over attributes than prime number-based approach as well. Thus it is more practi-
cal to be utilized for attributes-based authentication and access control in the context of insider
threats.

3. Preliminaries

Before presenting the proposed protocols, we first review a few cryptographic primitives consist-
ing of bilinear maps, Pedersen commitment, discrete logarithm representation, the CL-signature
scheme and Boudot-Interval proofs.

3.1 Bilinear maps

Let G| and G, be two (multiplicative) cyclic groups of the prime order p, with an additional group
Gy such that |G| = |G,| = |Gr|. g1 is a generator of G and g is the generator of G,. A bilinear
map is amap e: G; x G, — Gr with the following properties:

e Bilinear: forallu € G,v € Gy, and a,b € Z,, e(u®,v") = e(u,v)®.
e Non-degenerate: e(g1, g2) # 1.
e Computability: There is an efficient algorithm for computing e.

3.2 Pedersen commitment

In the Pedersen Commitment scheme, which is an unconditionally hiding and computational
binding commitment scheme and based on the discrete logarithm problem, there is a finite multi-
plicative cyclic group G of prime order g involved along with a generator g € G and an element
h € G such that it is hard to find an integer « such that 4 = g*. Given a message x, the User
picks r €g Z, and computes the commitment M = g*h". The User runs a zero-knowledge proof
of knowledge protocol to open the commitment without showing the values(x, r):

PK{(x,r) : M = gI"}. (1)

3.3 Discrete logarithm representation, DLREP

G is a multiplicative cyclic group of prime order g, let go, g1, - . . , g and y be element of group G.
The tuple (xo,x1,...,x) € Z, is called a DL-representation of the product y = go™g™ ... g™
mod g with respect to the generators (go, 1, - - - » &). The User runs the zero-knowledge proof of
knowledge protocol to prove the DL-representation of y.

PK{(xg,x1,...,x) 1y =go°g1™ ... &} 2

3.4 The CL-signature scheme under the LRSW assumption

Camenisch and Lysyanskaya [9] proposed a signature scheme which is correct and secure under
the LRSW assumption. Suppose a setup algorithm Setup that, on input the security parameter
1%, outputs the setup for G = (g) and G = (g), two groups of prime order ¢ = 6(2*) that have a
non-degenerate efficiently computable bilinear map e : G x G — G. It consists of the following
algorithms:
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Key generation. Run the Setup algorithm to generate (¢, G, G, g, g, ¢). Choose x,y,z €g Z,. Let
X=g""Y=g,7Z=g"Setsk = (x,v,2),pk = (¢,G,G,g.9,¢,X,Y, 7).

Signature. On input message (m,r), secret key sk = (x,y,z), and public key pk =
(q.G,G,g,9,e,X,Y,Z),choosearandoma € G,letA = a*,b = @’,B = A’ andc = a*™"AY",
output o = (a,b,A, B, c).

Verification. On input pk = (¢, G, G, g,9,¢,X, Y, Z), message (m, r), and purported signature
o = (a,b,A, B, c), check the following: (1) A was formed correctly: e(a,Z) = e(g,A). (2) b and
B were formed correctly: e(a, Y) = e(g,b) and e(A,y) = e(g, B). (3) ¢ was formed correctly:

e(X,a)-e(X,b)" - e(X,B) = e(g,c). 3)

Note that the signature itself can be distributed in a way that is information-theoretically
independent of the message being signed in the case that what is being signed is an information-
theoretically secure Pedersen commitment of the message. Thus, the values (¢"Z",a,A, b, B, c)
are information-theoretically independent of m if r is chosen randomly. This will become crucial
when using this signature scheme in the context of an anonymous credential system.

3.5 Boudot-interval proofs

For the proofs that a committed number belongs to an interval, we now list a few proofs of
knowledge protocols introduced in [6].

Prove that two commitments hide the same secret. Given two commitments E = E(x,r|) =
g'h" and F = E(x,r;) = g*h™ to the message x. The Prover proves to the Verifier that E and F
hide the same secret x as follows:

PK{(x,r,mn) : E=¢"h" AF = g*h"™}. 4)

Prove that a committed number belongs to an interval. Given a commitment E = E(x,r) =
g*h", the Prover proves to the Verifier that the committed number x lies in [a, b] as follows:

PK{(x,7) : E = g*h" A x € [a, b]}. (®)]

4. Construction of the selective aggregate CL-signature scheme

In this section, we give a novel selective aggregate CL-signature scheme which is extended
from the original CL signature. The goal of this signature scheme is to construct an anonymous
credential with efficient attributes proof.

Suppose that we have a setup algorithm Serup: (¢, G, G, g,9, e) < Setup(lk), that on input the
security parameter 1%, outputs the setup for G = (g) and G = (@), two groups of prime order
g = 6(2%) that have a non-degenerate efficiently computable bilinear map e : G x G — G.

Key generation. Run the Setup algorithm to generate (gq,G,G,g,g,e). Choose y,z €g
Zg, and for 1 <i <I, x;epZ, Let Y =g",Z=¢g" and, for 1 <i <[, X; =g". Set sk =
0,2, x1,...,%),pk = (q,G,G, g,9,¢,{X;},Y,2).

Sign. On input message (r,my,...,m;), secret key sk = (v,z,xy,...,x;), and public key pk =
(¢,G,G,g.9,¢,{X;},Y,Z),choose arandoma €x G,computeb < a”,A < a*,B < A”; foreach
i€ {l,0},letc; < a"TITAW™M output (a, b, A, B, {c;}) as signature.

Verify. On input public key pk = (¢, G, G, g, 9, ¢, {X;},Y,Z), ith message (r,m;) and ith sig-
nature (a,b,A,B,c;) where 1 <i </, check if e(a,Y) = e(b, g),e(a,Z) = e(A, g),e(A,Y) =
e(B,g) and e(X;,a) - e(X;,b") - e(X;, B™) = e(g, ¢;) hold.
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Aggregate. On input k signatures indexed by {ji,...,jx} S {l,...,l} as required, compute
c <« ]_[f=l ¢j;» and output the aggregate signature (a, b, A, B, ¢).

AggVerify. On input public key pk = (q,G,G,g,0.¢,{X;},Y.Z), k messages indexed
by {ji,....Jx} € {1,...,I} as required, and aggregate signature (a,b,A,B,c), check
if e(a,Y) =e(g,b)e@Z) =e(gA)e@Y) =egB and e[ X;.a e[, X;.b) -
e(IT, X;" . B) = e(g.c) hold.

Note that the values (g"Z",a,b, A, B, c;) are information-theoretically independent of m; if
r is chosen randomly. This will become crucial when using this signature scheme to construct
anonymous credentials.

THEOREM 4.1 The selective aggregate CL-signature scheme is existentially unforgeable against
adaptively chosen-message attack under CL-signature scheme.

Proof Suppose A is a forger algorithm that breaks the selective aggregate CL-signature scheme.
We show how to construct an algorithm B breaking CL signatures that are secure under the LRSW
assumption. Algorithm B is given (¢, G, G, g,9,¢,X, Y, Z), where (x, y, 7) is the private key set up
by the CL-signature scheme. B simulates the challenger and interacts with forger A as follows.

Setup. B chooses o €g Z,, and set X* < g“X. Next, it initializes a key pair list KeyList as an
empty one and starts by giving A the public key (¢, G, G, g,9, e, X*,Y,Z).

Certification query. For 2 < i <[, A adaptively requests the certification of a public key by
providing a public key X; and its private key x;. 5 checks the private key and adds the key pair
(Xi, x;) to KeyList.

Signature queries. A adaptively requests a set of signatures by providing messages
(r,my,...,my) to sign under the public key (X*,X>, ..., X}, Y, Z). B proceeds the signature query
as follows: First, for my, B is given access to CL sign oracle to obtain the signature (a, b, A, B, ¢) on
(r, m;) under the private key (x, y, z), wherea € G,b = a’,A = a*, B = AY,c = a*™"A™ Then
B defines ¢; < ¢ - (ab"B™)*. Observe thate(a,Y) = e(g,b),e(a,Z) = e(g,A),e(A,y) = e(g,B)
and e(g,c;) = e(X*,a) - e(X*,b")e(X*, B™) and therefore (a,b,A, B, cy) is a valid signature on
(r,my) under the public key(X*, Y, Z). Next, for each m;,2 <i < I, B retrieves A’s private key
x; from KeyList and defines ¢; <— a™b*" B*™. Observe that e(g, ¢;) = e(X;,a) - e(X;, b )e(X;, B™)
and therefore (a, b, A, B, ¢;) is a valid signature on (r, m;) under the public key (X;, Y, Z). B gives
(a,b,A,B,{cy,...,c}), to A.

Output. A produces the indices (ji, . . . ,jx) and a forged aggregate signature (a*, b*,A*, B*, c*)
on messages (R, M;,, ..., M;,) under public keys (X, ..., X}, Y,Z). The forged signature should
not be trivial: the challenge public key X* must be included, and the message (R, M;,) must not
be queried by A to the CL sign oracle. Without loss of generality, we assume that X;, = X*. From
the verification equations, we have e(a*,Y) = e(b*, g),e(a*,Z) = e(A*, g),e(A*,Y) = e(B*, g)
and e(]_[le)(j[,a*) -e(]_[f=1 X, (b*)R)e(]_[f=1 )(jflj’,B*) =e(g,c*). B proceeds as follows: for
each j;,2 < i <k, B retrieves the jth private key x;, from KeyList. Then B computes cj* <«
(a*)% (b*)5R (B*)%Mi . Observe that e(g, ;) = e(Xj,a") - e(X;, B")®e(X;,, (B*)Mi) and there-
fore (a*,b*,A*,B*,c]’:) is a valid signature on (R, M;,) under the public key (Xj,Y,Z). Now B

. ) k
constructs the signature for the message (R, M;,): ¢}, < ¢*/[[;_, ¢} Then

k
e(g.c}) = e(g.c®) - [ eg.chH™
i=2

k . k
- (lj!)(ji’a*> ¢ (Uin7 (b*)R) - e (U X;’VI”,B*>
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X —1
: (]"[ e(X;,a") - e(X;,, (B))e(X;,, (B*)%)
i=2

k k k
=e ( Xj,-,a*> e <1_[Xj,., <b*>R) e (]‘[x,MB>
i=1 i=1 i=1

—1 -1 —1

k k k
'e(nxji’a*> .e(l_[in’(b*)R> 'e<l_[X;:lji’B*>
=2

i=2 i=2
= €(X*’ a*) . e(x*’ (b*)R)e(X*, (B*)M” )

It follows that (a*, b*,A*, B*, g;‘l) is a valid signature on the message (R, M;,) under the chal-
lenge public key (X*, Y, Z). B outputs (a*)* ¥ (A*)* i as (a*) (A% = ¢f /(a* - (*)F -
(B*)Mi)*. This means that a CL signature for a new message (R, M;)) is forged, which contradicts
the LRSW assumption. |

5. Construction of anonymous credentials

In this section, we first define the privacy requirements of anonymous credentials, then present a
novel attributes encoding method based on the concept of aggregation. Next, we show the issuance
protocol on how to issue anonymous credentials to users.

The anonymous credential system allows a user to obtain a credential from an issuer (also
denoted as Identity Provider) on a number of attributes and prove the possession of a credential
to a verifier (also denoted as Relying Party). They also enable a user to only release and prove a
subset of the certified attributes while others are hidden completely.

As far as privacy issue is concerned, attributes proof needs to guarantee such requirements as
follows.

e Untraceability. Issuers are unable to trace issued attributes and their owners. In the other word,
the issuance of a credential and the showing of a credential are mutually unlinkable. It is able
to prevent the insiders of relying parties from tracing the user’s transactions.

e Unlinkability. Multiple attributes proof sessions of a single user are mutually unlinkable by the
Verifiers even they collude.

e Selective disclosure of attributes. Users can select which portions of a credential to reveal,
which portions to keep hidden, and what relations between certified items are exposed during
attribute proofs. It is able to avoid the users from disclose more personal information than
necessary.

5.1 Attributes encoding

In general cases when we talk about an attribute, it implies a tuple (id, attribute type, attribute
value). The id is the identifier of the credential holder. It may be real name, pseudonym, any
attribute value being an identifier, or signature. Such identifiers are different for each credential
holder and can be identified by the issuer. Setting up an id with attributes makes credential issuance
more practical, because in the physical world issuing authorities tend to identify the user before
assert his attributes and issue him a credential. However, the user does not always need to reveal
his id when showing a credential or proving attributes as far as anonymity is concerned. Therefore
an attribute just implies a tuple (attribute type, attribute value).
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In general, there are multiple attribute values corresponding to a single attribute type in the
universal attributes field. If an attribute value is pre-defined in a finite set, it is in this case.
For example, a person’s gender is pre-defined in {male, female} and the particular one may
have the realization of attribute (gender, male). In the policies of attribute-based authentication
and access control, relying parties generally require users prove either possession of all of the
multiple attributes or possession of one of the multiple attributes. For example, when submitting a
resume, a person has to show a credential with the multiple attributes (gender, female), (nationality,
French) and (degree, Ph.D) all together embedded, while in the other scenario, one person can
enjoy the free tickets with his ID-card only if any one of the multiple attributes (minority, blind),
(social_benefit, unemployed) or (type, kids_card) is embedded. For simplifying attributes proof,
we assume there are not any two attribute labels assigned with identical values. It means we can
distinguish an attribute from the value. Back to the above examples, when submitting a resume,
a person has to show a credential with all of the multiple attribute values female, French, Ph.D
embedded, while one person can enjoy the free tickets with any one of the multiple attribute values
blind, unemployed, kids_card in his ID-card.

To solve linear complexity of attributes proof, the proposed anonymous credential only embeds
a single one attribute instead of a number of attributes. Each attribute is encoded in one base, and
the proof of multiple attributes is done by aggregating the corresponding individual signatures
into a single one and verify it in one round. The ith anonymous credential asserts and embeds ith
attribute. Users have a number of individual anonymous credentials regarding to the correspond-
ing attribute. Each individual anonymous credential is fundamentally a CL signature formed as
(a,A,b, B, c;), which is signed on the discrete logarithm representation g"Z™ of attribute values
m; and a secret value r. Note that it is practical for all the attributes of one person to bind the
same secret value, such that the aggregate CL-signature scheme works for efficient verification.
Each private key x; is designated to sign the ith attribute. Such association between the public
key X; and the attribute they represent is public for anyone. Back to the above examples again,
when submitting a resume a person proves all of the required attributes, for example indexed by
(i,7,k), with values m; = female, m; = French, my = Ph.D and the corresponding aggregate sig-
nature (a,b, A, B, ¢ = cicjcy) satisfy the verification equation for AggVerify; while one person can
enjoy the free tickets with any one of the required attributes m; = blind, m; = unemployed, my =
kids_card and the corresponding aggregate signature (a, b, A, B, ¢ = c;cjcy) satisfy the verification
equation for Agg Verify.

5.2 Issuance protocol

The selective aggregate CL-signature scheme can be used to obtain a signature on a committed
value. It is sufficient for the signer to know M; = g"Z™ . The values (a, b, A, B) are not a function
of (r,m;), so the signer need not know (r, m;) to generate them. Suppose that the signer chooses
o €g Z4, and let a <— g%, compute b, A, B as described by the sign algorithm. Finally, the signer
computes ¢; <— a*M;**”.In order to obtain a signature on a committed value, the issuance protocol
requires a recipient of the signature prove that he knows the representation of M; in bases g and Z.

Common Input. The public key pk = (¢,G, G, g,9,¢,Y,Z, W,{X;}) where W = Y%, and commit-
ments My, ..., M,.

User’s Input. Values r,my, ..., m; such that M; = g"Z™.

Issuer’s Input. Signing key sk = (y, z, {x;}).

(1) The User gives a zero-knowledge proof of the opening of the commitments:

PK{(oy, ..., B) : My = gP7%, ... .M, = gPz¥). (6)
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Note that for identity assurance, the commitments M, . . ., M; are suggested to be shown with
the corresponding certificates /1, . . ., ¥, issued by authorities. The certificates ¥/, . . ., ¥, are
fundamentally some kind of signatures on My, . . ., M;. As a consequence, the zero-knowledge
proof of commitments My, . . ., M; and verification of certificates ¥y, . . . , Yy can be aggregated
all at once, as referred to as [2].

(2) The Issuer chooses a random value o €g Zy, sets a <— g%, A < a*,b <= a*,B <= A”. Then
for 1 <i <, sets ¢; < a“M;**” Then the Issuer outputs a signature (a, b, A, B, {c;}) as an
anonymous credential where attributes my, . .., m; are asserted.

THEOREM 5.1 The issuance protocol is a secure two-party computation of a signature on a
discrete logarithm representation of g'Z™ under the signer’s public key.

Proof From the signer’s point of view, this protocol is as secure as when the user submits his
signature queries in the clear. This is because of the proof of knowledge: there exists an extractor
that can discover the value of the message being signed, and ask it to the signer in the clear.
From the user’s point of view, since the user’s secret input r is only used in the zero-knowledge
proof of knowledge of it, the only thing that the signer finds out about the value r is the input value
M = g"Z"™. The hardness of discrete logarithm problem makes r = log,(M/Z™) unknown. W

6. Attributes proof protocols

In this section, we describe a series of attributes proof protocols based on the proposed anonymous
credential system. Before presenting the protocols, we define a set RI. According to the verifier’s
policy, the prover indicates the indices of n required attributes and the corresponding signatures
in RI = {ji,...,j,}. Given [ attributes certified by the Issuer, we have RI C {1,...,[}.

Each time before the prover shows a credential he will generate a blinded version of the
originally issued signature, in order to avoid being traced by the issuer and linked by multiple
relying parties. Precisely, given ith signature (a, b, A, B, c;) as required, the Prover randomly
chooses ¥, 7" eg Zy, then sets:

a=d", A=A", b=b", B=B, &=c, &=¢, 1<i<l 7

The blinded ith signature 5 = (&, A, b, B, ¢;) is distributed independently of everything else.

6.1 AND relation proof

The Prover is needed to prove that a subset of attributes are all embedded into the user’s credential.
We define RA to indicate the attribute values specified in the verifier’s policy. Accordingly, the
prover specifies RI = {j|,...,j,} to indicate the indices of required attributes, and we define
RA ={a;,,...,a;}. Given [ attributes are certified by the issuer, the AND relation proof implies
to prove the possession of a combination of anonymous credentials with n attributes revealed.

Common Input. The public key pk =(q,G,G,g,9,¢,Y,Z,{X;}, W), RI={ji,....j.} C
{1,....,]},RA = {a;,,...,q,}.

Prover’s Input. The signature o = (a,A, b, B,¢j,,...,cj,).

Protocol.

(1) The Prover aggregates the corresponding signatures of the required attributes, ¢ < [, ¢;..
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(2) The Prover generates the blinded signature 6 = (&,A, b, B, ¢) as Equation (7), then sends the
blinded signature ¢ to the Verifier.

(3) The Prover carries out a zero-knowledge proof of a blinded signature & with the Verifier as
follows.

n n ,3 n
PK { (@, B) : e (]‘[x,-,,a) e <1_[in,1~9) e (]_[X,-,,“ff,é) =e(g,0) ¢ . (8)
i=1 i=1 i=1

The Verifier accepts if it accepts the proof above and (a) A were formed correctly: e(a,Z) =
e(g,A); and (b) b and B were formed correctly: e(a, Y) = e(g,b),e(A,Y) = e(g, B).

THEOREM 6.1 The AND relation proof protocol is a zero-knowledge proof of knowledge of a
selective aggregate CL-signature.

Proof First, we prove the zero-knowledge property. Consider the followmg simulator S: chooses
random values 7,7’ and set a = g", b=Y,A=Z",B=W and ¢ = g, these values are inde-
pendent of the actual signature and satisfy e(a, Z) = e(g,A), e(a,Y)= e(g, b), e(A, Y)= e(g,B),
so step 1 is simulated correctly. Then since in step 2, the Prover and Verifier execute a zero-
knowledge proof, it follows that there exists a simulator S’; just run S’. Therefore, S constructed
this way is the zero-knowledge simulator for this protocol.

Next, we prove that this protocol is a proof of knowledge. We must exhibit a knowledge
extractor E that, given access to a Prover such that the Verifier’s acceptance probability is non-
negligible, outputs (a;,, . ..,a;,,r,0), such that o is a valid signature on (a;, . .., a;,, 7). Suppose
that we are given such a prover. The extractor proceeds as follows: first, it runs the extractor
for the proof of knowledge protocol of step 2. As a result, it obtains the values r, " such that
e(ITo, X e T, X l;)’e(]_[?:1 X;%,B) = e(g,¢)”. We wish to show that (a;,, . . ., a;,, r) and
o = (a,A,b,B,¢") satisfy the verification equation for selective aggregate CL-signature scheme.

We have:
n n r n
¢ (H&i,a) e (l’[w) e (HXB> = e(2.0)",
i=1 i=1 i=1

n n n
e (HX-I.,&) e (l—[in,l;’) e (HX;T”,E’) =e(g, &,
im1 i=1 i=1 |

6.2 OR relation proof

The Prover needs to prove that one of the subset of attributes is signed in the credential. Given
an OR relation over n values (a;, V ---V a;,), the OR relation proof is to convince one out of
the specified attributes a;,, ..., a;, is embedded into the user’s credential. Regarding minimal
information disclosure principle, it is required that the Verifier not recognize which the particular
one of the User’s attributes does satisfy the verification equation. We use a three round public
coin, witness indistinguishable proof of knowledge [11] to meet such requirement. The protocol
requires n commitments to the relevant attributes and a linear relationship proof.

Common Input. The public key pk = (¢,G,G,g,9,¢,Y,Z,{X;},W,h) where h e G, Rl =

Uiooooudn € {1, ..}, RA = {g;,,....,q;,}.
Prover’s Input. The signature o = (a,A,b, B, ¢}, ...,cj,).



International Journal of Computer Mathematics 283

Protocol.

(1) For each required attribute, the Prover chooses a random value r;, €g Z, and computes the
commitment M; = g"ih%, where j; € RI. Then, the Prover aggregates the corresponding
signatures of the required attributes, ¢ <— [, ¢;,. Next, the Prover generates the blinded sig-
nature & = (a, A, l~7, B, ¢) as Equation (7), then sends the blinded signature & and commitments
M;,, ..., M;, to the Verifier.

(2) The Prover carries out a zero-knowledge proof with the Verifier as follows.

n n ﬁ
Yoo se ([ 15.0) T 10.0)

i=1 i=1

n
x [TeX;. B = e(g.)” . M;, = g% for each j; € RI} . ©)
i=1

The Verifier accepts if it accepts the proof above and (a) A were formed correctly: e(d, Z) =
e(g,A); and (b) b and B were formed correctly: e(a,Y) = e(g, lN)), e(A, Y) = e(g,B).

(3) The Prover and the Verifier then facilitate proofs of knowledge over the committed attribute
values, in this case a disjunction of equality proofs as follows.

M; M,
PK{(@,,,...,@,»H): N =h9nv-.-v¢=h9fu}. (10)

ajy g“jn

THEOREM 6.2 The OR relation proof protocol is a zero-knowledge proof of knowledge of a
selective aggregate CL-signature and a witness indistinguishable proof of partial knowledge.

Proof First, we prove the zero-knowledge property. Consider the following simulator S: chooses
random values r, " and set a = g’,l; =Y ,A= Z’,B =W'and ¢ = g", these values are inde-
pendent of the actual signature and satisfy e(a, Z) = e(g,A),e@,Y) = e(g, ZJ), e(A,Y) = e(g, B);
then for 1 < i < n, chooses arandom value m;,, v, €g Zg, sets M;, = g™ h"i, and M;, is distributed
correctly. So step 1 is simulated correctly. Then, since in steps 2 and 3, the Prover and Verifier
execute zero-knowledge proofs, it follows that there exist two simulator S’,S”; just run §’, S”.
Therefore, S constructed this way is the zero-knowledge simulator for this protocol.

Next, we prove that this protocol is a proof of knowledge. We must exhibit two knowledge
extractors. Given access to a Prover such that the Verifier’s acceptance probability is non-

negligible, the first one E| is to output (m;,,...,m;,,¥j,...,¥;,, s, y,0) such that o is a valid
signature on (mj,, . .., mj,, rg) and (m;,, r;,) can open the commitment M;, foreach 1 < i < n. The
second knowledge extractor E; is to output (#j,, ..., rj,) such that there exists a commitment M,

hiding the secret value a;, with an indistinguishable witness.

Suppose that we are given such a prover. The extractor E; proceeds as fol-
lows: first, it runs the extractor for the proof of knowledge protocol of step 2.
As a resu~1t, it obtains Ehe values mj,...,m;,7,....1,rg, 1, such that e(]_[;’=1 Xj,a)e
(I, X, )% [T, e(X;,, B)™i = e(g, &)™ and M;, = g™ih"i foreach 1 < i < n. We wish to show
that (m;,,...,mj,,rg) and o = (&,A, I;,B, ¢'r) satisfy the verification equation for the selective
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aggregate CL-signature scheme. We have:

n n s n
e(l_[in,Zl>€<Hin,l;> e(l_[X‘imi’B> :e(g’g)ry’
i=1 i=1 i=1
€ (ﬁxji’a) € (ﬁX‘i’Bw) € (ﬁxllxnh’é> =e(g, c').
i=1 i=1

i=1

The extractor E, proceeds as follows: first, it runs the extractor for the witness distinguishable
proof of partial knowledge protocol of step 3. Assume the value g, is committed in M;,, i.e.
M;, = g% h"x. It means that the Prover knows the witness r;, of A% = M;, /g% .Asin[11], assume
that the Prover can answer correctly a non-negligible fraction of the possible choices of the
challenge. This means that by rewinding the Prover, we can efficiently get correct answers to
two different challenges s and s'. Let the shares of s and s’ be share(c;,) and share(c,’.i), 1<i<n,

respectively. Then for j,...,j, messages, the jith message must have share(cjk) * share(cj’-k)
since otherwise it would follow that s = s". But then we also have ¢;, # ¢} and can compute a
witness 7;, for M;, /g% . [ ]

6.3 Interval proof

The interval proof expresses that the value of a given attribute lies into a given interval. For privacy
protection reason, the Prover is able to prove interval predicate without revealing the value of the
attribute in the clear. The Boudot-interval proofs [6] are applied to construct the protocol. It is
required that the proved attribute be committed in an information-semantically secure way and
retrieved from the credential.

Common Input. The public key pk = (¢,G,G, g,9,¢,Y,Z,{X;}, W,h) where h € G,RI =, 1 <
Jj <1, two given values @ and b, a < b.

Prover’s Input. The signature o = (a,A, b, B, ¢)).

Protocol.

(1) The Prover chooses a random value 7; € Z, and computes the commitment M = g"’h" on
the jth attribute. Then it generates the blinded signature & = (a, A, b,B,¢) as Equation (7).
Finally it sends M and & to the Verifier.

(2) The Prover carries out a zero-knowledge proof with the Verifier as follows.

PK{(a, B,7,0) : e(X;,a)e(X;,b)Pe(X;, B)* = e(g, &)’ ,M = g*h’,« € [a, b]}. (11)

The Verifier accepts if it accepts the proof above and (a) A were formed correctly: e(a,Z) =
e(g,A); and (b) b and B were formed correctly: e(a, Y) = e(g,b),e(A,Y) = e(g, B).

THEOREM 6.3 The Interval proof protocol is a zero-knowledge proof of knowledge of a CL
signature, and two commitments hiding the same secret and a committed number belonging
to an interval under Boudot-interval proof.

Proof First, we prove the zero-knowledge property. Consider the following simulator S: chooses
random values r,r’ and seta = g", b=Y,A=Z",B=W and ¢ = g", these values are inde-
pendent of the actual signature and satisfy e(a, Z) = e(g,;\), e(a,Y) =e(g, b),e(A,Y) = e(g, B):
then chooses a random value r € Z,, sets M = g", and M is distributed correctly, so step 1 is
simulated correctly. Then, since in step 2, the Prover and Verifier execute a zero-knowledge proof,
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it follows that there exists a simulator S’; just run S’. Therefore, S constructed this way is the
zero-knowledge simulator for this protocol.

Next, we prove that this protocol is a proof of knowledge. We must exhibit a knowledge extractor
E that, given access to a Prover such that the Verifier’s acceptance probability is non-negligible,
outputs (m, r,rg, o), such that o is a valid signature on (m, rg), (m, r) can open the commitment
M and m lies in [a, b]. Suppose that we are given such a prover. The extractor proceeds as follows:
first, it runs the extractor for the proof of knowledge protocol of step 2. As a result, it obtains the
values m, r, g, r,, such that M = g"h",m € [a, b] and e(X;, a)e(X;, Z))"ﬁe(Xj, B)’” =e(g,0)'7. We
wish to show that (m, rg) ando = (a, A, I;, E, ¢') satisfy the verification equation for CL-signature
scheme. We have:

e(X;, @)e(X;, b)Y e(X;, B)" = e(g,8)",
e(X;, @)e(X;, b)e(X;, B)" = e(g.¢"). m

6.4 Inequality proof

The statements express that the required attribute value is not equal to a given value. For privacy
protection reason, the Prover is able to prove the inequality predicate without revealing the value
of the attribute in the clear.

Common Input. The public key pk = (¢,G, G, g,09,¢,Y,Z,{X;}, W,h) where h € G, Rl =j,1 <
j <1, agiven value a.

Prover’s Input. o = (a,A, b, B, ¢}).

Protocol.

(1) The Prover chooses a random value 7; € Z,, computes the commitment M = g"h" on the
Jjthattribute. Then it generates the blinded signature 6 = (a, A,b,B.,¢) as Equation (7). Finally
it sends M and & to the Verifier.

(2) The Prover carries out a zero-knowledge proof with the Verifier as follows.

PK {(a,ﬁ, v,0,7,p) : e(X;,d)e(X;,b)Pe(X;, B)* = e(g, &)Y, M = g"h’, g = (Al) h"} )
(12)

The Verifier accepts if it accepts the proof above and (a) A were formed correctly: e(a,Z) =
e(g,A); and (b) b and B were formed correctly: e(a, Y) = e(g,b),e(A,Y) = e(g, B).

THEOREM 6.4 The Inequality proof protocol is a zero-knowledge proof of knowledge of a CL
signature and two commitments hiding the same secret.

Proof  First, we prove the zero-knowledge property. Consider the following simulator S: chooses
random values r, 7" and set a = g’,l; =Y ’,A = Z",E =W'and ¢ = g", these values are inde-
pendent of the actual signature and satisfy e(a, Z) = e(g,;l), e(a,Y) =e(g, b),e(A,Y) = e(g, B);
then chooses a random value r € Z,, sets M = g", and M is distributed correctly, so step 1 is
simulated correctly. Then, since in step 2, the Prover and Verifier execute a zero-knowledge proof,
it follows that there exists a simulator S’; just run §’. Therefore, S constructed this way is the
zero-knowledge simulator for this protocol.

Next, we prove that this protocol is a proof of knowledge. We must exhibit a knowledge
extractor E that, given access to a Prover such that the Verifier’s acceptance probability is non-
negligible, outputs (m, r,7g,7),,7x,,,0), such that ¢ is a valid signature on (m,rg), (m,r) can
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open the commitment M and g = (M /g%)""h'». Suppose that we are given such a prover. The
extractor proceeds as follows: first, it runs the extractor for the proof of knowledge protocol of
step 2. As a result, it obtains the values m, r,rg,r,, 75,1, such that M = g"h", g = (M /g*)"h™
and e(X;, @)e(X;, b)"* e(X;, B)" = e(g, )" . We wish to show that (m, rg) and o = (a,A, b, B,&'v)
satisfy the verification equation for CL-signature scheme. We have:

e(X;, @)e(X;, b) " e(X;, B)" = e(g,¢)",
e(Xj, @)e(X;, b) e(X;, B)" = e(g,&"). n

7. Efficiency

In this section, we analyse the efficiency of AND relation proof, OR relation proof, interval proof
and inequality proof w.r.t. the number of exponentiations and pairings. N is the number of the
attributes referenced in a proof.

Prior to attributes proof, the prover pre-computes the pairings as follows: V, <«
e([TiL) X @), Vi < ([T, Xjisb) = Vi, Va < e([Tizy X5 A) = Vi Vi < e([T.L, X, B) =
V3, Ve = e(g, ¢). Thus, we can omit most pairings with adding some slight exponentiations.

The computation cost of attributes proof is the sum of three parts which are signature random-
ization, proof generation and verification. The first two parts are related to the Prover, while the last
one is related to the Verifier. Each time before the prover shows a credential, there are five exponen-
tiations for signature randomization as Equation (7). The additional number of exponentiations
and pairings in attributes proof are given respectively as follows.

e The AND relation proof protocol has constant complexity with the number of required attributes.
Concisely, it takes zero pairing and 2 exponentiations for proof generation; while 10 pairings
and 3 exponentiations for verification.

e The OR proof protocol has linear complexity with the number of required attributes. Concisely,
it takes zero pairing and 2 4+ 6N exponentiations to generate the relevant commitments and the
proof; while 10 pairings and 3 + 6N exponentiations for verification.

e The interval proof protocol has constant complexity with the number of required attributes.
Concisely, it takes zero pairing and 7 exponentiations to generate the relevant commitment and
the proof; while 10 pairings and 7 exponentiations for verification.

e The inequality proof protocol has constant complexity with the number of required attributes.
Concisely, it takes zero pairing and 9 exponentiations to generate the relevant commitment and
the proof; while 10 pairings and 10 exponentiations for verification.

8. Conclusion

The proposed aggregate-based attributes proof protocols are novel to solve linear complexity
of attributes proof. Distinct with the existing attribute encoding method, each single attribute is
certified in an individual credential. Later on users can select a subset of individual signatures as
required and prove the combination of attributes all at once by aggregating the corresponding indi-
vidual signatures. Based on CL-signature scheme, we present a selective aggregate CL-signature
scheme and use it as the building block to construct anonymous credentials. Then we construct
AND relation proof protocol, OR relation proof protocol, interval proof protocol and inequality
proof protocol respectively. Fundamentally these protocols are primarily zero-knowledge proof
of a blinded aggregate signature on the required attributes. The efficiency analysis shows that the
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resulting protocols, except for OR relation proof, have constant complexity w.r.t. the number of
pairings and exponentiations. OR relation proof has linear complexity only w.r.t. the number of
attributes as required and the concrete number of pairings and exponentiations are smaller.
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