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ABSTRACT KEYWORDS

Around the world, regimes of identification regulate people’s interactions Connectivity; data justice;
with state and commercial institutions. These regimes promise access to digitization; identification;
resources and entitlements, while also facilitating people’s visibility to mobile money; refugees

states and therefore their governability. For many, proving one’s identity

presents no challenge; however, it is estimated that a billion people

have no official proof of identity. Meanwhile, the humanitarian sector is

undergoing a transformation in which digital identity, mobile

connectivity and digital finance are central features. Through a data

justice lens, this paper explores customer identification regimes in two

country contexts in which large displaced populations are present:

Uganda and Bangladesh. The two cases reveal divergent approaches to

regulating refugee identification: while Uganda’s policy environment has

recently become more inclusive, Bangladesh’s proves to be particularly

restrictive. We reflect on what these cases mean for the future

development of digital identity systems by the humanitarian sector and

the implications for data justice.

1. Introduction

The contemporary expansion of digital modes of identification to lower and middle-income countries
surfaces many of the central issues of development and justice. How should we balance the need to
be counted, and thus potentially served and represented, against the potential for the abuse of
power over those who are identified and monitored? When the populations in question are dis-
placed, poor or otherwise especially vulnerable to the misuse of power, we might argue for applying
the notion of data justice - a social justice-informed approach to data governance - to this problem.
This approach (Heeks & Renken, 2018; Taylor, 2017) suggests that we need to bring together different
bodies of theory to understand the implications of new practices of identification for affected people.

However, digital identification systems are a double-edged sword, particularly when applied to
mediate access to much-needed resources such as Internet and mobile phone connectivity,
financial services and such basic entitlements as food and shelter. By increasing the legibility
(Scott, 1998) of poor or displaced groups to national and international authorities, they create new
power asymmetries and vulnerabilities. One of the key features of identification as a tool of popu-
lation governance is the power it brings to select, and thus to include and exclude based on particular
criteria. Our analysis of two evolving identification regimes in this paper is framed by Foucault’s
notion of biopower, ‘[a] power that exerts a positive influence on life, that endeavors to administer,
optimize, and multiply it, subjecting it to precise controls and comprehensive regulations’ (1976,
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p. 137). Work from sociology and surveillance studies on technologically enabled classification and
sorting (Bowker & Starr, 2000; Lyon, 2010) indicates the inevitable risk of function creep from identi-
fying to controlling, which, we posit, is most likely to occur through the tendency of digitized and
linked identification systems to expose their subjects to other forms of control.

The digital identification systems explored in this paper not only create greater visibility for the
poor or displaced, which can be beneficial, but also expose them to possible manipulation by
those interested in policing and optimizing their behavior. This type of function creep aligns with
Foucault's accompanying concepts of biopolitics and governmentality — the transformation of
diverse bodies into governable subjects (Muller, 2011). Displaced and dispossessed people have
not traditionally been framed as a problem of governability and control, but rather a problem of
aid distribution and assistance. We will argue that the evolving use of digital identification technol-
ogies in relation to such groups is a key modern tool of biopolitics. These technologies expose and
mediate people’s access to needed resources and spaces (Farraj, 2010) and as such can, as well as
benefiting recipients, form a disciplinary regime that leads people to conform to the needs of gov-
ernments, international non-governmental organizations (INGOs), national NGOs and the technology
developers themselves. This construction of a disciplinary regime is, we will argue, the result of geo-
politics and constitutes new forms of power over the subjects of aid and poverty relief. That is, that
they should have digital identities that can be read by all kinds of actors for purposes of categoriz-
ation and classification, but also potentially for purposes of security, verification and policing of their
right to resources on the international level.

The power to identify has frequently been framed as the power to subdue: Amoore (2006,
p. 337) argues that biometrics used on a mass scale tend to facilitate ‘the exercise of biopower
such that the body itself is inscribed with, and demarcates, a continual crossing of multiple
encoded borders - social, legal, gendered, racialized and so on.” These borders may be national,
as in the case of the refugee populations explored later in this paper. They may also be political:
demanding individuals identify themselves is in itself a form of control because it establishes auth-
ority by making the demand - a form of authority that is the essence of Foucault's concept of
governmentality. Although Foucault does not focus on identification per se, practices of identity
verification are a good fit with the dynamics he describes: historians have shown how the digital
manifestations of identification are a relatively recent addition to the long history of biopolitical
control. Sengoopta (2003) describes how identification through fingerprinting in India at the
turn of the twentieth century served as an indispensable tool for colonial control, while also
leading to a formalization of the caste system that would pile domestic upon colonial injustice
over the ensuing century. Fingerprinting was first developed for welfare provision, for example,
where the colonial authorities used it as a verification process to check that Bengali pensioners
collected their pensions only once (Rottenburg, 2009).

Despite the historical relationship between identification, classification and control, it is also poss-
ible to identify a more emancipatory strand of thinking with regard to counting and being counted.
The notion of representation is a cornerstone of democratic theory, and newer visions of justice, such
as Fraser’s work on abnormal justice, for example (2008), advocates for a new vision of social justice
that rests not only on redistribution but also on recognition and representation — all of which require
some version of counting, whether top-down or bottom-up. These aims are key to the problem of
identification addressed in this paper, i.e. whether current practices of digital identification
promote necessary and beneficial forms of visibility (those which recognize needs and represent
them fairly to those who can distribute resources) without violating people’s right to privacy or auton-
omy. It is this idea of representation and recognition that the United Nations (UN) calls on in its
declaration of the protective power of big data-enabled counting and knowing (UNSG, 2014, p. 3):
‘Never again should it be possible to say “we didn’t know”. No one should be invisible. This is the
world we want - a world that counts.’

Given the tension between these competing visions of counting and identification, a data-justice
line of thinking might question the association currently being made between the two in the context
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of vulnerable and displaced populations. Sen has argued passionately that identity is flexible (2007)
and should not be allowed to influence people’s entitlements and rights. Similarly, we find a thread of
resistance and counter-power in the sociological literature on identification. Arora, for instance
(2019), argues that ‘projects such as [India’s] biometric identity scheme fail to consider the con-
structed nature of data and the mobility within the caste system’ (p. 43). This argument for autonomy
in the face of optimization is borne out by Cassan’s economic analysis (2015) of the Indian popu-
lation’s response to the 1901 ‘Punjab Alienation of Land Act,’ which, by basing resource allocation
on caste, provoked people to manipulate their official identity in order to access land. In the Brazilian
context, Murakami Wood and Firmino (2009) show that official identification has two poles related to
the nature of citizenship: repression and inclusion. In their analysis, reactions from citizens to new
identification schemes can be attributed to how they view the purpose of the ID cards in these terms.

This recurring tension between, and within, theories of classification and justice is worth investi-
gating if we care about how people become included or excluded by digital systems, and with what
results. To what extent do contemporary practices of counting and identifying vulnerable popu-
lations align with practices of control and manipulation and require resistance (Dencik et al., 2016;
Martin et al., 2009), and to what extent can they be protective or even emancipatory (Heeks &
Renken, 2018)? How is this question being framed in relation to new technologies of identification
in fields where the most vulnerable populations are the targets? And where should we look for evi-
dence of how this tension is playing out? This paper posits that access to mobile connectivity and
financial services can serve as a central case for exploring Lyon’s care-control tension and how it is
unfolding in the humanitarian domain, where both care and control are expected and neither is
policed: refugees, like migrants and the poor, constitute a population that has both extraordinary
needs and extraordinary vulnerabilities. They are particularly impacted by a lack of access to services,
including but not limited to the ability to make financial transfers, while they are in a state of displa-
cement and disconnected from formal country authorities and institutions.

Research on the use of mobile phones by refugees demonstrates a link between access to connec-
tivity and better mental health, positing that contact with friends and family decreases the stress of
displacement (Latonero et al., 2018). However, refugees and other forcibly displaced people are the
least likely to have access to meaningful connectivity and struggle with access to devices, Subscriber
Identity Module (SIM) cards, reliable network signal and electricity (UNHCR, 2016).

In relation to lack of access to banking and payment services, mobile phones potentially provide
much-needed access, but also come with demands for identification that are often difficult for dis-
placed persons to fulfill (UNHCR, 2019a). Countries with a substantial refugee population are
taking different approaches to regulating access to mobile financial platforms, given the dual priori-
ties of allowing refugees and other displaced people the means to manage their resources and
support those in their networks, while keeping track of transfers and payments for security purposes
and to stop the emergence of a black market in financial transactions (cf. Martin, 2019).

In this paper, we interrogate the strategies of two countries dealing with this challenge: Uganda
and Bangladesh. As of 31 December 2019, Uganda was home to over 1.38 million refugees and
asylum seekers (UNHCR, 2019¢) mainly due to conflict in neighboring South Sudan and the Demo-
cratic Republic of Congo. Refugees in Uganda have mostly been present for a longer term than
those in Bangladesh, which received a massive influx of Rohingya people from neighboring
Myanmar starting in 2017, bringing its total refugee population to over 900,000 (UNHCR, 2019d).
Uganda is a party to the 1951 Refugee Convention, and UNHCR, the UN Refugee Agency, has
been involved in its reception and service provision for refugees. Bangladesh, however, is not, and
has been managing the refugee population through domestic agencies. This has given rise to
different strategies for identity and service provision, which we explore below. This analysis allows
us to expose the tensions between serving and controlling refugees through digital services and
data collection, and to draw conclusions for the provision of IDs and regulation of data in the
domain of humanitarian action.
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It is at the intersection of policy and practice where the tensions between serving and monitoring
play out. In this paper, we take the humanitarian sphere as our focus for several reasons: first, because
humanitarian organizations have become the meeting place between analog and digital systems,
and as translators between paper and code they have particular power to define and (re)classify.
Second, because the sector’s diversity enables us to see identification practices and systems being
formed in real time between very different actors: national governments, international organizations,
the UN system, technology firms and local NGOs. As Singh and Jackson (2017) argue, ‘rather than an
all-or-nothing state, inclusion in ICTD [information and communication technology for development]
infrastructures is an ongoing and fragile process, achieved (unevenly) at the seams of multiple inter-
connected systems’ (p. 4776). In this paper, we explore examples of such multiple interconnected
systems that play into digital inclusion and exclusion, looking at the systems that emerge in
digital interventions from the political, regulatory and experiential viewpoints.

A final reason to look at the inclusion and exclusion effects of digital identification on refugee and
displaced populations is that these groups have not so far been the focus of research on such
systems.! The resulting contribution is that not only can this context tell us something about how
the most vulnerable experience such systems. It can also illuminate the increasing overlap
between refugee and domestic populations where large-scale digital identification systems are con-
cerned, and predict the possible future uses of these technologies on the latter. The systems Sandvik
et al. term ‘humanitarian experimentation’ (2017) are becoming normality for people in low- and
middle-income countries: refugees and other displaced people are the canaries in the coalmine of
digital identification systems, and can tell us something about the issues we should expect to see
surfacing in developing countries more broadly. The next sections contextualize the case studies
by providing an overview of the state of both practice and research on our two issues of focus:
first, the overall shift toward digitization in the targeting, provision and monitoring of humanitarian
aid, and second, legal mandates for the identification of customers of mobile and financial services.
We outline the interplay between innovation and regulation for both, and connect this to the
research that has been conducted on each.

2. Humanitarian context: digitizing aid

Aid actors’ increased use of digital technology is transforming both how humanitarian assistance is
delivered but also how aid itself is understood. This digitization of aid provides new possibilities for
humanitarian agencies to communicate with and help to protect those in need. In particular, the
growing importance of mobile devices among those affected by crisis, including the displaced,
has encouraged providers of aid to leverage mobile platforms for the distribution of aid in
different forms including protection-related information and cash.

Humanitarian actors are as well treating the provision of mobile phones and Internet connectivity
as a form of aid per se. There is growing consensus on the part of researchers and humanitarian
organizations (see, for a review of the evidence, Latonero et al., 2018) that, during a humanitarian
crisis, being connected on digital networks can help affected persons communicate with family
members from whom they are separated, plan safe routes during migration, find shelter, engage
with humanitarian agencies and share experiences, among other needs. As concerns the role of
mobile phones for the displaced in particular, the United Nations High Commissioner for Refugees
has stated that,

a connected refugee population can play a critical role in enabling organizations such as UNHCR to innovate
effectively and to improve the quality of services that we provide. Connectivity has the potential to transform
how we communicate, the way in which we respond to the protection needs of displaced people, and our deliv-
ery of humanitarian services. Most significantly, better connectivity can promote self-reliance by broadening the
opportunities for refugees to improve their own lives. Access to the Internet and mobile telephone services has
the potential to create a powerful multiplier effect, boosting the well-being of refugees and of the communities
that host them. (UNHCR, 2016, p. 5)
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The International Committee of the Red Cross (ICRC) has also recognized the value of connectivity as
aid and the importance of ensuring data protection therein (ICRC, 2020).2

Other actors are working on this issue from different perspectives: Internews, for instance, is
addressing access to information as a digital connectivity issue, with the aim of creating greater
digital and political literacy in areas where misinformation is causing harm (Internews, 2016). The
Communicating with Disaster Affected Communities (CDAC) network bases its mission on the
notion of connectivity as an integral component of effective humanitarian relief, connecting
affected people to humanitarians and to each other (CDAC, 2016).

Digital innovation is also transforming the provision of humanitarian cash assistance, specifically
the use of mobile money platforms to deliver aid in the form of digital cash, whereby aid agencies can
directly transfer funds to a beneficiary’s digital wallet on a mobile device. This modality is said to
reduce the costs of cash distribution, result in more timely transfers and be easier to track and
audit that physical cash (GSMA, 2017), though there are still costs associated with cashing out, i.e.
converting digital funds into hard currency, which are borne by beneficiaries. And as we detail in
the next section, legal and regulatory requirements pose another barrier to access in humanitarian
contexts.

3. Connectivity and finance: regulatory requirements for customer identification

In this section we review two bodies of regulatory policy that mandate identification requirements for
accessing mobile connectivity and finance, while drawing attention to the academic and grey litera-
ture that examines these topics, before turning to discuss their implications for humanitarian aid. SIM
registration requirements are the remit of national telecommunications regulators, while national
financial regulators including Central Banks oversee Know Your Customer (KYC)/Customer Due Dili-
gence (CDD) rules that implement global recommendations concerning the prevention of money
laundering, terrorist financing and other illicit financial activity.

3.1. Identification and mobile connectivity

Over the past decade, governments globally have implemented legal requirements that mandate
mobile subscribers to prove their identity before activating a SIM card or, in some cases, to whitelist
their device for use on local cellular networks (i.e. IMEI registration). According to the GSMA, the
mobile industry’s main trade association, as of January 2019 SIM registration was mandatory in at
least 150 countries (GSMA, 2019a). This regulatory trend has been especially acute across the
Global South, and most notably in Africa. Before 2006, nowhere in Africa had legally mandated
SIM registration; one could purchase and use a prepaid SIM card in relative anonymity (Donovan &
Martin, 2014). However, as of August 2019, just a few African countries had not introduced mandatory
SIM registration into law (Privacy International, 2019).

These registration rules specify which forms of ID are acceptable to activate a SIM card (usually a
national ID credential or equivalent in countries with national identification schemes) and penalties
for non-compliance. Governments did not strictly enforce these rules during the first wave of regis-
tration mandates. However, in 2015 MTN (a South African multinational mobile telecommunications
company, operating in many countries) was spectacularly fined $5.2 billion USD by the Nigerian Com-
munications Commission for not complying with a government order to deactivate unregistered and
improperly registered SIM cards (BBC News, 2015), inflicting lasting financial repercussions for the
company (Kazeem, 2019). In response, mobile operators have more stringently enforced SIM regis-
tration rules and regulators continue to police non-compliance and mete out considerable
financial punishments. For example, in 2019 Cameroon’s regulator fined Orange Cameroun $2.6
million, and MTN Cameroon and Viettel Cameroun (Nexttel) $1.7 million each, for failing to abide
by subscriber identification regulations (Atabong, 2019).
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3.2. Regulating access to financial services

The global adoption of recommendations for financial customer identification has also created bar-
riers to access bank accounts for those who lack recognized ID credentials. These requirements orig-
inate with the Financial Action Task Force (FATF), an intergovernmental body whose purpose is to set
standards, recommend policy and promote effective implementation of law, regulation and oper-
ational measures to prevent money laundering, terrorist financing and other financial ‘threats.”

FATF has published a series of Recommendations, which have become the global standard for
anti-money laundering (AML) and combating the financing of terrorism (CFT). As these Recommen-
dations are non-binding, FATF must generate political will among its members to introduce national
policy reforms. FATF Recommendations include ‘risk-based’ standards for KYC/CDD measures.
Accordingly, certain activities should be undertaken when business relationships are established or
relevant occasional transactions are undertaken, including the identification of customers and verifi-
cation of customers’ IDs using reliable, independent sources. The expectation is that countries
implement FATF’s high-level recommendations at the national level through legislation or other
legally binding measures. National law and policy will specify how to carry out customer identification
and verification in the jurisdiction based on local realities, including the particularities of national
identification systems (where they exist) and availability of ID credentials among the population.

Sensitive to the potential for financial exclusion resulting from AML/CFT regulations and KYC/CDD
measures in particular, the FATF has made occasional adjustments to its framework by introducing
‘progressive’ or ‘tiered’ KYC/CDD requirements. These permit national regulators to distinguish
between lower-risk and higher-risk scenarios through tailored KYC/CDD procedures and could poten-
tially be useful in addressing the needs of displaced persons.*

Scholars have analyzed the effects of these identification requirements on access to services in
various parts of the world, including in OECD member countries (Gow & Parisi, 2008), Africa (de
Koker & Jentzsch, 2013; Donovan & Martin, 2014; Jentzsch, 2012; Sumbwanyambe & Nel, 2013)
and Bangladesh (Ahmed et al., 2017). They have found that in countries where identification require-
ments are introduced, legal access to services typically declines, specifically among those who lack
valid forms of ID. Moreover, these authors have highlighted the surveillance, privacy and security
risks associated with SIM registration and KYC/CDD infrastructures, particularly in countries that
lack appropriate data protection laws and enforcement. Policy actors are also starting to explore
the consequences of registration requirements on the mobile services market (GSMA, 2016, 2018),
digital rights (see Diaz, 2017 for a Latin American perspective) and humanitarian programing
(UNHCR, 2019a).

3.3. Implications for digital aid

As humanitarian agencies in particular are becoming more reliant on mobile networks and the Inter-
net to fulfill their mandate, the legal barriers represented by registration rules complicate these
efforts. Providing mobile connectivity as aid can be legally challenging in a context in which dis-
placed persons, for example, lack documentation with which to register a SIM card in their own
name. While both formal and informal workarounds are possible, including for example the bulk
registration of SIM cards by humanitarian agencies for distribution to beneficiaries (which is often
permitted by law) or the less legal but nonetheless commonplace practice of a crisis-affected
person using a SIM legally registered in someone else’s name (UNHCR, 20193, p. 29), these techniques
are arguably suboptimal from an inclusion perspective. SIM cards registered using a humanitarian
organization'’s legal identity may be restricted in terms of the range of services available to the benefi-
ciary. As concerns informal (i.e. illegal) measures for accessing connectivity, as UNHCR notes, ‘such
methods are precarious because these workarounds can put displaced persons in a vulnerable pos-
ition and increase their chances of being taken advantage of, for example by being forced to pay a fee
demanded by the legal registrant for continued access’ (UNHCR, 2019a, p. 29).
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Likewise, as with the provision of connectivity as aid, in countries in which mobile money is
popular, registration requirements that accompany the provision of SIM cards and associated
mobile money accounts can create barriers for those who lack valid ID. The mobile industry has
argued that KYC/CDD requirements for activating a mobile money wallet have stunted the use of
this modality by humanitarian agencies (GSMA, 2019a). While these studies prove helpful in
linking identification requirements to the humanitarian enterprise, what is missing from in the litera-
ture is a theoretically informed exploration of these identification requirements for displaced persons
themselves. Such an analysis is timely, given that claims are being made that digital identification can
open up access to economic participation (Songwe, 2019) and to enable ‘all people’ to ‘exercise their
rights’ (ID4D, 2019).

4, Research questions

The central questions we aim to answer with our research are these. First, a scoping question: what
policy responses are emerging to address displaced persons’ lack of legally valid forms of ID for
service access? Next, we ask whether these responses amplify dynamics of inclusion and exclusion
among displaced populations. Finally, we reflect on the implications of our findings for data
justice, by which we mean the process of orienting digital techniques of counting and monitoring
exclusively toward the interests and needs of affected people.

4.1. Research methods

This qualitative research follows a two-pronged methodological approach: First, we present case
studies (Yin, 2003) of Uganda and Bangladesh based on a policy analysis and series of focus group
interviews (for the Uganda case). This permits a thick description of the two contexts and helps to
surface a range of concerns relating to refugee digital identification, specifically the inclusionary
and exclusionary effects. Second, the discussion is further guided by an ongoing institutional ethno-
graphy informed through elite interviews (Richards, 1996) to discern key trends and controversies
within the humanitarian sector’s evolving approach to advancing digital identification. Table 1 sum-
marizes our methods and what they offer to the joined-up analysis.

First, the policy analysis aims to scrutinize the causes and consequences of government public pol-
icies (Dunn, 2008) around refugees’ legal access to mobile connectivity and banking accounts in the
two countries. This analysis, undertaken during 2018-2019, involved the extensive collection and criti-
cal assessment of laws, regulations and policies from both Uganda and Bangladesh concerning SIM
registration and KYC/CDD rules for financial services. It also engaged other relevant grey literature
including policy reports by organizations such as Human Rights Watch and local press coverage
on policy developments and emergent challenges.

As a means to validate our findings from the policy analysis, in October 2019 a member of the
research team conducted a dozen focus group interviews with refugees in both urban and rural set-
tings in Uganda to explore their use of connectivity and mobile financial services, and the role of
identification systems and processes in facilitating or impeding access.> Extensive notes were
taken during these interviews and subsequently manually reviewed for salient observations. Due
to both the vulnerabilities of the interviewees and sensitivity of the topic under discussion, the
decision was taken not to audio record the interviews.

Table 1. Summary of methods.

Method Object of scrutiny
Policy analysis Law and regulations governing refugee access to services
Focus group interviews Experiences of refugee users of mobile services

Elite interviews Perspectives of humanitarian innovation and data governance practitioners
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Second, and as part of a wider research project on data governance in the humanitarian field, we
are conducting an ongoing institutional ethnography® of the humanitarian sector. This ethnography
is primarily informed through elite interviews with expert representatives of aid agencies regarding
their use of data and technology in humanitarian intervention. These interviews, conducted with
innovation specialists in humanitarian organizations and those working on data regulation in the
humanitarian sector, provide background and inform how we interpret the events and policy litera-
ture on which we draw for our analysis, as well as our understanding of how institutions shape prac-
tice in the field. The institutional ethnography allows us to draw generalized findings about the
institutional dynamics at play in propagating ‘solutions’ for the digital identification of refugees.

5. Case descriptions

The presence of different factors of interest in two specific locations, namely Uganda and Bangladesh,
guided our case selection. Both countries have substantial refugee populations, and both wish to
reduce the reliance of these populations on the receiving state, given that they are lower-income
countries and lack the resources to support a large refugee population. The opportunity to
compare how these two countries, which otherwise are very different in their characteristics, have
managed this challenge, led us to choose them as our case studies. Both countries have taken
different approaches to instituting and reforming identification requirements for refugee connec-
tivity and accessing bank accounts: we show how they also begin to reveal different dimensions
of inclusion and exclusion, which are explored more deeply in the following discussion.

The responses of governments in each of the countries to the presence of refugee and displaced
populations demonstrate the dual concerns of care and control examined above: there is a respon-
sibility to care, but also a strong incentive for states to control and govern the ways in which
resources are distributed to those within their borders. This challenge also situates the displaced
and dispossessed as a problem of governmentality: states must manage the insertion of new
groups into existing systems of government when, as citizens of other countries (in the case of
Uganda'’s refugee population) or people of disputed citizenship (in the case of the Rohingya in Ban-
gladesh) they do not fit neatly into those systems.

In both cases, identification technologies become a fix for the problem of how to exert govern-
mentality in the absence of belonging and citizenship. Technologies of identification, as a way of con-
trolling and distributing access to resources while monitoring how that access is used, start to
substitute for legal and constitutional power over these non-citizen residents. The policy responses
we examine below should be read in this light: as ways in which states govern and manage non-citi-
zens by managing their access to (digital) resources. While being framed by technology providers as
giving people access to rights and entitlements, along with financial inclusion via various forms of
digital ID, these identification technologies also serve as articulation points for biopower and political
control.

5.1. Uganda: the policy response

SIM registration is required by law in Uganda as detailed in The Regulation of Interception of Communi-
cations Act, 2010.” The Uganda Communications Commission (UCC), the national telecommunications
regulator, oversees the country’s SIM registration policy. According to the regulation, mobile subscri-
bers must present an original national ID in the case of Ugandan citizens, a valid passport for those
visiting the country for a short period or a refugee ID for recognized refugees, in order to activate a
SIM card.

Since 2010, the UCC has become increasingly active in its enforcement of SIM registration rules. In
early 2018, it warned operators of penalties or license withdrawal for not disconnecting unregistered
SIMs (Telecompaper, 2018). In March 2018, the regulator imposed a temporary ban on the sale of
SIMs due to concerns about lax registration practices. Operators must now verify the authenticity
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of the national ID card presented at the point-of-sale using an electronic biometric card reader,
matching the applicant’s live biometrics against those on the national ID card, and verifying in real
time the customer’s information, including a valid national ID number, against the National Identifi-
cation and Registration Authority database (Malakata, 2018). However, a separate verification process
applies to refugee ID cards, managed by the Office of the Prime Minister (OPM), the government
agency responsible for refugee affairs.®

The Bank of Uganda, the country’s financial regulator, has issued KYC/CDD guidance for mobile
money: Mobile Money Guidelines, 2013, according to which a mobile money account can be
opened with a Ugandan national ID card, passport, driving permit, voter card or local administration
letter. Following the passage of the Registration of Persons Act, 2015 and the issuance of several direc-
tives in 2017 by the UCC, a Uganda national ID number, Uganda national ID card, refugee ID card or
valid passport is required both to register a SIM card and to open a mobile money account, thus har-
monizing the requirements for both connectivity and mobile money.

While by law, refugee ID cards are acceptable for SIM registration, since 2016 the majority of dis-
placed persons in Uganda have not been issued these ID documents due to internal backlogs within
the issuing agency, the OPM. Coping mechanisms and workarounds have become common among
refugees who sometimes ask individuals who hold a recognized form of ID to register a SIM card on
their behalf (UNHCR, 2019b, p. 75).

In light of this situation and after considerable advocacy by UNHCR and other stakeholders
including the mobile industry, in August 2019 the UCC issued a new directive to mobile operators
detailing a policy shift that aims to create a more inclusive framework for refugee access to connec-
tivity. This guidance specifies that, in the absence of a valid OPM-issued refugee ID card, a SIM card
may now be issued to refugees who present an Attestation Letter.” Importantly, compared to the
refugee ID card, this document is easier to access and thus more commonplace among displaced
persons in Uganda.

In response to this policy change, a UNHCR spokesperson stated that,

The new directive will enable the majority of refugees to legally access SIM cards and ease communication with
families and also with UNHCR through the refugee helpline. Communication is a fundamental part of humanitar-
ian response and is essential in ensuring accountability, transparency and operational effectiveness. (UNHCR,
2019e)

This policy measure is likewise expected to open up legal access to mobile money among refugees
(GSMA, 2019b).

However, shortly after the UCC announced its new directive, an investigative journalist published
a report exposing weaknesses in the verification of refugee ID cards for SIM registration (Daily
Monitor, 2019). In response, the UCC temporarily suspended refugees’ access to SIM cards. The sus-
pension was to remain in place until a stronger verification process could be established for the
refugee ID card. Importantly, the suspension affected holders of both the refugee ID card and
the Attestation Letter, even though it was the former that was exploited by the investigative
journalist.

As regards the latter credential, while the technical details are still being finalized as of early 2020,
it is understood that a new verification procedure would likely require agents of mobile operators to
connect with UNHCR's systems, or a copy thereof, to authenticate the validity of Attestation Letters
for SIM registration purposes. The role of biometrics, if any, is still being determined, though a January
2020 operational update on the project stated that UNHCR is supporting the UCC and OPM ‘to estab-
lish a live linkage to authenticate refugee biometrics and documentation for the issuance of SIM
cards’ (UNHCR, 2020)."° Significant for our analysis, such a configuration increases refugees’ access
to mobile connectivity and mobile money. But it also repositions UNHCR as an identity broker for
access to these services for those under its protection. It also arguably represents a form of function
expansion, as data originally collected during registration for protection reasons is becoming valu-
able for other identification purposes.
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5.2. Bangladesh: the policy response

Bangladeshi law requires SIM registration as specified in the Cellular Mobile Phone Operator Regulatory
and Licensing Guidelines, 2011."" The country’s SIM registration process requires subscribers to
provide a copy of their national ID card or passport, as well as fingerprint biometrics verified
against a national database, in order to activate a mobile connection (Ahmed et al, 2017;
bdnews24, 2015). The Bangladesh Telecommunication Regulatory Commission (BTRC) oversees com-
pliance with this process. The law prohibits subscribers from registering more than 15 SIM cards
against the same ID credential. In 2017, the BTRC proposed to reduce the number of SIM cards
that an individual can register from 20 to five. However, mobile operators resisted this due to con-
cerns that a cap would affect legitimate connections and negotiated the current limit of 15 SIMs
per person as a compromise. The BTRC regularly blocks SIM cards that are registered in excess of
this limit (Bushell-Embling, 2018) and issues fines of $50 for each unregistered SIM it discovers. In
2016, a legal challenge motivated by privacy concerns and sensitivities about access to SIM regis-
tration data by foreign entities was unsuccessful (Dhaka Tribune, 2016). In January 2019, the BTRC
launched an International Mobile Equipment Identity (IMEI) registry, taking aim at the use of illegally
imported and ‘fake’ mobile devices in Bangladesh (The Daily Star, 2019).

Bangladesh’s key regulation driving identification requirements for financial services is the Money
Laundering Prevention Act, 2012, which defines basic KYC/CDD expectations including customer
identification and identity authentication based on a national ID card, citizenship certificate or a
driving license/passport, as well as proof of address (Vassas & Laida, 2018). The Bangladesh Financial
Intelligence Unit (BFIU), situated within the Bangladesh Bank (the country’s Central Bank), is respon-
sible for enforcing compliance with the regulation. In late 2019, BFIU introduced guidelines for elec-
tronic Know Your Customer (e-KYC) by which bank accounts can be opened without completing
paper forms (BFIU, 2019).

As concerns displaced people in particular, refugees’ legal access to SIM cards in Bangladesh is
extremely challenging mainly due to their lack of access to required forms of ID. As Myanmar
does not recognize their citizenship, Rohingya do not receive any form of official document from
their home country to attest their identity (e.g. a passport). Moreover, the Bangladeshi regulator
has reportedly been explicit in banning the sale of SIMs to the Rohingya. It has also allegedly crim-
inalized the provision of previously registered SIMs to Rohingya (bdnews24, 2017). Police have
arrested people for selling both mobile devices and SIMs to Rohingya. The regulator has also repeat-
edly warned mobile network operators not to provide connections to refugees in contravention of
the law (The Daily Star, 2017). However, despite these efforts to deny the Rohingya mobile access,
the buying and selling of mobile phones and SIM cards reportedly remains common in camps
(AFP, 2019).

In response to this situation, and amidst a broader clampdown on Rohingya’s freedom of move-
ment (Human Rights Watch, 2019), in September 2019 the BTRC sought to apply additional pressure
on operators to deny access to subscribers located in and around refugee camps by again ordering
service providers to cease the sale of SIM cards to Rohingya. In addition, it made an unprecedented
demand that operators degrade and/or deactivate mobile networks accessible by people in refugee
camps. Operators were given a week to report back to the regulator on the actions they had taken to
deny the Rohingya access to mobile connectivity (The Economist, 2019). As of June 2020 and during
the COVID-19 pandemic, access to connectivity remained severely limited among the Rohingya
(Human Rights Watch, 2020; Ratcliffe & Ahmed, 2020).

As with access to SIM cards, refugees in Bangladesh face severe challenges in accessing financial
services. The Bangladesh Bank has indicated that the ID card that comes out of an ongoing UNHCR
verification exercise would be sufficient to meet KYC requirements (UNHCR, 2019b, p. 8), but until the
government allows refugees legal access to cash, this is stalled. As concerns mobile money, since
refugees in Bangladesh cannot legally access mobile connectivity or financial services, legal access
to mobile money is also severely restricted.
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This problem is exacerbated by the politics of legal identification in the Rohingya community in
Bangladesh. Having been subject to attempts by the Myanmar government over the last decades
to make them accept official ID cards which exclude them from full citizenship, their refusal to
accept this ID prevents them from repatriation as it is now a condition for any returning from Ban-
gladesh (Milko, 2019). As UNHCR attempted to register Rohingya with ‘smart cards,’ the Rohingya
resisted on the basis that they did not identify them as either formal refugees (a step resisted by Ban-
gladesh because it would place an obstacle in the way of repatriation) (Brinham, 2018), or as Rohingya
(since UNHCR does not conventionally identify refugees by ethnic group). The Rohingya wanted both
these things in order to support their claim that they were Myanmarese refugees returning from Ban-
gladesh, rather than Bengali refugees seeking to enter Myanmar (Brinham, 2018).

6. Discussion: inclusion and exclusion dynamics

The complexity of these cases indicates how nuanced the question of identifying the displaced in
order to provide access to digital services becomes. This is particularly so when those services are
not part of official relief provision but still form one of the most essential components of refugees’
ability to create opportunity and exert agency in relation to their economic and social existence.
The dynamics of inclusion through identification are important in producing opportunity to
benefit from the protection of, and resource distribution by, international authorities, as with
Uganda'’s refugee population, but also as a source of political agency and autonomy, as with the
Rohingya. Digital identification does not only provide opportunity to refugees, it also offers opportu-
nity to the authorities who provide, process and use it. Organizations that offer services to refugees
begin to assemble databases that can be seen as multi-purpose: as much as an aid to efficient
resource distribution, they constitute currency in the increasingly competitive world of international
humanitarian funding. Databases can, in theory, pivot from identifying refugees for aid distribution to
become population and labor statistics for the countries where refugees reside (for an example of this
translation between mobile data and population statistics, see Data for Refugees'?), but also may
form the basis for other indices such as credit worthiness, security and risk, providing an informa-
tional resource that can be transacted with governmental and commercial actors. This potential
repurposing of humanitarian databases has the potential to support inclusion, but it is necessary
rather than sufficient for greater inclusion of displaced people in the national systems they need
to access. If, due to political factors, the policy context is inflexible, as in the case of the Rohingya
in Bangladesh, there is no reason why existing registration and identification systems should feed
into a more just approach to serving and supporting refugees. Where inclusion is the aim,
however, this repurposing of databases could serve as an important tool for translating refugees
and the displaced into residents able to claim entitlements.

Moving from the political to the operational perspective, these new digital identification systems
carry the potential to exclude even as they include. In Bangladesh the exclusion of the Rohingya is
effectively encoded in any ID they are offered: they need ID to do both more (support claims to
ethnic identity and citizenship) and less (not mark them with an excludable identity) than they cur-
rently do, while also providing access to services and the necessities of everyday life in their refugee
situation. Despite the promise of improving efficiency, the new verification procedure in Uganda still
involves a standalone process for refugees and creates possibilities for discrimination and exclusion,
given that people can be graded according to risk and marked for scrutiny of other kinds. The three-
way solution that articulates between the government, UNHCR and mobile network operators (and
their agents) reconfigures refugees’ relationship with UNHCR as the e-KYC provider and identity
broker, and positions UNHCR as an actor which, through their database management decisions,
can include and exclude (possibly inadvertently) people from commercial services.

This arrangement also raises the question of whether and how refugees are included in data rights
frameworks, such as the Fair Information Practice Principles (FIPPs). These core principles are
designed to shape data processing worldwide, and have formed the basis for the OECD Privacy
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Guidelines, the Council of Europe Convention for the Protection of Individuals with regard to Auto-
matic Processing of Personal Data and the EU’s General Data Protection Regulation (GDPR). If refu-
gees are interacting with commercial providers through UNHCR, this implies that UNHCR must
align with the principles of giving people access to their own data, allowing them to check and
correct it if it is wrong, and to delete it if they so choose. Although exclusion from the FIPPs is
clearly problematic from a rights point of view, inclusion is disruptive because of UNHCR's
mandate to register international refugees. Is a refugee entitled to take themselves out of the data-
base if they choose, or alter the information UNHCR holds on them? At this early stage, these issues
are unlikely to come up, but if the agency becomes a platform for identification for other state or
commercial services, tensions between civil, political, economic and more basic functions based
on fundamental human rights may emerge.

These cases may be seen as the international humanitarian sphere’s version of the continuing
push by technology actors to break the connection between citizenship and identification. Self-sover-
eign identity system developers such as Hyperledger are part of the ID2020 coalition, which aims to
provide legal digital identification to people worldwide.'® Separating out identity services for econ-
omic activity and financial platforms from the business of identifying citizens for state or humanitar-
ian provision of resources, and for the purposes of claiming rights, may be easier technically than it is
politically.

Given the complex web of ID provision between the commercial and governmental spheres, and the
emerging phenomenon of hybridization of ID provision we chart here, what are the options for ensur-
ing that problems of political exclusion do not arise from commercial logics of inclusion? One option
would be to end KYC requirements for SIM cards and payment platforms. While increasingly improb-
able, this would separate out humanitarian from commercial ID provision. Another is to understand
what IDs people hold, including the displaced, and reform policy to suit their needs and situations.
For example, making hybridization context-specific so that the risks are limited to particular sections
of humanitarian databases. It is hard to come up with a process that would not require a unique
means of identification for refugees to access services, regardless of how they prove their identity to
states and aid providers. This has the risk of generating new forms of exclusion, since whenever a
refugee is identified as such, that identification sets them apart from the general population.

This is arguably in contravention of the spirit of the 1951 Convention, which states that refugees
should have access to services and to opportunities to exert their rights equivalent to that of the rest
of the population of the country where they are resident. Conversely, the provision of special IDs for
refugees to access services that are not refugee-specific creates the risk of excluding locals in
countries where ID provision is not universal. This is the larger problem: how to achieve universal pro-
vision of ID, whether digital or otherwise.

In West Africa, ECOWAS countries are sponsoring a World Bank-funded project to provide digital
IDs to all citizens across the bloc (World Bank, 2018). This West Africa Unique Identification for
Regional Integration and Inclusion (WURI) approach aims to provide a formal version of ECOWAS
identity that remedies individual countries’ shortcomings in providing ID credentials to their resi-
dents. This would also incorporate refugees as part of ECOWAS countries’ populations, and would
therefore address the problem of timely and efficient ID provision for refugees (though the connec-
tion between identification and equal rights and access to services is tenuous at best in the case of
frequently marginalized refugee populations). WURI, however, is unique in that it is built on a fairly
long-established regional association of free movement, currency and trade, where borders and
service provision have already, to different degrees, started to become porous to non-nationals. Con-
straints have already been relaxed. That this could be achieved in other parts of the world is not a
given, and it is possible that a scheme like WURI is only currently possible in areas where substantial
regional integration is already present.

The integration of identification systems and provision between humanitarian, state and commer-
cial actors also presents risks. If the Ugandan approach were applied to the Rohingya, for example, an
already vulnerable population would be exposed to commercial and state actors in ways that could
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have unpredictable negative consequences, as can be seen from the exclusion they experience in
Bangladesh. ID can exclude as easily as include, and when seen as an undesirable token can end
up being functionally worse than transient residence and informal status.

Crucially, the approach in Bangladesh of blocking and downgrading networks for refugees has
important spillover effects on non-Rohingyas living in the area. Refugee populations are never
clearly bounded: the Rohingya interact with local residents to acquire SIM cards and phones. The gov-
ernment’s blocking of mobile access, while not directly related to identification concerns, was
deemed a necessary measure due to the ease with which Rohingya have been able to gain access
to functioning SIM cards through local residents and others. Moreover, connectivity is shared by
neighborhoods regardless of ethnicity and origin. Blocking or throttling cellular service in areas
where Rohingya camps are located, namely Cox’s Bazar, affects more than just the Rohingya. Huma-
nitarian aid providers, other residents of the district and those needing to contact people inside the
camps are also negatively affected (Rahman, 2019).

7. Conclusion

Regardless of how many technical fixes are proposed for the provision of IDs for the displaced, if we
are interested in ensuring that data justice is served in the use of technology in displacement con-
texts, then the underlying problem is one of politics, law and regulation. Prioritizing refugees’
access to services is likely to bring up political contestation anywhere in the world, because of the
implication that where there are winners, there are also losers — not least because refugees tend
to end up in areas of receiving countries where they are potentially in competition with the local
poor for resources. For this reason, effective approaches to identification, digital or analog, have
the advantage of potentially spilling over benefits to the citizen population. They also require
active and dynamic governance choices by both humanitarian organizations and country institutions
to ensure that benefits and disadvantages are shared in a fair and accountable way.

As can be seen from both our case studies, the politics of supporting refugees in a country context
have strong effects on which technological systems become established and what they can contrib-
ute. As current projects such as the ID2020 alliance and the World Bank’s ID4D project show, there is a
tendency toward scalable, transnational approaches to digital identification. Both this scale and the
presence of powerful multilateral sponsors have created a marketplace for vendors such as Accent-
ure, Microsoft and blockchain application developers. Where the approach envisaged is a technical
one, the involvement of commercial actors is inevitable, but also effectively constitutes market-
making that invites opportunism, suggesting that conveners of such initiatives will have to be
careful to distinguish between what serves refugees and what generates productive partnerships
for high-level actors. One high-profile example of this problem is Facebook’s Libra cryptocurrency
project."® which aims to ‘develop and promote an open identity standard’ as an essential underpin-
ning for a cryptocurrency designed to be available to the poor and displaced worldwide (Libra Associ-
ation, 2019, p. 8). The Libra partnership includes humanitarians (Mercy Corps) but is mainly composed
of commercial firms, in an alliance that, in terms of data flows, may result in uneasy bedfellows and
has already generated criticism (see, for example, Kaurin, 2019) for its conflation of humanitarian
rhetoric with a for-profit structure.

Law and regulation, though slower moving than Big Tech'’s solutionism, are the ultimate answer to
ID reform, and therefore to the just use of data technologies in this context. Ultimately, workable sol-
utions are likely to focus on identification that is linked to citizenship rights and protection, although
in the short term noisier, more commercial projects are gathering the attention. The points of overlap
between national and refugee-specific ID provision studied here are both problematic because they
create grey areas and uncertainties, and positive because they are indications that ID may be able to
operate in similar ways for citizens and non-citizens. The digital systems component may, if based on
needs rather than narrow entitlements, enable greater access to national systems rather than further
siloing into those who belong and those who do not. A data-justice vision of refugee ID is one that
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multiplies and stabilizes entitlements, and does not offer up the refugee to systems that can rate or
assess them. It is also an ID that does not create a permanent definition for that person: identity
systems should translate between types of legal status without disadvantaging people’s opportu-
nities as they transition into, or back to, citizenship.

A just identification system is also independent of the goodwill and sustainability of commercial
or nonprofit actors. Any identification project has to connect individuals to authorities, and the ulti-
mate authority (regardless of the promises of self-sovereign ID vendors) will be either a state, or an
international humanitarian organization that can substitute in certain key dimensions for the state.
Rights cannot be granted, they can only be claimed and accessed (or denied), making identification,
digital or not, the territory of politics and law rather than technical innovation. Where these can be
aligned, refugees are likely to benefit, but technical fixes cannot substitute for ‘the right to have
rights’ (Arendt, 1958, p. 258), which constitutes the main function of any meaningful identification
system.

Notes

1. One notable exception is Weitzberg's emerging research on the exclusionary effects of double registration in
Kenya: https://www.codastory.com/authoritarian-tech/kenya-biometrics-double-registration/

2. The ICRC Handbook on Data Protection in Humanitarian Action, revised in 2020, includes a chapter dedicated to
data protection concerns within connectivity as aid.

3. https://www.fatf-gafi.org/about/

4. Itis worth noting FATF’s 2020 guidance on digital identity, which includes an extensive discussion on the role of
digital ID in identifying refugees (see pp. 73-75): https://www.fatf-gafi.org/publications/fatfrecommendations/
documents/digital-identity-guidance.html.

5. Accessing Cox’s Bazar for a research visit is part of a future phase of the project, but has not been possible within
the timeframe of the current study and due to travel restrictions during the COVID-19 lockdown. Instead, we have
used interviews and literature from the field to understand the dynamics of identification systems and connec-
tivity provision in that area.

6. Walby (2013) argues that institutional ethnography is neither a theory nor a methodological technique,
but more like an agenda for inquiry that is guided by particular theoretical and methodological commitments
(p. 141).

7. See Section 9 on Duties of telecommunication service provider in relation to customer.

8. For foreigners visiting Uganda, SIM cards can only be issued upon presentation of a valid passport and visa. By
law, the operator must deactivate the SIM cards upon the expiration of the customer’s visa or work permit.

9. Attestation Letters are also issued by OPM with support from UNHCR (which manages the process and underlying
registration system). These letters contain the pictures and identity information of the entire family (UNCDF, 2018,
p. vii).

10. The update goes on to explain that ‘A Data Protection Impact Assessment (DPIA) was carried out for the initiative
and the main recommendation of the assessment is the finalization of a Data Sharing Agreement between
UNHCR, OPM and UCC, prior to the live launch. Meanwhile, testing is ongoing with challenges being addressed
by the UNHCR headquarters development team.’

11. See section 38 on Registration of Subscribers.

12. http://d4r.turktelekom.com.tr/.

13. https://id2020.org/alliance.

14. Libra was rebranded as ‘Novi' in May 2020: https://techcrunch.com/2020/05/26/facebook-rebrands-libra-wallet-
service-calibra-to-novi.
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