COLLEGE
gR ADUATE Georgia Southern University

STUDIES . .
Digital Commons@Georgia Southern
Electronic Theses and Dissertations Graduate Studies, Jack N. Averitt College of

Spring 2016

Determining Unique Agents by Evaluating Web Form
Interaction

Ben Cooley

Follow this and additional works at: https://digitalcommons.georgiasouthern.edu/etd

b Part of the Digital Communications and Networking Commons, and the Other Computer
Engineering Commons

Recommended Citation

Cooley, Ben. DETERMINING UNIQUE AGENTS BY EVALUATING WEB FORM
INTERACTION

This thesis (open access) is brought to you for free and open access by the Graduate Studies, Jack
N. Averitt College of at Digital Commons@Georgia Southern. It has been accepted for inclusion in
Electronic Theses and Dissertations by an authorized administrator of Digital Commons@Georgia
Southern. For more information, please contact digitalcommons@georgiasouthern.edu.


http://digitalcommons.georgiasouthern.edu/etd
http://digitalcommons.georgiasouthern.edu/etd
https://digitalcommons.georgiasouthern.edu/
https://digitalcommons.georgiasouthern.edu/etd
https://digitalcommons.georgiasouthern.edu/cogs
https://digitalcommons.georgiasouthern.edu/etd?utm_source=digitalcommons.georgiasouthern.edu%2Fetd%2F1408&utm_medium=PDF&utm_campaign=PDFCoverPages
http://network.bepress.com/hgg/discipline/262?utm_source=digitalcommons.georgiasouthern.edu%2Fetd%2F1408&utm_medium=PDF&utm_campaign=PDFCoverPages
http://network.bepress.com/hgg/discipline/265?utm_source=digitalcommons.georgiasouthern.edu%2Fetd%2F1408&utm_medium=PDF&utm_campaign=PDFCoverPages
http://network.bepress.com/hgg/discipline/265?utm_source=digitalcommons.georgiasouthern.edu%2Fetd%2F1408&utm_medium=PDF&utm_campaign=PDFCoverPages
mailto:digitalcommons@georgiasouthern.edu

DETERMINING UNIQUE AGENTS BY EVALUATING WEB FORM INTERACTION

by
BENJAMIN COOLEY
(Under the Direction of James Harris)
ABSTRACT

Because of the inherent risks in today’s online activities, it becomes imperative to identify a
malicious user masquerading as someone else. Incorporating biometric analysis enhances the
confidence of authenticating valid users over the Internet while providing additional layers of
security with no hindrance to the end user. Through the analysis of traffic patterns and HTTP
Header analysis, the detection and early refusal of robot agents plays a great role in reducing

fraudulent login attempts.
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CHAPTER 1
INTRODUCTION
Identifying the humanness of a particular user of a Web page is crucial. Web robots consume
valuable bandwidth and perform automated actions, such as repeated attempts to log in to user
accounts. Studies suggest the Web robot to human ratio is as high as 10:1 regarding the number
of sessions opened on a Web server; and as high as 4:1 concerning bandwidth consumed on a

particular Web server [1].

This thesis explores the distinctions between humans and robots and the unique interactions
between humans and Web forms. The exploration defines Web robots and their uses, the behaviors
of different agents, traffic analysis between human and non-human robots, and various
identification mechanisms. This research also evaluates the differences between humans and

robots, and differences between multiple human actors.



CHAPTER 2
LITERATURE REVIEW
2.1 Web Robots
There are two classifications of Web robots: non-malicious and malicious. Most current research
identifies Web robots based on Web-browsing patterns and resource requests. There has been
little research concerning how robots interact with Web forms. A later section of this thesis

analyzes collected data that details the interactions between Web robots and Web forms.

2.1.1 Non-Malicious Robots

Non-malicious Web robots normally take the form of a Web crawler; a robot that traverses Web
pages searching for pieces of information. There are several sub-classifications of Web crawlers.
These classifications include indexer, verifier, harvester, scraper, RSS crawler, experimental, and

unknown types [2].

2.1.1.1 Indexer
Indexer robots create a map of the Internet. These robots follow objects defined in a Website’s

robots.txt and links to create the map.

2.1.1.2 Verifier
Verifier robots verify or validate a set of functionality or rules of Web pages. Several examples
of verification are HTML verification, broken link detection, accessibility compliance, and quality

assurance testing.
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2.1.1.3 Harvester
Harvester robots do what their name implies; harvest content on Web pages. These types of

crawlers request resources such as images and documents.

2.1.1.4 Scraper

Scraper robots save requested HTML files. Malicious and non-malicious users purpose the saved
data for their own means. Malicious purposes include the gathering of email addresses for an
attempt to break into a Web page. Non-malicious purposes include gathering data for language

analysis and deep learning.

2.1.1.5 RSS Crawler
RSS crawlers keep up-to-date information from various RSS feeds. This crawler is often on a

schedule and refreshes the RSS feeds periodically.

2.1.1.6 Experimental
Experimental crawlers use a set of combined techniques to map, verify, or harvest data on the
Web. These are naturally used for research or experimental purposes, hence the name

Experimental crawler.

2.1.1.7 Unknown

Other Web crawlers exist, however the function of these are outside of the scope of this thesis.
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2.1.2 Malicious Robots
Various robot types exhibit malicious intent. Malicious users automate tasks that take significant
time for a human to perform, increasing the efficacy of an attack. Some examples of malicious

robots include those that destroy or disrupt an online service.

2.1.2.1 Destructive
Destructive robots can cause harm to a Web server by performing operations such as filling up the
hard disk, registering many invalid users to take over the user-base, or exploit mechanisms of a

business for financial gain.

2.1.2.2 Disruptive
Some disruptive robots prevent Web servers from serving pages to legitimate users. A Denial of
Service attack prevents access to Web content by causing a Web server to execute too many /O

requests, or floods a network with requests.

Spam robots are another form of disruptive robot. These robots generate information on an online
Web application, or send unwanted emails to an end user. The percentage of traffic that spam

robots generate has decreased over the previous years [3].

2.1.3 Distribution of Robots

Web robots account for most Web traffic, accounting for up to 61.5% of all Web traffic on the
Internet [3]. While Web crawlers are accountable for 20% to 31% of global Web traffic,
independent Web sites may see 50% or more of their own traffic generated by Web crawlers [3]

[4] [5]. Malicious robots account for as much as 5% of Internet traffic.

Figure 1 shows the distribution of traffic by robots. There are few resources that specify the

distribution of robot categories, however, two papers by Doren provide details on potential
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distributions of Web robots [2] [6]. Doren and his colleagues at the University of Connecticut

collected the data between 2007 and 2009.

Percentage of Robots by HTTP Requests

Other I 7 34

Unknown [ iedess— )1
Experimental Qe 9
RSS Crawler w 3
Scraper  mlemm 6
Harvester [ilmsm 7
Verifier | mlamm 7
Indexer e — G0

0 10 20 30 40 50 60 70

m 2007 m2009

Figure 1 - Percentage of Robots by HTTP Requests

2.2 Determining Humanness

By assessing log files and form interactions, it is possible to identify non-human requests. Current
research suggests that various measures of internet-browsing patterns can identify robots. For
example, indexers often visit a robots.txt file on the Web server, where humans seldom visit this
resource. It is possible to determine potential robots by weighing the time between requests and
the time a robot interacts with a Web page. Evaluation of request headers and other common Web-
browser behaviors to gauge whether a user is a Web robot is promising. Several attributes used as

heuristic detection markers [7] are:

1) Did the user request the “robots.txt” file?
2) What is the time between requests?
3) What is the variance between request times?

4) Are there 404 response codes?
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5) Are there 400 response codes?

6) Does the request have a bot user-agent header?

7) Does the request have a user-agent header that does not match a common browser?
8) Do requests have the same or similar referrer for each page visited?

9) Does the URL resolution has high number of unresolved requests?

10) Is the HTTP version number included?

Comparing the requesting IP address to a list of IP addresses known to generate traffic via
autonomous agents can identify robot agents. For example, Google states their robots originate
from a DNS entry whose domain is googlebot.com or google.com. The address returned by doing
a hostname lookup for a potential robot is a value whose domain was as specified above. During
this writing, IP Address: 66.249.66.1 gives a hostname of “crawl-66-249-66-1.googlebot.com” and

is defined as a google crawler.

When machine learning algorithms are trained using the patterns of known Web robots,
autonomous agents can be identified. Classification techniques such as neural networks, support
vector machines, and decision trees are examples of these algorithms. This thesis later introduces

these algorithms and the results of these classifiers.

2.3 Behaviors of Agents
2.3.1 Human Behavior
Several mechanisms identify human behavior on the Web. These mechanisms assess Web page

access time, session costs, session length, and link following behavior [1] [7] [8] [9].

Humans seldom access multiple different Web pages within a single second. Human browsing

requires visual or auditory processing which results in much slower request times than automated
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agents. It is even rarer for humans to access different Web pages within a single half second. Web
browsers used by humans load additional resources such as images, script files, and other

multimedia content.

By requesting multimedia and script files, a typical human session costs more network bandwidth
and memory than a robot agent does. Robot agents tend to forgo these additional resources, as

they do not provide the resources that most robots require.

Session length, the number of Web page requests made by an agent, is an important criterion when
determining if an agent is human. Humans typically request fewer Web pages than robots in any
given session [1]. Humans regularly request fewer Web pages over a session because humans tend
to follow links of interest, instead of trying to index, or harvest data as robots do. Because humans
also process information more slowly than robots, the session times are longer for humans than
robots. Humans represent fewer accesses per time interval than robots, which means that the

number of requests per time interval is a good measure of humanness.

The way humans follow links is another criterion to consider. Human behavior regularly follows
a depth-first approach in following links, whereas robots usually perform a breadth first search.
Robots tend to queue links located on a Web page, which argues for why robots perform breadth-

first searches. Moreover, robots follow hidden links more often than do humans.

2.3.1.1 Predictability and Standard Behavior
Humans demonstrate several predictable behaviors when it comes to interacting with Web pages.
This section explores HTTP headers, network behavior patterns, and form interaction behaviors as

they pertain to human agents.
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HTTP headers that come from human agents are predictable, meaning they tend not to differentiate

in the number or type of headers sent. Wild HTTP headers were captured using a data-capturing

website. The methodology of this research explores the way that this Web site captures data and

discusses how the data is analyzed. Data collected by this Web site shows that many Web crawlers

do not submit a cookie header if prompted to send one back to the server; most human agents

return this header. The tables below show this behavior for human and robot agents (cells are

shaded to aid reading). Only the human responds with the required cookie. The Data Capture

Web Site sends a response header “Set-Cookie”, which only human agents seem to respect when

performing additional requests during a session. See Table 1 below.

IP Address | URL Header Name Date and Time
76.26.211.37 | http://www.trytologin.com/ | X-REWRITE-URL 2015-10-25 19:39:40.310
Upgrade-Insecure-
76.26.211.37 | http://www.trytologin.com/ | Requests 2015-10-25 19:39:40.310
76.26.211.37 | http://www.trytologin.com/ | User-Agent 2015-10-25 19:39:40.310
76.26.211.37 | http://www.trytologin.com/ | Host 2015-10-25 19:39:40.310
76.26.211.37 | http://www.trytologin.com/ | Accept-Language 2015-10-25 19:39:40.310
76.26.211.37 | http://www.trytologin.com/ | Accept-Encoding 2015-10-25 19:39:40.310
76.26.211.37 | http://www.trytologin.com/ | Accept 2015-10-25 19:39:40.310
76.26.211.37 | http://www.trytologin.com/ | Connection 2015-10-25 19:39:40.310
76.26.211.37 | http://www.trytologin.com/ | X-REWRITE-URL 2015-10-25 19:39:53.640
Upgrade-Insecure-

76.26.211.37 | http://www.trytologin.com/ | Requests 2015-10-25 19:39:53.640
76.26.211.37 | http://www.trytologin.com/ | User-Agent 2015-10-25 19:39:53.640
76.26.211.37 | http://www.trytologin.com/ | Referrer 2015-10-25 19:39:53.640
76.26.211.37 | http://www.trytologin.com/ | Host 2015-10-25 19:39:53.640
76.26.211.37 | http://www.trytologin.com/ | Cookie 2015-10-25 19:39:53.640
76.26.211.37 | http://www.trytologin.com/ | Accept-Language 2015-10-25 19:39:53.640
76.26.211.37 | http://www.trytologin.com/ | Accept-Encoding 2015-10-25 19:39:53.640
76.26.211.37 | http://www.trytologin.com/ | Accept 2015-10-25 19:39:53.640

Table I - Human Headers during a session on the Data Capture Web Site

Table 1 contrasts with Table 2 in that Table 1 displays the human returning a header, whereas

Table 2 exhibits robot behavior that does not resend the header.
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IP Address Url Name Date and Time
91.121.169.194 | http://www.trytologin.com/ | Connection 2015-09-29 20:00:43.097
91.121.169.194 | http://www.trytologin.com/ | Accept 2015-09-29 20:00:43.097

91.121.169.194

http://www.trytologin.com/

Accept-Language

2015-09-29 20:00:43.097

91.121.169.194

http://www.trytologin.com/

Host

2015-09-29 20:00:43.097

91.121.169.194 | http://www.trytologin.com/ | User-Agent 2015-09-29 20:00:43.097
91.121.169.194 | http://www.trytologin.com/ | X-REWRITE-URL 2015-09-29 20:00:43.097
91.121.169.194 | http://www.trytologin.com/ | Connection 2015-09-29 20:00:46.537
91.121.169.194 | http://www.trytologin.com/ | Accept 2015-09-29 20:00:46.537

91.121.169.194

http://www.trytologin.com/

Accept-Encoding

2015-09-29 20:00:46.537

91.121.169.194

http://www.trytologin.com/

Accept-Language

2015-09-29 20:00:46.537

91.121.169.194

http://www.trytologin.com/

Host

2015-09-29 20:00:46.537

91.121.169.194

http://www.trytologin.com/

User-Agent

2015-09-29 20:00:46.537

91.121.169.194

http://www.trytologin.com/

X-REWRITE-URL

2015-09-29 20:00:46.537

Table 2 - "MJ12bot" Robot headers during a session on the Data Capture Web Site

Humans tend to request HTTP resources from the main Web page and subsequent visited pages.

Web page markup exposes resources meant for observation. Standard Web browser requests

submit referrer headers, which create a logical click path as the user navigates a Web site. This is

due to the agent following links readily available on the web page and by using normal browser

controls, such as forward and back. The following table contains a subset of a captured human

click path.

IP Address Referrer URL Request Type | Date and Time

202.67.36.228 | / /Home/Contact | GET 2015-09-11 23:06:44.863
202.67.36.228 | /Home/Contact | / GET 2015-09-11 23:06:59.940
202.67.36.228 | / / POST 2015-09-11 23:07:53.200
202.67.36.228 | / / POST 2015-09-11 23:08:02.497
202.67.36.228 | / /Home/About GET 2015-09-11 23:08:15.857
202.67.36.228 | / /Home/About | GET 2015-09-11 23:08:16.247
202.67.36.228 | /Home/About / GET 2015-09-11 23:08:21.093

Table 3 - Human click path

Patterns have identifiable differences in human and robotic network behavior [6] [10] [11]. For

example, when human agents access Web pages they tend to create a single HTTP request. If the

server load is too high to handle requests in a timely manner, the user often does not continue to
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make HTTP requests. Conversely, a robot does not care if response times are long and continues

to attempt to access the resource from the Web server [10].

2.3.2 Robot behavior

2.3.2.1 Access Materials not generally seen by humans

Some crawlers attempt to access any resource available to them [11]. Resource availability is
assessed through different mechanisms such as if the resource appearing with a direct link from
the Web page, from another resource (such as robots.txt), through trying to access resources from
a search engine or other site’s links, or by randomly trying to access resources known to exist

(login pages, configuration files, etc.) [6] [11].

Based on the logs from the Data Capture Web Site, it was determined that a robot attempts to
access denied resources as defined in the robots.txt. Only one agent accessed denied resources; it
was likely trying to enumerate resources, which could provide administrative access. Most ethical

bots, such as the Google bot and Bing bot, did not attempt to access the resources marked as deny.

2.3.2.2 Resource Access Times vs Interaction Time

As presented earlier, Web page access times allow for the identification of robots. Robots tend to
access several Web pages very quickly, usually within a fraction of a second. Human users, while
they are able to access resources at such speeds, do not usually do so. Human browsing time tends
to be over one-half second per page request, whereas robots would have made numerous requests

for resources in this time [1].

Another item of interest concerning resource access times is the identification of robots via their
access of Image files compared to HTML files. Most crawlers, excluding harvesters, tend not to

grab images. Instead, these robots often prefer items of a smaller size such as text files and Web
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pages [6]. Normal human browsing requests every image on the page, if images exist. Robots
tend to exclude these images. AlNoamany, et al., consider the ratio of 10 Web page requests to <

1 image request to be robot-like, and the inverse of human behavior [1].

2.3.3 Current Measures to Prevent Invalid Agents
This section covers currently practiced methods that prevent invalid, or unauthorized, agents from
accessing systems or resources. These methods include attempts to prevent robot access and

attempts to prevent unauthorized accesses to resources and materials.

2.3.3.1 Primary authentication and verification methods

Most robot prevention takes place when an agent attempts to submit a Web form. The most
common of these is CAPTCHA (Completely Automated Public Turing test to tell Computers and
Humans Apart). Other methods for authentication and user verification include form

authentication, Kerberos authentication, and external authentication methods.

2.3.3.1.1 CAPTCHA

CAPTCHA is the most widely used tool to prevent automatic entry of Web forms. This section
provides a brief overview of CAPTCHA; however, the implementation details are beyond the
scope of this thesis. The basis of its use is simple: create a scenario, which is difficult for robots
to process correctly, but effortless for humans to do. While initially just asking the user to type
the text in a distorted image, CAPTCHA has gone through several different iterations throughout
the years. One subsequent iteration of CAPTCHA is reCAPTCHA. To improve on CAPTCHA,
reCAPTCHA allows for additional character distortions, rotations, and spacing. Unfortunately, as
robots have become more capable of reading text on an image, humans continue to struggle with
reading the text. Ease-of-use methods for CAPTCHA and reCAPTCHA were explored, as well as

an attempt to make use of the human generated data. Ease-of-use methods, such as asking the user
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to click an image or widget, or choose a set of images that match a description are currently in use.
CAPTCHA and reCAPTCHA use the data gathered from the initial methods to digitize text, aid

in machine learning, and describe various images.

There are currently robots able to read most CAPTCHA images with a high success rate, some of
which are commercially available. As the prevalence of robots increases, the demand for robot

detection changes dramatically. Robots have bypassed even the new methods of CAPTCHA.

Next, several common authentication methods that validate a user are explored.

2.3.3.1.2 Form Authentication
Form authentication, and Internet basic authentication, requires the user to enter a username and

password combination before allowing access to resources of the Web page.

The idea of password authentication has been in existence for millennia and is the most common
form of user authentication. Security measures are beginning to include secondary-authentication
methods. Secondary authentication helps prevent unauthorized access from different entities,

when malicious users compromise usernames and passwords.

In the research conducted for this thesis, form authentication was the authentication measure

utilized to authenticate users.

2.3.3.1.3 Kerberos Authentication
Kerberos is another popular authentication method used when accessing Web applications. This
verification method uses a domain controller system to authenticate agents. This ensures

authentication for the domain controller to the agent.

The basic process for Kerberos authentication is as follows:
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1. A client requests credentials for a server from the domain controller.

2. The domain controller gives the client the credentials, which include a session password,
encrypted with the client’s password (held by the domain controller).

3. The client transmits the identity to the server using the session key provided by the domain
controller.

4. The server then authenticates the information as valid, and allows the client to proceed.

As further protection, the use of a ticket-granting server to supply authentication tickets is used.
Ticket-granting servers allow sessions to maintain associated tickets, which are valid for only a

limited duration and are invalidated at the request of the ticket-granting server. [12]

NTLM-Authentication (Windows Authentication or challenge/response) is a similar technology,
developed by Microsoft. Kerberos Authentication is considered to be an authentication protocol
superior to NTLM-Authentication, partially due to its ability to provide mutual authentication and

grant tickets for a limited duration.

2.3.3.1.4 External Authentication Methods
Additional authentication methods can use an external host to provide credentials to a system if
that user has credentials with the external host. The most frequently used authentication method

of this type is OAuth. Corporations such as Google, Facebook, and Twitter use OAuth.

OAuth authentication is similar to Kerberos Authentication. There is a trusted authentication
provider, a client requesting access, and a resource server. The resource server contains the
resource that the client is attempting to access. Using the same method as does Kerberos, the client
requests credentials - known as tokens - from the authentication server and presents them to the

resource server. The resource server, once presented with a token, can verify whether the
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credentials were provided by the authentication server based on various cryptographic details

provided by a pre-established set of cryptographic keys or other information [13].

2.3.3.2 Secondary Authentication

Since form authentication is the most common authentication type available on the Web, there is
inherent potential for an unauthorized user using stolen credentials. To counter this, there are
various secondary authentication measures, which are widely used on the internet today. These
methods send a message to a known external communication device and ask the user to enter a
challenge response. A challenge response value contains the content provided in the external
communication message. To send these messages, SMS and email are often used. Some
authentication tools include key-fobs that generate a password, or part of a password, on a timed

interval.

While these secondary measures are highly effective in preventing unauthorized access to
machines, they are still cumbersome for the end user. This thesis presents a case that allows human
typing pattern analysis to perform automatic secondary authentication and unencumbered by
secondary devices. The value of this is that typing patterns are unique to every human, as they
rely on his or her biological movement characteristics. Robots, on the other hand, perform

computed and rapid input patterns, which are easier to detect.

2.4 Determining Uniqueness between Human Agents

Numerous methods of authentication exist to enhance internet security and local security. High
security enterprises need many layers of authentication. These enterprises include military,
government, and companies that handle sensitive information. As a second line of defense,
security divisions often introduce additional measures to increase the certainty of authentication.

Some of these already mentioned are “something you know” (username/password) and “something
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you own” (cellphone/email/smartcard). The following section looks at biological methods to

identify an agent, known as “something you are.”

2.4.1 Biological Differences

There are several universal ways to identify humans using biometric information. These types of
identifications include fingerprint uniqueness, iris (eye) uniqueness, hand dimensions, voice
evaluation, and signature uniqueness [14] [15] [16] [17]. An active area of research is the
evaluation of computer interaction signatures — namely typing patterns and mouse movement
patterns. While this thesis addresses several topics, an in-depth evaluation is only included for

computer interaction signatures.

Sophisticated security systems rely on the exploitation of aforementioned uniqueness inherent in
human users. The distinctiveness and permanence of traits in an organism are the bases for
biological identification. Although most literature suggests that behavioral traits are weak
biometric traits, it is possible to enhance security significantly by introducing these traits as by-
products of authentication. The Internet currently lacks broad support for the use of other
identification methods, as those methods require specialized hardware and software. However,
Web authentication may soon use face and voice recognition, as HTMLS5 and devices with

multimedia components become commonplace.

2.4.1.1 Fingerprints
It is common knowledge that fingerprint patterns can accurately identify an individual. Effectively

matching fingerprints to an individual can accurately identify that individual.
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2.4.1.2 Signature

Day-to-day business transactions often use handwritten signatures. Due to the number of intra-
class variants of characters in handwriting over time, it is difficult to classify a person by his or
her signature. Specialized hardware components analyze speed, shape, and pressure during the act
of signing to increase the effectiveness of determining the handwritten signature. However, the

adoption of this method of analysis is rare, as it requires external hardware.

2.4.1.3 Computer Interaction Signature

While handwritten signature capturing requires specialized hardware, computer interaction
signatures require only standard input mechanisms used during computer interaction, such as a
keyboard or mouse. Since these hardware components are already part of most personal

computing systems, the convenience of implementing this evaluation becomes more viable.

Suggested by Jain and Kumar [17], biometric evaluation should encompass a few inherent traits:
user convenience, data acquisition environment, and data acquisition quality. Standard
mechanisms available on the Internet are able to provide all of these traits. Utilizing standard input
devices provides user convenience, while additional information is gathered using custom
JavaScript behind the scenes. The data acquisition environment is also provided, due to the same
reasons as user convenience. Most interactions with a Web page allows for tracking any input

mechanic, therefore, data acquisition must quickly adjust to support various metrics.

Capturing keystroke dynamics is possible by embedding additional biometric controls on a
standard login form. This allows for effective capture of biometrics as though an agent filled out

parts of the login page, which captures usernames and passwords.
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Keystroke dynamics are captured efficiently through mechanisms provided by modern Web
browsers. JavaScript event listeners capture keystroke down events and keystroke release events.
By capturing these two mechanics, significant information is gathered on how a user’s muscle

memory and typing patterns are utilized for identification.

Identifying a user requires a model, which contains the quantum information captured:

e Time a key is pressed (Down Time)
e Time between the previous key is pressed and subsequent key is pressed

e Time the first key is released (Release Time)

These keystroke dynamics create a model using these criteria for every key pressed during

interaction with the form.

In Table 4 below, a user types a simple password “HELLO”. The information gathered here is

useful to evaluate the typing pattern of the particular agent.

Key H E L L (0]
Down Time (ms) 0 84 140 251 334
Release Time

(ms) 114 184 205 307 402

Table 4 - Password times between keystrokes

In order to visualize this information, Figure 2 is provided for convenience.
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Password Times between Keystrokes
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Figure 2 - Visual representation of typed characters

This information is used to create a series of metrics, which include the duration for which a key
is held and the time until following key is pressed. Negative values in the time between press and
release indicate that the subsequent key was pressed before the previous key was released; positive
values specify a key was released before the succeeding key was pressed. This additional step aids

in authentication, as the data now contains overlap information. Table 5 is shown below.

Key H E L L o)
Held Time (ms) 114 100 65 56 68
Time between press and 0 -30 -44 46 27
previous key released (ms)

Table 5 - Differences in time based on when a key is pressed and the previous key released

There are two axis points displayed in Figure 3, which allow for classification later. The
alternating values of key-down time and time between keypresses are used to generate a timing

vector that serves as classification training data.
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Sample Data after Transformation
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Figure 3 - Pattern of the transformed data that has been captured.

The timing vector of this sample is [114, 0, -30, 100, -44, 65, 46, 56, 27, 68]. Some researchers,
such as Cho [18], add a keystroke to supplant additional values at the end of the timing vector by
pressing the return key. The implementation provided in this research supplants zero as the second

value of the dataset to indicate the start of initial data capture, although this value could be omitted.

Several mechanisms exist to classify a user’s keystroke dynamics. Researchers capture and apply
this data for use in backpropagation neural networks. Results as low as 2% false acceptance rate
(FAR) and false rejection rates (FRR) have been achieved [19] [18]. Another user identification
method is to create a master trajectory profile that categorizes a user based on the amount of
dissimilarity encountered. Results have reached FAR and FRR as low as 4% using this method

[20].

Including additional measures to increase the number of inputs is also achievable. Garg [21]
advocates using meta-key information such as key type change (alpha to numeric) and the number

of times the backspace key, shift key, and caps lock key are pressed during data entry.



27

Shanmugapriya [22] suggests the creation and use of a new measure called “Virtual Key Force” —
a measure that takes into account the time between key presses and the distance between keys
being pressed. Zhong, et al. [23] also use distances as additional metrics; however, their research
suggests the typical use of Manhattan distance is insufficient, as it does not scale properly.
Alternatively, Zhong suggests a hybrid approach of using Manhattan distance and Mahalanobis

distance.

The initial presentation of the sample data in Table 4 only considers the key press and hold duration
times. To create a superior model of an individual’s behavioral patterns, measures are added to
increase the number of data points. Every keystroke is captured including shift, caps lock, and
control keys as normal key inputs, in the model presented later in this thesis. These additional

keys are used to model the user’s input.

While many researchers claim that backpropagation is a superb tool for determining a user’s
validity, there remains the aspect of training the model appropriately [18] [19] [23] [24] [25] [26].
Real systems may find it difficult to train a neural network properly, as the network must be
retrained for every new user [24]. Even with continuous integration of valid user authentication
data, the neural network training requires valid and invalid login attempts to identify agents
adequately. It is prohibitively expensive for production systems to retrain a model every time a

user is created, due to the training needs of neural networks.
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CHAPTER 3
PURPOSE
This thesis analyzes the behaviors present in both human and robot agents through Web form
interaction. By comparing human and robot agents, the potential for reduction in internet traffic
and fraudulent impersonation of human can be mitigated. An attempt to identify pragmatic

measures using biometric measures as a secondary authentication is also tested.

If successful, the discrimination between humans and robots relieves humans of the need to
perform secondary authentication measures such as CAPTCHA. Instead of having an active
system to determine humanness, these measures should be evaluable automatically through
biometric evaluation. The enhanced security mechanisms present in biometrics will enable web

applications to become more secure against fraudulent login attempts.
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CHAPTER 4
METHODOLOGY
To apply an automatic secondary authentication measure for Web applications that requires no
additional user input, a Web application was created. This Web application captures a visiting
agent’s HTTP headers, session information, and meta-information relating to keyboard and mouse
inputs. The information was subsequently used to identify robot agents and compare human agent
biometric signatures. The next step is to perform formal research into these various behavioral

patterns, as will be discussed in this section.

4.1 Web site to track inputs
A data capture Web application was created with the intent on capturing aspects of human and

robot behavior. The Web site can be found on the public Internet at http://www.trytologin.com.

All software development efforts were done in C#, JavaScript, CSS, and HTML for the
application. This Web page captures HTTP headers, IP Addresses, and form interaction behaviors
such as key presses and mouse clicks. A sample of each of these data points is provided in Tables

6,7,8,and 9.

Table 6 displays one agent’s request headers that visited the Data Capture Web Site.


http://www.trytologin.com/
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Name

Value

Date Created

Connection

keep-alive

9/28/2015 3:58 AM

Accept

text/html,application/xhtml+xml,application/xml;
g=0.9,image/webp,*/*;q=0.8

9/28/2015 3:58 AM

Accept-Encoding

gzip, deflate, sdch

9/28/2015 3:58 AM

Accept-Language

en-US,en;q=0.8

9/28/2015 3:58 AM

Host

localhost:20151

9/28/2015 3:58 AM

User-Agent

Mozilla/5.0 (Windows NT 10.0; WOW64)
AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/46.0.2490.42 Safari/537.36

9/28/2015 3:58 AM

Upgrade-Insecure-Requests | 1

9/28/2015 3:58 AM

Table 6 - Sample Request Headers

Table 7 displays that same agent’s IP address, referrer, and request type. This request shows that

this particular agent submitted information to the Data Capture Web Site.

Date Saved IP Address Referrer Url Request Type
9/28/2015 3:58 AM | 76.26.211.37 | http://trytologin.com | http://trytologin.com | POST
Table 7 - Sample request information
Table 8 shows the keystroke dynamics by the agent.
Element Time Time
Key Pressed Name Alt Ctrl Shift Released Pressed

72 | Email 0 0 0 112 0
69 | Email 0 0 0 144 -32
76 | Email 0 0 0 408 312
76 | Email 0 0 0 144 40
79 | Email 0 0 0 192 88
72 | Password 0 0 0 2647 2520
69 | Password 0 0 0 2695 -63
76 | Password 0 0 0 369 288
76 | Password 0 0 0 152 56
79 | Password 0 0 0 160 80

Table 8 - Sample input capture (Keyboard)

Similar to Table 8, Table 9 shows the mouse click interactions by the agent.
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Element
MouseX | MouseY Button Name Time Pressed
581 240 0 | Password 9/27/2015 11:58 PM
582 195 0 | Email 9/27/2015 11:58 PM
664 265 0 | Password 9/27/2015 11:58 PM
561 331 0 | submit 9/27/2015 11:58 PM

Table 9 - Sample input capture (Mouse)

4.1.1 How information is collected and used
As stated above, many of the users’ interactions are captured during the browsing session that the
users perform. All information is stored and submitted in a database; the schema is shown in

Figure 4.

The only information used to validate a user were the keystroke patterns that were entered. Since
only keystrokes were used to validate users, this mechanism should be treated as a secondary

authentication metric.

4.1.1.1 Form Input

‘ € C' | [ www.trytologin.com k]

Try To Log in.

Try to log in.

Email
Password

Login

Figure 4 - Image of the data capture application

The Web server receives captured data submitted from a normal HTML form. Keystroke and

mouse dynamics are captured through user interaction, and are submitted with the form when the
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user pressed the submit button. The user only needs to interact with normal login fields, while no

additional interaction is necessary to capture keystroke and mouse data.

Interacting with email and password elements inserts hidden inputs into the form. The information
captured by this form is comprised of mouse click metrics, key press metrics, and information
about which form element is being acted on at the time. The agent submits data to the Web server
that stores the information in a database. Sections of this thesis that follow use these hidden inputs
to determine the uniqueness of human agents. Refer to Table 8 - Sample input capture (Keyboard)

and Table 9 - Sample input capture (Mouse) for sample input data.

4.1.1.2 Database Schema

Th