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COMMENTARY

Digital tools, multidisciplinarity and innovation for communicating vaccine safety in 
the COVID-19 era
Francesco Gesualdo a, Lucie M. Buccib, Caterina Rizzoa, and Alberto E. Tozzia

aMultifactorial and Complex Diseases Research Area, Bambino Gesù Children’s Hospital, Rome, Italy; bImmunize Canada, Canadian Public Health 
Association, Ottawa, Canada

ABSTRACT
The research on the anti-SARS-CoV-2 vaccines and their commercialization is an opportunity to test 
and consolidate the current knowledge along with the diverse available tools related to vaccine 
communication.

In this paper we explore the value of a multidisciplinary approach in this field: vaccine communication 
activities can be combined with insights from data science, risk communication, behavior change, design 
thinking and digital marketing. Methodologies derived from innovation and human-centered design can 
contribute to the development and testing of vaccine promotion campaigns, speeding up processes and 
streamlining the production of evidence in this area. The multiple activities involving the anti-SARS-CoV-2 
vaccine could be the fertile ground in which to develop, test and refine effective frameworks to transfer 
data acquired through listening strategies into effective vaccine promotion campaigns. The World Health 
Organization’s Vaccine Safety Net is an interesting example of trusted information sources that aim 
toward using digital tools and innovative methodologies for communicating science-based information 
on vaccine safety at the global level.
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Public acceptance and confidence in the future anti-SARS-CoV 
-2 vaccines should not be taken for granted.1

A number of factors may fuel hesitancy toward the anti- 
SARS-CoV-2 vaccines. The “race” to develop a vaccine has 
raised important questions regarding vaccine safety and effi-
cacy. Concerns about the possible lack of transparency in 
vaccine development processes, particularly in regards to 
safety study designs, are circulating. The waning public trust 
in governments and authorities, particularly in countries 
where lockdown and masking policies are enforced, might 
undermine vaccine uptake. Conspiracy theories on the objec-
tive of public health COVID-19 vaccination programs are 
already circulating2 and online bots might pose a serious 
threat to the health of different populations through the 
spread of fake news.3

To counter vaccine hesitancy, complex action is required by 
public health authorities which takes into account different 
dimensions, such as international and national policies, recom-
mendations and guidelines, the role of primary care providers, 
equitable access to vaccines, community engagement with lea-
ders and influencers, the level of trust in governments and their 
institutions to protect citizens from harm (both from diseases 
and the potential adverse events associated with the introduc-
tion of new vaccines) and, last but not least, the delivery of 
timely, effective, transparent and data-driven communication 
on vaccines.

One crucial characteristic of health communication in the 
COVID-19 era is the overabundance of information – the so- 

called “infodemic”4 – which the World Health Organization 
(WHO) has identified as a risk to people’s physical and mental 
health. At the same time, the digital world is a context in which 
a large variety of tools and opportunities may come into play 
for health promotion and, more specifically, for improving 
vaccine confidence and uptake.

The COVID-19 pandemic offers an unprecedented oppor-
tunity to marry purposeful communication learning and 
approaches with scientific evidence, thereby bringing vacci-
nation communication to a new level of complexity and 
achievement.

Here we outline some of the more promising approaches 
and available technologies that should be considered for inte-
gration, where possible, with communication activities by local 
public health authorities.

1. Vaccine communication, multidisciplinarity and 
digital tools

Communication in the vaccine field can avail itself of the 
support from numerous disciplines, which have, in recent 
years, explored different viewpoints on the complex subject of 
vaccine communication.

Data science, internet studies and digital technologies, 
through machine learning, natural language processing and 
other AI-based techniques, have allowed us to progressively 
refine the techniques for listening to web conversations, thus 
providing us with tools to:
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(a) assess public confidence in vaccines, through the auto-
mated description of some of the characteristics of the vaccine 
discourse on social media (albeit with a margin of error which 
must be kept in mind and which prompts the human inter-
pretation and use of these data) and through describing and 
profiling the communities involved in the conversations;5,6 

(b) tracking fake news, by analyzing and predicting the 
dynamics of information, misinformation and disinformation 
on the web.7

Risk communication offers a methodology for assessing the 
risk perception of vaccines and proposes a multifaceted 
approach to communication management and building trust 
in immunization programs.8

Behavior change offers models for improving public health 
behaviors and outcomes over time.9

Design thinking10,11 is a popular strategy for matching user 
needs (in vaccine communication, information needs, doubts 
and misconceptions) with appropriate solutions.

Digital marketing allows the audience to be studied and 
segmented to support the development of targeted communi-
cation campaigns.

2. Vaccine communication and innovation

Scientific research in communication has a broad scope and is 
pivotal to selecting the right strategies to use in different 
circumstances. However, the usual research methods which 
start from a hypothesis that should be confirmed or refuted 
may benefit from the integration with the practical experi-
ments and development processes used in innovation and in 
human-centered design.12

The innovation aims to discover new values or products and 
uses an approach closer to engineering, in which a prototype is 
reviewed in cycles to find the product that best meets the final 
user needs. As communication in an emergency will obviously 
have a time constraint, and will have to continuously adapt to 
quick and frequent changes, communication products should be 
developed on a fast track. While traditional study designs will 
remain central for the development of communication strate-
gies, only small experiments will be possible in a short time 
frame. These experiments should be continuously performed 
to refine communication strategies and adapt to possible 
changes that may rapidly happen in local settings depending 
on unpredictable circumstances.

In practice, an innovation process starts from the assess-
ment of a need and often includes the final users in the devel-
opment process. In the case of a vaccine communication 
strategy, the development process could be articulated in the 
following steps: listening to public concerns on vaccines; 
informing the content of the messages; cyclically monitoring 
the effectiveness of the campaigns and refining the commu-
nication strategies based on feedback and performance; and 
then measuring and evaluating outcomes.

Innovative tools can be used in each of the above-mentioned 
steps of the process: the listening and the evaluation phase 
could include traditional qualitative methods, innovative web 
and social media listening techniques;13 message creation can 
include the general public or specific population subgroups (e.g. 
patients or adolescents) in the process through the use of 

a human-centered design approach and any step of the process 
can benefit from crowdsourced solutions.

3. How to frame a communication campaign based 
on listening data?

A crucial gap in vaccine communication research lies in the 
transition between audience data and the framing of vaccine 
communication interventions. Numerous studies, using sur-
veys, focus groups, interviews and social media listening tools, 
have described doubts, misconceptions and other determinants 
of hesitancy in circulation, which can have an impact on 
vaccination acceptance.5 Fewer are the high-quality studies 
on the effectiveness of different types of digital communication 
in addressing determinants of hesitancy.14 The results of these 
kinds of studies are highly specific, and are limited by filtering 
parameters, such as geographical settings and the characteris-
tics of target populations, which reduces their effectiveness and 
their generalizability. Using innovative methodologies could 
streamline the production of evidence in this area. Even 
fewer are the studies analyzing ways to use the knowledge 
acquired through listening methods for shaping effective com-
munication campaigns.15

The COVID-19 pandemic and the promotion of the anti- 
SARS-CoV-2 vaccine can be an opportunity to structure and 
test frameworks that guide the use of social media listening data, 
focus groups, surveys, epidemiological data and vaccination cov-
erage to create a communication campaign. A flexible and effec-
tive framework could also allow communication tools to be 
quickly adapted to different contexts and to different segments 
of the population.

Human-centered design could play a central role in the 
process of translation from listening data to the development 
of communication strategies.11 The proposal and evaluation of 
different “toolboxes” that can guide this step could speed up 
processes and give a strong impetus toward the creation of 
evidence to support the vaccination communication.

4. Inoculating science-based information through 
trusted sources

Trust is one of the main determinants of vaccine confidence. 
A perfect message delivered in a context with a low level of 
trust in the institutions and in the scientific community will 
probably have limited success. At the same time, the circulation 
of misinformation and disinformation on the web and on 
social media can slowly erode trust in vaccines and in the 
health systems, triggering a perpetual cycle of vaccine hesitancy 
issues and ultimately to decrease vaccine coverage.16

Recovery from, and avoidance of, such a dangerous event is 
possible by “inoculating” the vaccine debate with sound, 
science-based, customized information by trusted sources of 
information.17

A timely example of how to inject sound messages from 
verifiable sources is the Vaccine Safety Net (VSN).18 VSN, 
established in 2003 by WHO, is a network of diverse web-
sites from a range of low-to-high income countries that 
provide science-based information on vaccine safety in var-
ious languages. VSN candidates are evaluated based on the 
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good information practices criteria put forth by the Global 
Advisory Committee on Vaccine Safety, and membership is 
assigned based on credibility, content (quality and quantity), 
design and accessibility criteria. Since 2017, the Vaccine 
Safety Net, through the Web Analytics Project, is capitaliz-
ing on a wide range of new technologies to support vaccine 
communication. In the first phase of this project, the web 
analytics of the websites included in the network have been 
constantly monitored, offering participating members deep 
insights into the sociodemographic characteristics and beha-
viors of the users, along with a set of information on the 
public interest in vaccine-preventable diseases.19 Based on 
these data, guidelines to improve the websites’ performances 
and their visibility on the Google search engine have been 
provided. The success of the web analytics project is a result 
of the collaborative nature of the VSN initiative and its 
members, who have voluntarily provided their websites’ 
analytics data for the benefit of the project.

Recently, the Web Analytics Project 2.0 has been launched. 
VSN websites will be provided with insights on information, 
misinformation and disinformation on vaccines (in particular 
regarding the future vaccine against SARS-Cov-2), which are 
circulating on the web and on different social media platforms. 
Country and region-specific metrics will be available, as well as 
information on the communities involved in the vaccination dis-
course. This will help to detect signals when the vaccines will be 
launched and adjust communication accordingly. A framework 
for guiding the development of communication campaigns based 
on this data will also be developed by a research working group of 
experts and VSN members from different disciplines.

In conclusion, innovative communication strategies have 
groundbreaking potential for vaccine promotion. To 
express the highest impact of these strategies, communica-
tion should be closely intertwined with surveillance activ-
ities, to inform timely and effective public health actions. 
The experience gained in the promotion of the vaccine 
against COVID-19, thanks to the flexibility of the adopted 
methodology, could be replicated to improve the acceptance 
and uptake of other vaccines, including those already avail-
able and those that will be developed in the future.
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