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Abstract

This study aimed to identify” The impact of strategic planning of information
security on the level of information security through the perspective of managers and
specialists in government institutions in Gaza”. The research used the analytical
descriptive approach in order to meet research objectives using (SPSS). Study
population was (57) employees of staff of the ministry of communication and ministry
of interior, those whose their work associated closely to information security and
strategic planning, the sample was (50) according to Retched Geger formulation, (50)
questionnaires were distributed as a tool to explore the opinions of the study sample, the
collected questionnaires were (50), represent response rate (100%).

The findings of the research show that

- Strategic planning of information security impact positively on the level of
information security.

- The level of impact of information security strategic planning on the level of
information security was approximately (60.73%) Clear weaknesses were found in
some fields of strategic planning like: (Implementation of the strategic plan for
information security, ccontrol and monitoring of the strategic plan).

- There are no differences among the respondents in their opinions in regard to “the
impact of strategic planning of information security on the level of information
security through the perspective of managers and specialists in government
institutions in Gaza“ attributed to their personal information (age, gender, work field,
experience, qualification, specialization, training course).

The study concluded several recommendations, the main were as follows:

e Palestinian government are recommended to exert more efforts towards strategic
planning for information security.

e Palestinian government are advised to enhance training in fields of information
security and strategic planning for it.

e Palestinian government are advised to convert written information security policies
to strategic plans.

e Palestinian government are advised to allocate suitable budget for strategic planning
of information security.
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1.1. Introduction

This era is characterized as the age of information technology, where the information
is considered as lifeblood asset of organizations. The indicator of success of any organization
is how information is managed, controlled and protected from unauthorized use, disclosure,
modification, inadvertent user errors, damage, and loss. Add to, organization’s ability to

provide information in time, particularly during emergencies and times of crisis.

Most organizations need information systems to survive and prosper. Consequently,
these organizations need to be serious about securing their information assets. Hence, many
important operations emerge to protect information assets, that is on a large extent depends

on the cooperative human behavior (Rhee et. al, 2012).

Employees, whether intentionally or through negligence, often due to a lack of
knowledge, are the greatest threat to information security. Studies in information security
consistently report that a lack of the manager and user awareness is the number one obstacle
to achieving a good information security posture. Information security refers to the
preservation of Confidentiality, integrity, and Availability (CIA) of information and the
systems that use, store, and transmit information. Awareness of information security is the
vigilance in understanding various information security threats and in perceiving vulnerability
related to these threats. However, an understanding of threats alone seems insufficient to

motivate one to take actual actions (Niekerk & Solms, 2010).

Numerous reports published over the last few years indicate that poor security
program management is the major underlying problem. A principal challenge many agencies
face is in identifying and ranking the information security risks to their operations which is
the first step in developing and managing an effective security program. Taking this step helps
ensure that organizations identify the most significant risks and determine what actions

appropriate to mitigate them (Boltz,1999).

To ensure the workflow and the completion of organization' tasks effectively,
managers and decision-makers must take all measures and policies to study the gaps in
information systems, and develop the necessary plans to protect the Confidentiality, Integrity,
and Availability (CIA) of information and reduce the risk to the fullest extent. With awareness
“that there is no absolute protection as long as there is use of the computers” (Laudon &
Laudon 2012).



1.2. Research Problem
The information in government institutions was listed at the top of the list of asset,

government institutions have a group of employees (engineers and computer programmers
and engineer’s networks) to manage information security, and they are solving problems in a
good technical way. However the information security is an issue no longer handled just by
professionals in institutions. Rather, it has become one of the issues that handled by

politicians, strategists and decision-makers” (Gheitas,2007)

The literatures confirmed that the information cannot be absolutely protected, but it is
possible to raise the level of information security by using flexible Information Security
Strategic Plan (ISSP). There are essential aspects, which, if not taken into account in an
information security plan, will surely cause the plan to fail, or at least, cause serious flaws in
the plan. These aspects can be used as a checklist by management to ensure that a
comprehensive plan has been defined and introduced. Because of the importance of these

aspects, they will be involved in this study (Solms & Solms,2005).

during the researcher work at one of the government institutions, the Government
Computer center organized a Workshop for government institutions at 06/09/2012,the
workshop shows the importance of applying information security policy which has been
developed by specialists in the Government Computer and according to international
standards, engineer Rami - one of the organizers of the workshop- was clarified a number of
common staff-mistakes that cause major security problems, and could cost the ministries
exorbitant amounts in addition to legal problems, he stressed raising awareness of the
information security among employees. In addition to this workshop the researcher has been
read number of articles about information security; the most important of them was (Saqgallah
2012) article that entitled "Strategic planning for information security.” This article cemented
the idea in the mind of researcher, which represented in the study the phases of strategic
planning for information security and disclose the serious flaws in strategic planning of
information security in the government in Gaza. At the end, it determine the impact of ISSP

on the level of information security in the governmental institutions in Gaza.

The research problem could be identified as: To what extent the information security
strategic planning (ISSP), impact on raising the level of information security in the

government institutions in Gaza, through the perspective of Managers and Specialists?



1.3.

1.4.

1.4.1.

1.4.2.

1.4.3.

Research Objectives
To investigate if concept and the importance of strategic planning for information

security is clear to information system managers and specialists in government
institutions

To evaluate the impact of information security strategic planning in raising the level of
information security in government institutions in Gaza

To understand the correlations between strategic planning fields and the level of
information security

To define the priorities should be addressed by the government with regard to
information security strategic planning.

To obtain essential conclusions and recommendations that should enhance the
information security strategic planning in the government institutions to raise the level

of information security.

Research Importance

For the Researcher:
This study considered as a rehearsal to the researcher for the use of scientific research
methods, in additional to it fitted her interesting in linking the strategic management
with information systems and information security.
It also opens broad prospects for the researcher.
For The Academic and Researchers:
This research arises from the lack of such researches in Palestinian government sectors
(as far as the researcher knows). The research also could be a reference for future
researchers concerned in this topic.
The research results may encourage researchers to do more studies in this area.
For The Organization:
The results of this study may help officials of information security and senior
management in the government institutions to follow strategic plans for information
security systematically and continuously.
Also the results may encourage them to develop plans and to avoid their weaknesses to
protect the institution from significant cost may incur it in case of breaches or problems

of information by any way.



1.4.4. For The Community
Usually, the information in the governmental institutions does not consider as

competitive assets,so the interest in the information security to be unplanned, therefore the
results of this study may encourage government institutions and others sectors that dealing
with information as asset to adopt strategic planning for information security and work to

solve the information security problems strategically not just technically.

1.5. Research Variables
Depending on (Peldez 2010 ; Wheelen & Hunger 2012 ;Siam 2010;Tayh 2008) the

researcher has concluded the study‘s variables.

1.5.1. Dependent variables
- The level of information security.

1.5.2. Independent variables
- Strategic Planning for Information Security Represented by:

1.  Clarity of the concept and awareness to importance of information security strategy
planning.

Environment analysis SWOT
Formulation of the ISSP.

Implementation of the ISSP.
Control procedures.

ok w0

1.5.3. Personal variable
Personal variables (qualification, specialization, practical experience...)

Independent variables

Strategic Planning for Information Security

Represented by: Dependent variables

e Clarity of the concept and importance of Level of information
information security strategy planning. »| security

e Environment analysis (SWOT analysis).

e Formulation of the ISSP. T

Personal variables

e Implementation of the ISSP.

Age, gender, qualification,

Control procedures.

specialization, practical experience

The figure (1.1) shows the relationship between the variables.
Developed by the researcher (2015) depending on ((Peldez 2010 ; Wheelen & Hunger 2012 ;Siam 2010;Tayh
2008)




1.6.

1.6.1.

1.6.2.

1.6.3.

1.6.4.

1.6.5.

1.6.6.

1.7.

Research Hypotheses

The clarity of the concepts of information security and awareness to importance of
information security strategic planning affects positively on the level of information
security at the level of statistical significance at o <0.05.

Environment analysis affects positively on the level of information security, at the
level of statistical significance at a <0.05.

The formulation of the strategic plan covering all of the points of SWOT affects
positively on the level of information security, at the level of statistical significance
at a <0.05.

Implementation of the strategic plan affects positively on the level of information
security, at the level of statistical significance at a < 0.05.

Control process on the strategic plan affects positively on the level of information
security, at the level of statistical significance at o < 0.05.

There are statistically significant differences at o < 0.05 between personal variables
(qualification, specialty, years of experience) of managers and specialists of
Information systems and the level of information security.

The Study Scope

Place scope: in the Gaza Strip.

Objective scope: to know the reality of strategic planning for information systems in
the government institutions.

Institutional scope: Ministry of Telecommunication and Information Technology, and
Interior and National Security Ministry

Human border: study applied on managers and specialists of information systems.
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2.1 Introduction

The fast developments that are taking place in life, impose institutions to track the

modern scientific methods, in order to be able to adjust and adapts these developments.

The strategic planning relatively is one of the modern topics that the organizations
must take care of, to be able to survive in a complex and constantly changing environment.
Strategic planning standardizes the processes of goal/objective setting, situation analysis,
alternative consideration, implementation and evaluation that enable an organization to attain

its goals and objectives (Tapinos et. Al. 2005).

Recently, the information considered the most important asset in the organizations,
and its security no longer limited to computer specialists, but has became a strategic goal, and
one of the topics that are addressed by politicians, strategists and decision-makers
(Gheitas,2007). Accordingly, the formulation, implementation and evaluation of the Strategic
Plans for information security to improve the (Confidentiality, Availability, Integrity of
information,) are an essential part of the strategic planning cycle of the organization.

The Researcher devoted this chapter to the review of literature that relates to the
concept of Strategic planning, information security and Information security strategic

planning. The researcher offered those topics through three sections.

e Section I: strategic planning (Basic Concepts)
e Section II: Information Security

e Section Il1: Governmental Institutions in Gaza



SECTION ONE: STRATEGIC PLANNING

Through searching for the concept of strategic planning in the books and references,
the researcher found that most references that dealing with this concept carry “the strategic
management” title. This is a logical cause to provide an overview of the concept of strategy
and the concept of management, down to Strategy Management and the strategic planning
concepts, to clarify the relationship between strategic planning and management, and, at the

end, explain strategic planning steps.

2.2.1 Management

The organizations have been around for thousands of years and that management has
been practiced for an equivalent period. The development of management theories was
characterized by differing beliefs about what managers do and how they should do. (Robbins
& Coulter,2009).

The first time the management appeared in the field of industry was in America in the
early twentieth century. By scientist Taylor (father of scientific management) ™an art of
knowing what is to be done and seeing that it is done in the best possible manner”, while
Henri Fayol (father of modern management) described Management ™ is to forecast, to plan,
to organize, to command, to coordinate and control activities of others"(Galiby &
Amiry,2008).

(Robbins & Coulter, 2009) referred to Management as the process of coordinating
work activities so that they are completed efficiently and effectively with and through other
people. (Schermerhorn,2013) claimed that Management “is a process of planning, organizing,

leading, and controlling the use of resources to accomplish performance goals”.

The Researcher summarized all of previous definitions into two elements
e The four-management process.
e Achieve the goals effectively.
2.2.1.1 The Management Process
The management scientists agreed that management made up of four processes

Planning, Organizing, Leading and Controlling. (Robbins & Coulter 2009)

1. Planning: In management, planning is the process of setting performance objectives
and determining what actions should be taken to accomplish them.



2. Organizing: Even the best plans will fail without strong implementation. Success begins
with organizing, the process of assigning tasks, allocating resources, and coordinating
the activities of individuals and groups. When managers organize, they bring people and
resources together to put plans into action.

3. Leading: is the process of arousing enthusiasm and inspiring efforts to achieve goals.

4. Controlling: is the process of measuring performance and taking action to ensure
desired results.

Planning

N

Controlling THE MANAGEMENT Organizing
1 PROCESS

— /

Figure (2.1) shows management processes — developing by Researcher (2015) rely on (Robbins & Coulter 2009)

2.2.2 Strategy and Strategic
"Without a strategy, an organization is like a ship without a rudder, going around in circles.
It’s like a tramp; it has no place to go. “Joel Ross and Michael Kami (David, 2011)

2.2.2.1 Strategy
Historically, strategy began in the military field,a that Sun Tzu was the first one who

issued a book about Strategy, entitled as (the art of war-in the fourth century BC), the
translation was published for the first time in 1910, to guide the military commanders to plan
in the fight for victory(Stein 2001).But the first who used the strategy was the ancient Greeks.
in 509BC when Athens was at war with the Persians, they created a post (Strategos) means
the army commander, and from this word originated the word (Stratégy) which means “Art
of Army leadership or more broadly is the art of leadership( Kordi,2011; Neeuf,2000). Then
Napoleon worked to expand this concept as “The science and art face of the enemy through
military force" to include economic and political aspects that improve the opportunity of the
military component. Then strategic concept moved to the business field, and has become a

favorite of use among business organizations especially the modern ones. (Magriby, 1999).
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There is no single, universally, accepted definition of strategy, any definition
is rooted within the different perspectives adopted by its authors. Strategy, in general,
classified under two frameworks, the first one based on the competitive advantage in its
essence. (Schermerhorn,2013) saw the Strategy as “a comprehensive plan for achieving
competitive advantage ”. Porter’s opinion Compatible with (Cravens & Piercy, 2006) that
strategy “ is creation of a unique and valuable position of company, making trade-offs, and
forging fit among activities(HBR,2014). Meanwhile, in (Rothaermel,2015) view Strategy
“describes the goal directed action at firm intends to take in its quest to gain and sustain

competitive advantage”.

The second perspective adopted the achievement of the overall objectives of the
company through certain activities and opportunities,( this perspective is of interest to the
researcher ). (Wheelen & Hunger 2012) referred to strategy as “ a comprehensive master plan
that states how the corporation will achieve its mission and objectives.” (Ghoneim,
2006;Yassin,2010; Nickols, 2012; David,2011 ; Kotler2012) view about strategy is”
management skills, and means by which long-term objectives will be achieved”. (Bateman
& Snell, 2010) defined it as ““ a pattern of actions and resource allocations designed to achieve
the organization's goals, Strategy is trying to match the organization's skills and resources
to the opportunities found in the external environment. Some time, change or influence the
external environment”.

Mintzberg concluded all definitions About Strategy and reached a so-called the 5Ps (a
Plan: a direction, a guide, or a course of action into the future. a Ploy: a specific maneuver to
outwit opponents. a Pattern: a consistent set of behaviors over time. a Position: a means of
locating the organization in place in the environment. and the fifth view is a Perspective: an
organization’s fundamental way of doing things ). Note that there are many different

interrelations between the 5Ps. ( Mintzberg.et.al, 2002)

Researcher adopted that strategy is” a Plan designed to achieve the organization's goals

using organization’s resources and the opportunities found in the external environment”.

2.2.2.2 Strategic
The Oxford dictionary defined strategic as “Relating to the identification of long-term

or overall aims and interests and the means of achieving them”. (Nickolas, 2011) point out:
“Clearly, strategic means “of or having to do with strategy.” Because strategies can and do
exist at various levels of the organization, it is entirely conceivable and appropriate for the

corporation to have a strategic plan, for a business unit to have one too, and for a functional
11



unit to have one. Strategic also means “of great significance or importance”, intended to
address matters of great importance. For those concerned with the enterprise, strategic issues,
initiatives, and plans are those that affect the entire enterprise in important ways. Not all
strategic issues are long-term, although many are. A short-term crisis can be of strategic
significance and should be dealt with accordingly. For our purposes, the strategic means “of

great importance.”

2.2.3 Strategic Management
Strategic management is the way in which a firm identifies its strategic direction

through the use of a more systematic, logical, and rational approach to strategic choice. and
aligns its operational processes to its strategy (David. 2011;Mintzberg et.al,1998; Rumelt
et.al,1994).In order to get a better understanding of the meaning of the strategy management
the researcher presented several definitions:

= Strategic management is the set of decisions and actions used to formulate and execute
strategies that will provide a competitively superior fit between the organization and its
environment so as to achieve organizational goals (Schermerhorn, 2013)

# |t is also a set of managerial decisions and actions that determines the long-run
performance of a corporation. Includes: Internal and external environment scanning,
Strategy formulation, Strategy implementation and Evaluation and control.(Wheelen &
Hunger, 2012).

# |t refers to the art and science of formulating, implementing, and evaluating cross-
functional decisions that enable an organization to achieve its objectives (David, 2011).

It has been observed that the definitions include three points:
1. Strategic management is Set of managerial decision.

2. It works to achieve the organization's goals and competitive advantage
3. Includes the following stages: environmental scanning, strategy formulation,

implementation of the strategy, Evaluation and control.

2.2.3.1 Evolution of Strategic Management
From his extensive work in the field, Bruce Henderson of the Boston Consulting

Group concluded that intuitive strategies cannot be continued successfully if (1) the
corporation becomes large, (2) the layers of management increase, or (3) the environment
changes substantially.As managers attempt to better deal with their changing world, a firm

generally evolves through the following four phases of strategic management:
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e Phase 1 - Basic financial planning: Seeking better operational control by trying to meet
budgets.

e Phase 2 - Forecast based planning: Seeking more effective planning for growth by trying
to predict the future beyond next year.

e Phase 3. Externally oriented planning (strategic planning): Seeking increasing
responsiveness to markets and competition by trying to think strategically.

e Phase 4. Strategic management: Seeking a competitive advantage and a successful future
by managing all resources.
Phase 4 in the evolution of the strategic management includes a consideration of

strategy implementation and evaluation and control, in addition to the emphasis on the
strategic planning in Phase (3).

General Electric, one of the pioneers of the strategic planning, led the transition from
the strategic planning to strategic management during the 1980s. By the 1990s, most
corporations around the world had also begun the conversion to strategic management.
(Wheelen & Hunger, 2012)

2.2.3.2 Benefits of Strategic Management
(David,2011) stated that Strategic management allows an organization to be more

proactive than reactive in shaping its own future; it allows an organization to initiate and
influence (rather than just respond to) activities—and thus to exert control over its own
destiny.
-Financially, Research indicates that organizations using strategic-management concepts are
more profitable and successful than those that do not.
-Nonfinancial Benefits: add to help the firms to avoid the financial demise, strategic
management offers other tangible benefits.
(David,2011; Wheelen & Hunger, 2012) stated that strategic management offers the following
benefits:
a. Sharper focus on what is strategically important.
b. It allows for identification, prioritization, and exploitation of opportunities.
c. It provides an objective view of management problems.
d. It represents a framework for improved coordination and control of activities.
e. Improved understanding of a rapidly changing environment and minimizes the effects of
changes.
f. It creates a framework for internal communication among personnel.
It helps integrate the behavior of individuals into a total effort.

It provides a basis for clarifying individual responsibilities.
13



i. It encourages forward thinking.

j. It gives a degree of discipline and formality to the management of a business.

2.2.4 Planning
In light of technological development at the beginning of the fifties, significant

economic and social changes in the United States occurred which led to the change in way of
consumption, the concept “long range planning” appeared. (Hamdan & Idris 2009)

The triple verb (plan) in Oxford dictionary defined as '"to design scheme, arrange
beforehand”, (Conyers,1985). Planning is “an intentional, systematic and prompt effort to
achieve a certain goal in a specified period of time and with specific money and effort.”
(Ghoneim, 2006), while (Ganem,2011) represented “planning is the process by which to
identify future targets for the market and the development of policies and strategies, and
determine the appropriate means to achieve these objectives”.(Lyddon,1999; Nickols, 2011)
point out that planning involves thinking about the future, identifying and specifying in
advance (now) what has to be done or achieved (objectives) and selecting the most suitable
means to accomplish these objectives. Successful planning must be accurate and derived from

reality and be interactive with all the surrounding circumstances (Nickols, 2011).

According to the perspective of the researcher planning is” the method for
determining activities to develop a plan to meets the goals and objectives”.

2.24.1 The Basic Planning Process.
According to (Bateman & Snell, 2010) the formal planning steps are:

I. Situational analysis summarizes all information relevant to the planning issue under
consideration. Thorough situational analysis studies past events, examines current
conditions, and attempts to forecast future trends.

Il.  Alternative Goals and Plans, Based on the situational analysis

I1l.  Goal and Plan Evaluation:(evaluate potential effects of each alternative goal and plan)
IV. Goal and Plan Selection: select the one that is most appropriate and feasible.

V. Implementation of the plan.

VI. Monitor and Control: must continually monitor the actual performance and take

corrective action when the plans are implemented improperly.

2.2.4.2 Important Of Planning. ( Schermerhorn 2013)
¢ Planning is the first process of the four functions of management.

e Planning is the process of setting objectives and identifying how to achieve them.
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e Planning improves focus and action orientation.
e Planning improves coordination and control.
¢ Planning improves time management by setting priorities and avoiding time waster.

2243 Type of Planning According to Its Impact.
¢ Strategic Planning: Sometimes strategic planning is confused with other planning

modalities, each valid in its own right but geared toward a different end result. To put it
simply, not every plan is a strategic plan. Strategic Planning is the planning which has great
importance for the organization and causing an qualitative impact in it, and practiced by
top management where strategic plans are linked with achieving the goals and objectives
of the organization.(Hammoud & L0zi,2008), most strategic plans should be reviewed and
revamped every three to five years.

€ Tactical planning: focuses on the implementation of activities in the strategic plans, how to do
them, and who will be responsible for completion. time for tactical plans is shorter than the extent
of the Strategy plans, as it focuses on Nearby Activities that must be accomplished to achieve the
overall strategies of the organization. (Brydson, 2007)

€ Operational Planning is the process of identifying the specific procedures and processes required
at lower levels of the organization. (Bateman &Snell,2010).An operating plan is a coordinated set
of tasks for carrying out the goals delineated in a strategic plan. It thus goes into greater details than
the strategic plan from which it is derived, spelling out time frames and the roles of individual staff
and board members, for example. It also has a shorter horizon than a strategic plan usually one
fiscal year.( Mittenthal, 2002)

2.2.5 Strategic Planning:
One of the most important management concepts is the concept of strategic planning

that well-received and wide-spread in recent years, it is the preparing to face what is expected,
also it is a great activity to achieve the objectives that have been developed carefully, as it
includes the creation of conducive conditions to absorb and manage the change for those
goals.(AlMutawa, 2004)

In the late sixties long-term planning suffered a several criticisms, one of them ,that
it ignored the means and tools necessary for implementing the planning process, as a result
of that, the strategic planning concept was appeared and replaced the concept of long-term
planning, it was a quantum leap, where the strategic planning focused on the critical issues
and the challenges in the organizations’ life, adding to examine what the organization is, and
the environment in which the organization works through( Campo 1980 cited by Hamdan &
Idrys 2009).
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2.25.1 Strategic Planning Definition and Philology.
Strategic planning is the overall planning that facilitates the good management of a

process. Strategic planning takes manager outside the day-to-day activities of his organization
or project. It provides him with the big picture of what his organization is doing and where it
is going. Strategic planning gives manager clarity about what he actually wants to achieve
and how to go about achieving it, rather than a plan of action for day-to-day operations.
(Shapiro,2003)

Strategic planning has been defined differently by various authors, these definitions
have agreed on interest in some aspects, and neglected or minimized of value side or the other
aspects; this may be due to the difference in experience and practical experiences of these
writers. Strategic planning is defined as “the process of developing and maintaining a
strategic fit between the organization's goals and capabilities and its changing marketing
opportunities.” (Kotler & Armstrong, 2012) Strategic planning According to Bryson
(1995) is a disciplined effort to produce decisions and actions that guide and shape what the
organization is, what it does, and why it does it. Strategic planning is ongoing; it is "the
process of self-examination, the confrontation of difficult choices, and the establishment of
priorities” (Pfeiffer et al., 1993).

Strategic planning is more than ensuring your association will remain financially
sound and be able to maintain its reserves—it’s projecting where your association expects to
be in five, ten, or fifteen years—and how your association will get there. It is a systematic
planning process involving a number of steps that identify the current status of the association,
including its mission, vision for the future, operating values, needs (strengths, weaknesses,
opportunities, and threats, goals, prioritized actions and strategies, action plans, and
monitoring plans ( CAIl 2014).

It can be concluded from the above definitions, techniques vary with the particular authors
but the substantive issues are essentially the same across authors. These include:
1. setting strategic or enterprise-level financial and non-financial goals and objectives
2. Itis an ongoing process.
3. Interview between the internal environment and the external environment
The researcher believed that the essence of strategic planning lied in identifying future
opportunities and threats, which can be the basis for decisions at the present time to take

advantage of those opportunities, and avoid those threats.
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2.2.5.2 Benefit Of Strategic Planning
The goal of strategic planning is to provide a business focus that enhances the firm’s

sustainable competitive advantage in key areas. And cuts down management time devoted to
chasing serendipitous opportunities. It also (Jones 2002; Thomas 2005)

e Work to preparation and development of the administrative leadership for the creative
and integrated thinking.

e Takes into account possible changes in the environment to improve effectiveness and
impact.

e Provides the necessary foundation for coordination between the different parts of the
organization.

e Achieve long-term goals of the organization.

e Strengthen team approaches by defining together a clear focus and direction.

e Enable the best use of the human and financial resources available.

e Strategic planning helps the organization in identifying the causes of problems and how
to solve them (Okuma, 2003: P4-6).

2.253 Constraint of Strategic Planning.
Despite the importance of strategic planning, some firms do not engage in strategic

planning, and some firms do strategic planning but receive no support from managers and
employees,( David.2011, Hamdan &Idriss 2009, Bimk experts. 2006, Bean 1993. ) Stated

reasons for poor or no strategic planning as follows:

a. Bad impression among managers of organizations from strategic planning problems.

b. The culture of the organization does not induce participation.

c. The inability of the leaders to strategic planning or the lack of adequate information
for strategic planning.

d. Internal conflicts and the absence of control and follow-up.

e. The formulation of the mission does not fit with the specific vision.

f. Carrying out activities that do not respond to the organization's mission and not
commensurate with the strategic decisions.
The pressure from the environment surrounding the institution.
Failing to respond or communicate with target groups

i. Some firms see planning as a waste of time because no marketable product is
produced.

J. Some organizations see planning as too expensive in time, money and resource.
17



k. Lack of trust in management decisions.

2.25.4 Relationship Between Strategic Management And Strategic Planning.
Many managers used strategic planning term and strategic management as a single

term, this is an error, strategic management is a result of evolution of the concept of strategic
planning; strategic planning is part of the strategic management process and an important
element of its elements but is not the strategic management. This is because the strategic
management also means managing organizational change, management of organizational
culture, management of resources and environmental management as well, as it is a strategic
management concerned with the present and the future, as it is an inside look to the outside,
and look analysis of the present organization of the future perspective, The fundamental
difference between strategic planning and strategic management is an area of the gap between
planning and strategizing, strategic planning is associated with space and time, that the
organization exist, while the strategic management is associated with senior management
outlook to the wider world and to the direct and indirect external environment that the

organization operates within it’s the framework (Yassin,2010)

According to David (2011) the purpose of strategic management is to exploit and
create new and different opportunities for tomorrow. Long-range planning, in contrast, tries
to optimize for tomorrow the trends of today. The term strategic management is used to refer
to strategy formulation, implementation, and evaluation, with strategic planning referring

only to strategy formulation, because strategic plan is constructed in this stage.

In spite of this, in his text book the term strategic management is used synonymously

with the term strategic planning. This is what has been adopted by the researcher in his

research.
Strategic Managemeaent
Strategy Strategic Strategy
Formulation Planning Deployment

Figure (2.2) display the relation between strategic management and planning ( Nickols 2011)
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2.255 Approaches of Preparation Strategic Planning
(Rothaermel,2015) refers that Managers rely on three different approaches to

formulate and implement strategy: (1) Top-down Strategic planning, (2) Scenario planning,

and (3) Strategy as planned emergence.

1) Top-Down Strategic Planning
This approach typically concentrates strategic intelligence and decision-making
responsibilities in the office of the CEO. Top managers adjust the company’s vision, mission,
and values before formulating corporate, business, and functional strategies. The formulation
of strategy is separate from implementation, and thinking about strategy is separate from

doing it. Information flows one way only: top-down.

2) Scenario Planning

It is a Strategy planning activity in which managers envision different what-if
scenarios to anticipate plausible futures. In a fast-changing environment, there is no way to
know where and when the next emergency will arise. Scenario planning asks those “what if”
questions. Similar to top-down strategic planning, scenario planning also uses a rational,
scientific approach to the strategy process. In addition, in scenario planning managers
envision different scenarios, to anticipate plausible futures. How would any of these changes
affect a firm, and how should it respond? . The goal is to create strategic plans that are more
flexible, and thus more effective, than those created through the more static strategic planning

approach.

3) Strategy As Planned Emergence: Bottom-up

Critics of top-down and scenario planning argue that strategic planning is not the same
as strategic thinking. In fact, they argue the strategic planning processes are often too
regimented and confining. As such, they do not allow for the necessary strategic thinking.
Managers doing strategic planning may also fall prey to an illusion of control —that is, the
hard numbers in a strategic plan can convey a false sense of security. According to critics of
strategic planning, in order to be successful, a strategy should be based on an inspiring vision

and not on hard data alone.

In that process, top management does not give any directives to departments, but
organizational structure and systems allow bottom-up strategic initiatives to emerge and be

evaluated and coordinated by top management, advantages of this Method is that senior
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management may wish to give freedom of movement to the departments without any

limitations Imposed.

2.2.5.6 Models of Strategic Planning and Strategic Management
There are who believe that the lack of agreement about the optimal model for the

development of strategies among the problems facing strategic management, and even prove
the validity of this view, the researcher displayed a number of strategic planning and

management models of some researchers in management.

» (Wheelen & Hunger,2012)’s model about Strategic management which included:
1. Environmental scanning
= External: Opportunities and Threats
= Internal: Strengths and Weaknesses
2. Strategy formulation

= Mission
= Objectives
= Strategies
= Policies
3. Strategy implementation

= Programs

= Budgets

= Procedures
4. Evaluation and control

Performance
» (Thompson & et ;2008) model for strategic planning:

1. Developing a strategic vision

Setting objectives

Crafting a strategy to achieve the objectives and vision

Implementing and executing the strategy

Monitoring, developments, evaluating performance, and making corrective
adjustments

» (Rothaermel 2015) model about strategic management: AFI model

abrwd

1. Strategy Analysis (A)

= Strategic leadership and the strategy process( vision, mission, and values)
= External analysis
= Internal analysis
= Competitive advantage
2. Strategy Formulation (F)

= Business strategy:
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= Corporate strategy
= Global strategy
3. Strategy Implementation (1)

= Organizational design: Structure, Culture, and Control
= Corporate governance and business ethics.
2.25.7 Stages of Strategic Planning.
Rothaermel (2015) cited strategic management process is a never ending cycle of analysis,
formulating, implementing and feedback.
The researcher rely on ( Wheelen & Hunger,2012) model to explain the strategic

planning process

1. Environmental scanning
2. Strategy formulation

3. Strategy implementation
4. Evaluation and control

2.2.5.7.1 Strategy Analysis(Environmental Scanning )
Environmental scanning is the monitoring, evaluating, and disseminating of

information from the external and internal environments to key people within the corporation.
Its purpose is to identify strategic factors—those external and internal elements that will
determine the future of the corporation. The simplest way to conduct environmental scanning
is through SWOT analysis..(Alsaadi 2013) SWOT is an acronym used to describe the
particular Strengths, Weaknesses, Opportunities, and Threats that are strategic factors for a
specific company.

The external environment consists of variables (Opportunities and Threats) that are
outside the organization and not typically within the short-run control of top management.
These variables form the context within which the corporation exists. They may be general
forces and trends within the natural or societal environments or specific factors that operate

within an organization’s specific task environment—often called its industry.

The internal environment of a corporation consists of variables (Strengths and
Weaknesses) that are within the organization itself and are not usually within the short-run
control of top management. These variables form the context in which work is done. They
include the corporation’s structure, culture, and resources. Key strengths form a set of core
competencies that the corporation can use to gain competitive advantage (Wheelen &
Hunger(2012).
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2.2.5.7.2 Strategy Formulation.
This component of strategic management brings in the critical issue of just how the

targeted results are to be accomplished. While objectives are the “end product”, the strategy
is the “means” of achieving them. The task of formulating the strategy entails taking into
account all of the relevant aspects of the organization’s internal and external situation and
coming up with a detailed action plan for achieving the targeted short-run and long-run results.
Strategy is a blueprint of all the important entrepreneurial, competitive and functional area
actions that are to be taken in pursuing organizational objectives and positioning the

organization for sustained success.(Nedelea & Paun 2009 )

Three integrated phases of crafting a company’s strategy are:

1. Developing a strategic vision of where the company needs to head and what its future
focus should be.

2. Setting objectives and using them as yardsticks for measuring the company’s performance
and progress.
3. Crafting a strategy to achieve the objectives and move the company along the strategic
course has been charted.
STAGE 1: Developing a Strategic Vision, Mission and Value of Company
The first component of the strategic management process is crafting the organization’s
mission statement, which provides the framework or context within which strategies are

formulated.

¢ Strategic vision: Very early in the strategy-making process, a company’s senior managers
must wrestle with the issue of what directional path the company should take. A strategic
vision describes management’s aspirations for the future and delineates the company’s
strategic course and long-term direction. (Gamble et al.,2013).

An effective vision reduces the risk of rudderless decision-making, pervades the
organization with a sense of winning and motivates employees at all levels to aim for the
target, while leaving room for individual and team contributions. An inspiring vision helps
employees find meaning in their work. Vision statements should be forward-looking and
inspiring to provide meaning for employees when pursuing the organization’s ultimate goals.
(Rothaerme, 2013), (Thompson et al,2008) in their book put Characteristics of an effectively

worded strategic vision as flowing:
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1. Graphic Paints a picture of the kind of company that management is trying to create
and the market position(s) the company is striving to stake out.

2. Directional Is forward-looking; describes the strategic course that management has
charted and the kinds of product/market/customer/technology changes that will help the
company prepare for the future.

3. Focused Is specific enough to provide managers with guidance in making decisions
and allocating resources.

4. Flexible Is not a once-and-for-all-time statement—the directional course that
management has charted may have to be adjusted as product/market/ customer/technology
circumstances change.

5. Feasible Is within the realm of what the company can reasonably expect to achieve in
due time.

6. Desirable Indicates why the chosen path makes good business sense and is in the long-
term interests of stakeholders (especially shareowners, employees, and customers).

7. Easy to communicate Is explainable in 5-10 minutes and, ideally, can be reduced to
a simple, memorable slogan.

¢ Strategic Mission: The defining characteristic of a strategic vision is what it says about
the company’s future strategic course —“the direction we are headed and our aspirations
for the future.” In contrast, a mission statement describes the enterprise’s current business
and purpose ( Thompson et al,2008), A company should define its business in terms of three
dimensions: who is being satisfied, what is being satisfied and how customer needs are
being satisfied(Hill & Jones2012)

Who is being What is being
satisfied? satisfied?
Customer groups Customer needs
Business
Definition

How are
customer needs
being satisfied?

Distinctive
competences

Figure (2.3) :(business definition (Hill & Jones 2012)

Is documented in the literature that firms with a formalized mission statement have
average return on shareholders’ equity and certain financial measures than those firms without
a formalized mission, and there is a positive relationship between mission statements and
organizational performance. King and Cleland recommend that organizations carefully

develop a written mission statement in order to reap the following benefits:
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To ensure unanimity of purpose within the organization.
To provide a basis, or standard, for allocating organizational resources.

To establish a general tone or organizational climate.

A e

To serve as a focal point for individuals to identify with the organization’s purpose and
direction, and to deter those who cannot from participating further in the organization’s
activities.

5. To specify organizational purposes and then to translate these purposes into objectives
in such a way that cost, time, and performance parameters can be assessed and controlled
(David.2011).

¢ Company value: The values of a company state how managers and employees should
conduct themselves, how they should do business, and what kind of organization they should
build to help the company achieve its mission. Insofar as they help drive and shape behavior
within a company, values are commonly seen as the bedrock of a company’s organizational
culture, culture is often seen as an important source of its competitive advantage (Hill& Jones,
2012).

STAGE 2: Setting Strategic Goals and Objectives.

Goals and Objectives, as put forward by (Hill& Jones, 2012)( Gambl et al,2013), are
organization’s performance targets—the results and outcomes management wants to achieve.
They function as yardsticks for measuring how well the organization is doing. The purpose
of goals and objectives is to specify with precision what must be done if the company is to
attain its mission or vision. Goals are generally more comprehensive or far-reaching than
objectives. Framed clearly, they answer the question “What do we want to accomplish?”.
Well-stated objectives are quantifying able, or measurable, and contain a deadline for

achievement.

¢ Kind of Objective to Set
Two very distinct types of performance yardsticks are required: financial objectives

and strategic objectives. Financial objectives communicate management's targets for
financial, strategic objectives relate to target out comes that indicate a company is
strengthening its market standing, future business prospects, and competitive vitality. (Hill&
Jones, 2012)

Financial and strategic objectives should include both near-term and longer-term
performance targets. Short-term (quarterly or annual) objectives and longer term targets
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(three to five years off ), when tradeoffs have to be made between achieving long-run
objectives and achieving short run objectives, long-run objectives should take precedence

(unless the achievement of one or more short-run performance targets has unique importance).

STAGE 3: Crafting a Strategy and Policies
¢ Strategies: Strategies are the means by which long-term objectives will be achieved.

That requires top management decisions and large amounts of the firm’s resources. Strategies
affect an organization’s long-term prosperity, typically for at least five years, and thus are
future-oriented. Strategies have multifunctional or multidivisional consequences and require
consideration of both the external and internal factors facing the firm. For maximum impact,
it is advisable to select a combination of strategies for each strategic aim. (Thomas,2005
;David,2011)

The pioneers of the administration declared that the typical business firm usually
considers three types of strategy: corporate, business, and functional.(Smith,2005; Thompson
et.al 2008)

1. Corporate strategy describes a company’s overall direction in terms of its general
attitude toward growth and the management of its various businesses and product lines.
Corporate strategies typically fit within the three main categories of stability, growth, and
retrenchment.

2. Business strategy usually occurs at the business unit or product level, and it emphasizes
improvement of the competitive position of a corporation’s products or services in the
specific industry or market segment served by that business unit. Business strategies may
fit within the two overall categories, competitive and cooperative strategies.

3. Functional strategy Functional strategy is the approach taken by a functional area to
achieve corporate and business unit objectives and strategies, it directed at improving the
effectiveness of operations.

Business firms use all three types of strategy simultaneously. A hierarchy of strategy
is a grouping of strategy types by level in the organization. Hierarchy of strategy is a nesting
of one strategy within another so that they complement and support one another. Functional
strategies support business strategies, which, in turn, support the corporate strategy (ies).

¢ Policies: In addition to strategic and operational plans, organizations also need plans

that provide members with day-to-day guidance on such things as attendance, hiring practices,
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ethical behavior, privacy, trade secrets, and more. This is often provided in the form of
organizational policies and procedures.

A policy is a standing plan that communicates broad guidelines for making decisions
and taking action in specific circumstances. Policies allow consistency and coordination
within and between organizational departments to make sure that employees throughout the
firm make decisions and take actions that support the corporation’s mission, objectives, and

strategies.

¢ A Strategic Plan
A Strategic Vision + Objectives + Strategy = A Strategic Plan
Developing a strategic vision and mission, setting objectives, and crafting a strategy,
together, they constitute a strategic plan for coping with industry and competitive conditions,
the expected actions of the industry’s key players, and the challenges and issues that stand as

obstacles to the company’s success.( Thompson et.al 2008)

Characteristics of a Successful Strategic Plan
= A living, changing document that is used at meeting regularly to insure the
organization is on the defined strategic path.
= A realistic and comprehensive assessment of SWOT analysis.

= A clear and comprehensive grasp of external opportunities and challenges.
= Anempowered planning committee.

= Sharing responsibility by board and staff members.

= Learning from best practices.

= Clear priorities and implementation.

Patience

Commitment ( NMF 2011)

2.2.5.7.3 Strategy Implementation
No matter how brilliant the formulated strategy, the organization will not benefit if it

is not skillfully executed. Strategy execution requires that all aspects of the organization be in
congruence with the strategy and that every individual’s efforts be coordinated toward
accomplishing strategic goals. Each company manager has to think through the answer to
“What has to be done in my area to execute my piece of the strategic plan, and what actions

should I take to get the process under way?” ( Gamble et.al 2013)

The implementation stage is an operations-oriented phase that managers must make
things happen. Arguably it is the most demanding and time-consuming part of the strategic

management process. It requires preparing a strategic plan that sets out annual objectives,;
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Installing policies and procedures that facilitate strategy implementation, establishes an
effective organizational structure capable of carrying out the strategic plan, fixes a budget,
develops a viable information system and generally devices a work plan for job execution. It
also involves motivating employees, creating a supportive culture, allocating resources and
Linking the motivation and reward structure directly to achieving the targeted

results.(Thompson et al, 2008).

Good strategy execution requires diligent pursuit of operating excellence. It is a job
for a company’s whole management team. Success hinges on the skills and cooperation of
operating managers who can push for needed changes in their organizational units and

consistently deliver good results. (Gamble et al 2013)

(Wheelen & Hunger 2012) elucidate that strategy implementation include the
development of programs, budgets and procedures.

Programs: A program is a statement of the activities or steps needed to accomplish a single
use plan. The purpose of program is to make a strategy action oriented.
Budgets: A budget is a statement of corporation’s program in monitory terms. After programs
are developed, the budget process begins. Planning a budget is the last real check a corporation
has on the feasibility of its selected strategy. An ideal strategy might found to be completely
impractical only after specific implementation programs are coasted in detail.
Procedures: Procedures are system of sequential steps or techniques that describe in detail
how a particular task or job is to be done
2.2.5.7.4 Evaluation And Control of Strategy

Strategies evolve regularly in response to changes in an organization's internal
situation and external environment. What qualifies as a high-performance strategy today is
sooner or later rendered stale by events unfolding both inside and outside the company. The
task of "strategizing" can never therefore be a one-time exercise, strategic planning is an
ongoing process; it never ends, Once a strategy has been implemented, the corporate activities
and performance results must be monitored to determine the extent to which strategic goals
and objectives are actually being achieved. This information and knowledge pass back up to
the Managers at all corporate levels through feedback loops to take timely corrective action.
or to stimulate the entire process to become the input for the next round of strategy formulation
and implementation. (Hill& Jones 2012; Wheelen & Hunger 2012; Thompson et.al 2008)
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Performance is the end result of activities. It includes the actual outcomes of the strategic
management process. The practice of strategic management is justified in terms of its ability
to improve an organization’s performance, typically measured in terms of profits and return
on investment. For evaluation and control to be effective, managers must obtain clear, prompt,
and unbiased information from the people below them in the corporation’s hierarchy. Using
this information, managers compare what is actually happening with what was originally

planned in the formulation stage.

2.2.6 Summary

The researcher summarized this section as the flowing:

- Strategic Management is the basis of organizations’ success in complex environment,
flexibility strategic planning depends on the environment scanning and involving people
in all levels of management, in order to formulate a good vision, goals and continuously
improve work methods, procedures and evaluation techniques to take advantage of
environmental changes .

- There are a lot of obstacles may prevent the implementation of the strategic planning but
successful management ultimately is working to overcome these obstacles.

- The administration should choose the best model of planning models which fits with its
resources.

- Strategic Planning does not stop when implementing the plan, but it's core process is to
monitor activities and evaluate the performance to ensure that the objectives have been
achieved and manage any deficiency.

SECTION 2: INFORMATION SECURITY

2.3 Introduction

In this era, the information becomes increasingly valuable, and the organization with
the best information on which to base management decisions will be the likeliest to win and
prosper (Finne, 2000 in Gupta & Sharman, 2012). It is therefore essential to secure
information properly against all possible information security threats (from inside as well as
outside the organization). (Kritzinger & Smith,2005; Gupta& Sharman, 2012).information

security has crossed the IT department frontiers and reached business and support areas
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because companies discovered that Information is one of its most valuable asset, and the
company that has the right information in the right time will succeed against its competitors.
2.3.1 Information

The word information is used commonly in our day-to-day working. In management
information system (MIS), information has a precise meaning and it has different meaning
from data. The information has a value in decision making while data does not have.
Information brings clarity and creates an intelligent human response in the mind (Pesante
2008).

Information is a set of data transformed in such a way that it:

Improves representation of an entity

Updates the level of knowledge.

Has a surprise value.

Reduces uncertainty.

Aids in decision making (Menguzzato & Renau,1991 Quoting (Alcami & Carafiana,
2012))

ISO 17799 defines information as an asset that may exist in many forms and has value to an

organization.

2.3.1.1 Information Characters

(Bagad,2008; Alcami & Carafiana, 2012) referred that good information must be

characterized by the following:

» Accuracy: Information must be sufficiently accurate for managers’ purposes.

» Punctuality: Good information is that which is delivered just when it is needed.

» Conciseness: where the user receive brief information, It will save time and can be
accessed to brevity across relevant data summarization.

» Comprehensiveness: that the information contains all the data needed to make a
decision-.Accuracy: the percentage of correct information to the total number of processor
data during the period Specific.

> Relevance is a decisive quality. Relevant information is what increases knowledge and
reduces uncertainty surrounding the problem under consideration.

» Clarity: means that the information must be made clear and legible, and therefore the
Provider of information must be aware of the level of knowledge of the recipient and his
culture and what he loves.

» Validity: The validity of the information relates to the purpose of the information. In other
words, it is the answer to the question-dose the information meet the purpose of decision

making for which it is being collected?
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2.3.1.2  Classification of the Information

Organizations classify information in order to the appropriate levels of protection for
these resources. Because resources are limited, it will be necessary to prioritize and identify
what really needs protection. One of the reasons to classify information is to ensure that scarce
resources are employed where they will do the best.

All information is seems equal, but not all of them has the same value. From all of the
information found within an enterprise, approximately only 10% of it is actually considered
as competitive advantage, trade secret, or personal information. The biggest portion of
organization information is information that is typically accessed by most or all employees to
do their assigned tasks. The remaining information has been made available to the public
through authorized channels. Information resources that are classified as public would include
annual  stockholders’ reports, press releases, and other authorized public

announcements.(Peltier,2014)

100% of all enterprise information

10% 80% 10%
confidential == internal use < public
information information information

Figure (2.4) Information classification breakdown ( Peltier 2014)

The information can be classified under the terms of its application (Piccol,G.,2013).

> Planning information
Certain standards, norms and specifications are used in the planning of any activity.

Hence, such information is called the planning information. The time standards, the

operational standards, the design standards are the examples of the planning Information.

> Control information
Reporting the status of an activity through a feedback mechanism is called the control
information. When such information shows a deviation from the goal or the objective, it will

induce a decision or an action leading to control.

> Knowledge information
A collection of information through the library reports and the research studies to build

up acknowledge base as an information source for decision making is known as Knowledge
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information. Such a collection is not directly connected to decision making, but the need of

knowledge is perceived as a power or strength of the organization.

The information can also be classified based on its usage. When the information is
used by everybody in the organization, it is called the organization information. When the
information has a multiple use and application, it is called the database information. When
the information is used in the operations of a business it is called the functional or the

operational information.

2.3.2 Security

Security is essential for humans; it is located at the second level in the Maslow

pyramid. At the past the traditional concept of security was “derivative of power”.

The goal of Barry Buzan in his book People, States and Fear, was to offer a “broader
framework of security” incorporating concepts that were not previously considered to be part
of the security puzzle such as regional security, or the societal and environmental sectors of
security “Security is taken to be about the pursuit of freedom from threat and the ability of
states and societies to maintain their independent identity and their functional integrity against
forces of change, which they see as hostile. The bottom line of security is survival”
(Stone,2009).In management science security as one of six activities of management
identified by Henry Fayol is “Protection of property and person”. Security is often used
interchangeably in the literature to mean computer security, Internet security, network

security and information security ( Goh, 2003).

2.3.3 Information Security

2.3.3.1  Definition of Information Security:

e Computers are becoming a basic component of everyday operations, and organizations
depend on them. A failure in computer system could have a critical impact on the
organization, so the potential vulnerabilities in a computer system that may cause a wide
range of threats to Information (Shim et al, 2000). So information Security is used to
protect information in order to ensure business continuity, minimize business damage and
maximize return on investments and business opportunities (Ladan et al., 2006).

e Compounding the definitional problems of information security is that it is viewed

essentially as being synonymous with computer security although their meanings differ.
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Researcher displayed some definitions of the computer security concept and information

security concept to bring out the deference between the two concepts.

Computer security

e Is defined by Stallings(2008) as" The protection afforded to an automated
information system in order to attain the applicable objectives of preserving the CIA
of information system resources (includes hardware, software, firmware,
information/data, and telecommunications

e And by (Howard, 1997) “ security is preventing attackers from achieving objectives
through unauthorized access or unauthorized use of computers and networks”

e Asfor (Webopedia, 2002) it “refers to techniques for ensuring that data stored in a
computer cannot be read or compromised ”.

Information Security

Is defined as "policies, procedures and technical standards that are used to prevent

unintentional access, theft or destruction of records" (Sultan,2009).

"The result of any system of policies and/or procedures for identifying, controlling, and

protecting from unauthorized disclosure, information whose protection is authorized by

executive order or statute. (SANS Institute, 1998)

Information Security involves the use of physical and logical data access controls to

ensure the proper use of data and to prevent unauthorized or accidental modification,

destruction, disclosure, loss or access to automated or manual records and files as well as

loss, damage or misuse of information assets (Peltier, 2014).

Information Security is also “a well-informed sense of assurance that information risks

and controls is in balance” (Anderson, 2003).

The Committee on National Security Systems (CNSS) defines information Security as”

the protection of information and its critical elements, including the systems and hardware

that use, store, and transmit that information”.
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Figure (2.5): Components of information security( Whitman & Mattord 2012.p9)
From the definitions above, key points stand out are:
1. Information is the most important asset that needs protection .
2. Talking about security implies talking about entities of a technological nature.
3. Information security is different from computer security in that it is a goal, whereas
computer security is the mean toward that goal: information security.
4. Information security main purpose is to protect the valuable resources and assets of an
organization, such resources could be in the form of information, hardware, and software.
5. Information security includes the broad areas of information security management,
computer and data security, and network security.
2.3.3.2  Evaluation Of Information Security
(Zidane, 2010) determined: During the sixties of the last century the concept of
security was about limiting access data, or external manipulation of the devices ,at that time
the computer security concept appeared, which means protecting computers and databases.
The seventies witnessed transition to the concept of data security to control access to the data,
in addition to measures to protect computers from disasters, and adopt plans retrieved data,
and store extra copies away from the computers. In eighties and beyond has increased the
importance of using the data, and contributed to developments in the field of information and
communication technology to allow more than one user to participate in the database, where
a focus on microprocessors to move the security of the data to the information in terms of the
preservation of information and integration, availability and degree documented to reduce

penetration
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2.3.3.3 Important of Information Security
(Whitman &Mattord,2012) pointed that information security performs four important

functions for an organization:

1. Protecting the organization’s ability to function

2. Enabling safe operating of applications running on the organization’s IT systems
3. Protecting the data in which the organization collects and uses
4

. Safeguarding the organization’s technological assets

[

. Protecting the organization’s ability to function
Both general management and IT management are responsible for implementing

information security that protects the organization’s ability to function. Although many
business and government managers abstain from handling information security because they
perceive it to be a technically complex task, implementing information security has more to

do with management than with technology.

2. Enabling the Safe Operation of Applications
Today’s organizations are under immense pressure to acquire and operate integrated,

efficient, and capable applications. A modern organization needs to create an environment
that safe guards these applications. Once an organization’s infrastructure is in place,
management must continue to oversee it, and not relegate its management to the IT

department.

3. Protecting Data that Organizations Collect and Use
Without data, an organization loses its record of transactions and/or its ability to

deliver value to its customers. Even when transactions are not online, protecting data in
motion and data at rest are both critical aspects of information security. The value of data
motivates attackers to steal, sabotage, or corrupt it. An effective information security program

implemented by management protects the integrity and value of the organization’s data.

4. Safeguarding Technology Assets in Organizations
To perform effectively, organizations must employ secure infrastructure services

appropriate to the size and scope of the enterprise. For example, organizational growth could
lead to the need for Public Key Infrastructure (PKI), an integrated system of software,
encryption methodologies, and legal agreements that can be used to support the entire

information infrastructure.
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2.3.3.4 Information Security Objectives

The goal of information security must be consistent with the objectives of the
organization, to achieve a set of requirements. (Debi,2008) which are Confidentiality,
Integrity, and Availability (CIA) of information. According to (Peitier, 2001; Hansche
et.al 2004 ;Stamp,2006;Pesante, 2008; stalling 2008) The three objectives (CIA) are

stated as:

1) Confidentiality:

When information is read or copied by someone not authorized to do so, the result is
known as loss of confidentiality. "Confidentiality is the protection of information within
systems so that unauthorized (people, resources and processes) cannot access that
information". Examples used for privacy encryption system, which is of important examples
that provide a high level of security for information while maintaining the flexibility in

handling such data.

2) Integrity

Integrity by 1SO-17799 is defined as “Safeguarding the accuracy and completeness
of information and processing methods”. Integrity is particularly important for critical safety
and financial data used for activities. Integrity can be examined from three perspectives: (
Stewart et.al, 2004)

= Unauthorized subjects should be prevented from making modifications.
= Authorized subjects should be prevented from making unauthorized modifications.
= Obijects should be internally and externally consistent so that their data is a correct and
true reflection of the real world and any relationship with any child, peer, or parent object
is valid, consistent, and verifiable
3) Availability
Information can be erased or become inaccessible, resulting in loss of availability.
Availability: assures that systems work promptly and service is not denied to authorize users
whenever needed. Availability is often the most important attribute in service-oriented

businesses that depend on information.

To achieve the objectives organizations need to use a set of standards relating to the
people who use that information are: “AAA” Authentication, Authorization, and Auditing.
Pesante (2008); (Hansche et al 2004); (Shaw, et.. al, 2009 in Altoom 2013)
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a. Authentication and Authorization( Access control )

Authentication goes hand in hand with authorization, and usually they are explained
under the term "Access control”. Access control is about the relationships between subjects
and objects. The transfer of information from an object to a subject is called access. A
foundational principle of access control is to deny access by default if access is not granted
specifically to a subject. Stamp (2006) pointed out that the term access control refers to issues
concerning access of system resources. Under this broad definition, there are two primary
parts to access control, namely, authentication and authorization. Authentication deals with
the problem of determining whether a user (or other entity) should be allowed access to a
particular system or resource. However, an authenticated user is generally not given carte
blanche access to all system resources. it must somehow restrict the actions of authenticated
users. This is the field of authorization.

These two aspects of access control can be summarized as

«Authentication: Who goes there?

* Authorization: Are you allowed to do that?

» Authentication Methods

e Something you know “PASWORD?”: It is any string of characters that you have
memorized and can reproduce on a keyboard when prompted; Passwords are used to verify
that the user of an ID is the owner of the ID. The ID-password combination is unique to
each user and therefore provides a means of holding users accountable for their activity on
the system.” (Tipton, 2004)

e Something you are “BIOMETRICS”: is method of authentication or, in Schneider's
immortal words “you are your key”. There are many different types of biometrics, including
such traditional examples as fingerprints and handwritten signatures. Stamp
(2006).Fingerprint is considered the most popular biometric characteristic for identification
and authentication. (Fried, 2004)

e Something you have: It is a physical device that you are in possession of and must have on
your person at the time of authentication, Smartcards can be used for authentication based
on “something you have.”( Stewart et al, 2004)

b. Auditing

The final plank in the AAA framework is auditing, which measures the resources a user

consumes during access. Auditing covers a wide variety of different activities, logging,
monitoring, examining alerts, analysis, and even intrusion detection.(Stewart et al, 2004)
- Logging: Logging is the activity of recording information about events or occurrences to
a log file or database.
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- Monitoring: Monitoring is the activity of manually or programmatically reviewing
logged information looking for something specific.

- Alarm triggers: Alarm triggers are notifications sent to administrators when a specific
event occurs.

- Log analysis: Log analysis is a more detailed and systematic form of monitoring in which
the logged information is analyzed in detail for trends and patterns as well as abnormal,
unauthorized, illegal, and policy-violating activities.

- Intrusion detection: Intrusion detection is a specific form of monitoring both recorded

information and real-time events to detect unwanted system access (Stewart et al, 2004).

2.3.35 Element of Information Security

The various means of protection designed to provide protection in the following
position, which represents at the same time the elements of information security system:
(Altoom, 2013; Stewart et al, 2004; Bayuk, 2014)

1. Privacy: related to ensuring security and protection of data and information relating to
individuals and companies from illegal access to it.

2. Ratification: which includes making sure that those who are using the data entry are the
ones who appear on the network; ensure congruence between individuals who appear on
the network and between individuals who are trying not to appear when they commit some
mistakes.

3. Protection: Ensure that the data and information resources cannot be exposed to the illicit
use by exposure to the violation by viruses or attacks by others outside the organization.

4. Confidentiality: it mean making sure that the information is not disclosed nor seen by
individuals not authorized to do so.

5. Authentication: it means making sure of the identity of the person who is trying to use
the information, this is done through the use of passwords for each user.

6. Integrity: which refers to making sure that the content of the information is true and is
not modified or destroyed or tampered with in any stage of processing or exchange,
whether dealing internally in the project or externally by unauthorized persons which is
often done because illegal intrusions such as viruses where no one can break the Bank
database and changes the account balance for that rests with the institution ensuring the
safety of content through a suitable means of protection, such as software and hardware

anti-breakthroughs or viruses.
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7. Availability: built to ensure business continuity information system with all its
components and the continued ability to interact with information and services for
information sites and assure that the users of such information to prevent their use or
accessed illegally undertaken by people to stop the service by a huge amount of absurd
messages across the network to the institution's own devices.

8. Non-Repudiation: Non-repudiation ensures that the subject of an activity or event cannot
deny that the event to occurred. Non-repudiation prevents a subject from claiming not to
have sent a message, not to have performed an action, or not to have been the cause of an
event. It is made possible through identity, authentication, authorization, accountability,
and auditing. Non-repudiation can be established using digital certificates, session
identifiers, transaction logs, and numerous other transactional and access control

mechanisms.

2.3.3.6  Threats of Information security
“Know the enemy, and know yourself, and in a hundred battles you will never be in peril”
Sun Tzu

Knowing the enemy faced by information security is a vital component to shaping
an information security defense posture. In the context of information security, a threat is an
object, person, or other entity that presents an ongoing danger to an asset ( Whitman &
Mottord,2012)

2.3.3.6.1 Security Threat Source

The greatest threat to information security lies not beyond the security perimeter
(hackers, malware, etc.), but rather with the careless or malicious actions of internal users
such as employees and other trusted constituents with easy access to organizational
information resources (Willison and Warkentin, 2013; Pfleeger and Caputo, 2012; Posey et
al.,2011; Warkentin and Willison, 2009; Capelli et al., 2006).

(Peltier et al 2005 ) has confirmed that the information is under threat not only from
outside the organization but the biggest threats may be from inside, Institute (CSI) in San
Francisco estimates that between 60 and 80 percent of network misuse comes from inside the

enterprise.

e Internal threats
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Internal threats occur when someone has authorized access to the network with either
an account on a server or physical access to the network. A threat can be internal to the

organization as the result of employee action or failure of an organization process.

e External threats

External threats can arise from individuals or organizations working outside of a
company. They do not have authorized access to the computer systems or network. The most
obvious external threats to computer systems and the resident data are natural disasters:
hurricanes, fires, floods and earthquakes. External attacks occur through connected networks

(wired and wireless), physical intrusion, or a partner network. (Ngoma, 2012)

2.3.3.6.2 Threat Agents

(Jouini et al 2014) referred that the threat agent is the actor that imposes the threat to
the system. We identified three classes for our specific classification: humans, natural
disasters and technological threats. The proposed classification covers the full set of potential
agents since we include humans, chemical and physical reaction on human-made objects

(technological),and, natural for all those agents on which humans do not have any influence.

e Human Threats
This class includes threats caused by human actions such as insiders or hackers which

cause harm or risk in systems.

e Environmental factors
Environmental threats are threats caused by non-human agent. It comes, first, from

natural disaster threats like earthquakes, flood, fire, lightning, wind or water and, also, due to
animals and wildlife which cause severe damage to information systems like floods, lightning,
Tidal Waves (like Tsunami) and fire. Indeed, this class includes other threats such as riots,

wars, and terrorist attacks.

e Technological Threats

Technological threats are caused by physical and chemical processes on material.
Physical processes include the use of physical means to gain entry into restricted areas such
as building, compound room, or any other designated area like theft or damage of hardware
and software. However, chemical processes include hardware and software technologies. It,

also, includes indirect system support equipment like power supplies. (Ngoma, 2012)
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2.3.3.6.3 Threats Classification

Management must be informed of the different threats facing the organization. A firm
can build more effective security strategies by identifying and ranking the severity of potential
threats to its IS efforts. (Whitman & Mattord, 2012) denote that Threats or dangers facing an

organization’s people, information, and systems fall into the following categories:

= Compromises to intellectual property

= Deliberate software attacks

= Deviations in quality of service

= Espionage or trespass

= Forces of nature

= Human error or failure

= Information extortion

= Missing, inadequate, or incomplete organizational policy or planning
= Missing, inadequate, or incomplete controls
= Sabotage or vandalism

= Theft

= Technical hardware failures or errors

= Technical software failures or errors

= Technological obsolescence

2.3.3.6.3.1  Compromises to intellectual property

Intellectual property is defined as “the ownership of ideas and control over the tangible
or virtual representation of those ideas. Use of another person’s intellectual property may or
may not involve royalty payments or permission, but should always include proper credit to

the source.”

Attacks on Intellectual Property (IP) come in a variety of forms including :(Safe Net, 2013)
e Software piracy
e Reverse engineering & theft of trade secrets
e Code tampering
Each of these poses a serious threat to software revenue and future innovation for software
publishers and intelligent device manufacturers
e Software piracy: Many individuals and organizations do not purchase software as

mandated by the owner’s license agreements. Because most software is licensed to a
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particular purchaser, its use is restricted to a single user or to a designated user in an
organization. If the user copies the program to another computer without securing another
license or transferring the license, he or she has violated the copyright.

Reverse engineering & theft of trade secrets: Reverse engineering, “is the process of
extracting knowledge or design information from anything man-made and re-producing
it or reproducing anything based on the extracted information”.

Tampering: Tampering occurs when someone gains access to your software code and
makes a change to how the product functions. It’s important to realize that tampering can

be intentional and malicious, or accidental and with good intent.

2.3.3.6.3.2 Deliberate Software Attacks

Deliberate software attacks occur when an individual or group designs and deploys

software to attack a system. Most of this software is referred to as malicious code or malicious

software, or sometimes malware. These software components or programs are designed to

damage, destroy, or deny service to the target systems. Some of the more common instances

of malicious code are viruses and worms, Trojan horses, logic bombs, and back doors.
(Whitman & Mattord, 2012)

Virus: A computer virus consists of segments of code that perform malicious actions. As
with biological viruses, computer viruses have two main functions propagation and
destruction. The code attaches itself to an existing program and takes control of that
program’s access to the targeted computer. The virus-controlled target program then
carries out the virus’s plan by replicating itself into additional targeted systems. computer
viruses are passed from machine to machine via physical media, e-mail, or other. (Stewart
et. al, 2004)

Worms: are interesting types of malicious code that greatly resemble viruses, with one
major distinction. Worms are self-replicating. They remain resident in memory and
exploit one or more networking vulnerabilities to spread from system to system under
their own power. (Stewart et.al, 2004).

Trojan horse: “A Trojan horse is a code fragment that hides inside a program and
performs a disguised function” (Hansche et.al, 2004).Trojan horses are frequently
disguised as helpful, interesting, or necessary pieces of software, such as readme.exe files
often included with shareware or freeware packages. (Whitman & Mattord, 2012)

Logic bombs: are malicious code objects that lie dormant until events occur that satisfy

one or more logical conditions. At that time, they spring into action, delivering their
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malicious payload to unsuspecting computer users. They are often planted by disgruntled
employees or other individuals who want to harm an organization.(Stewart et.al, 2004).

- Trap Doors - Back Doors: A virus or worm can have a payload that installs a back door
or trap door component in a system. Using a known or previously unknown and newly
discovered access mechanism, an attacker can gain access to a system or network resource
through a back door. Sometimes these entries are left behind by system designers or
maintenance staff, and thus are called trap doors. A trap door is hard to detect, because
very often the programmer who puts it in place also makes the access exempt from the
usual audit logging features of the system. (Whitman &Mattord,2010)

2.3.3.6.3.3  Deviations in quality of service
The denial-of-service (or DoS) Attack is an attempt to make a machine or network
resource unavailable to its intended users. Attacker sends large number of connection or

information requests to a target

= Target system cannot handle successfully along with other, legitimate service requests
= May result in system crash or inability to perform ordinary functions
= Mail bombing: also a DoS; attacker routes large quantities of e-mail to target
= Deviations in quality of service can result from incidents such as a backhoe taking out
a fiber-optic link for an ISP. (Whitman &Mattord,2012, Handley et al.2006)
2.3.3.6.34 Espionage or trespass
Espionage or trespass is a well-known and broad category of electronic and human
activities that can breach the confidentiality of information. When an unauthorized individual
gains access to the information an organization is trying to protect, that act is categorized as
espionage or trespass. Attackers can use many different methods to access the information
stored in an information system. Some information gathering techniques are quite legal, for
example, using a web browser to perform market research. These legal techniques are called,
collectively, competitive intelligence. Shoulder surfing occurs anywhere a person accesses

confidential information. (Ngoma, 2012)

2.3.3.6.35 Human error or failure

This category includes acts performed without intent or malicious purpose by an
authorized user. When people use information systems, mistakes happen. Inexperience,
improper training, and the incorrect assumptions are just a few things that can cause these

misadventures.
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Risky practices in which employees routinely engage, that are directly related to

information security: Ponemon (2012)

e Connecting computers to the internet through an insecure wireless network.
e Not deleting information on their computer when no longer necessary.
e Sharing passwords with others.
e Reusing the same password and username on different websites.
e Leaving computers unattended when outside the workplace (or data storage in
unprotected areas for example desktop).
e Losing a USB drive possibly containing confidential data and not immediately
notifying their organization.
e Working on a laptop when traveling and not using a privacy screen.
e Carrying unnecessary sensitive information on a laptop when traveling.
e Using personally owned mobile devices that connect to their organization’s network.
e Entry of erroneous data, aaccidental data deletion or modification.
Regardless of the cause, even innocuous mistakes can produce extensive damage.
Employees are the threat agents closest to the organizational data. Their mistakes represent a
serious threat to the CIA of data.

However, if someone damages or destroys data on purpose, the act belongs to a

different threat category.

2.3.3.6.3.6 Forces of Nature

Forces of nature, force majeure, or acts of God can present some of the most
dangerous threats, because they usually occur with very little warning and are beyond the
control of people. These threats, which include events such as fires, floods, earthquakes, and
lightning as well as volcanic eruptions and insect infestations, can disrupt not only the lives
of individuals but also the storage, transmission, and use of information. (Ngoma, 2012)

2.3.3.6.3.7 Information extortion
Information extortion occurs when an attacker or trusted insider steals information
from a computer system and demands compensation for its return or for an agreement not to

disclose it. Extortion is common in credit card number theft. (Whitman & Mattord,2012)
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2.3.3.6.3.8 Missing, Inadequate, or Incomplete Organizational Policy or Planning
Missing, inadequate or incomplete organizational policy or planning makes an
organization vulnerable to loss, damage, or disclosure of information assets when other threats
lead to attacks. information security is, at its core, a management function. The organization’s
executive leadership is responsible for strategic planning for security as well as for IT and

business functions—a task known as governance. (Whitman &Mattord,2012)

2.3.3.6.3.9 Missing, Inadequate, or Incomplete Controls

Missing, inadequate, or incomplete controls—that is, security safeguards and
information asset protection controls that are missing, misconfigured, antiquated, or poorly
designed or managed—make an organization more likely to suffer losses when other threats
lead to attacks. For example, if a small organization installs its first network using small
office/home office (SOHO) equipment and fails to upgrade its network equipment as it
becomes larger, the increased traffic can affect performance and cause information loss.
Routine security audits to assess the current levels of protection help to ensure the continuous

protection of organization’s assets. (Ponemon, 2012)

2.3.3.6.3.10 Sabotage or Vandalism

This category of threat involves the deliberate sabotage of a computer system or
business, or acts of vandalism to either destroy an asset or damage the image of an
organization. These acts can range from petty vandalism by employees to organized sabotage
against an organization. Although not necessarily financially devastating, attacks on the image
of an organization are serious. Vandalism to a web site can erode consumer confidence, thus
diminishing an organization’s sales and net worth, as well as its reputation. There are
innumerable reports of hackers accessing systems and damaging or destroying critical data.
Compared to web site defacement, vandalism within a network is more malicious in intent
and less public.. (Whitman &Mattord,2012)

2.3.3.6.3.11 Theft

The threat of theft—the illegal taking of another’s property, which can be physical,
electronic, or intellectual- is a constant. The value of information is diminished when it is
copied without the owner’s knowledge. Physical theft can be controlled quite easily by means
of a wide variety of measures, Electronic theft, however, is a more complex problem to
manage and control. If thieves are clever and cover their tracks carefully, no one may ever

know of the crime until it is far too late.
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Social engineering: using social skills to convince people to reveal access credentials or

other valuable information to attacker. (Das, 2014)
2.3.3.6.3.12 Technical Hardware Failures or Errors

Technical hardware failures or errors occur when a manufacturer distributes
equipment containing a known or unknown flaw.
2.3.3.6.3.13 Technical Software Failures or Errors

Large quantities of computer code are written, debugged, published, and sold before
all their bugs are detected and resolved. Sometimes, combinations of certain software and
hardware reveal new bugs. These failures range from bugs to untested failure conditions.
Sometimes these bugs are not errors, but rather purposeful shortcuts left by programmers for
benign or malign reasons. Software bugs are so commonplace that entire Web sites are
dedicated to documenting them. (Whitman &Mattord,2011).

2.3.3.6.3.14 Technological Obsolescence( Das,2014)

Outdated infrastructure can lead to unreliable and untrustworthy systems.
Management must recognize that when technology becomes outdated, there is a risk of loss
of data integrity from attacks. Management’s strategic planning should always include an
analysis of the technology currently in use. Ideally, proper planning by management should
prevent technology from becoming obsolete, but when obsolescence is manifest, management
must take immediate action. IT professionals play a large role in the identification of probable
obsolescence.

2.3.3.7 Information Security Management

""If you know the enemy and know yourself, you need not fear the result of a hundred
battles. If you know yourself but not the enemy, for every victory gained you will also
suffer a defeat. If you know neither the enemy nor yourself, you will succumb in

every battle. **Sun Tzu.

Information security Management in an organization requires the organization to
identify its information assets and implementing of policies, standards procedures and
guidelines that insure the information availability, integrity and confidentiality (Hansche et.al,
2004). (Eloff & Eloff, 2003) stated that the process of ISMS consists of two phases, namely,

planning and then implementing management practices, procedures and processes for
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establishing and maintaining information security. According to (Posthumus & Solms, 2004),

the ISMS process consists of:

e Obtaining clear direction from guidance available in security standards (objectives)

e Assessment of various potential risks to the information.

e Formulation of a risk management strategy resulting in the identification and
implementation of physical, technical and operational security controls.

e Staff training in security practices.

e Testing the security infrastructure.

e Detecting and responding to security incidents.

e Auditing the security function and reporting to the board on its effectiveness.

ISO/IEC 27001:2005 adopts a process approach for implementing ISMS in the

organization.

This process approach consists of the Plan-Do-Check-Act (PDCA) model:

1 Plan (establishing the ISMS):Establish the policy, the ISMS objectives, processes and
procedures related to risk management and the improvement of to provide results in line
with the global policies and objectives of the organization.

2 Do (implementing and workings of the ISMS): Implement and exploit the ISMS policy,
controls, processes and procedures.

3 Check (monitoring and review of the ISMS): Assess and, if applicable, measure the
performances of the processes against the policy, objectives and practical experience and
report results to management for review.

4 Act (update and improvement of the ISMS): Undertake corrective and preventive
actions, on the basis of the results of the ISMS internal audit and management review, or

other relevant information to continually improve the said system
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From the perspective of the researcher, these four operations represent a strategic planning process o
2.3.3.8  The Governance of Information Security

Security governance is “the set of responsibilities and practices exercised by the board
and executive management with the goal of providing strategic direction, ensuring that
objectives are achieved, ascertaining that risks are managed appropriately and verifying that

the enterprise’s resources are used responsibly ( Gregory,2009).

The governance of Information Security is a strategic planning responsibility whose
importance has grown over recent years. Unfortunately, information security is all too often
regarded as a technical issue when it is, in fact, a management issue .Information Security
objectives must be addressed at the highest levels of an organization’s management team in
order to be effective and sustainable. When security programs are designed and managed as
a technical specialty in the IT department, they are less likely to be effective. A broader view
of information security encompasses all of an organization’s information assets, including the

knowledge managed by those IT assets.

2.3.3.9 Risk Management

This term characterizes the overall process. The first phase, risk assessment, includes
identification of the assets at risk and their value, risks that threaten a loss of that value, risk-
reducing measures, and the budgetary impact of implementing decisions related to the

acceptance, mitigation, or transfer of risk.
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The second phase of risk management includes the process of assigning priority to,

budgeting, implementing, and maintaining appropriate (CRC 2004)

Risk management involves three major undertakings: risk identification, risk assessment, and

risk control.

| Risk Management |

Risk . _
identification # Risk Assessment # Risk Control

figure(2.7):Risk management ( Whitman& Mattord,2012)

2.3.3.9.1 Risk Identification
Risk identification is the examination and documentation of the security posture of an
organization’s information technology and the risks it faces. (Whitman& Mattord,2012)

The required from information security professionals to know their organizations’
information assets and identifies the risks facing each asset and taking steps to reduce this risk

to an acceptable level. The assets that related to information are:

i. People: employee (end users and IS specialists, system analyst, programmers, data

administrators etc.) and Nonemployees (include contractors and consultants etc.).

ii. Hardware: (Physical computer equipment and associate device, machines and media).

iii. Software: Software components are assigned to one of three categories: applications,
operating systems, or security components

iv. Procedures: Procedures fall into two categories: IT and business standard procedures,
and IT and business sensitive procedures.).

v. Data: (data and knowledge bases)

vi. Networks: communications media and network support. (Whitman & Mottord,2012)

2.3.3.9.2 Risk Assessment
In information security area the risk assessment or risk analysis is defined as “analysis

of the potential threats against an asset and the likelihood that they will materialize.”

> Probabilistic risk assessment (PRA) (or probabilistic safety assessment/ analysis) is
a systematic and comprehensive methodology to evaluate risks associated with a complex
engineered technological entity. Risk in a PRA is defined as a feasible detrimental

outcome of an activity or action. In a PRA, risk is characterized by two quantities:
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1. The magnitude (severity) of the possible adverse consequence(s), and

2. The likelihood (probability) of occurrence of each consequence.(Shing&Shing 2010)

2.3.3.9.3 Risk Control Strategies
Whitman& Mattord (2012) indicate that Organizations have five choices to choose from
in order to deal with the risk if they assessed that they could be exposure to such risk
1 Defend
The defend control strategy attempts to prevent the exploitation of the vulnerability.
This is the preferred approach and is accomplished by means of countering threats, removing
vulnerabilities from assets, limiting access to assets, and adding protective safeguards. There

are three common methods used to defend:

. Application of policy

J Education and training

o Application of technology.
2 Transfer

The transfer control strategy attempts to shift risk to other assets, other processes, or
other organizations. This can be accomplished by rethinking how services are offered,
revising deployment models, outsourcing to other organizations, purchasing insurance, or

implementing service contracts with providers.

= Advantages outsourcing:

- Outsource company focuses their energy and resource on their expertise.

- Allows parent company to concentrate on the business they know. Example Kodak.
= Disadvantages:

- Cost tends to be high for these services, and they require very detailed legal contracts.

3 Mitigate

The mitigate control strategy attempts to reduce the impact caused by the exploitation
of vulnerability through planning and preparation. This approach requires the creation of three
types of plans: the incident response plan, the disaster recovery plan, and the business
continuity plan. Each of these plans depends on the ability to detect and respond to an attack
as quickly as possible and relies on the quality of the other plans. Mitigation begins with the

early detection that an attack is in progress and a quick, efficient, and effective response.

4 Acceptance
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In contrast to other control, acceptance is a method of doing nothing to protect
vulnerabilities and accept the outcome of its exploitation. To use this control the following

must be taken into account.

-Determined the level of risk.

-Assessed the probability of attack.

-Estimated the potential damage that could occur from attacks.

-Performed a thorough cost benefit analysis.

-Take in account the feasibility of other controls.

-Decide if particular functions /assets/data do not justify the cost of protection.
5 Terminate

The terminate control strategy directs the organization to avoid those business
activities that introduce uncontrollable risks. By terminating the questionable activity, the

organization reduces the risk exposure.

Evaluation, Assessment, and Maintenance of Risk Controls

The selection and implementation of a control strategy is not the end of a process; the
strategy, and its accompanying controls, must be monitored and reevaluated on an ongoing
basis to determine their effectiveness and to calculate more accurately the estimated residual

risk. This cycle is a process that continues for as long as the organization continues to function.

2.3.3.10 Information Security Strategic Planning

Strategic planning sets out the long-term direction to be taken by the whole
organization and by each of its component parts. Strategic planning should guide
organizational efforts and focus resources toward specific, clearly defined goals. After an
organization develops a general strategy, it generates an overall strategic plan by extending

that general strategy into strategic plans for major divisions.

The purpose of an information security strategy is to provide management with the
necessary information to make informed decisions about investment in security. The strategic
plan links the security function with the business direction. The strategy must present a
business case that describes key business benefits and outcomes related to security, with

recommended strategies for achieving those outcomes (Wentworth, 2003)

An information security strategic plan begins with vision, objectives, policy,
standards, and practices.
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2.3.3.10.1 Security vision

The vision is the picture of the future environment, showing how people, process and
technology, with work together to overcome constraints and threats, and meet all security
objectives. (Wentworth, 2003)

2.3.3.10.2 Security objectives
Security objectives are the subset of the business objectives that can be achieved by

application of the security functions.

Strategic security must achieved List of objectives
a. To reduce security events
b. To provide security infrastructure that reduces development costs.
c. Toreduce operational costs (reduce insurance costs by reducing the risk profile of the
organization
d. To protect assets by performing risk assessment
e. To reduce fraud.
f. To reduce legal penalties.
g. To provide consulting to reduce risks.

2.3.3.10.3 Security Policy
Information security policy was identified by (Bowen et.al, 2006) “ A collection of
directives, rules, and practices that prescribes how an organization manages, protects, and

distributes the information “.

The goal of the security policy is to translate, clarify and communicate management’s
position on security as defined in high-level security principles. The security policies act as a
bridge between these management objectives and specific security requirements (Weiseand
Martin, 2001).Policy should be short, constituted of series of clear and specific points, not

more than one side of paper, because the shorter document is the more read one by employees.

Security policy should contain:
« Information security roles and responsibilities;
« Security controls baseline and rules of exceeding the baseline; and
 Rules of users' behavior and minimum consequences for noncompliance (Bowen& et
al, 2006).
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2.3.3.10.3.1  Types of Policies

The three types of policies that described by (Hare, 2004) are:

= Regulatory: Regulatory policies are security policies that the organization is required to
implement, because it consists of some regulations or/and legal requirements imposed
by the government bodies to organize some certain of professions like medicine and law.

= Advisory: Advisory policies are not mandated, but it’s strongly suggested to be
followed in some events such as job warning and termination.

= Informative: Informative Policies are not mandate too, its purpose is to inform the
individuals with some information, and no consequences on individuals if they are not

follow or apply it.

2.3.3.10.3.2 Contents of the Policy
The following issues should be addressed by the policy.
= Access Control Standards: Every user should be granted the only needed permissions that
allow him/her to access the information systems and services that make him/her capable of
doing his/her duties.
e Accountability: It is important that users are held accountable for all actions carried out
under their user IDs.
e Audit Trails: The actions carried out by users must be recorded and logged.
= Backups: The backup of the databases, users' files and software should be done in a regular
basis, and the backup media should be kept in a secure place. The backup media will be
used in case of failure or loss of data, and restore the corrupted or lost files and applications.
= Business Continuity Plans: Business Continuity Plan (BCP) should be developed,
updated, and tested. Such plan will be used for all critical information systems and services
to minimize the restore time of the business in case of failure.
= Physical Security: There should be a policy to protect the information facilities from
physical side, such policy should make sure those information systems, removal storage
media, electrical and communication services are well protected against unauthorized
access as far as possible, these protection controls should be consistent with a cost-efficient
operation.
= Viruses: It's very necessary for the organization to have an antivirus installed on all
computers, but this not means that the staff members are not responsible in this manner,
they should make sure that files should be checked before being loaded to the network, and

they should report any detected viruses to the IT department in the organization.
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= Noncompliance: The policy should also contain the actions that the organization may take
if the staff member not compliance with the security policy, and the staff members should
be noticed and know such actions.

= |egislation: The security practitioner should be conversant with the legislations that
relevant to the aspect of information security, in order not to violate these legislations and
put his/her organization in a critical situation (Harold F. Tipton & Micki Krause CRC
2004).

2.3.3.10.3.3  Policy versus Procedures

Shorten (2004) argues that the policy defines and states what should be done, but
procedures tell how that thing should be done. For example, if the policy says, "All users must
have a password", the procedure would tell more information about that password, in terms

of its length, its lifetime, level of complexity.. etc.

2.3.3.10.4 Staff Awareness

The authors of the report argue that one of the most effective counter measures against
human factor threats to information security are security awareness, training and education.
If you put a good policy, but your staff does not understand it, the policy will be useless. So,
the staff members should be educated, and feeling that the policy will protect them.(Hare,
2004). The motivation for security awareness is increasing the compliance of the employees

to detect attacks in an earlier phase.

2.3.3.10.5 Evaluation of Information Security.

= Directive Controls: Usually called administrative controls; their purpose is to advice the
employees on how their behavior should be when they interact with organization’s
information systems. These directives always presented as policies or related documents.

= Preventive Controls: Preventive controls are mechanisms to prevent undesirable actions to
be occurred. Some examples of these controls are guards, mantraps, backups, UPS, separation
of duties, and user registration.

= Detective Controls: They are about using practices, processes, and tools that detect and react
to security violations. Some examples of these controls are audit trails, intrusion detection,
logs, and violation reports.

= Corrective Controls: These controls contain a physical, administrative, and technical
measures designed to react to any detection of an incident in order to reduce or eliminate its

occurrence again.
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= Recovery Controls: Once a violation has occurred, recovery controls are necessary to restore
the system or operation to its normal operating state. The recovery control could be restoring
a lost or corrupted file from the backup (Hansche et.al, 2004, P: 341-342).

2.3.3.10.6 Auditing

Auditing is a methodical examination or review of an environment to ensure compliance
with regulations and to detect abnormalities, unauthorized occurrences, or outright crimes. Secure
IT environments rely heavily on auditing. Auditing covers a wide variety of different activities,

logging, monitoring, examining alerts, analysis, and even intrusion detection.

2.3.3.10.6.1 Key Performance Indicators

Key Performance Indicators (KPIs) are quantifiable variables which can measure the
performance of an organization, evaluate the success of specific activities and support
decision making processes. The usage of KPI in the field of Information Assurance is at its
early stage. Defining KPIs for the Security Assurance processes is difficult because of the
complexity of regulations, certifications, technical and organizational issues, and budget
constraints. Hence it is a complex task to quantify clear Security Assurance objectives and
performance in terms of KPIs.

= Key Performance Security Indicators (KPSIs) can measure the maturity level of the
information security processes (detection and detection-related processes.
-The first purpose of KPSIs is to assess the organization’s overall maturity level of

security event detection and response posture.

- The second purpose of KPSIs is to enable an organization to assess the actual
detection levels of security events as summarized in (ISI 001-1) information security

indicators and to evaluate the results of the measurements

2.3.4 Summary

The current era is the era of information and is not the era of industries, the information
in the business world is the assets which upon it the decisions are made. hence the companies
must classify their information according to their importance to the decisions, Information
may be exposed to many threats, some of them from outside the company and some from
inside, the internal threats are the most dangerous, companies work to protect sensitive
information, by all means, to ensure the three main things is called a security triangle

(Confidential, Integration and Availability).
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The threat agent is the actor that imposes a threat to the system. Three classes of

information threat agent are classified (humans, natural disasters and technological threats).

The process of ISMS consists of two phases, namely, planning and then implementing
management practices, procedures and processes for establishing and maintaining
Information Security. This phases translate into approach issued by ISO/IEC 27001. The
process of this approach consists of the Plan- Do- Check- Act (PDCA) model

Important part of ISMS is Risk management which involves three major undertakings:

risk identification, risk assessment, and risk control.

Strategic planning of Information Security as any strategic planning begins with

vision, objectives, policy, standards, and practices.
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SECTION 3: Government Institutions In Gaza

2.4.1 The Ministry of Interior (MOI)

The Ministry of Interior (MOI) was established to maintain security and discipline in
the state of Palestine, and to protect the lives and property of Palestinian citizens in the Gaza
strip.

24.1.1 Information Systems and Computer’ General
Department

Information systems and Computer' General Department is one of the actors
departments in Interior Ministry, and specializes in providing integrated computerized
solutions that actively contribute to finding solutions to many problems, and provide a suitable
working environment through linking all the different departments by an integrated network,
as well as finding appropriate alternatives, develop work in the ministry, facilitate
administrative processes and procedures and provide technical support and maintenance of
the ministry network and computer accessories and office equipment and devices. Information
Systems and Computer' General Department strives to determine the goals and objectives that

serve the public vision and strategic objectives of the ministry.

2.4.1.2 Planning and development unit

It is one of the support units that associated with the Interior Minister, its tasks
supporting all the departments and units of the Ministry in the specific items related to
planning, policies and projects, development and operations monitoring and evaluation and

coordination of international aid.

2.4.2 Ministry of Telecom & Information Technology
2.4.2.11T sector

Information technology is a key driver for the development of all science, and is a big
supporter of all life activities, and play an important role in advancing the development and
knowledge in various fields towards new Prospects. The ministry attaches great importance
to this sector by working to provide all means for the success of e-government project and
promote the electronic transformation of institutions, government departments and enhance

the knowledge of digital in Palestinian society.
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2.4.2.2 Government Computer General Directorate
The aims of the Government Computer General Directorate is planning, supervision

and implementation of all the items of infrastructural IT.

The General Directorate of Government Computers is a major source of technical
information and it is advisory body in the field of information technology and communication,
where it is offering its services to all Palestinian National Authority institutions. Design,
implement and manage the Palestinian government network that links all of the Palestinian
National Authority institutions to each other and with the global information Internet network
using the latest technology and ensure confidentiality and security for the flow of data and

information across national and international network.

2.4.2.3 General Directorate for Informatics

General Directorate of Information operates to develop of the electronic services,
software and database using modern techniques, which would contribute to improve the
government performance and raise the level of productivity and transparency of government
work. Add to provide technical consultancy in the field of information technology for all

government institutions.

2.4.3 General policy of Information Ssecurity In Ministries and Government
Institutions
Ministry of telecommunications & Information Technology issued document for
information security policies to be applied in government institutions, this document have

included on eight areas.

1. Administrative responsibilities.
a. General Directorate and departments
b. Eexternal actors
c. Crisis Management
2. Physical security.
a. Environment
b. Security equipment
c. Controlling physical access
3. Access control security.
a. Data access control.

b. Personal check.
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Privacy.

Identification

User privileges management

Network access.

Documenting events.

Information Security.

Data Privacy

Backup

Applications security

Development and maintenance of applications
Management and control of settings
Communication and networks security.
Network Protection

Internet Security

protection against computer viruses and malicious code
Wireless network security

Evaluate and audit the security risks
Security risk assessment

Security audit

Management of Security Event

Respond to security incidents
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CHAPTER THREE
PERVIOUS STUDIES

e Introduction

e Studies about information security
» Local studies
» Arab and foreign studies

e Studies relate information security with strategic planning
» Local studies

« Arab and foreign studies
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3.1 Introduction

This chapter deals with previous studies that associated with this study, and which
from it the researcher derived variables and methodology of this study, the studies are divided
into two main groups, the first group is related to information security, and the second group

is linked to strategic planning and its relationship to the information security

3.2 Studies about Information Security

3.2.1 Local Studies:
1. Altoom study (2013)

The research study titled “Information Security and Communications Management in
light of Networks Technology" aimed to manage information and communication security in
light of network technology at the (IUG), through Determine the impacts of the input, output
data, policies and procedures, and lack experience risks on the security of information and
communications in IUG. The analytical descriptive approach was used and the comprehensive
survey to introduce the research data in order to meet research objectives using the Statistical
Package for the Social Sciences (SPSS). Questionnaires were distributed as a tool in survey
the opinions of the research population, the response rate (78%). The study found that
statistical significant relationship between the risks on the surrounding technology and the
level of system security associated with natural disasters, fire, and Israeli attacks. The system
can be penetrated from outside. And the staffs have no experience in the field of updated
security programs, policies and procedures. The study recommended to find a suitable
alternative to manage and control the safety of the information system in and out the IUG to
maintain the integrity of information, and the development of policies and procedures to
protect the security information systems in the UG, staff training on the latest technologies

information by joining international conferences.

2. Eldanaf study (2013)

The study titled "The reality of management information systems security in the
technical colleges in the Gaza Strip and ways of developing” aimed to identify actual situation
of information systems security, detecting threats and verification of the effectiveness of

methods used for information security. Then determine ways to develop information security
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management in technical colleges in the Gaza Strip. The questionnaire and interviews were
used as tools. The questionnaire analyzed with the SPSS. The study sample was consisted of
123 employees representing all the college’s IT centers engineers and the users of Information
Systems in the technical colleges (of which 97 was retrieved). The study found there are
differences between the Technical Colleges in applying the information security management
due to the age, training levels, staff experience years, rate of security budget. But all technical
colleges haven’t any written information security policy, and only some college’s higher
management know about it. The study recommended the following: 1) Establishing and
developing Information security policy in the technical colleges. 2) Increase the financial
budget of information security processes. 3) Increase the capabilities of employees in security

fields through training.

3. Tayh study (2008)

The study titled "Effectiveness of Information Security Management at the Palestinian
Information Technology Companies” aimed: to identify the extent of the effectiveness of
information security management in Palestinian Information Technology companies
(Jerusalem, West-bank, and Gaza). Questionnaire and interviews were the tools of study. The
questionnaires analyzed with the SPSS. The study sample consisted of 74 Companies of IT
(of which 74 was retrieved).The descriptive analytical quantitative technique was used in this
research because it is suitable and widely used in analyzing such this topic. The findings of
the research showed that all domains except the organizational security were affecting the
effectiveness of information security management in Palestinian Information Technology
companies. Moreover, there are no differences between the information technology
companies in applying the information security management due to the company history in
IT field, operating systems, staff qualifications, staff experience years, company main

working field, and yearly security budget.

4. Hassan study (2013)

The study titled “Information Security Management for Strategic and Effective
Implementation of E-Management in the Governmental Institutions in Gaza" aimed to
identify the impact of information security management on the effectiveness of applying e-
management in the governmental organizations in Gaza. The research used the analytical
descriptive approach and the comprehensive survey to collect the study data in order to meet
research objectives (158) questionnaires were distributed as a tool to explore the opinions of

the study population, response rate (91.14%). Ten fields of information security management
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were investigated at (8) governmental organizations along with the effectiveness of applying
e-management. The study found that the effectiveness rate of information security
management in the governmental oganizations in Gaza was (65.30%). The effectiveness rate
of applying e-management was (74.5%). Also found clear weaknesses in some fields
include: personnel security, organizational security, compliance to legal requirements and
asset classification and control. The study recommended Government is advised to exert more

efforts towards the weak information security fields.

3.2.2 Arabic and foreign Studies
5.  Veiga & Martins study (2014)

The paper titled “Improving the information security culture through monitoring and
implementation actions illustrated through a case study ” The aim was to assessed the
information security culture in organizations such as the behavior of employees is in
compliance with information security and related information processing policies and
regulatory requirements, by focusing on developmental areas, of which awareness and
training programs. An information security culture assessment (ISCA) system has been
developed for this purpose. In this paper discuss a case study of an international financial
institution (ISCA), which was conducted at four intervals over a period of eight years, across
twelve countries (Australia, Botswana, Guernsey, Jersey, Hong Kong, Ireland, Mauritius
,Namibia ,South Africa, Switzerland, United Kingdom, United States). Comparative and
multivariate analyses were conducted to establish whether the information security culture

improved from one assessment to the next based on the developmental actions implemented.

The result of study refer that: The information security culture improved from one
assessment to the next, with the most positive results in the fourth assessment.This research
illustrates that information security training and awareness is a significant factor in positively

influencing an information security culture and improve information security level.

6. Abukmail (2011)

The study titled “The development of internal controls to protect information prepared
electronically” aimed to study "Development of internal control for protect the electronic
prepared data, and determine the risks created by the use of electronic systems the Palestinian
banks.The questionnaire was designed for this purpose. The descriptive analytical method
was used and the needed statistical analysis was conducted to test the research
hypotheses. The study found: the banks have a Limited number of observers interns, and the
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most important risks facing the internal control systems in electronic systems that more than
one employee used the same password and allow workers to transfer programs files out of the
system after working hours to perform certain tasks. There was strict procedure of control in
the process of entry and operation and extraction of data and information in the electronic

systems.

7.  Kazemi et.al(2011)

The study titled "Evaluation Of Information Security Management System Success
Factors: Case study of Municipal Organizations™ aimed to identify the priority of key success
factors in implementing information security management system in Iranian Municipal
Organization with the view of experts. The questionnaire was used as a tool to collect data,
Questionnaire was distributed to 35 from the study sample the response rate was 100%.The
results were analyzed with SPSS software. The study found that factors associated with high
levels of the organization (top management and policy) are in the first priorities, and then
factors related to staff are in the second priority (training, motivation). Finally, there are
factors relating to compliance with security standards and consultants outside the
organization. The study was recommended that a research should be done about the causes of

low importance of using the services of the information security external advisors.

3.3 Studies Relate to Information Security WITH STRATEGIC PLANNING
3.3.1 Local Studies

8. Dirawi (2014)
The study titled “The relationship of MIS strategic planning with information security

in the Palestinian universities in the Gaza Strip.” aimed to examine the relationship between
strategic planning of management information systems represented by (vision and mission of
MIS, goal setting, environmental analysis, setting priorities, and resource estimate) and
information security in the Palestinian universities in the Gaza Strip. The analytical
descriptive approach was used and the comprehensive survey to collect the study data in order
to meet research objectives using the Statistical Package for the Social Sciences (SPSS). (82)
Questionnaires were distributed as a tool to explore the opinions of the study population, the
collected questionnaires were (82), represent response rate (100%). The study found that:
there is a medium positive correlation between strategic planning of management information
systems represented by (vision and mission of MIS, goal setting, environmental analysis,

setting priorities, and resource estimate) and information security in the Palestinian
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universities in the Gaza Strip. And there are significant differences in the responses of the
study sample due to the variable name of the university in all domains of the study In favor

of Al-Quds Open University.

3.3.2 Arabic and Foreign Studies

9. Hall et.al study (2011)

The study titled "Impacts of organizational capabilities in Information Security” The
George Washington University “aimed to examine the relationship between information
security strategy and organization performance, with organizational capabilities as important
factors influencing successful implementation of information security strategy and
organization performance. A questionnaire was used to collect the study data. A questionnaire
was mailed to 1,600 respondents residing within the USA and the District of Columbia. The
targeted sample population consists of Certified Information System Security Professionals
(CISSPs).The study found that evidence suggests the organizational capabilities,
encompassing the ability to develop high-quality situational awareness of the current and
future threat environment, the ability to possess appropriate means, and the ability to
orchestrate the means to respond to information security threats, are positively associated with
effective implementation of information security strategy, which in turn positively affects
organization performance. However, there was no significant relationship between decision
making and information security strategy implementation success. The study recommended:
Business leaders should focus on organizational capabilities that provide high valued
contributions to the accomplishment of information security strategy goals and organizational
objectives, enabling their businesses to achieve market-leading performance and thus

competitive advantage.

10. Scanlan (2011):

The study titled” Assessing the alignment of information security, strategic business,
and strategic information system planning: A department of defense perspective”. The
purpose of this research was to ascertain if alignment existed in the relationship between the
Strategic Business Plan (SBP), Strategic Information Systems Plan (SISP) and the
Information Security Plan (ISP). A survey was designed to analyze a public organization (the
United States Marine Corps) to determine if this alignment is present. A vertical, cross-
sectional sample from a Department of Defense organization was surveyed (n = 149). The

data were analyzed using the Statistical Package for the Social Sciences (SPSS). The results
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from this study indicated that information security is present at the strategic planning level.
Information security planning should not be thought of as second hand or a part of the SISP.

The ISP is a separate planning consideration.

11. Al Sahli (2011)

The study titled ”The Role of Strategic planning requirements in Diminishing
Disasters Harms” aimed to determine the role of strategic planning requirements in
diminishing disasters harms. The survey analytical methodology was used, Questionnaire was
designed to collect data, questionnaire were distributed on (280) officers working in Civil
Defense public directorate in Eastern Region The study concluded that: There is high
understanding level of strategic planning aspects by Civil Defense officers in Eastern Region
for facing disasters. There is deficiency in financial abilities required to apply disasters facing
strategies, absence of technologies required to carry out protection and contaminated
strategies, facing strategies, control strategies, and rare in qualified manpower required to
prepare protection and contaminated strategies, facing strategies, control strategies. The study
recommended: 1) Increasing financial abilities required to support Civil Defense in preparing
developed strategies to face disasters. 2) Providing advanced training programs in strategic
planning field to the Civil Defense staff members, developing communication systems among

organization participated in disasters protection.

12. Al-Awadi & Saidan (2010)

The paper titled “Justifying the need for a data security management plan for the UAE"
attempted to investigate the need to develop a UAE data security strategy and a detailed
framework that can ensure the safety of data and can cope with all types of disasters expected
in the country. A questionnaire has been designed and distributed, Although 70 organizations
were targeted in this study, and only 35 questionnaires were filled and returned perhaps due
to the sensitivity of the subject. The study found that The data security management of an
organization has to find efficient and effective strategies to guarantee that they fully
understand the information and data security risks affecting their operations, and implement
apt controls to mitigate these risks. The security of organization's data and information assets
is indispensable to ascertain and sustain confidence in their customers. This process has to
maintain conformity with the legal requirements, and to shield the reputation of the
organization. This procedure must be supported by operational and technical security
standards to conduct active monitoring and assessments of their security program. The only

prerequisite needed for a committed data security plan functioning effectively is strongly
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confirmed by the organization board of directors and the executive top management. The
study recommended that organizations from the outset should have a set-plan, which has to
be periodically analyzed, reviewed, and modified to keep abreast of the technological
advancements and risks in order to protect electronic data.

13. Abu-Musa (2010)

The study titled "Information Security governance in Saudi organizations: an
empirical study" sought to empirically examine the existence and implementation of
information security governance (ISG) in Saudi organizations. A questionnaire was used to
explore and evaluate the current status and the main features of 1SG in the Saudi environment.
A total of 167 valid questionnaires were collected and processed using the Statistical Package
for Social Sciences. The results of the study revealed that although the majority of Saudi
organizations recognize the importance of ISG as an integral factor for the success of IT and
corporate governance, most of them have no clear information security strategies or written
information security policy statements. The majority of Saudi organizations have no disaster
recovery plans to deal with information security incidents and emergencies; information
security roles and responsibilities are not clearly defined and communicated. The results also
showed that alignment between I1SG and the organization's overall business strategy was
relatively poor and not adequately implemented. The results also showed that risk assessment
procedures were not adequately and effectively implemented, ISG was not a regular item in
the board's agenda, and there were no properly functioning ISG processes or performance-

measuring systems in the majority of Saudi organizations.

14. Shing& Shing( 2010)

The paper titled “Information Security Risk Assessment Using Markov Models”
emphasized on how the likelihood of the risk propagates throughout the time and how to
monitor the risk based on semi-Markov chain models this model starts with understanding
what assets are potentially at risk, and then identifies what the possible threats are, and finally
finds out what are the possible vulnerabilities that can be exploited. Markov chain model
identifies threats in three categories (hardware, software, staff).The model has been applied
in four states; it has been calculating the probability of threat occurrence numerically and
expected losses .The study results were: the risk assessment can provide a way to protect the
assets based on limited resources. Even though a risk assessment has been done and action
has been taken to protect the assists, the risk assessment has to be updated due to environment

change such as hardware, software or personnel changes. Therefore, risk assessment must be
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monitored all the time.The paper emphasize that this model is fit to risk assessment of
information security, and reduce the economic cost, and stressed that the risk analysis a basic

foundation to raise information security level.

15. Somaini and Hazleton(2008)

The paper titled “Information Security Management Programs: Organizational
Assessment Lessons Learned and Best Practices Revealed” it was a series of papers showed
that the preparation of information security strategy must be start with the evaluation process,
and must take into account the fact that all information security management programs such
as 1SO 2700 and the other Focusing on the development of processes and the implementation
of these stages carefully and do periodic revision, Based on this series of papers the Learned

Lessons were:

e Lesson One: ISMS do not typically fail due to difficulty understanding or
implementing technology

e Lesson Two: Comprehensive security policy is but one of the key building blocks to
an effective ISMS

e Lesson Three: To successfully design an ISMP, the information security team must
thoroughly understand the employee and management team’s opinions, attitudes, and
history with respect to enterprise information security

e Lesson Four: To successfully design an ISMP, the information security team must
thoroughly understand the current state of operational processes and tools for IT

infrastructure and application development

34 Comments on Previous Studies.
= This study has reviewed (15) studies, (4) local studies, and (10) Arabic and foreign studies.
e The first group of studies have addressed the Information Security, which is second
domain in this study, in order to reveal its dimensions, elements and its Influenced by
these variables, some of these studies focused on factors of information security
management (Altoom 2013,Kazemi et al 2011), other concerned with the implementation
of information security governance as (Abu-Musa 2010), other focused on Reality of
information security management as (Danaf 2013 ), while studies of(Hassan study
2013, Tayeh 2008) focused on effectiveness of information security management, the
study of (Al-Awadi, & Saidani, 2010) Concerned with the awareness of the respondents

to the data security risks.
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e The second group of studies linked strategic planning with information security
components. (Scanlan 2011) focused on The alignment of information security, strategic
business, and strategic information System planning, (Abu-Musa 2010) focused on
information security governance, while (Shing 2010) and (Somaini and Hazleton,2008)
focusing on Information Security Risk Assessment, the (Derawi 2014) study was the
closer study to the researcher study where the domains of (Derawi2014) exist within the
second and third domain in the researcher study with a different study population, the

researcher benefited from the Derawi (2014) study in some questions in the questionnaire.

= These studies were conducted in different environments, some of them were conducted in
foreign environments and others were conducted in Arabic ones, as some of them were
conducted in public sectors, and others were conducted in private sectors.

= These studies contributed in supporting the administrative development in the institutions
and departments.

= The researcher, at the beginning, benefited from the previous studies in building the
Jvproposal, and determining the variable and the hypothesis of her study.

= These studies leaving the field wide and open for researchers to fill the research gaps and to
contribute to the enrichment of the knowledge and practical sides of both domains of this
search.

= The previous studies helped the researcher to develop the second section of the theoretical
framework “information security”.

= Previous studies have helped the researcher to determine the appropriate statistical methods
to analyze the study data, also in guiding to references and books to save time and effort.

And make recommendations and proposals.

3.5 What distinguishes the current study from previous studies?

= |t is unique study that examined the relationship between all phases of strategic planning and
level information security in the governmental institutions "as the researcher found”.

= It highlights the ISSP environment, to increase the interest in it, and to issue the necessary
recommendations to fill the gaps that hinder the effective implementation of the ISSP in the
governmental institutions in Gaza.

= Previous studies examined the parts of the title of this study separately so these studies
similar with it in some theoretical frameworks, but different in some things such as the
dependent and associated independent variables, Society study, as well as the spatial domain

and temporal.
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= The current study used a multi regression model to show the impact ISSP on information

security level, whereas most of previous research didn’t use this model.
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4.1 Introduction

This chapter describes the methodology steps that have been in this research, which
addresses the research design, research Approach, research population, the sample that have
been applied by the study, questionnaire design, pilot study, and statistical methods used in

the data to arrive at results analysis and then achieving the objectives of the study.

4.2 Research Design

Topic Selection Identify the
I Problem
Bl
I L
v v
Develop ) i
Thesis Proposal Define the Problem
Research Plan
. 1 v
-
i - Establish Objective
Literature Review
Questionnaire
Design
ﬁ Pilot Study
Pilot Study — l
i Questionnaire
Distribution
Cuestionnaire +
WValidity Data Analysis
¢ and Results
Questionnaire i
Reliability

Conclusions and
Recommendations

Figure (4.1) shows the research methodology flowchart, which leads to achieve its objectives.
By researcher relay on (Saunders, et al 2009)
The first phase was to develop the research thesis proposal which included identifying and
defining the research problem, establishing the study objective and developing the research

plan.

The second phase of this research included a summary of a comprehensive literature review.
Literatures on strategic planning and information security were reviewed.

The third phase included designing the study questionnaire to be used in examining the
impact of strategic planning information security on the level of information security at the

governmental institutions in Gaza.
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The fourth phase of this research focused on distributing the questionnaire to a pilot study.
The purpose of the pilot study was to test and prove that the questionnaire questions are clear
to be answered in a way that will help to achieve the study objectives. Questionnaire validity
and reliability tests were conducted for this purpose.

The fifth phase focused on distributing the questionnaire among the study population after
ensuring its validity and reliability.

The sixth phase was the data analysis and discussion. Statistical Package for the Social
Sciences, (SPSS) was used to perform the required analysis.

The final phase includes the conclusion and recommendations.

4.3 Data Collection Resources
In order to achieve the research objectives, two essential data collection resources were used,
which are:

1. Primary Resources: in order to address the analytical aspects of the research theme,
the research resorted to collect the primary data through the questionnaire as a main
tool, which is designed especially to meet the research objectives. This questionnaire
was distributed among the study population, (50) employees working at the
governmental institutions in Gaza in order to get their opinions about examining the
impact of strategic planning of information security on the level of information security
at the governmental institutions in Gaza through the point of view managers and
specialists.

2. Secondary Resources: in order to address the theoretical background of the study, it
has been found on the secondary data collection resources, the likes of books, papers,
essays, journals, research studies and reports that have handled the research theme and
finally by surfing the internet to the related websites.

4.4 Research Method

This research has used the descriptive analytical method, which attempts to answer
the basic question in the study "The Impact of information security Strategic Planning on
information security Level at the Governmental Institutions in Gaza Through The Perspective
of Managers and Specialists”, and what the nature of the Phenomenon which is research
theme., and analysis of the phenomenon, its environment, and clarifying the relationship
between its components. The description is given mainly by units, conditions, relationships,
groups, categories, or patterns that do exist. Also include related opinions and trends about it,

as well as the operations contained and the resulting effects. The descriptive approach extends
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to addressing how the phenomenon works. This approach satisfies the research goals in order
to compare and evaluate the results, raising our hopes to publicize a meaningful content to

support the available knowledge of the research theme.

4.5 Research Population And Sample Size

The study' population is the Governmental Institutions in Gaza” the Ministry of
Telecommunications and Information Technology and the Ministry of Interior and National
Security”. The research has focused on managers and the staff of information technology,
information archiving and planning departments in those institutions because it discussed the
information security from a managerial perspective. This population consists of (57)

employees.

The Study Sample: the sample was 50 employees, according to Retched Gerger
formulation n=(((z/d)2)*(0.50) 2)/(1 +((1/N)*( (((z/d)2)*(0.50) 2))-1))

(N=study' population, Z: confidence level at 95% (standard value of 1.96),E:error proportion <0.05)

Table (4.1) Research Population’s Governmental Institution Representation

Governmental Institution Frequency | Percent (%0)

Ministry of Telecommunication and Information Technology 29 58

Interior and National Security Ministry 21 42
Total 50 100.0

4.6 Questionnaire Contents

Questionnaire was provided with a covering letter explaining the purpose of the
research, the way of responding, the aim of the research and the security of the information
in order to encourage a high response. The questionnaire included multiple choice questions:
which used widely in the questionnaire, the variety in these questions aims first to meet the
research objectives, and to collect all the necessary data that can support the discussion, results

and recommendations in the research.

The sections in the questionnaires will verify the objectives in this research related to
The Impact Of information security Strategic Planning On information security Level ,through the

Perspective of Managers and Specialists of Information System "as follows

First section: personal data consist of) age, gender, experience, training, job title, job field,

qualification )
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Second section: related to The Impact Of information security Strategic Planning On

information security Level ,Through The point Of View Managers and Specialists Of

Information System, consist of (78) Sentences and divided into six fields as follows

1.

6.

First Domain: clarity of Information Security concept and awareness of importance of
strategic planning for information security,consist of (10) Sentences

Second Domain: information security environment analysis, consist of 12 Sentences
Third Domain: The formulation of the strategic plan for information security,consist
of (15) Sentences

Fourth Domain: Implementation of the strategic plan for information security, consist
of (11) Sentences.

Fifth Domain: Control and monitoring of the application of the Strategic Plan,consist
of (11) Sentences

Sixth Domain: Level of information security, consist of (19) Sentences.

The questioner was distributed in Arabic language because most of the targeted population

members are unfamiliar enough with English language.

4.6.1 Data Measurement

In order to be able to select the appropriate method of analysis, the level of

measurement must be understood. For each type of measurement, there is/are an appropriate

method/s that can be applied and not others. In this research, scale 1-10 is used.

Strongly Strongly

Disagree I P agree

1

Figure 4.2 Measurement scale

4.7 Questionnaire Validity

Validity refers to the degree to which a questionnaire measures what it is supposed to

be measuring. High validity is the absence of systematic errors in the evaluating questionnaire.

When a questionnaire is valid,; it truly reflects the concept it is supposed to measure. (George,
& Mallery 2006).

4.7.1 Arbitrators Validity

This group of experts actually were of the academic staff of the Faculty of Commerce,

the Faculty of Engineering and Information Technology, the Scientific Research Deanship,

from the Islamic University and Al_Azhar university in Gaza. Those arbitrators had issued
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their suggestions around the questionnaire and its appropriateness to achieve the study
objective. In addition, an expert in statistics was requested to evaluate that the used
questionnaire is statistically valid and was designed well enough to provide the relations and
tests between the study variables. The names and some information about the arbitrators are
explained in Appendix (A). The experts agreed that the questionnaire was valid and suitable
enough to be used with some amendments. The arbitrators ‘suggestions and amendments were

taken into consideration in order to set the appropriate questionnaire as shown in Appendix

(B).

4.7.2 Internal Validity

Internal validity of the questionnaire was evaluated after conducting a pilot study by
an exploratory sample, which consisted of 25 questionnaires, by measuring the correlation
coefficients between each item in one field and the whole filed.

Table (4.2)
The correlation coefficient between each item (question) in the field and the whole field
First Domain Second Domain
Item Item Pearson correlation
Pearson ion coefficient Sign o sign
No No coefficient
1 0.867 **(0,000 1 0.478 *0.024
2 0.881 **0.000 2 0.817 **0.000
3 0.774 **0.000 3 0.832 **0.000
4 0.802 **0.000 4 0.892 **0.000
5 0.939 **0.000 5 0.944 **0.000
6 0.862 **0.000 6 0.935 **0.000
7 0.784 **0.000 7 0.955 **0.000
8 0.828 **0.000 8 0.898 **0.000
9 0.856 **0.000 9 0.592 **0.004
10 0.570 **0.006 10 0.837 **0.000
11 0.734 **0.000
12 0.741 **0.000
Third Domain Fourth Domain
Item Pearson cp(relation Sign Item Pearson c_or_relation Sign

No coefficient No coefficient
1 0.838 **0.000 1 0.924 **0.000
2 0.806 **0.000 2 0.893 **0.000
3 0.873 **0.000 3 0.877 **0.000
4 0918 **0.000 4 0.879 **0.000
5 0.854 **0.000 5 0.862 **0.000
6 0.806 **0.000 6 0.878 **0.000
7 0.829 **0.000 7 0.670 **0.000
8 0.828 **0.000 8 0.845 **0.000
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First Domain Second Domain
Item Item Pearson correlation
Pearson ion coefficient Sign sign
No No coefficient
9 0.880 **0.000 9 0.778 **0.000
10 0.812 **0.000 10 0.770 **0.000
11 0.908 **0.000 11 0.858 **0.000
12 0.856 **0.000
13 0.885 **0.000
14 0.819 **0.000
15 0.915 **0.000
Fifth Domain Sixth Domain
Item Pearson c_or_relation Sign Item Pearson c_0|_’relation Sign
No coefficient No coefficient
1 0.932 **0.000 1 0.783 **0.000
2 0.945 **0.000 2 0.892 **0.000
3 0.931 **0.000 3 0.869 **0.000
4 0.890 **0.000 4 0.879 **0.000
5 0.899 **0.000 5 0.837 **0.000
6 0.696 **0.000 6 0.822 **0.000
7 0.949 **0.000 7 0.953 **0.000
8 0.903 **0.000 8 0.963 **0.000
9 0.933 **0.000 9 0.929 **0.000
10 0.841 **0.000 10 0.937 **0.000
11 0.961 **0.000 11 0.823 **0.000
12 0.941 **0.000
13 0913 **0.000
14 0.827 **0.000
15 0910 **0.000
16 0.968 **0.000
17 0912 **0.000
18 0910 **0.000
19 0.880 **0.000

**Indicates Correlation Significance at o < 0.05

Results described in the Table (4.2) shows that the paragraphs of the questionnaire
have a strong correlation coefficients and statistically significant at the level less than (0.05),

this indicates that the questionnaire enjoying by high sincerity.

4.8 Reliability :

Reliability of a questionnaire is the degree of consistency in which it measures the
level of consistency of the questionnaire results if it will be distributed several times under
the same conditions. In other words, questionnaire reliability means that the questionnaire

will give the same results if it will be distributed several times to the study sample in specific
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time periods. For the most purposes reliability coefficient above 0.7 is considered satisfactory
(George and Mallery, 2006).

To measure the reliability can be achieved by using Cronbach's Alpha Coefficient and
Half Split Method through the SPSS software .

4.8.1 Cranach’s Alpha Coefficient:

This method is used to measure the reliability of the questionnaire between each field and the
mean of the whole fields of the questionnaire. The normal range of Cranach’s coefficient alpha value
between ( 0.0) and (+ 1.0), and the higher values reflects a higher degree of internal consistency.
(George and Mallery, 2006)

Table (4.3) for Reliability Cronbach's Alpha

No. of | Cron.
All Domains Items | Alpha
78 0.988

First Domain: clarity of Information Security concept and awareness of

importance of strategic planning for information security 10 0.928
Second Domain: information security environment analysis 12 0.951
Third Domain: The formulation of the strategic plan for information security 15 0.973
Fourth Domain: Implementation of the strategic plan for information security 11 0.957

Fifth Domain: Control and monitoring of the application of the Strategic Plan 11 0.976

Sixth Domain: Level of information security 19 0.985
Table No. (4.3) shows the Cronbach’s coefficient alpha was calculated and the results were

in the range from 0.928 and 0.985, and the general reliability for all items equal 0.988 this
range is high; the result ensures the reliability of the questionnaire.

4.8.2 Half Split Method

This method depends on finding Pearson correlation coefficient between the means of
odd rank questions and even rank questions of each field of the questionnaire. Then, correcting
the Pearson correlation coefficients can be done by using Spearman Brown correlation
coefficient of correction. The corrected correlation coefficient (consistency coefficient) is
computed according to the following equation: Consistency coefficient = 2r/(r+1), where r is
the Pearson correlation coefficient. The normal range of corrected correlation coefficient
2r/(r+1) is between 0.0 and + 1.0
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Table (4.4) Split-Half Coefficient method

person- Spearman-
Questionnaire correlation | Coefficient
0.729 0.843
First Domain: clarity of Information Security concept and
awareness of importance of strategic planning for information 0.825 0.904
security
Second Domain: information security environment analysis 0.884 0.939
Third Domain: The formulation of the strategic plan for
information security 0.892 0.943
Fourth Domain: Implementation of the strategic plan for
information security 0.753 0.860
Fifth Domain: Control and monitoring of the application of the 0.948 0.973
Strategic Plan of information security. ' )
Sixth Domain: Level of information security 0.972 0.986

As shown in Table No.(4.4), all the corrected correlation coefficients values are between

0.860and 0.986and the general reliability for all items equal 0.843, this result ensures the

high reliability of the questionnaire.

4.9 Statically Method

To achieve the research goal, researcher used the statistical package for the Social

Science (SPSS) for manipulating and analyzing the data. The following statistical tests were

used to analyze the data and the study hypothesis:

VI.

Frequencies, means and percentages to represent the collected data in meaningful figures.
Pearson Correlation Coefficient was used to measure the correlation between two
variables, where it was applied to test the questionnaire validity.

Cronbach's Alpha coefficient was used to test the questionnaire reliability.

One Sample Kolmogorov-Smirnov test was used to identify if the study questionnaire
data follows the normal distribution or not, this test is considered necessary in the case of
testing hypotheses as most Parametric Tests stipulate data to be normally distributed.
T-test is used to determine if the mean of a paragraph is significantly different from a
hypothesized value 6. If the P-value (Sig.) is smaller than or equal to the level of
significance, o =0.05 then the mean of a paragraph is significantly different from a
hypothesized value 6. The sign of the Test value indicates whether the mean is
significantly greater or smaller than hypothesized value 6. On the other hand, if the P-
value (Sig.) is greater than the level of significance, o =0.05, then the mean a paragraph
is insignificantly different from a hypothesized value 6.

The Pearson Correlation Coefficient test was used to examine the correlation significance
in testing the first main hypothesis.

78



VIL.

VIII.

The Two-independent samples T Test was used to determine if there are differences
indicating statistical significance between the means of two groups of data like the
respondents ‘gender (male and female).

The One-Way ANOVA test was used to determine if there are differences indicating
statistical significance between the means in the case of three groups of data and more
like the respondents ‘qualification (general secondary, diploma, bachelor and master).
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5.1 Introduction:
This chapter highlights the statistical techniques were used in analyzing this research

data and finding out the appropriate answers to the study questions. In addition, this chapter
describes the used techniques in testing the research hypothesis. This chapter also highlights

the characteristics of research population.

5.2 Normality Distributing Test
One Sample Kolmogorov-Smirnov test was used to identify if the study questionnaire

data follows the normal distribution or not, this test is considered necessary in the case of
testing hypotheses as most Parametric Tests stipulate data to be normally distributed (Henry,
C. and Thode, Jr., 2002).

Table (5.1)
One Sample Kolmogorov-Smirnov Test
Z-value sig.

First Domain: Clarity of Information Security concept and awareness 0.147 0.200
of importance of strategic planning for information security
Second Domain: Information security environment analysis 0.140 0.252
Thlrd_ Domain: The formulation of the strategic plan for information 0.151 0.190
security
Fourt_h Domain: Implementation of the strategic plan for information 0.163 0.183
security
Fifth Domain: Control and monitoring of the application of the
Strategic Plan 0.138 0.199
Sixth Domain: Level of information security 0.130 0.192

Total 0.153 0.198

Through table (5.1) it is clear that the level of significance greater than 0.05 for each domain,
and this shows that the data follow a normal distribution and must use parametric tests.

5.3  Data Analysis:

5.3.1 Personal information
This  section introduces the  descriptive  statistics of the study

respondents‘characteristics (Personal information). These sample characteristics include:
their gender, qualification, specialty, age, job title, experience and the governmental
institution they belong to. This descriptive statistical analysis was done using the available

data in the first part of the study questionnaire as illustrated in Appendix (B).

1. Qualification:
Table (5.2) Research sample’s Job Qualification Representation

Qualification Frequency |Percentage
B.Sc 32 64
Higher Studies 18 36
Total 50 100.0
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Table No.(5.2) shows that 64% of the sample of qualification are " B.Sc *, and 36%
of the sample of qualification are " Higher Studies ". The presence of 36% “Higher Studies”
Could be attributed to the importance of information security strategic planning so the
government institutions took into their account the existence of a class of highly qualified

staff as a part of those who are treating this topic.

2. Specialization:

Table (5.3)Research sample’s specialization Representation

Specialization Frequency|Percent (%)
Computer Engineering 20 40

IT 16 32
Business Administration 3 6
Other 11 22
Total 50 100.0

Table (5.3) shows that 72% of the study's sample are specialized in the field of
computers, that is attributed to the government attempt to enhance the IT units in order to
achieve remarkable steps towards the successful launch of information security, the presence
of 22% " others" is attributed to the fact that there are staff contributed in the security of
information process or its strategic planning but their field is not related with computer such

as lawyers.

3. Age

Table (5.4) Research sample’s age Representation

Age Frequency| Percent (%)
Less than 30 years 9 18
30-40 years 38 76
40-50 years 1 2
More than 50 2 4
Total 50 100.0

Table (5.4) shows (94% ) of the study sample is in the young category this percentage
is attributed to the fact that the government ministries interest to presence of a young
energies able to keep up technological development, also table (5.4) shows 6% more than 40
that reflects the youth participation among the work force and it could be concluded that the
IT body is youth and capable to exert the best in its career. This result is attributed to the fact

that IT generation is relatively new and becomes an essential part of our contemporary life.
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4. Gender

Table (5.5) Research sample’s gender Representation

Gender Frequency| Percent (%)
Male 40 80
Female 10 20
Total 50 100.0

Table (5.5) shows that 80% of the study sample are males and 20% are females which
is approximately equal to the ratio of the female workforce in Gaza, "19.7," according to a
report by the Palestinian Center for Statistics (PCBS) on (11-7- 2015). This result normal
depending on the prevailing belief in government institutions in the Palestinian society that
males better able to work in the field of computer, and they have the ability to work under

pressure more than females.

5. Job Title
Table (5.6) Research sample’s Job Title Representation
Job Title Frequency|Percent (%)
General Manager 4 8
Chief Department 12 24
Chief Branch 11 22
Engineer 15 30
Programmer 6 12
Other 2 4
Total 50 100.0

Table (5.6) shows that 42% of the study sample job title in the field of computer, and
8% Director General, while the chief of department and director of the department (46%)
This reflects the diversity of job titles among the respondents.
6. Experience

Table (5.7) Research Sample’s Experience Representation

Experience Frequency| Percent (%)
Less than 5 12 24
5-10 27 54
More than 10 year 11 22
Total 50 100.0

Results in table (5.7) indicates that 78% of the study sample who have experience in
the field of work (less than 10 year ) this result is attributed to the government efforts to fill

the available vacancies after the Palestinian division events.
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7. Work field

Table (5.8) Research Sample’s Work field Representation

work field Frequency|Percent (%)]

Enterprise Management, And drawing plans, policies

and strategies 7 14
Developing Software Applications 15 30
Developing Databases Applications 9 18
Operating systems and networks 7 14
Other 12 24

Total 50 100.0

The result in table(5.8) shows that the (52%) of the sample work in information
technology field and 14% work in enterprise management, and drawing plans, policies and
strategies. This result is attributed to fact that the study revolves around information security
and the specialized computer’s category is the most knowledge by preserved methods,
however, the strategic planning process itself needs a special category with full knowledge of

its steps and methods.

8. Training for strategic planning of information security

Table (5.9) Research Sample’s courses (Strategic planning of information security)
Representation

No of courses Frequency| Percent (%)
No training 25 50
1-3 course 25 50
Total 50 100.0

Table (5.9) shows that 50% of the study sample said they did not take any strategic
planning for information security courses, and 50% said that the number of courses to
strategic planning for the security of information ranging from one to three. This result is
attributed to the presence of interest at government institutions to train some of its staff in the
area of strategic planning for information security according to provide opportunities, and to

government budgets.

9. Training for information security
Table (5.10) (Information security courses)

Courses Frequency | Percent (%0)
No course 20 40
1-3 27 54
4-6 3 6
Total 50 100.0

Table (5.10) shows that 40% of the study sample said they did not take any strategic

planning for information security courses, and 60% have courses to security of information
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ranging (1-6), This result is attributed to the presence of interest at government institutions to
train its staff in the area of information security according to provide opportunities, and to

government budgets.

10. Respondents’ Governmental Institution:

Table (5.11)Research Population’s Governmental Institution Representation

Governmental Institution Frequency |Percent (%0)
Ministry of Telecommunication and Information
29 58
Technology
Interior and National Security Ministry 21 42
Total 50 100.0

Table (5.11) shows that 58% of study sample works at Ministry of Telecommunication
and Information Technology and 42% Interior and National Security Ministry. This is because
the Ministry of Communication is the estuary to all ministries electronically which issue

information security policies.

5.3.2 Study Fields Analysis
In order to answer the study questions “What is the effect of strategic planning for

information security at the level of information security through the perspective of managers
and specialists in government institutions?" The researcher used the One-Sample T test mean

and P-value (sig.) for each domain.

5.3.2.1 First Domain: The clarity of Information Security concept and awareness of
importance of strategic planning for information security

Table (5.12): The respondents’ opinions towards the items of the first domain

Weight | Value

# Question mean T ®

Sig Rank

1 | The higher administration is aware that
Information Security is an important part 7.580 75.8 7.115** | 0.000 2
of the institution's security

2 | The administration is aware and
convinced that strategic planning for 7.360 73.6 7.711** | 0.000 3
Information Security is essential in

strategic planning of the whole institution

3 | The Higher Administration is convinced
that any violation of information and any 8.040 80.4 8.930** | 0.000 1
defects in its security will lead to

disrupting the institution's general aims

4 | There is a special team for strategic
planning of Information Security
comprising administration and 1T
specialists

4.960 49.6 6.552** | 0.000 8
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Weight | Value

# Question mean mean )

Sig Rank

5 | The managers and Information Systems'
specialists are aware that strategic
planning increases confidence among the
workers

6.720 67.2 6.859** | 0.000 7

6 | Information Security specialists clearly
understand that Information Security
problems must be solved strategically not
technically only

6.720 67.2 6.729** | 0.000 7

7 | There is a complete understanding that
Information Security is not limited to
computer security but includes
individuals', equipment's, buildings', and
data, and all of this needs executive plans
and policies to protect them

7.060 70.6 6.266** | 0.000 4

8 | There is awareness that strategic planning

. 7.000 70 7.000** | 0.000 5
decreases economic expenses

9 | There is awareness that strategic planning
guarantees good use of capabilities,
resources, and outside opportunities and
contributes to eradicating weaknesses

6.980 69.8 6.747* | 0.000 6

10 | There is a training program specific to
increasing awareness of the importance of
strategic planning for Information
Security

4.640 46.4 4.365* 0.02 9

All items 6.706 67.06 6.827** | 0.000

The following result could be concluded:
The mean of responses to all paragraphs in this domain is between ( 4.64%-8.04%)

with weight mean (46.4-80.4)According to the gradient scale decimal and the weight mean
of first domain equal " 67.06%" with sig. (p-value) equals (0.000) less than (a = 0.05), which
shows statistical significance and that the response level of this domain is greater than the
neutrality degree of (6). This indicates that the respondents agreed with the domain “The clarity
of Information Security concept and awareness of importance of strategic planning for

information security”

e Results in the table show that the top three paragraphs are:

e Item No. (3)" The Higher Administration is convinced that any violation of
information and any defects in its security will lead to disrupting the institution's
general aims " the weight mean equal " 80.4%" and ranked equal " 1"

e Item No(1) “The higher administration is aware that Information Security is an important
part of the institution's security” the weight mean equal " 75.8%" and ranked equal "2"

e Item No (2) “The administration is aware and convinced that strategic planning for
Information Security is essential in strategic planning of the whole institution” the
weight mean equal " 73.6%" and ranked equal " 3".
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e The lowest three paragraphs are:

e Item No(5) “The managers and information systems' specialists are aware that
strategic planning increases confidence among the workers” and Item No(6)”
Information Security specialists clearly understand that information security problems
must be solved strategically not technically only” the weight mean equal " 67.2%"
and ranked equal " 7".

e Item No(4) “There is a special team for strategic planning of Information Security
comprising administration and IT specialists” the weight mean equal " 49.6%" and
ranked equal " 8".

e Item No(10) “There is a training program specific to increasing awareness of the
importance of strategic planning for information security” the weight mean equal "
46.4%" and ranked equal " 9".

The results above denote the following facts:
e The approval of first domain “clarity of the concept of information security and

awareness of its importance” is 67.06%. it is moderately rate, this implies that there is
awareness of the importance of strategic planning for the security of information in the
governmental institutions but there is a need to increase awareness of this.

e There is an excellent approval degree(80%) of respondents‘ opinions towards "the
existence of conviction among management that any violation of the information will
lead to obstructing the organization's objectives," and that information security is a part
of the organization's security and strategic planning for information security a key part
of the strategic planning of the entire organization, This high approval is an evidence of
the presence of a clear concept for Information security, and awareness of the importance
of strategic planning for it.

e There is good approval degree of respondents ‘opinions (70-75.8) towards “the
information security exceeds the computer problems, information security problems
should be resolved strategically and not just technical, strategic planning for information
security works to reduce the economic cost, the elimination of any weaknesses in the
organization, and promotes optimum utilization of resources in the enterprise.” This level
of approval confirms the existence awareness of the importance of strategic planning for
information security at government institutions. This result is attributed to occurrence of
some violations in government institutions and it was handled technically but the
technical solution does not provide a fundamental solution to the problem.

e The results show that there is a weak degree approval of respondents ‘opinions towards

items " There is a special team for strategic planning of Information security comprising
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administration and IT specialists ", "the existence of training program specific to
increasing awareness of the importance of strategic planning for Information Security."
The researcher’s opinion is due to the weakness of the budgets in the governmental
institutions and the volatile political situation.

e The result agreed with the study of Derawi (2014) and Danf (2013) where they have
found in their study that the administration in the Palestinian universities realize the
importance of information security as part of the enterprise security, also agreed with
Tom study partly (2014) “that there is weakness in the training of staff universities in the
field of information security”, also agreed with (Scanlan, 2011) study in part “It must be
planned for the security of information strategically “, agreed with Abu-Musa(2010) that
“ the Saudi institutions have a high degree of awareness of the importance of information
security” in researcher view, this agreement is due all respondents in those studies are
IT specialists or work with information security so they have the approximately the same
scientific culture.

e The result agreed with what Shlii(2011) found “There is awareness of civil defense
officers in Saudi Arabia that Strategic planning reduces the damage of disasters, the

agreement in this part due

5.3.2.2 Second domain: Information security environment analysis.

Table (5.13) The respondents’ opinions towards the items of the second domain

Weight
# Question mean | mean | Value (t) Sig Rank
%

The internal and external
environment analysis is considered a
fundamental pillar in strategic
planning of Information Security
There is a specialized team for the

2 | internal and external IT environment | 4.640 | 46.4 2.02* 0.012 12
analysis

Several tools are used in the analysis
3 | process to get the most accurate 4720 | 47.2 2.23* 0.012 11
results

Through the analysis process,
4 | information is categorized and the 5440 | 544 4.45** 0.000 10
basic information is focused on
Power center of Information
Security are identified objectively in
order to be employed in the
organization

7.820 | 78.2 11.23** 0.000 1

5.560 | 55.6 4.61** 0.000 9
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Weight
# Question mean | mean | Value (t) Sig Rank
%

Through environmental analysis,

6 | internal and external threats are | 5.900 59 5.76** 0.000 4
identified objectively
Possibility of any violation caused by -

7| threats is truthfully identified 5760 | 576 | 511 SR
Risk intensity caused by any threats is

8 | identified (disrupted equipment — | 5.600 56 5.22** 0.000 8
human or natural disasters) effectively
Weakness or strength of human and
financial resources as well as the

9 | organizational structure affects the | 7.360 | 73.6 11.12** 0.000 2
Information security environmental
analysis
Socio-politico-economic and legal
aspects are considered while doing an o

= Information security environmental 5.960 | 596 SHE 0.000 3
analysis in the institution
Features and resources necessary for -

= success are defined and developed 5880 | 588 Buak LY £
There is an information system

12 | helping to obtain the internal and | 5.820 | 58.2 5.26** 0.000 6
external environment information

All items 5.872 | 58.72 5.69** 0.000

The responses of the study sample toward second domain show the following results:

The mean of responses to all paragraphs in this domain is between (4.64%-7.82%)

with weight mean (46.4-78.2) according to the gradient scale decimal, the weight mean for

second domain equal (58.72%) and the sig. (p-value) equals (0.00) less than (a = 0.05), which

shows statistical significance and that the response level of this item does not differ significantly

than the neutrality degree of (6). This indicates that the respondents agreed with the domain

“Information security environment analysis”

The top three paragraphs are:

Item No. (1)" The internal and external environment analysis is considered a
fundamental pillar in "strategic planning of Information Security " the weight mean
equal " 78.2%" and ranked equal " 1"

Item No(9) "Weakness or strength of human and financial resources as well as the
organizational structure affects the Information security environmental analysis" the

weight mean equal " 73.6%" and ranked equal " 2"
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e Item No(10) “Socio-politico-economic and legal aspects are considered while doing
an Information security environmental analysis in the institution " 59.6%" and ranked

equal " 3".

The lowest three paragraphs are:

e Item No(4) " Through the analysis process, information is categorized and the basic
information is focused on" the weight mean equal " 54.4%" and ranked equal " 10".

e Item No(3) " Several tools are used in the analysis process to get the most accurate
results" the weight mean equal " 47.2%" and ranked equal " 11".

e Item No(2) " There is a specialized team for the internal and external IT environment
analysis" the weight mean equal " 46.4%" and ranked equal " 12".

The results above denote the following facts:

The weight mean of second domain “information security environment analysis” iS
58.72%. it is less than moderately rate (does not differ significantly than 60%) that
implies there is weakness in the governmental institutions information security
environment analysis, the researcher attributed this result to what found in domain one
the employees have no enough training about information security strategic planning,
Add to that the environmental analysis process need equipment and machinery and
financial situation of government institutions are not allowed to do that. Also, most
government institutions rely to solve security problems technically rather than look at the
threats and strengths and weaknesses. Therefore, government institutions should pay
more attention to information security environmental analysis according available

budgets and it should be allocated of teams for this process.

In detail,

There is high degree approval of respondents' opinions 78% on the paragraph "Is the
internal environment and external analysis of the basic foundation for strategic planning
for information security, ""and this indicates that the sample members have awareness of
the importance of environmental analysis for the security of information, but the

circumstances and the equipment does not help.

There is good approval degree of respondents ‘opinions (73%) towards "Weakness or
strength of human and financial resources as well as the organizational structure do affect
the Information security environmental analysis.” This result is evidence of the results of

other items to this domain where the government institutions have weakness in the
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training of human resources, and weak budgets and thus lead to weakening

environmental analysis.

There is a moderately approval degree (59.6 % does not differ significantly than 60%) of
respondents ‘opinions towards two items which contained on “The political and
economic aspects are taken into account in the process of environmental analysis, internal

and external threats are determined objectively.”

The approval degree is less than moderately (50%-59%) of respondents opinions towards
items which contained on “Through the analysis process, information is categorized and
the basic information is focused on, Possibility of any violation caused by threats is
truthfully identified, Features and resources necessary for success are defined and
developed, Risk intensity caused by any threats is identified, There is an information
system helping to obtain the internal and external environment information” Researcher
attributed the results to weakness of training and a lack of specialized teams to analyze

information security environment.

There is low approval degree(less than 50) of respondents opinions towards the
remaining paragraphs “There is a specialized team for the internal and external IT
environment analysis, several tools are used in the analysis process to get the most
accurate results”.

The finding agreed with Abu-Musa(2010) where the degree of approval among
respondents towards "Saudi Arabia institutions analyze and identify and evaluate the
risks and have the information systems helps in the analysis process” in Abu-
Musa(2010) study was less than moderately. Also agreed with Salah(2011) and Somaini &
Hazleton(2008) which considered a risk analysis is one of the bases for the management
of information security. The agreement in this paragraph is due to the fact that the sample
in studies is computer specialists, although they have awareness of the importance of risk
identification, but they are actually solving the problems technically rather than
strategically.

The finding agreed with Awadi & Saidani (2010) study where it found high approval
(90%) towards “Strategic planning is based on the analysis of the surrounding this is due
the culture of the respondents where a good number of them, have experience in
administrative sciences

The study disagreed with Dirawi (2014), where the degree of approval toward
"Palestinian universities interested in the process of environmental analysis at strategic
planning for information systems" was good (74%). And disagreed with Sahli(2011),
Where civil defense officers’ opinion in Saudi Arabia gave a high percentage of approval
on "the use of environmental analysis at strategic planning for disaster damage
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5.3.2.3 Third domain: The formulation of the information security strategic plan:

Table (5.14):The respondents’ opinions towards the items of the third domain

reduction”. All those disagreement have one reason that is the nature of the work in
government institutions, which is linked to government budgets and weakness of
training.

Question

mean

Weight
mean%

Value

(t)

Sig

Rank

There is a clear, time-limited vision to
achieve them

5.540

55.4

4.19**

0.000

13

Strategic vision of Information Security
reflects the high level of Information
Security

6.460

64.6

7.69**

0.000

The institution has a clear mission about
information security that can be altered into
plans and policies

6.200

62

6.81**

0.000

Objectives (purposes) of Information
Security are set according to environmental
analysis results

5.540

55.4

5.07

0.000

14

The Information Security's mission and
objectives are related with the management
information systems' mission to support and
complete the culture and institution's
message in order to achieve the objectives

6.160

61.6

7.07**

0.000

Strategic plans for Information Security is
formulated to achieve the

Confidentiality, Integrity, Availability of the
information to the authorized entities at the
right time

6.180

61.8

6.75**

0.000

Strategic plan for Information security
includes identifying responsibilities and
obligations for all workers

6.140

61.4

7.72%

0.000

The required resources are identified to
objectively implement the plan

6.040

60.4

7.04**

0.000

Strategic planning for Information security
is formulated to include all constituent of
Information security

6.020

60.2

6.21**

0.000

10

10

Strategic planning for Information security
is formulated in accordance with
international criteria

5.240

52.4

3.89**

0.000

15

11

Alternative plans are prepared to deal with
possible environmental changes

5.800

58

5.44**

0.000

12

12

Any change in the institution's strategy is
followed by a change in information security
policies

6.040

60.4

6.39**

0.000

13

Information security policies are clear, easy-
to-understand, and flexible in dealing with
all requirements

6.440

64.4

8.17*

0.000

14

Strategic alternatives are compared to take
the best in terms of cost, available resources,
and achieving the objectives

6.260

62.6

7.48**

0.000
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15

All'IT specialists And administrators who
are involved in information security
participate In the formulation of the
strategic plan

5.820 58.2 5.22% 0.000 11

All items 5.992 59.92 6.34** 0.000

The responses of the study sample toward third domain show the following results:

The table (5.14) shows that the mean of responses to all paragraphs in this domain is

(5.24-6.46) with weight mean (52.4%-64.6%) according to the gradient scale decimal. The
weight mean for the third domain equal (59.92%), and the sig. (p-value) equals (0.000) less

than (a = 0.05), which shows statistical significance and that the response level of this domain

does not differ significantly than the neutrality degree of (6) This indicates that the respondents

agree with the domain “The formulation of the information security strategic plan”

e The top three paragraphs are:

Item No. (2)" Strategic vision of Information Security reflects the high level of
Information Security" the weight mean equal " 64.6%" and ranked equal " 1"

Item No(13) “Information security policies are clear, easy-to-understand, and flexible
in dealing with all requirements “’the weight mean equal " 64.4%" and ranked equal
"o

Item No(14) “Strategic alternatives are compared to take the best in terms of cost,
available resources, and achieving the objectives ” the weight mean equal " 62.6"

and ranked equal " 3".

e The lowest three paragraphs are:

Item No (1) " There is a clear, time-limited vision to achieve them " the weight mean
equal” 554.%" and ranked equal " 13".

Item No(4) " Objectives (purposes) of Information Security are set according to
environmental analysis results" the weight mean equal “47.2%" and ranked equal
"13",

Item No (10)" Strategic planning for Information security is formulated in accordance

with international criteria “the weight mean equal”52.4%" and ranked equal “15".

The results above denote the following facts:

The approval toward third domain is 59.9%. It is moderately rate, this implies that

there is interest in government institutions to the process of formulating a strategic plan for

information security, but not the extent required. This result is attributed to the economic and

political conditions that affect the effectiveness of the performance of employees in
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government organizations, as well as the fact that most specialists in information security are

a modern category need more training.

In detail,
e The approval of the respondents is moderately degree (59%-69) on most of the

paragraphs that contain " The Information Security's mission and objectives are related
with the management information systems' mission to support and complete the culture
and institution's message in order to achieve the objectives, Information security policies
are clear, easy-to-understand, and flexible in dealing with all requirements” the
researcher attributed this result to lack of training in strategic planning for information

security.

e There is less than moderately degree of approval of respondents ‘opinions (less 59)
towards " There is a clear vision to achieve them, Strategic planning for Information
security is formulated in accordance with international criteria, Objectives (purposes) of

13

Information Security are set according to environmental analysis results “ this result
related with second domain where there is weakness in environment analysis to it

difficult to build objective and clear vision based on the analysis.

e The finding of study disagreed with Dirawi(2014) where he viewed mission in separate
domain of his study and he found the approval degree in Palestinian universities toward
“mission ” was good(74%).and disagreed with Sahli(2011)*“Where civil defense
officers’ opinion in Saudi Arabia gave a high percentage of approval on "formulating
strategic plan for disaster damage reduction”. The difference return to core of studies
which search about strategic planning for all organization not about ISSP also the sample

that their qualification related to the science of administration.

e The finding agreed with Abu-Mousa(2010) in low degree of approval towards formulate
plans and the existence of a written mission and objectives(Noting that the difference of
study population), Also this study agreed with Al-wadi& Saidani (2010) in low degree
of approval toward” formulation a plan for information security”. In those studies the
plane information security and that is relatively new issue, the respondents have no

enough experience to deal with it strategically.

94



5.3.2.4 Forth Domain: Implementing of the Information Security Strategic Plan.

Table (5.15)The respondents’ opinions towards the items of the fourth domain

# Question mean | Weight | Value Sig Rank
mean (t)
%

The set plan simply and without any

1 | complications is converted into programs, 5.680 56.8 4.96* | 0.000 5
activities, and procedures
There are clear and identified annual
operational plans specific to Information

2 . . L .28**
Security level to achieve the objectives 5.580 558 4.28 DELEL U
required

3 The institution has an operational plan to 7 060 20.6 835+ | 0.000 1
achieve annual objectives
The procedures set in strategic plan are

4 implemented by all employees each | 6.440 64.4 6.97* | 0.000 2
according to his/her responsibilities

5 ;I;que‘eldentlfled activities are implemented on 5 660 56.6 S 0.000 6
The activities are set in accordance with the
identified objectives and purposes, taking "

6 into consideration the changing 5.800 58 >13 UL .
environmental conditions
There is a incentives system for workers to

7 encourage them to implement the plans and | 4.300 43 2.02% 0.012 11
reach the required targets
The identified activities include all aspects

8 specific to Information security (Individuals, | 5.860 58.6 6.04** 0.000 3
equipment, and networks)
The institution has an  effective

9 administration, and leaders encouraging the 5 460 546 480~ | 0000 8
employees to implement the activities and
achieve the objectives

10 Enough budget is given to help implement 5 120 519 e 0.000 9
the plans
Certain programmers are identified to help in -

1 the implementation process 5.100 o1 fk e .

All items 5.642 56.42 | 5.05** | 0.000

The responses of the study sample toward fourth domain show the following results:

The mean of responses to all paragraphs in fourth domain is between (4.30%-7.06%)

with weight mean (43 -70.6) According to the gradient scale decimal, The weight mean for
fourth domain equal (56.42%) and the sig. (p-value) equals (0.000) less than (o= 0.05), which
shows statistical significance and that the response level of this domain is less than the

neutrality degree of (6). This indicates that the respondents disagreed with the domain “The

Implementing of the Information Security Strategic Plan”
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e The top three paragraphs are:

Item No. (3)" The institution has an operational plan to achieve annual objectives"
the weight mean equal " 70.6%" and ranked equal " 1"

Item No(4) "The procedures set in strategic plan are implemented by all employees
each according to his/her responsibilities" the weight mean equal " 64.4%"  and
ranked equal " 2"

Item No(8)" The identified activities include all aspects specific to Information
security (Individuals, equipment, and networks)"the weight mean equal " 58.6." and
ranked equal " 3".

e The lowest three paragraphs are:

Item No (10) " Enough budget is given to help implement the plans " 51.2%" and
ranked equal " 9".

Item No(11) " Certain programs are identified to help in the implementation process
“51%" and ranked equal " 10".

Item No (7)" There is a incentives system for workers to encourage them to implement

the plans and reach the required targets”43%" and ranked equal “11".

The results in table (5.15) denote the following facts:

The result in Table (5.15) shows that the approval toward domain four

“implementation of the strategic plan for information security” is less than moderately (56.42)

this implies that there is weak interest in government institutions to implement a strategic plan

for information security, so the management in government institutions should be doubled

efforts to motivate staff to implement information security strategic plans. The researcher

attributed this result to the political and economic situation in Gaza, which leads to weaken

the morale of the staff, and leads to the lack of adequate budgets for the implementation of

and follow-up plans, In addition, some staff are convinced that the plans are ineffective.

In detail,

The degree of approval of respondents ‘opinions towards “The institution has an

operational plan to achieve annual objectives “is good (70.6). that implies that

government institutions has good interesting about information security and try to

achieve good level in security.

The degree of approval of respondents ‘opinions towards “The procedures set in

strategic plan are implemented by all employees each according to his/her
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responsibilities” was moderately, this is evidence that there is no adequate monitoring,
and the unwillingness of the staff to work.

The degree of approval of respondents ‘opinions towards “The set plan is converted into
programs, activities, and procedures, the identified activities are implemented on time,
the activities are set in accordance with the identified objectives and purposes, taking into
consideration the changing environmental conditions, the identified activities include all
aspects specific to Information security, The institution has an effective administration,
and leaders encouraging the employees to achieve the objectives, Enough budget is given
to help implement the plans” is less than moderately (50-59), this is evidence that there
is no adequate oversight, and the unwillingness of the staff to work. The main reason ,as
the researcher believes, is the political and economic situation, which has a negative
impact on the staff and on their performance

The finding agreed with Abu_musa(2010) that the approval of respondents ‘opinions
towards (The existence of policies, programs and activities private of information
security )was less than moderately(57%). The agreement returns to the information
security is relatively new issue, the respondents have no enough experience to deal with
it strategically

The finding disagreed with Sahli(2011) Where civil defense officers’ opinion in Saudi
Arabia gave a high percentage of approval(80.9%) on " implementation the strategic plan
for disaster damage reduction”. The difference is due the respondents have enough
experience in strategic management. Also disagreed with Dirawi(2014) where he did not

address the process of implementation of the plan in his study.

5.3.2.5 Fifth Domain: Control and monitoring of the implementation of the ISSP:

Table (5.16)The respondents’ opinions towards the items of the fifth domain

. Weight | Value .

# Question mean | oone. ®) Sig | Rank

1 There is an effective performance evaluation 5 860 586 = 0.000
system

5 Performance and.level of Se.Cl.Jl’Ity. are periodically 5 800 58 e 0.000
evaluated according to specific criteria

3 There 'S. a me(_:r_lanlsm for the periodic review of 5 280 508 Seo 0.000
the Plan'sactivities

4 Planning team periodically reviews strategic plans 5160 516 e 0.000
and programs

5 There are monitoring apd follow-up programs to 5520 55 2 504 0.000
make sure things are going as planned

6 | The institution uses external evaluation processes | 4.500 45 2.25* 0.012

97




Weight | Value

# Question mean | oonv ®

Sig Rank

Necessary measures are taken to ensure the
progress of work in case of any change in the

7 : 5.540 55.4 5.07* | 0.000 6
environment or any gaps between what was
planned and what is executed

8 The institution has an effective accountability 5520 55 2 P 0.000 8

system

The institution follows official procedures for
9 | reporting vulnerabilities in the plan and | 5.760 57.6 5.27+ | 0.0000 4
suggestions to solve them

10 | The institution uses security auditing 5.940 59.4 5.50%* 0.000 1

11 There are matching process between the results of 5 600 56 s 0.000 5
the strategic plan and objectives

All items 5.498 | 54.98 4.55** | 0.000

The responses of the study sample toward fifth domain show the following results:
The mean of responses to all paragraphs in this domain (4.50-5.94) with weight mean

(45%-59.4%). According to the gradient scale decimal, and the weight mean for fifth domain
equal (54.98%) and the sig. (p-value) equals (0.000) less than (o = 0.05), which shows
statistical significance and that the response level of this domain is less than the neutrality
degree of (6). This indicates that the respondents disagreed with the domain “Control and

monitoring of the implementation of the ISSP ”

e The top three paragraphs are:
e Item No. (10)" The institution uses security auditing “The institution uses security

auditing “ the weight mean equal " 59.4%" and ranked equal " 1"

e Item No(1) " There is an effective performance evaluation system " " 58.6%" and
ranked equal " 2"

e Item No(2) " Performance and level of security are periodically evaluated according

to specific criteria" the weight mean equal " 59%" and ranked equal " 3".

e The lowest three paragraphs are:
e Item No. (3)" There is a mechanism for the periodic review of the Plan's activities" the
weight mean equal " 52.8%" and ranked equal " 1"

e Item No(4) " Planning team periodically reviews strategic plans and programs" the
weight mean equal " 51.6%" and ranked equal " 2"

e Item No(6) "The institution uses external evaluation processes" the weight mean equal "
45%" and ranked equal " 3",

The results denote the following facts:

98



The above result shows that the approval toward domain five “Control and monitoring

of the application of the Strategic Plan” was less than moderately (54.98) this implies that

there is weak interest in government institutions to implement and control a strategic plan for

information security, so the management in government institutions should double efforts in

this point. The result is the interpretation of the results of the previous domain, where the

weak monitoring and controlling lead to a lack of commitment to implementation of the plan.

In detail,

>

The degree of approval of respondents ‘opinions towards” The institution uses security
auditing” is moderately (59.4)

The degree of approval of respondents ‘opinions towards (” There is an effective
performance evaluation system", "the institution follows official procedures for reporting
vulnerabilities in the plan and suggestions to solve them "."Performance and level of
security are periodically evaluated according to specific criteria "," necessary measures
are taken to ensure the progress of work in case of any change in the environment or any
gaps between what was planned and what is executed™ , "the institution has an effective
accountability system, there are monitoring and follow-up programs to make sure things
are going as planned”) is less than moderately(50-59)

The degree of approval of respondents ‘opinions towards” The institution uses external
evaluation processes” is weak. This process needs to budget, and this is not available at
government institutions.

This result from the perspective of the researcher is cumulative result, where the
government institutions do not have a special team for information security of strategic
planning, have weakness in process of environmental analysis, and the weakness of the
drafting of the plan. All that leads to the inability of institutions to implement and control
and follow-up of the plan and correct errors, also although aware of the administration
and specialists of the importance of strategic planning for information security and its
impact on the institution as a whole, but the political and economic circumstances do not
help them. Therefore, the governmental institutions rely on the implementation of listed
information security policies, without compliance within the strategic plan has limited
time, activities and programs, to be followed up and evaluated.

The finding agreed with Abu-musa(2010) that the approval of respondents ‘opinions

towards (The existence an assessment system, the follow-up information security risks,

and performance measurement and evaluation in Saudi Arabia’ Institutions )was less than
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moderately. The finding agreed with Altoom (2013) that the approval of respondents
‘opinions towards (The existence an assessment system, the follow-up information
security policies in Palestinian universities) less than moderately (53.4%). That because
the respondents have no enough experience in strategic planning for information security
and how measure performance of it.

» The finding agreed with kazemi (2011) that the approval of respondents ‘opinions towards
(The institution uses external evaluation processes) was weak, the researcher explains this
point that the security issues, are very sensitivity, most organizations do not have a
positive view about uses external advisors.

» The finding disagreed with Sahli (2011) where civil defense officers’ opinion in Saudi
Arabia gave a high percentage (85.8%) of approval towards (The assessment and
monitoring systems, and performance measurement and evaluation strategic plan for
disaster damage reduction). The difference is due the experience of respondents.

» The finding disagreed with Tayh (2008) that the approval of respondents ‘opinions
towards (The existence an assessment and monitoring systems in Palestinian tech
companies)was good(73.1%).The difference is due the material and moral possibilities of
Palestinian tech companies which raised the expertise of their staff in monitoring and
evaluating information security.

» The study differ from Dirawi (2014) where he did not address the process of controlling
and monitoring of the plan in his study.

5.3.2.6 Sixth Domain: The Level of Information Security.

Table (5.17)The respondents’ opinions towards the items of the sixth domain

Weight Value
# Question mean mean Sig Rank
o, ()

There is a classification guide for information,
1 | its assets, how to treat them, and how protect it | 5.860 58.6 5.13** 0.000 19
from those who use it

There is management ways to access
information (identifying the privilege to gain

2 . ) 6.600 66 7.48** | 0.000 14
access the information, how to access, and use
audit records for any change)

3 There is a continuous update for defensive 7120 712 8.96%* | 0.000 5

programs to reduce the impact of malware

There are policies that periodically guarantee the
4 | maintenance of information as a back-up | 7.880 78.8 12.22** | 0.000 1
process

economic cost of the information security is low,

**x
compared with the cost of risk occurrence 7.000 70 I RS 4
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UL Value
# Question mean mean Sig Rank
% (t)

There are clear policies to ensure the

6 | continuation of work at times of emergencies | 6.900 69 8.12** | 0.000 6
(power outage - the bombing — rain)

7 Informatlon is available, integrated and correct 7020 702 10.15%* | 0.000 3
at all times
There are strong policies to support networks

8 | ‘security, ensuring the absence of interference or | 6.740 67.4 8.17** | 0.000 9
breakthroughs.
Employees comply with regulations and policies

9 related to th_e preservgtion of _data, destroy!ng 6.680 66.8 858** | 0.000 11
remnants of important information, and securing
computer screens.

10 There are clear _procedures to limit devices 6.960 69.6 10.21%* | 0.000 5
subversion operations
Encryption mechanisms or similar procedures

11 | are taken to transfer data through the network to | 6.580 65.8 7.47** | 0.000 15
ensure their protection
Information security policies are clarified
according to the strategies at hand, according to .

12 each individual's responsibilities and under the 6.420 642 i UL o
limits of the information he/she deals with

13 Informatlon is available with the suitable 6.860 68.6 9.95%% | 0000 8
quantity and accuracy

14 There are prc_)cgdures t_o protect the_bundlngs and 6.620 66.2 737%% | 0.000 13
rooms containing devices and equipment
There are particular procedures to deal with e-

15 | mail, installing programs, and web sites in the | 6.880 68.8 8.82** | 0.000 7
institution
All the procedures followed in Information

16 | Security are subject to the generally accepted | 6.480 64.8 8.12** | 0.000 16
standards, and according to the specific areas
There are mechanisms applied to follow up and

17 | estimate types and sizes of accidents and the | 5.900 59 6.25** | 0.000 18
damage caused
There is a mechanism for the maintenance of

18 | devices and checking the output to make sure | 6.680 66.8 9.13** | 0.000 11
that the devices is working properly
There is an  Documentation process for

19 | breakdowns and breakthroughs, and how to act | 6.700 67 8.80** | 0.000 10
accordingly

All items 6.727 67.27 8.48** | 0.000

The responses of the study sample toward sixth domain show the following results:

(58.6%-78.2%) According to the gradient scale decimal, and the weight mean for sixth
domain equal (67.27%) and the sig. (p-value) equals (0.000) less than (o = 0.05), which shows

statistical significance and that the response level of this domain is greater than the neutrality
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degree of (6). This indicates that the respondents agree with “The Level of Information

Security”

The top three paragraphs are:

Item No. (4)" There are policies that periodically guarantee the maintenance of
information as a back-up process " the weight mean equal " 78.8%" and ranked equal
nqn

Item No(3) " There is a continuous update for defensive programmers to reduce the
impact of malware “the weight mean equal " 71.2%" and ranked equal " 2"

Item No(7) “Information is available, integrated and correct at all times” the weight

mean equal "70.2%" and ranked equal " 3".

The lowest three paragraphs are:

Item No. (12)" Information security policies are clarified according to the strategies
at hand, according to each individual's responsibilities and under the limits of the
information he/she deals with" the weight mean equal " 64.2%" and ranked equal
nq7m

Item No(17) " There are mechanisms applied to follow up and estimate types and
sizes of accidents and the damage caused "the weight mean equal " 59%" and ranked
equal " 18"

Item No(1) “There is a classification guide for information, its assets, how to treat
them, and how protect them from those who use it ’the weight mean equal " 58.6%"

and ranked equal " 19".

The results above denote the following facts:

The approval toward domain sixth “level of information security” is more than

moderately (67.27) this implies that there is interest in government institutions toward

information security, and there are policies for that but they should be increase this interesting.

The researcher attributed this result to what has been explained by a theoretical framework

that there are special written information security policies for government institutions, but

these policies are not well distributed among ministries and specialists, it also is not regulated

under a plan according to the foundations of strategic planning.
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In detail,

The degree of approval of respondents ‘opinions towards” There are policies that
periodically guarantee the maintenance of information as a back-up process” is high
(78.8%) which confirms the existence of interest by government institutions to
information security and its availability, the researcher' opinion is that this interest is due
to the suffering of the Gaza Strip from the wars of electrical malfunction.

The degree of approval of respondents ‘opinions towards” There is a continuous update
for defensive programmers to reduce the impact of malware, There are clear procedures
to limit devices' subversion operations, Information is available, integrated and correct at
all times, There are clear policies to ensure the continuation of work at times of
emergencies (power outage - the bombing — rain),economic cost of the information
security is low, compared with the cost of risk occurrence “is good (69%-72%) This
confirms the existence of interest by government institutions to information security field
(Networks, Software, Physical and Environmental Security, Equipment) but it need to
increase it. The reason of this attention is due to the occurrence of some breakthroughs,
and some of the problems resulting from power cuts, in addition to some of the events of
espionage.

The degree of approval of respondents ‘opinions towards” There is management ways to
access information (identifying the privilege to gain access the information, how to
access, and use audit records for any change, There is a documentation process for
breakdowns and breakthroughs, and how to act accordingly, There is a mechanism for
the maintenance of devices and checking the output to make sure that the devices is
working properly, There are mechanisms applied to follow up and estimate types and
sizes of accidents and the damage caused)” is moderately(59-69%), that mean the
government institutions need to redouble efforts in some fields of information security
(personnel, buildings, organizational), and documenting events to take advantage of them
later.

The degree of approval of respondents ‘opinions towards” There is a classification guide
for information, its assets, how to treat them, and how protect it from those who use it “is
close to the moderately (58.6%). This paragraph explains why the results of the previous
paragraphs, where despite the presence of written information security policies, but it is

not, placed in a guide helps employees in their work.

» The finding agreed with Hassan(2013) that the approval of respondents ‘opinions

towards (The effectiveness of information security in government institutions) was
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moderately(65%). That as the two studies in the same research population and
convergent period of time.

» The finding agreed partially with Tom(2013) ) that the approval of respondents
‘opinions towards items “There is a continuous update for defensive programs to reduce
the impact of malware, There are strong policies to support networks ‘security, There
are particular procedures to deal with e-mail, installing programs, and web sites in the
institution ” was good in both. the researcher attributed this agreement that as the target
groups in both studies are information technology professionals, the biggest focus will
be in the field of networking and software.

» The finding disagreed with Tayh(2008) that the approval of respondents ‘opinions
towards (level of information security in Palestinian tech companies)was good(73.1%).
The difference is due the Palestinian tech companies have the ingredients allow it to
keep pace with updates in the field of information security, and have Efficiencies help
in applying the policies of information security.

» The finding disagreed with Dirawi (2014), Tom(2013), and Danaf (2013) that the
approval of respondents ‘opinions towards ( information security in Palestinian
university ) was good (73.74-76.76). According studies, the interest in information
security has emerged in the Palestinian universities before its appearance in government
institutions, this is due to the presence of experts in universities, in addition to the
attempts of penetrate the university information system by some students. also that
allocated budget in government institutions for the information security is weak due of
the economic and political situation.

» The finding disagreed with abu-kmail (2011) that the approval of respondents ‘opinions

towards( data Security procedures in Palestinian banks ) was high (90%).

» The finding disagreed partially with Kazemi et al(2011) ) that the approval of
respondents ‘opinions towards item “Employees comply with regulations and policies
related to the preservation of data, destroying remnants of important information, and
securing computer screens. ” was high, This is because of the policies of accountability
in the Iranian institutions, and the economic and political situation in Gaza that affect

on employees' activity.

104



5.3.2.7 Components of Strategic planning for information security and the level of
information security:

Table of all domain (5.18)

ULl Value
Domain mean | mean Sig | Rank
# o (®)
clarity of Information Security concept and
1 awareness of importance of strategic 6.706 67.06 | 6.82** | 0.000 2
planning for information security
2 information security environment analysis | 5.872 58.72 | 5.69** | 0.000 4
The formulation of the strategic plan for o
3 information security 5992 | 59.92 | 6.34 0.000 3
4 !mpleme_ntatlon of the strategic plan for 5 642 5642 | 505 | 0000 5
information security
Control and monitoring of the application o
5 of the Strategic Plan 5498 | 5498 | 4.55 0.000 6
6 Level of information security 6.727 67.27 | 8.48** | 0.000 1
All items 6.073 | 60.73 | 6.16** | 0.000

The responses of the study sample toward all domains show the following results:

The mean of responses to all paragraphs in this domain is between (5.498 _ 6.727)

with weight mean (54.98%-67.27%) According to the gradient scale decimal. The weight

mean equals (60.73%) and the sig. (p-value) equals (0.000) less than (o.= 0.05), which shows

statistical significance and that the response level is greater than the neutrality degree of (6).

This indicates that the respondents agree with “the /SSP “

The result could be concluded

“Level of information security” ”” the weight mean equal "67.27%" and ranked equal
"1

“The clarity of Information Security concept and awareness of importance of strategic
planning for information security” the weight mean equal "67.06%"  and ranked
equal™ 2".

“The formulation of the strategic plan for information security” the weight mean equal
"59.92%" and ranked equal " 3"

“information security environment analysis” the weight mean equal " 58.72%" and
ranked equal " 4"

“Implementation of the strategic plan for information security” the weight mean equal
" 56.42%" and ranked equal " 5".

“Control and monitoring of the application of the Strategic Plan” ” the weight mean
equal " 54.98%" and ranked equal " 6".
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The weight mean of “strategic planning for information security” was (60.73%)
This result in table (5.18) shows that there is a moderate interest from government

institutions towards strategic planning for information security. as it has been previously
mentioned that there is a clear interest in information security and there are policies and
mechanisms in the fields of information security, but it is not within an effective strategic plan

based on the strategic planning components.

The researcher attributed all of these results mainly to the political and economic
factors that reduce the physical and moral resources required in strategic planning.

And also affect the work of the staff in government institutions and their performance.
As government institutions have good awareness of the importance of information security,
they must pay attention to strategic planning for the security of information, and selected

appropriate and effective alternatives according to available resources.

5.3.3 Hypothesis Testing
The Pearson Correlation Coefficient test was used to examine the correlation

significance in testing the main hypothesis via its subsidiary ones as the following:

To clarify the impact, the researcher used linear regression model between the

dependent variable and the independent variable.

Null Hypothesis: The strategic planning of information security dose not affects on the level
of information security at the level of statistical significance at a < 0.05 in the governmental
institutions in Gaza.

Alternative Hypothesis: The strategic planning of information security affects positively on
the level of information security at the level of statistical significance at a. < 0.05 through the
point of view of managers and specialists in the governmental Institutions in Gaza.

If the sig. (p-value) was greater than the significance level at (a < 0.05), then we could
not reject the null hypothesis and this reveals that there does not exist a significant statistical
correlation between the strategic planning of information security and the level of information
security through the point of view of managers and specialists in the governmental Institutions
in Gaza.. If the sig. (p-value) was less than or equaled the significance level at (o < 0.05), then
we should reject the null hypothesis and accept the alternative one. This confirms that the
strategic planning of information security affects positively on the level of information

security at the level of statistical significance at a < 0.05 in the governmental Institutions in
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Gaza. Indeed, the Pearson Correlation Coefficient test was applied for each field of

information security strategic planning separately.

5.3.3.1 The First Hypothesis:

" The clarity of the concepts awareness to importance of information security Strategic
Planning affects positively on the level of information security at the level of statistical
significance at o < 0.05 through the perspective of managers and specialists in the governmental

Institutions in Gaza."

Correlations between variables
This hypothesis was tested by applying “Pearson correlation coefficient test” to figure

out the relationship between the two variables.

Table (5.19)
Shows the number and value of the correlation coefficient and the level of significance
NO Pearson Significance

clarity of the concepts awareness to importance of 50
information security Strategic Planning 0.520 *%0.000
Level of information security 50

** Significantat 0.01  * Significant at 0.05 // not Significant

Through the table(5.19) is clear Significance=0.000 which is less than 0.05 and the
Pearson _value =0.520 this implies there is a positive correlation statistically significant at the
0.05 level between the clarity of the concept of information security and awareness of its
importance and the level of information security through point of view of managers and
specialists in government institutions, that means the more clearly the concept of information
security and awareness of its importance and the greater the level of information security

through the perspective of managers and specialists.

Linear regression model:
To clarify the impact, the researcher used linear regression model between the

dependent variable and the independent variable.

Table (5.20) shows the linear regression model for the first Hypothesis

Variables Coefficient | T-test Prob
Constant 2.646 2.665 0.010
clarity of the concepts and
awareness of ISSP(D1) 0.609 4.223 0.000
RA2 0.520
F_test 17.836
Prob. 0.000
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Information security level = 2.646 + 0.609 * D1 (When D1 increases 10% then information
security level increase 6.09%)

The model confirms that there is an impact of (the clarity of the concept of information
security and awareness of the importance) on information security level,the correlation
relationship is a positive where the signal for the coefficient of the independent variable is
positive, the level of significance of P -test less than 0.05 this means that the model is overall
fit.

According to this result the first hypothesis “The clarity of the concepts awareness to
importance of information security Strategic Planning affects positively on the level of
information security at the level of statistical significance at o < 0.05.” is accepted.

e The researcher attributed this result to the increasing awareness of the importance of
strategic planning for information security will lead to work hard to develop effective
and flexible plans, in addition will improve the behavior of employees in compliance
with information security and related information processing policies which organized in
the Information security plan.

e The result agreed with Veiga & Martins(2014) that improving the information security
culture by training increase the level of information security in organization.

e This study agreed with Siam (2010) that there is positive correlation between awareness
of management to the importance of strategic planning and the level of performance in
Feminism enterprises in Gaza. This study agreed with Sahli (2011) that there is positive
correlation between the awareness of civil defense officers in Saudi Arabia to the
importance of strategic planning and the reduction of disaster damage. And agreed with
Hall (2011) that there is positive correlation between the awareness to the importance of
strategic planning for information security and performance in enterprises. The existence
of an agreement between this study and other studies can be explained by the existence
of a good category of respondents have approximately the same administrative thought
because they have similar job or the same field of study.

5.3.3.2 The Second Hypothesis:

” environment analysis affects positively on the level of Information security at the level of
statistical significance a < 0.05 through the perspective of managers and specialists in the

governmental Institutions in Gaza."
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Correlations between variables

Table (5.21)
Shows the number and value of the correlation coefficient and the level of significance
NO P-coefficient Sig
information security environment analysis 50 0.566 40,000
Level of information security 50

** Significantat 0.01  * Significant at 0.05 // not Significant

Through the table (5.21) is clear there is a positive correlation statistically significant
at the 0.05 level between information security environment analysis and level of information
security through the perspective of managers and specialists, where Significance=0.000 which
is less than 0.05 and the Pearson _value =0.566 this implies the more information security
environment analysis the greater the level of information security through the perspective of

managers and specialists.

Linear regression model:
The researcher used simple linear regression model to clarify the impact of
environment analysis on information security level.

Table (5.22) shows the linear regression model for the second Hypothesis

Variables Coefficient t-Statistic Prob.
Constant 3.336 4.467 0.000
environment analysis(D2) 0.578 4.751 0.000
R 0.566
F-test 22.576
Prob. 0.000
Information security level = 3.336 + 0.578 * D2 (When D2 rises 10%

information security level will increase 5.78%

The model confirms that there is an impact of (environment analysis) on information
security level, the correlation relationship is a positive where the signal for the coefficient of
the independent variable is positive, the level of significance of P -test less than 0.05 this
means that the model is overall fit.

According to this result the second hypothesis “environment analysis affects positively
on the level of information security, at the level of statistical significance at o < 0.05.” is
accepted.

e This result is a natural point of view of the researcher as the internal and external
environment will be the basis of a study to determine the adequate information to fill the
gap of what exists and what is needed in the future and provide all the information to
build a strong strategic plan for the information security that ensure the Confidentiality,
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Integrity and Availability of the information. This is consistent with the theoretical
framework that previously reported by researcher, which confirms the effectiveness of
environmental analysis required to achieve the goals of the strategic plans.

e This study agreed with Dirawi (2014) that there is positive correlation between
environmental analysis of information systems in the Palestinian universities and
information security. The reason for the agreement is that the respondents are familiar
with the basics of strategic planning as well as goals of the information security ,and
they have a common culture about the positive impact of the environment analysis on
the effectiveness of the strategic plans to achieve the intended purpose. Also the study
agreed with Shing( 2010) the risk analysis a basic foundation to raise information security

level.

5.3.3.3 Third Hypotheses

“The formulation of the strategic plan affects positively on the level of information
security, at the level of statistical significance at o. < 0.05 through the perspective of managers
and specialists in the governmental Institutions in Gaza”
Correlations between variables

This hypothesis was tested by applying “Pearson correlation coefficient test” to figure

out the relationship between the two variables.

Table (5.23) shows the NO and value of the correlation coefficient and the level of significance

correlation .
NE coefficient Sig
The formulation of the strategic plan for information security 50 0.000
. - . 0.540
Level of information security 50 ok

** Significantat 0.01  * Significant at 0.05 // not Significant

Through the previous table(5.23) is clear that there is a positive correlation
statistically significant at the 0.05 level between information security strategic plan
formulation and level of information security through the perspective of managers and
specialists where Significance=0.000 which is less than 0.05 and the Pearson _value =0.540
this implies the more formulation of information security strategic plan the greater the level

of information security through the perspective of managers and specialists.

Linear regression model:
The researcher used simple linear regression model to clarify the impact of the
formulation of the strategic plan for information security on information security level.
Table (5.24) Shows the linear regression model for the third Hypothesis
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Variables Coefficient | t-Statistic Prob
Constant 3.105 3.677 0.001
The formulation of the strategic plan for

information security (D3) 0.605 4.450 0.000
R 0.540
F-test 19.805
Prob. 0.000

Information security level = 3.105 + 0.605* D3 (When D3 increase 10% then Information security
level increase 6.05%)

The model confirms that there is an impact of (The formulation of the strategic plan
for information security) on information security level, the correlation relationship is a
positive where the signal for the coefficient of the independent variable is positive, the level

of significance of P -test less than 0.05 this means that the model is overall fit.

According to this result the third hypothesis “The formulation of the strategic plan
affects positively on the level of information security, at the level of statistical significance at
a < 0.05” is accepted. The researcher considered this result is logical depending on the
theoretical framework, which confirms that the formulation of clear mission, vision,
objectives, and identifying appropriate alternatives and priorities leads to building a strong
information security system, which commensurate with all the changes and raising the level
of information security thereby the basic objectives (Confidentiality, Integrity and
Availability of the data.) will be achieved.

This study agreed with Dirawi (2014) there is positive correlation between the drafting
of the Strategic Plan (the mission and the vision and the goals and priorities of the crisis, and
the formulation of policies) and information security. The researcher attributed the reason of
agreement between studies, that the respondents have the same administrative culture (a good
formulation of information security plan impact positively on the effectiveness of the strategic
plan to achieve the intended purpose).

5.3.3.4 Fourth Hypotheses:

“The implementation of the strategic plan affects positively on the level of information
security, at the level of statistical significance at a < 0.05 through the perspective of managers
and specialists in the governmental institutions in Gaza”

Correlations between variables
This hypothesis was tested by applying “Pearson correlation coefficient test” to figure
out the relationship between the two variables.

Table (5.25)
Shows the number and value of the correlation coefficient and the level of significance
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NO ccfs?f:(s:?:nt Significance
Implementation of the strategic plan for information 50
security 0.632 **0.000
Level of information security 50

** Significantat 0.01  * Significant at 0.05 // not Significant

Through the previous table(5.25) is clear that there is a positive correlation
statistically significant at the 0.05 level between information security strategic plan
Implementation and Level of information security through the perspective of managers and
specialists where Significance=0.000 which is less than 0.05 and the Pearson _value =0.632
this implies The more Implementation of information security strategic plan the greater the

level of information security through the perspective of managers and specialists.

Linear regression model:
The researcher used simple linear regression model to clarify the impact of the
implementation of the strategic plan for information security on information security level.

Table (5.26) shows the linear regression model for the fourth Hypothesis

Variables Coefficient t-Statistic Prob
Constant 3.103 4.602 0.000
The |mpln_amentat|9n of the _strateglc plan 0.642 5 646 0.000
for information security (D4)
R 0.632
F-test 31.879
Prob 0.000
Information security level = 3.103 + 0.642* D4 (When D4 increase 10% then

Information security level increase 6.42%)
The Model confirms that there is an impact of (The implementation of the strategic

plan for information security) on information security level, the correlation relationship is a
positive, where the signal for the coefficient of the independent variable is positive, the level
of significance of P -test less than 0.05 this means that the model is overall fit.

According to this result the fourth hypothesis “The Implementation of the strategic
plan affects positively on the level of information security, at the level of statistical
significance at a < 0.05.” is accepted

The researcher explains this outcome depending on the theoretical framework that the
presence of a strategic plan for the security of information which is no longer any benefits
unless it is implemented, and through the development of measurable activities, including
security policies according to international standards to achieve the desired goals.

The study agreed with Hall(2011) there is positive correlation between the

implementation of strategic planning for the information security and the level of performance
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in the Washington University, the researcher considering that the level f information security
is one of the performance indicators. this agreement is consistent with the theoretical
framework and the respondents culture which confirms the implementation of strategic plan
will help in raising the performance, and in my study the ISSP part of overall strategic plan

of organization and the level of information security is performance level for this part.

5.3.3.5 Fifth Hypotheses:
“The Control and monitoring of the application of the Strategic Plan affects positively on the

level of information security, at the level of statistical significance at o < 0.05 through the

perspective of managers and specialists in the governmental Institutions in Gaza”

Correlations between variables
This hypothesis was tested by applying “Pearson correlation coefficient test” to figure
out the relationship between the two variables.
Table (5.27)
Shows the number and value of the correlation coefficient and the level of significance

NO coefficient | Sign

Control and monitoring of the implementation of the 50
Strategic Plan 0.725 *%0.000
Level of information security 50

** Significantat 0.01  * Significant at 0.05 // not Significant

Through the previous table(5.27) is clear that there is a positive correlation
statistically significant at the 0.05 level between control and monitoring of the information
security strategic plan and Level of information security through the perspective of managers
and specialists where Significance=0.000 which is less than 0.05, and the Pearson correlation
coefficient =0.725 this implies The more control and monitoring of information security
strategic plan the greater the level of information security through point of view of managers

and specialists in government institutions.

Linear regression model:
The researcher used simple linear regression model to clarify the impact of the
implementation of the strategic plan for information security on information security level.

Table (5.28) shows the linear regression model for the fifth Hypothesis

Variables Coefficient t-Statistic Prob
Constant 2.842 5.040 0.001
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Control and monitoring (D5) 0707 | 7289 | 0.000
RA2 0.725
F-test 53.136
Prob 0.000

Information security level = 2.842 + 0.707* D5 (When D5 increases 10% then information
security level increase 7.07%)

The model confirms that there is an impact of (Control and monitoring) on information
security level; the correlation relationship is a positive, where the signal for the coefficient of
the independent variable is positive, the level of significance of P-test less than 0.05 this
means that the model is overall fit.

According to this result the fifth hypothesis “The Control and monitoring of the
strategic plan affects positively on the level of information security, at the level of statistical
significance at a < 0.05.” is accepted.

The researcher attributed this result to the control and follow-up process is the key
point to verify the implementation of the plan and to correct its course To ensure the raising
of the level of information security to the extent that is difficult to penetrate, and ensures the
achievement of key targets (the Confidentiality, Integrity and Availability of the information.)

and thus ensures raise the level of performance in government institutions.

The Result of Main Hypotheses Test:
Correlations between variables
All Hypotheses indicated that “There is a positive correlation statistically significant

at the 0.05 level between the information security strategic planning and Level of information
security through the perspective of managers and specialists in the governmental institutions

in Gaza“.

Multiple Regression Model
Calculating a coefficient of multiple determination (or multiple regression coefficient)

and regression equation using two or more independent variables is termed multiple
regression analysis (Saunders, et.al,2009).This analysis used to assess the strength of a cause-

and-effect relationship between variables.

Table (5.29) shows the multiple regression models
Dependent Variable: Information Security level
Variables | Coefficient | t-Statistic | Prob.
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Constant 1.779 2.043 0.047
D1 0.210 1.359 0.181
D2 0.252 1.450 0.154
D3 0.217- 1.056- 0.297
D4 0.067- 0.310- 0.758
D5 0.680 4.125 0.000

Adj. R™2 0.546
DW 1.031

F-test 12.771
Prob 0.000

Y = 0.210*D1 +0.252*D2-0.217*D3-0.067*D4 +0.680*D5 +1.779

Y= information security level

D1 = clarity of the concepts and awareness of ISSP

D2= environment analysis

D3 = The formulation of the strategic plan for information security

D4= the implementation of the strategic plan for information security

D5= Control and monitoring

From the equation:When D1 rises 10% Y will increase 2.10%, D2 rises 10% Y will increase
2.52%, D3 rises 10% Y will decrease 2.17%, D4 rises 10% Y will decrease 0.67%, also when
D5 rises 10% Y will increase 6.80%.

Table (5.29) shows the following:

e The p-value for F-test less than 0.05, so the model are overall fit, and the independent
variables impact on the dependent variable.

e the Adj. R"2 =0.546 which means that 55% of the variation in the dependent variable
are explained by the independent variables, and there are 45% other independent
variables impact on the dependent variable.

e P-value for T-test for independent variables are greater than 0.05 except the last
variable is less than 0.05,s0 there are other variables that affect the model more than
these variables.

e The value of the DW- test is equal to 1.031 that means: the independent variables

affect each other, that Causing weakening in the model.

The researcher considered this result is logical, and the model expresses the fact that the
success of each process of strategic planning processes rely on the success process that
preceded, thus, this dependence will adversely affect the main objective which is "information

security level". In the event that any stage have not been implemented effectively.
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However, the effect of each independent variable separately on the target was positive
and it produced a suitable simple model, and this is agreed with the literatures of this study.
5.3.3.6 Sixth Hypothesis:

“There are significant statistical differences at level (a. <0.05) among the respondents
in their opinions about Information security level attributed to their personal information”.

Sub-Hypothesis one: There are significant statistical differences at level (a < 0.05) among
the respondents in their opinions about Information security level through the perspective of

managers and specialists in government institutions attributed to their qualification.

This hypothesis was tested by applying Two _Independent sample T test.

Table (5.30) Shows number, mean, T value, standard deviation, sign
T

Qualification No | mean | standard deviation value Significance
B.Sc 32 | 6.771 1.710
Higher Studies | 18 | 6.649 2.169 0.220 | /0827

** Significantat 0.01  * Significant at 0.05 // not Significant

Table (5.30) shows that the significance is greater than the significance level at (o <
0.05) this result indicates that there are no differences among the respondents in their opinions
attributed to the qualification level. According to this result could be rejected the sub-
hypothesis "There are significant statistical differences at level (a < 0.05) among the
respondents in their opinions about Information security level through the perspective of
managers and specialists In government institutions attributed to their qualification.”
The researcher interpreted this result that the sample members have a good awareness of the
importance of information security
This result agreed with the study of Hasan(2013) where he has found out that there were no
differences among the respondents® opinions in government institutions attributed to their
qualification. and agreed with the study of Derawi(2014), Altoom(2013) where they found
out that there were no differences among the respondents‘ opinions towards their study fields
attributed to qualification (Despite the different study population in their studies But they
related to information security). This is because the scientific qualifications of the respondents

are convergent related to information security and strategic planning.

Sub-Hypothesis two: There are significant statistical differences at level (o < 0.05) among
the respondents in their opinions about Information security level from the point of view of

managers and specialists in government institutions in Gaza attributed to their specialization.
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This hypothesis was tested by applying One-Way ANOVA Test.(F test)

Table (5.31) Shows the sum of the squares, the degree of freedom, the mean squares,
test "'F* and the level of significance

SS(;JlT;r?; Df Sl\gﬁgre F value | Significance
Between Groups 16.267 3 5.422 199
Within Groups 154.523 46 3.359 1.614 ' I/
Total 170.791 49

** Significant at 0.01  * Significant at 0.05 // not Significant

Table (5.31) shows that the significance is greater than the significance level at (a <
0.05), this result indicates that there are no differences among the respondents in their opinions
over Information security level In government institutions attributed to specialization.
According to this result the sub-hypothesis could be rejected —There are significant statistical
differences at level (o < 0.05) among the respondents in their opinions over the Information
security level from the point of view of managers and specialists in government institutions
attributed to their specialization.

Moreover, it can conclude that the study sample individuals have a correspondent opinion
over the information security level regardless of the specialization, this is because the sample
work is closely related to information security, therefore, they are fully aware of the
seriousness of the information exposure for any damage, and the need for accurate and correct
information to issue appropriate decisions.

This result agreed with the study of Hasan (2013) where he has found out that there
were no differences among the respondents' opinions in government institutions attributed
specialization. And agreed with Derawi (2014) where he has found out that there were no
differences among the respondents’ opinions about information security attributed
specialization. This is because the specialization of the respondents in the both studies are

convergent these are either in Business Administration or IT.

Sub-Hypothesis three
There are significant statistical differences at level (o < 0.05) among the respondents

in their opinions about information security level attributed to experience.
This hypothesis was tested by applying One-Way ANOVA Test to determine if there
are significant statistical differences at level (a < 0.05) among the respondents in their

opinions.
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Table (5.32) Shows the sum of the squares, the degree of freedom, the mean squares, test "'F"'
and the level of significance

s?éﬁgr?; Df S'\gﬁgpe F value | Significance
Between Groups 18.315 2 9.158
Within Groups 152.475 47 3.244 2.823 .070//
Total 170.791 49

** Significantat 0.01  * Significant at 0.05 // not Significant
Table (5.32) shows that the significance is greater than the significance level at (a0 <

0.05), this result indicates that there are no differences among the respondents in their opinions
over Information security level In government institutions attributed to experience. According
to this result the sub-hypothesis (There are significant statistical differences at level (. <0.05)
among the respondents in their opinions over the about Information security level through the
perspective of managers and specialists in government institutions attributed to experience
years) could be rejected.

This is because the majority of respondents have the same group for the years of experience,
and that's where the information security is sensitive subject to all employees.

e This result agreed with the study of Dirawi(2014) where he has found out that there were
no differences among the respondents* opinions attributed experience years.

e This result disagreed with the study of Hasan(2013) where he has found out that there
were differences among the respondents‘ opinions in government institutions attributed
experience years, and disagreed with Tom(2013) where he has found out that there were
differences among the respondents‘ opinions about information security attributed
experience years.

Sub-Hypothesis Four

“There are significant statistical differences at level (o < 0.05) among the respondents
in their opinions about the level of information security attributed to the governmental
institution they belong to”.

This hypothesis was tested by applying Two- Independent sample T test.

Table (5.33)Shows number, mean, T value, standard deviation, sign
standard T
deviation | value
Ministry of Telecommunication and

Information Technology 29 | 1410 1.526 3.339 *%(0.002

Interior and National Security Ministry | 21 | 5.784 1.916
** Significantat 0.01  * Significant at 0.05 // not Significant

Governmental Institution No | mean Significance
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Table(5.33) shows that the significance is less than the significance level at (a <0.05),
this result indicates that there are differences among the respondents in their opinions over
information security level in government institutions attributed to the governmental institution
they belong to. It was in favor of the Communications Ministry. This is because the Ministry
of Communications is gathering all the ministries which decide the information security
policies to all ministries and government institutions.

According to this result the sub-hypothesis (There are significant statistical differences at
level (a < 0.05) among the respondents in their opinions about Information security level
through the perspective of managers and specialists in government institutions attributed to
the governmental Institution they belong to) is accepted

Sub-Hypothesis five
There are significant statistical differences at level (a < 0.05) among the respondents
in their opinions about information security level through the perspective of managers and

specialists in government institutions attributed to age.

This hypothesis was tested by applying One-Way ANOVA Test to determine if there are
significant statistical differences at level (o < 0.05) among the respondents in their opinions

Table (5.34)Shows the sum of the squares, the degree of freedom, the mean squares,
test "'F'* and the level of significance

Sum of Squares Df Mean Square F value | Signi
Between Groups 7.445 3 2.482 558
Within Groups 163.345 46 3.551 .699 ' I
Total 170.791 49

** Significantat 0.01  * Significant at 0.05 // not Significant

Table (5.34) shows that the significance is greater than the significance level at (o <
0.05), this result indicates that there are no differences among the respondents in their opinions
over information security level in government institutions attributed to age. According to this
result the sub-hypothesis “There are significant statistical differences at level (a < 0.05)
among the respondents in their opinions about Information security level the perspective of
managers and specialists in government institutions attributed to age “ is rejected.

Moreover, the researcher can conclude that the study sample individuals have a same
vision over the study fields with regard to their age, that the main reason as was mentioned
that the issue of information security is an important issue that occupy the thought of anyone
that deal with it.
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e This result agreed with the study of Dirawi(2014),Tom(2013), Tayh(2008) where they
found out that there were no differences among the respondents® opinions attributed to
age.

e This result disagreed with the study of Hasan(2013) where he has found out that there
were differences among the respondents® opinions in government institutions attributed
to age. That due Hassan’s study includes a varying age groups and some of them over45,

while the age groups in this study are similar and relatively small.

Sub-Hypothesis six: There are significant statistical differences at level (a < 0.05) among
the respondents in their opinions about the information security level attributed to their
gender.

This hypothesis was tested by applying Two-independent samples T Test to
determine if there are significant statistical differences at level (o < 0.05) among the
respondents in their opinions over the study fields attributed to gender.

Table (5.35) Shows number, mean, T value, standard deviation, sign

Qualification No | mean | standard deviation va-:-ue Significance
Male 40 | 6.650 1.876
Female 10 | 7.037 1.896 0582 |  /N0.563

** Significantat 0.01  * Significant at 0.05 // not Significant

Table (5.35) shows that the significance is greater than the significance level (a <

0.05). This result indicates that there are no differences among the respondents in their

opinions over the information security level attributed to gender. According to this result the

sub-hypothesis” .There are significant statistical differences at level (o < 0.05) among the
respondents in their opinions about the information security level attributed to their gender”
is rejected

Researcher explained this result that the information security issue is difficult subject
and all members of the sample at high capacity to deal with this topic,

e This result agreed with the study of Derawi(2014), Altoom(2013) and Hasan(2013) where
they found out that there were no differences among the respondents* opinions towards
their study fields attributed to gender.

Sub-Hypothesis seven: There are significant statistical differences at level (o < 0.05) among

the respondents in their opinions about Information security level through the perspective of

managers and specialists in government institutions attributed to Job title.
This hypothesis was tested by applying One-Way ANOVA Test to determine if there
are significant statistical differences at level (a < 0.05) among the respondents in their

opinions
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Table (5.36) Shows the sum of the squares, the degree of freedom, the mean squares, test "'F"*
and the level of significance

g’;&gg; Df Shgﬁ:pe F value | Significance
Between Groups 25.395 5 5.079 108
Within Groups 145395 | 44 3.304 1.537 )/
Total 170.791 | 49

** Significantat 0.01  * Significant at 0.05 // not Significant

Table (5.36) shows that the significance is greater than the significance level (a <

0.05) This result indicates that there are no significant differences among the respondents in

their opinions over the information security level attributed to Job title. According to this

result the sub-hypothesis” There are significant statistical differences at level (a < 0.05)

among the respondents in their opinions about the information security level attributed to Job

title ” is rejected.

The researcher attributed this result that the study sample is divided into two parts, the first

are information technology specialists and they are working within the job title relate with

their specialization, and part of the managers who have limited their dealings with the security
of information.

e This result agreed with the study of Derawi (2014), Altoom(2013) and where they found
out that there were no differences among the respondents‘ opinions towards their study
fields attributed to job title. This compatibility due to that all Job titles in all studies focus
on one field which is the security of information.

Sub-Hypothesis eight: There are significant statistical differences at level (o < 0.05) among
the respondents in their opinions about the information security attributed to their main work
field.

This hypothesis was tested by applying One-Way ANOVA Test to determine if there
are significant statistical differences at level (a < 0.05) among the respondents in their
opinions.

Table (5.37) Shows the sum of the squares, the degree of freedom, the mean squares,
test "'F'* and the level of significance

S:umares el Df g/:;zr;e F value | Significance
Between Groups 8.859 4 2.215 654
Within Groups 161.931 45 3.598 | .615 )/
Total 170.791 49

** Significant at 0.01  * Significant at 0.05 // not Significant

Table (5.37) shows that the significance is greater than the significance level (a <
0.05).This result indicates that there are no significant statistical differences among the

121



respondents in their opinions over the information security level attributed to their main work
field.

According to this result the sub-hypothesis —”There are significant statistical differences at
level (a0 < 0.05) among the respondents in their opinions about the information security level
attributed to their main work field. ” is rejected.

As it has been previously noted the work of all study samples is directly related to information
security and its policies

» This result agreed with the study of Hasan(2013) where he has found out that there were
no differences among the respondents® opinions in government institutions attributed to
their main work field.

Sub-Hypothesis nine: There are significant statistical differences at level (a < 0.05) among
the respondents in their opinions about the information security attributed to Training in the
field of strategic planning for information security.

This hypothesis was tested by applying Two-independent samples T Test to determine if
there are significant statistical differences at level (a < 0.05) among the respondents in their
opinions over the study fields attributed to Training in the field of strategic planning for
information security.

Table (5.38)Shows number, mean, T value, standard deviation, sign
T

Qualification | No | Mean | standard deviation value Significance
There isn’t 25 | 6.701 2.145
13 25 | 6.754 1585 0.099 ] //0.922

** Significant at 0.01  * Significant at 0.05 // not Significant

Table (5.38) shows that the significance is greater than the significance level (a <
0.05). This result indicates that there are no differences among the respondents in their
opinions over the information security level attributed to training in the field of strategic
planning for information security.

According to this result the sub-hypothesis ”There are significant statistical differences at
level (a0 < 0.05) among the respondents in their opinions about the information security level
attributed to training in the field of strategic planning for information security” is rejected.

» This result agreed with the study of Dirawi(2014) where he has found out that there were
no differences among the respondents‘ opinions in government institutions attributed to
training.

» This result disagreed with the study of Danaf(2013) where he has found out that there
were differences among the respondents® opinions in government institutions attributed
to training.
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Sub-Hypothesis Ten: There are significant statistical differences at level (o < 0.05) among
the respondents in their opinions about the information security attributed to Training in the
field of information security.

This hypothesis was tested by applying One-Way ANOVA Test to determine if there
are significant statistical differences at level (a < 0.05) among the respondents in their
opinions.

Table (5.39) Shows the sum of the squares, the degree of freedom, the mean squares,
test "'F"* and the level of significance

Ssclﬂ;r?; Df S'\gﬁgpe F value | Significance
Between Groups 0.778 2 .389 107 .898
Within Groups 170.013 | 47 3.617 1
Total 170.791 49
** Significantat 0.01  * Significant at 0.05 // not Significant

Table (5.39) shows that the significance is greater than the significance level (a <
0.05).This result indicated that there are no differences among the respondents in their
opinions over the information security level attributed to training in the field of information
security.

According to this result, the sub-hypothesis- "There are significant statistical differences
at level (o < 0.05) among the respondents in their opinions about the information security
level attributed to training in the field of information security” is rejected.

» This result agreed with the study of Dirawi (2014) where he has found out that there were
no differences among the respondents ‘opinions in government institutions attributed to
training.

» This result disagreed with the study of Danaf(2013) where he has found out that there
were differences among the respondents* opinions in government institutions attributed
to training.

According to this result of ten sub-hypotheses, the Sixth Hypothesis:

“There are significant statistical differences at level (o < 0.05) among the respondents in
their opinions about Information security level through the perspective of managers and
specialists in government institutions attributed to their personal information " is rejected.

This result indicated that there are no differences among the respondents in their opinions
over the information security level through the perspective of managers and specialists in
government institutions attributed to their personal information.
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6.1 Introduction:

This chapter includes the most important conclusions which have addressed the impact of
strategic planning of information security on the level of information security at the
governmental institutions in Gaza through the perspective of managers and specialists. In
addition, this chapter shows the proposed most important recommendations which may

enhance information security in the Palestinian Governmental Institutions.

6.2  Conclusion:
The study revealed that the level of impact of information security strategic planning on the

level of information security was approximately (60.73 %.). On the other hand, there were
clear weaknesses in some fields of strategic planning like: Implementation of the strategic
plan for information security and Control and monitoring of the application of the Strategic
Plan.

The study revealed that there is a positive correlation statistically significant at the
0.05 level between the information security strategic planning and Level of information
security through the perspective of managers and specialists in the governmental Institutions
in Gaza.
The regression Model between dependent variable and independent variables was

(Y = 0.210*D1 +0.252*D2-0.217*D3-0.067*D4 +0.680*D5 +1.779), the model is fit but it is weak
because the dependence between independent variables.

The study revealed that:
First domain:

e The clarity of Information Security concept and awareness of importance of strategic
planning for information security in the governmental Institutions in Gaza was
(67.06%) and ranked (2).

Second domain:

e The information security environment analysis in the governmental Institutions in

Gaza was (58.72%) and ranked (4).
Third domain:

e The formulation of the strategic plan for information security in the governmental

Institutions in Gaza was (59.92%) and ranked (3).
Fourth domain:

e Implementation of the strategic plan for information security in the governmental

Institutions in Gaza was (56.42%) and ranked (5).
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Fifth domain:
e The Control and monitoring of the application of the Strategic Plan in the
governmental Institutions in Gaza was (54.98%) and ranked (6).
Sixth domain:
e The level of information Security in the governmental Institutions in Gaza was
(67.27%) and ranked (1).

6.2.1 Correlations between the study fields:
First domain:

There is a positive correlation statistically significant at the 0.05 level between the
clarity of Information Security concept and awareness of importance of strategic planning for
information security and Level of information security through the perspective of managers and

specialists in the governmental institutions in Gaza

That means:

The clarity of the concepts of information security and awareness to importance of
information security strategic planning affects positively on the level of information security
at the level of statistical significance at o < 0.05 through the perspective of managers and

specialists in the governmental institutions in Gaza.

Second domain:
There is a positive correlation statistically significant at the 0.05 levels between
environment analysis of information security and Level of information security through the

perspective of managers and specialists in the governmental institutions in Gaza.

That means:
Environment analysis affects positively on the level of information security, at the
level of statistical significance at a.<0.05 through the perspective of managers and specialists

in the governmental institutions in Gaza

Third domain:
There is a positive correlation statistically significant at the 0.05 level between the
formulation of the strategic plan for information security and level of information security

through the perspective of managers and specialists in the governmental institutions in Gaza.

That means:
The formulation of the strategic plan covering all of the points of SWOT affects

positively on the level of information security, at the level of statistical significance at a <
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0.05 through the perspective of managers and specialists in the governmental institutions in
Gaza.
Fourth domain:

There is a positive correlation statistically significant at the 0.05 level between
Implementation of the strategic plan for information security and Level of information
security through the perspective of managers and specialists in the governmental institutions

in Gaza.

That means:
Implementation of the strategic plan affects positively on the level of information
security, at the level of statistical significance at a < 0.05 through the perspective of managers

and specialists in the governmental institutions in Gaza

Fifth domain:
There is a positive correlation statistically significant at the 0.05 level between Control
and monitoring of the application of the strategic plan and level of information security

through the perspective of managers and specialists in the governmental institutions in Gaza.

That means:
Control process on the strategic plan affects positively on the level of information
security, at the level of statistical significance at a < 0.05 through the perspective of managers

and specialists in the governmental institutions in Gaza

6.2.2 Differences among the study respondents’ opinions:
e There are no significant statistical differences at level (o < 0.05) among the respondents in

their opinions about the study fields attributed to experience, gender, age, work field,job
title, level of qualification, specialization and training.
e There are significant statistical differences at level (a < 0.05) among the respondents in their

opinions about the study fields attributed to the governmental institutions belong to.

6.3 Recommendations:
Palestinian Government is advised to exert more efforts towards strategic planning for

information security.
In detail
First domain:
e Palestinian Government is recommended to increase the awareness of information

security.
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e Palestinian Government is recommended to increase the awareness of strategic planning
of information security.
e Palestinian Government is recommended to enhance training in fields of information

security and strategic planning for it.

Second domain:
e Palestinian Government is advised to pay more attention to the process of internal and

external environment analysis when prepared to information security strategic plan

Third domain:
e Palestinian Government is advised to exert more efforts towards the formulation of
information security strategic plan.
e Palestinian Government is recommended to devote a special team with highly

qualified for strategic planning of information security,

Fourth domain:
e Palestinian Government is advised to exert more efforts towards the implementation of
information security strategic plan.
o Palestinian Government is advised to allocate suitable budget for strategic planning of
information security
e Palestinian Government is recommended to use incentives system to encourage the staff to

implement policies for information security.

Fifth domain:
e Palestinian Government is advised to exert more efforts towards the Control and
monitoring of the implementation of the information security strategic plan.
e Palestinian Government is recommended to enhance the external evaluation processes

of information security.

Sixth domain
e Palestinian Government is recommended to convert written information security policies
to strategic plans.
Palestinian Government is recommended to join international conferences regarding

the information security, to learn from other experiences worldwide
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6.4 Future Researches

In the light of the previous findings, the researcher proposes the following research:
e The factors that have impacts on information security strategic planning
e Impact of external evaluation on information security
e Alignment between strategic planning for information security and strategic planning of
the institution in government institutions
e The impact of information security to the competitive advantage strategically.
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APPENDIXS

APPENDIX (A) Questionnaire Arbitrators

No. | Name Describtion

1 Dr. Samer safi IUG - Faculty Of Commerce

2 Dr. Khaled Dehliz IUG - Faculty Of Commerce

3 Dr. Wael Daya IUG - Faculty Of Commerce

4 Dr. Sami Abu ross IUG - Faculty Of Commerce

5 Dr. Yousef Baher IUG - Faculty Of Commerce

6 Dr. Yousef Ashor IUG - Faculty Of Commerce

7 Dr. Mohamed Fares Al-Azhar University - Faculty Of Commerce
8 Dr. Yousef Abu-Shaaban | Al-Azhar University — IT

Dr. Alaa Hales

UG- IT
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