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Abstract

SYMMETRIC MULTIPROCESSING VIRTUALIZATION
Gabriel Southern, MS

George Mason University, 2008

Thesis Director: Dr. David Hwang

The reemergence of system virtualization, and the introduction of the single-chip mul-
tiprocessor, are two technologies that are altering the landscape of modern general-purpose
computing architecture. System virtualization is a technology that uses software to par-
tition the resources of a single physical computer into multiple virtual machines (VMs).
Multiprocessing combines the capabilities of multiple CPUs into a single computer system.
Virtualization continues to play an important role in efficiently utilizing multiprocessor
systems; however, developing efficient multiprocessor virtual machines is a significant chal-
lenge.

Multicore processors — those that combine multiple logical CPUs in a single physical
socket — now dominate the general purpose microprocessor marketplace. These proces-
sors require operating system support for multiprocessing, and the most common form of
multiprocessing is symmetric multiprocessing (SMP), where all processors have identical
behavior and any processor can perform any task.

System virtualization introduces additional complexities for implementing SMP because
VMs have different timing behavior from physical computers. In this thesis I examine two
approaches to implementing SMP in VMs used by two leading virtualization platforms:

VMware ESX server and the Xen hypervisor.



I demonstrate the comparative advantages of these two different virtualization systems,
and propose a new optimization technique to improve performance through dynamic virtual
CPU (VCPU) allocation.

I find that Xen performs well when executing independent single threaded applications
that do not require any synchronization between the processes running on multiple pro-
cessors. However, Xen scales poorly for applications that require synchronization between
multiple threads.

ESX uses a more conservative scheduling algorithm, called co-scheduling, that provides
more balanced performance for both single threaded and multithreaded workloads. How-
ever, ESX has some significant optimization that provide improved performance over a naive
implementation of co-scheduling.

Finally, I propose an algorithm for dynamic allocation of VCPU resources that can be
used by Xen to improve the efficiency of multithreaded workloads. I provide a simulation
for this algorithm and discuss the tasks required for a complete implementation of the

algorithm.



Chapter 1: Introduction

System virtualization technology uses software to partition the resources of a single physical
computer system into multiple virtual machines. A virtual machine (VM) is simply a replica
of a physical machine and its behavior is unchanged from the physical system, outside of
possible differences in timing characteristics for some operations [1]. System virtualization
has a long history in the world of mainframe computers, but only recently has it become
popular in general purpose computing [2].

The x86 architecture is the most popular instruction set architecture (ISA) in the gen-
eral purpose computing marketplace. When the architecture was first developed it did not
provide support for virtualization, and indeed for some time it was thought that virtualiza-
tion was not possible using the x86 architecture [3]. However, as the x86-based computer
became more powerful, researchers at Stanford University discovered a way to virtualize the
x86 architecture using software that borrowed heavily from ideas in emulation technology.
These researchers founded a company named VMware, which today is the leading developer
of virtualization software for the x86 architecture. Their most advanced high-performance
virtualization product is VMware ESX [4].

After VMware was founded, researchers at the University of Cambridge proposed an
alternative x86 virtualization technique called paravirtualization [5]. The open-source soft-
ware implementation of their idea was named Xen. Their implementation was closely affil-
iated with the Linux operating system and they chose to offer it as an open source product
similar to Linux. Xen has since grown in popularity and is supported as a stand-alone
distribution by several different vendors, is also incorporated as part of several commercial
Linux distributions, and is included with Sun OpenSolaris.

Both Xen and ESX can use multiprocessing to provide increased performance for VMs

by taking advantage of multiple CPUs operating in a symmetric multiprocessing (SMP)
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system. They both also offer the ability to assign multiple virtual CPUs to a single vir-
tual machine; however, in this case the performance benefits are not necessarily as clear.
Using SMP VMs can reduce the overall system performance, depending on the types of
workload running inside the VMs and the overall system configuration. Both VMware [6, 7]
and Xen [8] recommend that system administrators carefully analyze their system workload
before deciding to configure SMP VMs. While the vendors for these two different virtual-
ization software solutions offer the same advice about configuring SMP VM, they have very
different approaches for scheduling CPU resources for SMP VMs.

Scheduling CPU resources for SMP VMs represents a hard problem, because virtual-
ization changes some of the characteristics of the performance of VMs in ways that the
operating system running inside the VM would not expect. There are several proposals
for new features that can be added to CPUs or operating systems to help improve the
performance of SMP VMs [9, 10]. However, there is no existing quantitative analysis and
comparison of the techniques used by two of the leading virtualization platforms: Xen and
ESX. This thesis provides that analysis and also offers some ideas for additional techniques
that can be used to optimize CPU scheduling through dynamic reallocation of virtual CPU
resources among different VMs. The thesis is organized as follows: Chapter 2 provides an
overview of virtualization technology, and Chapter 3 details the interaction between mul-
tiprocessing technology and virtualization. Chapter 4 details the implementation of SMP
virtualization in VMware ESX server and Xen and also provides a quantitative analysis of
the performance of these two platforms. Chapter 5 discusses some ideas for improving over-
all system performance through dynamically allocating virtual CPU resources, and Chapter

6 provides a conclusion and discussion of opportunities for future work.



Chapter 2: Virtualization Overview

Virtualization is an idea that has been applied in many different fields of computing to
provide improved capabilities in system management and performance. One example of
virtualization is virtual memory technology [11], which is present in nearly all modern
general-purpose computers. Using this technology, an operating system presents a linear
memory address space to applications, and maps virtual memory addresses that the appli-
cations use to physical memory addresses that the system uses. This simplifies the task of
application developers by allowing them to write programs that use a linear address space
without requiring knowledge of the system’s physical memory configuration. Virtual mem-
ory also allows for paging, which increases the effective amount of main memory available
in a computer system. Memory pages that are used infrequently can be copied to disk when
not in use, and can be retrieved from disk when needed. Translation of virtual addresses to
physical addresses does introduce some overhead for memory accesses. However, the effect
of this overhead is minimized by caching the translated addresses in the translation looka-
side buffer. Since the benefits of virtual memory far outweigh the costs of implementation,
virtual memory is used in nearly all modern general-purpose computers.

Virtualization also plays an important role in the field of computer networking [12]. One
example is virtual local area networks (VLANSs), which are common in switched Ethernet
networks. Ethernet was originally designed as a broadcast network in which communication
between any two points on a network segment was broadcast to all systems connected
to the network. As the capabilities of integrated circuits improved, switched Ethernet
networking was developed. Switched Ethernet supported improved network performance,
allowing systems connected to the network to communicate directly through the switch
without sending broadcast messages. However, the design of the Ethernet protocol still

required broadcasting some messages to all systems connected to the network. VLANs
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allow large switched Ethernet networks to be segmented into smaller virtual networks.
Broadcast traffic is limited to the VLAN on which it occurs rather than being sent to all
systems on the network. Although some overhead is also required to support VLANSs, the
benefits provided far outweigh the costs of implementation, and VLAN technology is used
extensively in large Ethernet networks.

The basic idea of virtualization is to hide system implementation details behind a sim-
pler abstract interface. This interface is often the same as the original physical system
interface. Virtualization allows new capabilities to be added to a system without changing
the interface that the users of the system expect to see. In the case of virtual memory,
programs are designed to access memory locations by presenting a physical address to the
CPU. Virtual memory allows this design to continue to work unchanged, but behind the
scenes the virtual memory addresses are translated to physical addresses. VLANs allow the
basic Ethernet addressing design to remain unchanged while providing new capabilities for

network segmentation that improve performance and management.

2.1 System Virtualization

System virtualization is simply the concept of abstracting the entire functionality of a
computer system as a virtual machine (VM). System virtualization was popular in main-
frame computer systems during the 1970s, but the rise of the personal computer in the
1980s seemed to eliminate the primary reason for using virtualization [2]. The availability
of inexpensive microprocessor-based computers allowed individual users to have their own
machines at a reasonable cost, rather than using a VM on a shared mainframe computer.
As microprocessor capabilities improved, and multiprocessor shared memory computer
systems entered the marketplace, operating system design became more complicated and
limited the pace of innovation in shared-memory multiprocessor computer systems. In
1997, researchers at Stanford University reintroduced the idea of virtualization as a solution
to the problem of writing operating system software for large multiprocessor computer
systems [13]. In 1998, these researchers founded a company called VMware to develop and

4



market virtualization products for computer systems based on the Intel x86 architecture.
Other companies were also developing virtualization products at the same time; however,
VMware’s products had the largest impact on the marketplace.

The emergence of system virtualization for the x86 architecture, and its continued
growth in popularity, came about from a combination of factors in computer architecture
and system software development. As microprocessors improved in performance, their use
expanded beyond single-user desktop and laptop computers. Small- to medium-size servers
with two to four processors are used in a variety of business applications such as databases,
directory services, web servers, and mail servers. The most common system configuration
dedicates an entire server to a single application, leading to average system utilization rates
as low as 10%. Multiple applications are not usually combined on the same server, even if
the server is underutilized, because of the complexity of managing this configuration. But,
with system virtualization, multiple VMs can be consolidated on a single server while still
segmenting the configuration of the multiple applications and their associated operating
systems. Today, server consolidation is one of the primary reasons for the implementation
of system virtualization technology.

System virtualization is becoming a pervasive technology in modern operating systems.
The term virtualization has become synonymous with system virtualization, despite the
fact that virtualization itself is a generalized concept that can be applied to many fields of
computing. For the remainder of this thesis the term wirtualization will be used to refer
to system wirtualization. The rest of this chapter provides an overview of virtualization
technology available for the x86 architecture, with particular focus on Xen and ESX. This
background material focuses on the common case of virtualizing a uniprocessor system
which has only one VCPU. Readers familiar with the virtualization technology used in Xen

and ESX may wish to skip ahead to Chapter 3, which begins discussing SMP virtualization.



2.2 Virtualization Marketplace

Today, VMware has the market-leading virtualization technology for systems based on the
Intel x86 architecture [14]. VMware’s virtualization products are the most mature and are
the most trusted by system administrators using general-purpose computers in corporate
data centers. However, virtualization is a relatively new technology in the x86 general-
purpose computing marketplace, and the use of virtualization technology is expected to
increase rapidly in upcoming years. One way that existing virtualization technologies can

be categorized is as workstation virtualization products or server virtualization products.

2.2.1 Workstation Virtualization

Workstation virtualization products are usually run as applications in a host operating
system, a technique know as hosted virtualization [15]. The development of a hosted vir-
tualization product is simplified because the host OS provides access to hardware devices
instead of requiring the virtualization solution to control the hardware directly. The ability
to run a separate OS instance in a VM is useful for developers because it allows for easily
testing software in an OS that is separate from the one hosting the development tools. If
the application is running in a VM, a bug, which causes the OS to crash, will not crash the
computer the developer is working on. Another use for workstation virtualization is to run
different operating systems on the same computer. For example, it is possible to have a VM
running Windows hosted in a Linux OS, in order to provide compatibility with applications
that will run only in Windows. VMware has some of the market-leading products for this
segment, including VMware Workstation for Windows and Linux, and VMware Fusion for
Mac OS X. VMware also has many competitors in this market segment, including Microsoft
Virtual PC, Parallels Workstation, and VirtualBox.

Workstation virtualization is a useful technology for developers, but it does not funda-
mentally change the traditional role of the operating system software. The host OS executes
desktop virtualization products in the same way that it runs other application software. The

guest OS executing in a VM also executes just as it would if it were controlling physical
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hardware. Hosted virtualization products are also used for server virtualization in some

cases, but this use is generally limited to research and development and test purposes.

2.2.2 Server Virtualization

Bare-metal virtualization is an alternative design in which the virtualization software has
direct control of the system hardware, and multiplexes system resources between virtual
machines. This design changes the fundamental role of the operating system, and has the
potential to significantly alter the system architecture used in general purpose computers.
The virtualization software that directly controls the hardware is called the virtual ma-
chine monitor (VMM), or hypervisor, and it acts as an intermediary between the operating
systems running in guest VMs and the physical computer hardware where instructions are
executed. VMware again is the market leader, and VMware ESX Server software is the
most successful commercial virtualization software.

One competitor to VMware ESX server is an open source virtualization product named
Xen. There are significant differences in the technology used to implement these two soft-
ware products, and these are covered in detail later in this chapter. However, it is useful to
understand the business position of these two different products as it exists today because
business use is often a critical factor in technology development.

VMware is the server virtualization market leader, with the most mature technology and
the easiest to use tools. VMware’s flagship product is VMware Infrastructure, combining
the VirtualCenter management tools with ESX server hypervisor in an integrated package
that allows for easy deployment and management of VMs. VMware has established an early
lead in the virtualization marketplace, and it is likely that their technology will continue to
have a significant influence on the industry even as it faces increased competition.

Xen was developed by researchers at the University of Cambridge [5] and released as
open source software licensed under GNU GPL in 2003. The company XenSource was
founded by some of the researchers who created Xen in order to further its development

and commercialize the product. Xen is closely tied to the Linux OS; in the first versions



of Xen, Linux was the only guest OS that would run in a Xen VM, and Linux was also
required to run the Xen hypervisor. Two major commercial Linux developers, Novell and
Red Hat, have embraced Xen and included it in their commercial Linux distributions.
Sun has announced an initiative named xVM that will include the Xen hypervisor with
the Solaris OS. Oracle has announced a virtualization product named Oracle VM that is
based on the Xen hypervisor. While Xen’s market share today is small, it is being actively
developed and included in virtualization products from many different software vendors.

The final company to consider in the server virtualization marketplace is Microsoft.
Microsoft is the leading operating system developer in the general-purpose computing mar-
ketplace, and system virtualization has the potential to alter the role of directly controlling
system hardware that operating systems traditionally play [16]. Until recently, Microsoft’s
virtualization products were all hosted virtualization software, which lack the capabilities of
bare-metal virtualization and are not widely adopted for server virtualization. However, in
June 2008, Microsoft released Hyper-V as an add-on to the Windows Server 2008 OS [17].
This is their first hypervisor-based virtualization solution, and it is sure to have a significant
impact on the virtualization marketplace. Microsoft contributed to the initial development
of Xen at their Cambridge research lab. Since then they have collaborated with XenSource,
Citrix, and Novell in providing support between Xen and Hyper-V. Many of the design
decisions made for Hyper-V are similar to the design of Xen.

In the near term, VMware can be expected to continue to dominate the server virtual-
ization market segment. However, server virtualization is a rapidly growing segment, and
virtualization products that use the Xen hypervisor, as well as Microsoft’s Hyper-V, can be
expected to challenge VMware’s position as the market leader.

One of the most important uses of system virtualization is for server consolidation.
With server consolidation, multiple VMs are run on a single server using virtualization
software, and each VM replaces a physical server. Consolidating multiple VMs on a single
server can reduce costs for server hardware, supporting infrastructure such as network

connections, and power consumption. While cost reduction from server consolidation is



attractive, virtualization also reduces the complexity of system administration tasks. It is
also possible to dynamically reallocate system resources based on total utilization, reducing

the need to allocate extra resources that normally go unused.

2.3 Virtualization History

System virtualization is a technique in which the interface being virtualized is that of a
complete computer system. In computer architecture, the ISA represents the well-defined
boundary between the hardware implementation and system software programs. The IBM
System /360 was the first computer system to use a well-defined ISA, which allowed programs
to run on different implementations of the system [18]. The IBM System/370, successor to
the System/360, provided the ability to virtualize the System/360 architecture using the
VM/370 operating system [19]. The VM/370 was able to run multiple virtual machines
(VMs) simultaneously; each VM executed its own operating system that appeared to di-
rectly control the hardware, but control was in fact maintained by the virtual machine
monitor (VMM). Figure 2.1 depicts a virtualized system with a single physical machine
partitioned into three different VMs, each running its own guest OS and applications. The
VMM is a software layer between the VM and system hardware, and all VM access to the
hardware is controlled by the VMM.

In 1974, Popek and Goldberg defined formal requirements for a virtualizable system
architecture [1]. A VM was defined as an efficient isolated duplicate of the real machine,
and the VMM was described as software that maintained control of the system. There were
three requirements for the VMM: first, program behavior must be unchanged from execution
on a real machine; second, a statistically dominate subset of the processor instructions must
execute without VMM intervention; and finally, the VMM must maintain complete control
of system resources at all times.

While virtualization was included as a feature for mainframe systems in the early 1970s,

it was not taken into consideration in the development of commodity microprocessor based



Virtual Machine Virtual Machine Virtual Machine

Applications Applications Applications

Guest OS Guest OS Guest OS

Virtual Machine Monitor (VMM)

Hardware

Figure 2.1: System virtualization example

systems such as those based on the Intel IA-32 architecture. Inexpensive microprocessor-
based systems seemed to eliminate the need for virtualization because each user received
dedicated inexpensive computing resources instead of partitioning expensive mainframe
resources among many users. However, as the capabilities of microprocessors increased,
there was a corresponding increase in the complexity of operating system and application
software running on these systems. By the late 1990s system virtualization was again being
considered as a way to efficiently manage the complexity of developing system software for

microprocessor-based systems [13].

2.4 Virtualization Requirements

In order for a system to be considered virtualizable it must meet the following require-

ments [1]:

e Efficiency: Most instructions should be executed by the hardware directly; the VMM

should only have to intervene for instructions that affect the global system state.
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e Resource control: The VMM maintains control of all system resources at all times. It
is impossible for a VM to access any resource without approval of the VMM, and the

VMM can revoke resources from a VM at any time.

e Equivalence: Program execution on a VM is indistinguishable from execution on

physical hardware, except that timing and resource availability may be changed.
In their 1974 paper, Popek and Goldberg presented a proof of the following theorem:

Theorem 2.1. For any conventional third generation computer, a virtual machine monitor
may be constructed if the set of sensitive instructions for that computer is a subset of the

set of privileged instructions.

A third generation computer has the following features: user and supervisor modes of
operations, relocatable memory accesses, ability for non-privileged programs to call privi-
leged system routines, and asynchronous I/0 interrupts [3]. Sensitive instructions are those
which can modify or reveal some aspect of global system state information, while privi-
leged instructions can only be executed in supervisor mode. To understand why privileged
instructions should be sensitive, consider a CPU with an instruction called SysMem that re-
ports how much RAM the system has installed. In a virtualized system the total amount of
system RAM is partitioned among the VMs running on a system. If the SysMem instruction
is privileged, when it executes in the VM running in user mode it will cause an exception
which the VMM will catch. The VMM can then determine how much memory is actually
allocated to the VM and report that value instead of the total system memory. However,
if the SysMem instruction were not privileged, and the VM could execute it directly, the
instruction would report the total amount of system memory rather than the amount the
VM was configured for.

The most popular commodity microprocessor-based systems are those that use the x86
architecture; however, the x86 architecture was not specifically designed to support vir-

tualization. An analysis of the x86 instruction set architecture in 2000 revealed that it
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contained 17 sensitive but unprivileged instructions [3]. As a result, the classical virtual-
ization trap-and-emulate technique, where all instructions are executed directly by a VM
and sensitive instructions are trapped and emulated by the VMM, will not work. This is
because a VM can execute sensitive instructions that do not cause an exception that the
VMM can trap. Although the classical trap-and-emulate virtualization technique does not
work on x86 architectures, the techniques of binary translation with direct execution and
paravirtualization have been developed to allow the x86 architecture to support virtualiza-
tion. As virtualization on x86 architecture has become popular, the ISA has been extended
with VT-x extensions which allow it to support classical trap-and-emulate virtualization

techniques.

2.5 VMware Virtualization

VMware is currently the market leader in providing virtualization solutions for systems
based on the popular x86 architecture. VMware was founded in 1998 by students and
faculty at Stanford University, and its first product, VMware Workstation 1.0, was released
in 1999. The company grew rapidly, and in 2004 VMware was acquired by EMC for $635
million [20]; however, it remained a separate subsidiary of EMC. The incredible success of
VMware is due to its ability to deliver a proven, reliable virtualization solution for the x86
architecture.

VMware offers two types of virtualization products: hosted virtualization products such
as VMware Workstation, which run as an application under a host OS; and ESX, which
controls system resources directly instead of through a lower-level OS. The advantage of the
hosted virtualization solution is that it allows reuse of existing device drivers written for the
host OS. However, it suffers a significant performance penalty and is only useful for running
workloads which do not require high performance. This section focuses on the techniques
applied using ESX Server, which allow the VMM to control the physical hardware directly
and provide the best performance for VMs. VMware’s virtualization technology is best
understood by considering the virtualization of three components of system architecture:
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CPU, memory, and 1/0.

2.5.1 CPU Virtualization

VMware’s virtualization implementation for x86 CPUs makes use of the concept of binary
translation. This concept was first developed for use in emulation technology, where a
binary executable for one architecture is translated into code that can run on a different
architecture [21]. However, emulation introduces a significant performance overhead and is
not considered virtualization because it fails to meet the efficiency requirement. VMware’s
implementation of binary translation takes advantage of the fact that it is performing binary
translation on the same ISA, which allows the use of a technique where binary translation
is combined with direct execution [22].

In VMware’s system, the VMM translates the binary code for the VM that is executing
into code that can execute safely, while still allowing the VMM to maintain control of the

overall system. The translation process has the following properties:
e Uses binary code as input and produces binary output;

e Translation is dynamic, occurs at runtime, and is interleaved with the process of

executing the translated code;

e It is a system level translation, no assumptions are made about the guest code, the
code produces the same result, including errors, as it would if executed on the physical

hardware;

e Input is the full x86 instruction set, while output is a subset that can be executed

safely while still allowing the VMM to maintain control of the system;
e Code is generated adaptively in response to guest behavior to improve efficiency.

The translator works by reading guest memory from locations specified by the guest
program counter (PC) and decoding the data in this location into intermediate represen-
tation (IR) objects, which represent instructions to be executed by the guest VM. The IR
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Figure 2.2: Binary translation control flow

objects are grouped into translation units (TU), which are terminated either when they
reach an instruction that indicates the end of a basic block (such as a branch instruction),
or when they reach a predefined limit of 12 instructions, which is set for performance rea-
sons. The code in a TU is then translated into a compiled code fragment (CCF) that is
safe for execution on the physical machine. Figure 2.2 shows the control flow of the binary
translation process: the CCFs are cached in a translation cache, and the majority of the
time the VM is able to execute cached CCFs. Most of the translated instructions in the
CCF will be identical to those in the TU; for example, the addition of values in general-
purpose registers ADD EAX, EBX does not involve any privileged state and can be translated
identically from the TU into the CCF. However, a control instruction such as, jge LABEL
will need to be translated into two instructions, jge TRANSLATED LABEL followed by jmp
TRANSLATED _FALL_THROUGH.

The efficiency of the binary translation process is improved through the application of

14



several techniques. First, the CCF's are stored in a translation cache (TC), and as the code
executes its working set they will be captured in the TC, at which point the program will
execute without calling the translation routines. The second optimization occurs when the
guest OS in the VM is executing in user-mode. It is usually safe for the VMM to execute
this code directly without performing translation. This is because code executed in user-
mode will generate exceptions correctly when performing privileged operations. Another
optimization is to modify the translated version of code that causes extensive traps in order
to reduce the number of traps that occur. This is done by identifying the code that causes
traps and translating this code to link directly to the portion of the VMM that emulates

the effect of the trapping instruction.

2.5.2 Memory Virtualization

The guest OS running in a VM believes that it has complete control of the memory assigned
to it, starting at address zero and ranging to the maximum value for the memory assigned
to the VM. However, the VMM controls allocation of the system’s physical memory at the
page level and maintains a data structure, called a shadow page table, to map between the
physical page numbers and the page numbers presented to the VM [23].

When the guest OS updates its page table to map to a location in the guest’s view
of memory, the VMM also updates the shadow page table to map the page to a physical
location in the machine. When the guest OS accesses a memory location, the physical
address used is calculated from the value stored in the shadow page table. Figure 2.3 shows
how the guest page table and shadow page table are used to allow the VMM to control access
to physical memory. The guest OS has a page table that it uses to map virtual memory
addresses to physical memory locations in the VM. While the guest OS uses its page table
to generate physical addresses, these addresses correspond to memory locations within the
VM, not actual machine addresses. The VMM maintains a shadow page table for each VM
and the values in the shadow page table are used to map the VM memory pages to the

memory locations in the machine. When a guest in a VM accesses a memory location, the
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Figure 2.3: Shadow page table operation

VMM uses the shadow page table to redirect this access to the machine memory location
where the VMM has mapped the memory.

These techniques provide a relatively straightforward means for the VMM to allocate
physical memory to the VMM. However, they do not allow for effective overcommitment of
system memory through standard virtual memory techniques. In order to support memory
overcommitment, VMware developed the techniques of memory ballooning and transparent
page sharing.

Standard virtual memory techniques allow physical memory to be overcommitted by
copying pages of memory to disk. While it is possible for the VMM to do this, it lacks the
information necessary to intelligently select which page to swap to disk. VMware solves
this problem by implementing a balloon driver, which runs in the guest OS and which the
VMM can use to request memory from the guest OS running in the VM. The balloon driver
requests memory from the guest OS running in a VM and then informs the VMM which
memory pages it has received. The VMM is then able to use these memory pages for other
purposes, with the knowledge that the VM will not be actively using them.

Multi-user operating systems also have techniques which allow users to share references
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to read-only memory used for program execution. For example an operating system may
load a single copy of a text editor application that is referenced by multiple users simul-
taneously, reducing the total system memory consumption. In a virtualized environment
not only are multiple copies of the same application loaded, but there can also be multiple
copies of the same OS. However, the guest OS running in a VM does not have the global
system knowledge which would allow it to share memory, and an unmodified guest OS will
not load data in a way that is suitable for the VMM to load shared copies of read-only
files. VMware solves this challenge by using a technique called content-based page sharing
to share identical pages [23]. This hashes the contents of a memory page and compares the
hashed values to identify possibly identical pages. Identical pages are marked as copy on

write, and can be shared until the system writes to a page.

2.5.3 I/0O Virtualization

Efficient virtualization of I/O for the x86 architecture is one of the more complicated tasks
because of the wide variety of I/O devices available for the x86 architecture. The approach
used by VMware’s hosted products, such as VMware workstation, is to convert I/O requests
from the guest OS, running on a VM, into system calls from the VMM to the host OS.
This virtualization solution provides support for all I/O devices supported on the host
OS; however, it introduces a significant performance penalty because each 1/O operation
requires multiple context switches: first from the VM to the VMM, then from the VMM
to the host OS, then from the OS back to the VMM, and finally, from the VMM to the
VM [15]. This is acceptable for low-performance devices such as keyboard input, but not
for high performance devices such as network interfaces. VMware is able to deliver higher
performance with the ESX Server product by having the VMM control the I/O hardware
directly, eliminating the overhead introduced by the host OS. This requires device drivers
to be written specifically for ESX Server; however, VMware only provides support for a
limited number of devices that are provided by major server vendors [2]. VMware also uses

a technique where the interface of the driver used by the guest OS is modified to increase
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its performance. For example, the high-performance vmxnet network adapter device driver
eliminates many of the I/O instructions that a real network driver would have to perform.
Instead, it places the data in a shared memory region and uses a single out instruction to

tell the VMM that the data is ready for transmission.

2.6 Xen

While VMware is the market leader in commercial virtualization products, its open-source
alternative, Xen enjoys some commercial success and is widely used in academic circles. Xen
was developed by researchers at the University of Cambridge and uses a technique called
paravirtualization to virtualize the x86 architecture [5]. The Xen source code was made
available under the open-source GPL license, and the company XenSource was founded
to continue development and market virtualization products based on Xen. As an open
source product, Xen has been incorporated into a variety of Linux distributions including
commercial products offered by Red Hat and Novell. In August 2007, XenSource was
purchased by Citrix for $500 million [24]. XenSource also has a close relationship with
Microsoft and is working to optimize performance and compatibility between Xen and
future Microsoft operating systems and virtualization solutions. While Xen currently has a
small market share, it is a viable alternative to VMware as a high performance virtualization
solution.

Xen’s paravirtualization is different from full virtualization because the virtual environ-
ment is not an exact replica of the physical machine. Instead, the virtual machine presents
an idealized interface that the guest OS interfaces with, while allowing the VMM to maintain
control of the complete system. The advantage is that it offers the potential for reducing
the virtualization overhead, allowing for higher performance systems. The disadvantage is
that the guest OS must be modified to support virtualization; however, a relatively small
percentage of the OS kernel source code requires modification, and the applications run-
ning on the OS do not require any changes. The implementation of the Xen virtualization
solution is described by considering CPU, memory, and I/O virtualization.
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2.6.1 CPU Virtualization

Virtualization of the CPU requires that the VMM run in a more privileged state than the
guest OS. In architectures with only two privilege levels, the guest OS must share the lower
privilege level with the applications running on its VM. However, the x86 architecture has
four privilege levels, called rings, and ring 0 (most privileged) and ring 3 (least privileged)
are the only rings used in contemporary operating systems. Figure 2.4 depicts the overlap
of privilege rings: ring 0 is the only ring that can execute privileged instructions. If a
privileged instruction is executed in a different ring, the CPU raises an exception and
control is transfered to the appropriate exception handler routine. Xen takes advantage of
this by modifying the guest OS to run in ring 1, which allows the OS to be isolated from its
applications while still allowing the Xen VMM to maintain control of the CPU by running
in ring 0. Exceptions are virtualized by maintaining a table with exception handlers that
are registered with Xen. These exception handlers are typically identical to the ones used
with physical hardware. The exceptions which occur most frequently are system calls and
page faults. System calls are optimized by allowing the guest OS to register a fast exception
handler that does not require switching to the Xen VMM executing in ring 0. However, this
is not possible for page faults because only code executing in ring 0 can read the register

that contains the faulting address.

2.6.2 Memory Virtualization

Virtualization of the CPU is the most difficult aspect of the binary translation approach
to virtualization used by VMware. For the paravirtualization approach used by Xen, the
virtualization of memory is the most difficult implementation aspect, both for the VMM and
for the guest operating systems. The x86 architecture has a hardware managed translation
lookaside buffer (TLB), as a result, only valid page translations should be in the TLB.
Therefore an address space switch usually requires flushing the TLB. Xen deals with this
challenge through the use of two techniques: first, guest operating systems manage their

own hardware page tables with minimal involvement of the VMM, and second, a portion
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Figure 2.4: TA-32 privilege rings

of the guest OS address space is reserved for Xen. By reserving a portion of the guest OS
address space for the VMM, it is possible to switch between the VMM and the guest OS
without performing a TLB flush.

The guest OS is able to read from the hardware page tables directly, but modifications
must be validated by the VMM before they are allowed to complete. In order to improve
the efficiency of page table writes, the guest OS can batch several writes together and allow
the VMM to process them at the same time. This reduces the number of context switches
required between the VM and the VMM when performing operations with a large number

of page table updates.

2.6.3 I/0O Virtualization

The paravirtualization technique used by Xen allows it to implement a very elegant solution
for device I/O. Rather than have the guest operating systems execute normal hardware
device driver code, Xen implements a number of simple device abstractions. Data is then
transferred between the guest OS and the VMM using shared-memory, asynchronous buffer
rings.

The device drivers that control the hardware are implemented in the VMM. Xen is

typically able to reuse the existing device drivers of the host operating system that run in
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the VMM. This limits the complexity involved in developing Xen, and allows it to support

a wide range of hardware devices with high performance.

2.7 Hardware Virtualization Extensions

The popularity of virtualization has led the companies that develop processors for the x86
architecture, Intel and AMD, to introduce processor extensions to help support virtual-
ization. Although this section focuses on the efforts from Intel, the implementations from
both Intel and AMD are very similar. The processor and architecture extensions proposed
and implemented by Intel are collectively named Intel Virtualization Technology. These
technologies range from extensions to the ISA, to new microarchitecture techniques, to pro-
posals to modify I/O and memory communication techniques. Many of these technologies
are in the proposal stage and have not yet been fully implemented. However, the ISA ex-
tensions for the x86 instruction set have been implemented using technology named VT-x.
This section covers the implementation details of VT-x and explains how these extensions

are used to improve the capabilities of virtualization implementations.

2.7.1 VT-x overview

The x86 architecture fails to fulfill the requirements of theorem 2.1 because it executes
sensitive instructions that are not privileged. Intel’s VT-x extensions solve this problem
by defining two new modes of operations, VMX-root operation and VMX non-root oper-
ation [25]. It also defines transitions between the two modes: a transition between VMX
root operation and VMX non-root operation is called a VM entry, and a transition between
VMX non-root operation and VMX root operation is called a VM exit. When the processor
is executing in VMX-root operation it behaves in a manner similar to a processor without
the VT-x extensions. But when the processor is executing in VMX non-root operation,
sensitive instructions cause a VM exit to occur, and the processor switches to VMX-root
operations. When a VM exit occurs, the state of the processor is saved to a new structure
called the virtual-machine control structure (VMCS). These operations support traditional
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trap and emulate virtualization techniques by having the VMM execute in VMX root oper-
ation and the VMs execute in VMX non-root operation. When a VM executes a sensitive
instruction, the processor operation is interrupted by the VM exit operation, which allows
the VMM to perform the sensitive operation, restore the processor state, and return to the
VM using a VM entry operation. Figure 2.5 depicts the flow of control for VM entry and
VM exit operations.

While the VT-x extensions allowed the application of classical virtualization techniques
on the x86 architecture, they did not immediately provide a performance increase over ex-
isting techniques. VMware analyzed the initial implementations of VT-x and found that
their binary translation techniques provided as good or better performance for most work-

loads [22].

2.7.2 VT-x Implementation in Xen

For Xen, the VT-x extensions provided the opportunity to extend virtualization support
to guest operating systems that were not modified to support the Xen paravirtualization
technique. Xen named this Hardware Virtual Machines (HVM) because they made use
of hardware extensions to the x86 architecture instead of modifications to the guest OS
to support virtualization. The guest OS executes in VMX non-root operation mode, and
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privileged instructions result in a VM exit. When a VM exit occurs, Xen performs the
operations necessary to simulate the privileged operation, loads the result in the guest
portion of the VMCS, and then executes a VM entry [26]. For memory operations, Xen
uses a virtualized memory management unit and shadow page table structures, similar to the
technique used by VMware. Device virtualization is provided using the open source QEMU
emulator. A generic PC platform is presented to the HVM, and when the HVM executes an
operation that uses the PC devices, the operation is emulated using the QEMU emulator.
However, performance-critical operations were optimized by moving some responses into
the VMM as well as modifying the behavior of the emulation model. For example, the
graphics emulation model is modified to use a shared memory region instead of causing an

interrupt when redrawing the screen.
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Chapter 3: Symmetric Multiprocessor Virtualization

3.1 Computer Architecture History and Trends

Modern computers are based on many of the same principles pioneered during the devel-
opment of the first computers in the 1940s. The name “von Neumann architecture” arose
from the ideas that John von Neumann published in his “First Draft of a Report on the
EDVAC” [27]. This report described many of the ideas for a stored-program architecture
that are in use today. The stored-program architecture reads instructions from memory,
accesses data from memory based on information in the instructions, and then accesses the
next instruction from memory. This simple design is the basis for most general purpose
programming models used in modern computers.

One way to improve performance of a system with a von Neumann architecture is to
perform the single operations more quickly — largely equivalent to increasing the frequency
at which a processor operates. Another technique is to perform multiple operations simulta-
neously. Michael J. Flynn developed a taxonomy for categorizing different types of parallel

architectures [28], including:

e Single Instruction Single Data (SISD): System executes a single instruction at a time

that operates on a single set of data.

e Multiple Instructions Single Data (MISD): System executes multiple instructions si-

multaneously that operate on the same data.

e Single Instruction Multiple Data (SIMD): System executes a single instruction that

performs the same operation on multiple independent operands.

e Multiple Instructions Multiple Data (MIMD): System executes multiple instructions

simultaneously that operate on multiple independent data operands.
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Of these different classifications, the MIMD categorization is the basis of modern multipro-
cessor system design.

Another consideration for multiprocessor systems is the interaction between instruction
level parallelism and thread level parallelism. Instruction level parallelism takes a single
program and finds multiple instructions in that program able to execute simultaneously.
Many important innovations in computer architecture are based on maximizing instruction
level parallelism, including pipelining, branch prediction, and dynamic out-of-order execu-
tion [29]. Thread-level parallelism divides instructions in a program into multiple groups
— called threads — and then executes these threads simultaneously.

While exploiting instruction level parallelism has provided an effective way to increase
processor performance, it has reached the point of diminishing returns. Today, the micro-
processor industry is focused on finding new ways to improve system performance, and one
of the most promising techniques is using multiprocessor systems to exploit thread-level
parallelism. Performance improvements related to instruction level parallelism mostly have
been handled automatically by the internal working of microprocessors, or by built-in com-
piler optimizations. Programmers for general purpose computers have been able to program
in a sequential style suited for the 1940s-era von Neumann architecture. To exploit thread-
level parallelism, however, requires a change in the programmer’s coding style: instead of
allowing the system to automatically parallelize instruction execution, a programmer must
explicitly determine which sections of a program can execute in parallel, and include syn-
chronization instructions to control execution of instructions that must occur in a sequential
order. Finding ways to make it easier to develop multithreaded parallel applications is a
subject of extensive research [30].

Microprocessor developers have firmly embraced the path of supporting increased levels
of thread-level parallelism in modern computer architectures, even as software developers
have yet to fully embrace the changes required to utilize these resources. On-chip support
for thread-level parallelism comes in two primary forms: chip multiprocessors (commonly

called multicore processors), and simultaneous multithreading (SMT). Chip multiprocessors

25



take the basic processing element in a CPU and replicate it two or more times on a single
socket. Today, four-core chips are common, and that number can be expected to increase
rapidly in the future. SMT takes the resources of a single processor core and partitions those
resources between multiple threads that can execute at the same time. The advantage of
SMT over multicore processors is that only a small portion of the processing core needs
duplicated structures, and the overall system performance gain can exceed the cost in
transistors and power consumption for the duplicated structures [31]. Intel is planning to
introduce microprocessors on the x86 architecture that will combine multicore and SMT
technology. Sun already sells the UltraSPARC T2 (code name Niagara 2) that combines
multicore technology with SMT to allow for up to 64 threads to execute simultaneously on

a single chip [32].

3.2 Multiprocessing

Multiprocessing has only recently begun to dominate the general purpose computing land-
scape, but it has a long history in the field of supercomputing, also known as high per-
formance computing. In June 2008 the world’s top-ranked supercomputer was the IBM
“Roadrunner,” specially built for the Los Alamos National Laboratory [33]. This system
combines 6,562 dual-core AMD Opteron chips and 12,240 IBM Cell processors in a clus-
ter configuration with 122,400 processing cores. This type of system is used primarily for
scientific experiments such as molecular modeling and weather simulations. The programs
written for these systems are highly parallel and make extensive use of multithreaded tech-
niques.

One of the challenges in developing a multiprocessor computer system is determining
how to interconnect the processors and memory. Another challenge is partitioning the com-
puting work between the processing elements. Supercomputers such as the Roadrunner
have complex strategies to interconnect the processors and memory and to divide the sys-

tem workload between processing elements. The Roadrunner is an example of asymmetric
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multiprocessing, not only because it has two different types of processors that handle dif-
ferent tasks, but also because the IBM Cell processor itself has different types of processing

cores on the chip.

3.2.1 Symmetric Multiprocessing

General-purpose multiprocessor computers usually take a simpler multiprocessing approach
called symmetric multiprocessing (SMP), where any processing element can execute any
tasks in the system. In an SMP system, all processors are identical and no processor has a
separate dedicated special purpose as is the case in an asymmetric multiprocessing system.

Until recently, general purpose multiprocessor systems also used a shared bus to in-
terconnect the processors and memory. All intercommunication between processors took
place on the shared bus, as well as all communication from the processors to memory. The
advantage of the shared bus architecture was its simplicity; the disadvantage was that it
could quickly become a system bottleneck as more processors were added. Most general-
purpose multiprocessor systems are limited to two or four processors. Individual systems
with more processors would usually require techniques associated with HPC to interconnect
the processors. However, as the number of cores per processor has increased, a shared bus
architecture has begun to limit the performance of even dual socket architectures. AMD has
already introduced a direct connect architecture called “hypertransport” [34], and Intel is
planning to introduce a similar architecture named “Quickpath.” Symmetric multiprocess-
ing is supported by most general purpose operating systems, including Microsoft Windows,

Linux, and Sun Solaris.

3.2.2 SMP Workloads

Chapter 2 discussed the history of virtualization technology as well as the implementation
details for some of the popular virtualization systems used with the x86 architecture. The
increased interest and popularity of virtualization can be attributed to many factors, but

perhaps most important is the fact that virtualization helps improve utilization efficiency
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for modern multicore processors used in multiprocessor servers. Often, virtualization tech-
nology is adopted in response to server consolidation workloads.

While parallel computing has a long history in HPC, only recently has it become pop-
ular in general purpose computing. Multiprocessors require the programmer to explicitly
synchronize which activities will occur in parallel. But most programs for general pur-
pose computers are still written as a set of sequential actions — targeted for a computer
architecture using the same programming paradigm that von Neumann described in the
1940s.

One workaround is server consolidation, which uses virtualization to allow multiple
single threaded programs to run safely on a single host system. Although all modern
operating systems support multitasking (the ability to execute multiple programs at the
same time), usually it is not practical to combine multiple business applications together
on the same server. Many applications are closely tied to the operating system, and it
is impractical to configure certain dissimilar applications to run in the same operating
system instance. Furthermore, many operating systems do not provide any way to limit the
resource utilization of a single process. System administrators configuring load-balanced and
redundant systems have adopted the practice of installing separate applications on different
servers. However, as processors and systems have become more capable, the utilization of
individual servers has dropped to the point where average utilization is often well under
10% of system processing resources.

Virtual machines provide a way for system administrators to dedicate specific guaranteed
resources to applications, yet combine them on the same server. This is done through
configuring a VM with the desired OS and applications and then combining multiple VMs
on a single physical host system. Known as server consolidation, this is one of the most

important use cases for virtualization.
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3.3 SMP Virtual Machine Challenges

Although the preceding section raised concerns about the availability of multithreaded appli-
cations in the multicore era, there are many instances of multithreaded applications running
in common, general purpose computing environments. VMs are designed to replicate the
characteristics of the physical machine that they replace, and just as physical machines can
support SMP, so too can a VM support virtualized SMP. Virtualized SMP is simply the
assignment of multiple VCPUs to a single VM. The guest OS treats each of the multiple
VCPUs in an SMP VM just as it would a physical CPU in a physical system.

As described in Chapter 2, virtualization shares the resources of a single host system
with multiple VMs. One of the shared resources is CPU time; however, virtualization
introduces some differences in the timing characteristics for scheduling VCPUs compared
to the behavior of a physical system. On a physical system, the operating system has direct
control of the system hardware and can choose when and where processes are scheduled
on CPUs. In a VM, however, the guest OS only controls the scheduling of processes on
VCPUs, while the VMM controls the scheduling of VCPUs on physical CPUs.

This can be problematic, because the guest OS running in a VM schedules processes to
run on VCPUs with the expectation that the process will execute on a physical CPU at the
time the guest schedules it on a VCPU. However, the guest OS only controls scheduling on
VCPUs, while the VMM controls scheduling of VCPUs on physical CPUs. An SMP VM
may have synchronization routines that it executes, and these synchronization methods may
exhibit poor performance if one VCPU is running while another one that it depends on is

not running.

3.3.1 Spinlocks

The most obvious example of this problem is a synchronization method known as a spinlock.
Spinlocks are commonly used for very fast synchronization between two threads that are
known to be executing simultaneously on different processors in a multiprocessor system.

In this case it can be more efficient for a thread to execute on one processor continually and
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check the status of some synchronization primitive while waiting for a thread executing on
a different processor to set the synchronization, indicating that the first thread can continue
executing. The process “spins” while waiting for a “lock” to be released. In many cases this
results in better performance and better CPU utilization than using a more complicated
synchronization method that would require a context switch.

However, if assumptions that underlie the implementation of a spinlock are violated,
then the spinlock can waste CPU resources, or even cause a crash in the guest OS. For
example, suppose one VCPU is scheduled on a physical CPU and is waiting for a spinlock
to be released, but the lock that it is waiting on is held by a VCPU not currently scheduled.
Instead of the spinlock serving as an effective synchronization method, the VCPU executing
the spin loop could spin for its entire time-slice until it was preempted by the VMM. In the
best case this would be a very inefficient use of processing resources, and in the worst case

it could violate OS timing constraints and cause the OS to crash.

3.3.2 Co-scheduling

One way to avoid this problem is to co-schedule the VCPUs that are part of an SMP
VM. With co-scheduling, either all of the VCPUs in a VM are executed simultaneously,
or none of them are. This solves the problem with spinlocks and other synchronization
methods, but it introduces a new problem for efficiently using CPU resources. First, only
some of the VCPUs in an SMP VM might have work to do at any point in time. If all of
the VCPUs have to be scheduled simultaneously, including those that are idle, this results
in less efficient CPU utilization than if idle VCPUs could simply remain idle. Second, it
reduces the flexibility of the VMM for scheduling VCPUs with physical CPUs, because
there must be enough idle physical CPUs to simultaneously schedule all the VCPUs in an
SMP VM. Consider the situation where a host has four physical CPUs and is executing
two virtual machines: one with four VCPUs, and the other with only one VCPU. All four
physical CPUs must be idle in order for the 4-VCPU VM to be scheduled, and when the
1-VCPU VM is executing, three of the physical CPUs must be idle even if the VCPUs in
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the 4-VCPU VM have work to do. If there were no need to synchronize the VCPUs in the
4-VCPU VM, each of them could be scheduled independently, and overall system utilization

could be improved.

3.4 Proposed optimizations for SMP VM scheduling

Scheduling of VCPUs in an SMP VM is a challenging problem, and Chapter 4 provides an
analysis of approaches taken by two different real virtualization systems, Xen and VMware
ESX server. This section presents a survey of two optimizations proposed to address the

problem of spinlock synchronization in virtualized systems.

3.4.1 Avoiding Lock-Holder Preemption

The first proposal, by Uhlig et al., is to avoid lock-holder preemption [9,35]. Two different
mechanisms for achieving this are suggested. One is an intrusive approach that requires
modifying the guest OS and would be best suited for a paravirtualized system. The other
is non-intrusive and could be used in a fully virtualized system.

The first approach is for the guest OS to give the VMM hints about its behavior so that
the VMM can avoid preempting a VCPU that is holding a lock. This is done by having
the guest indicate that it should not be preempted for the next n microseconds, before it
acquires a lock. After the guest OS releases the lock, it will indicate to the VMM that it
is again acceptable for the VCPU to be preempted. If the VMM determines that it needs
to preempt the VCPU, it will delay doing so during the n microsecond timeframe. If the
guest OS has not released the lock by the end of that timeframe, it will be preempted.

The second approach is to divide the execution time of a VM into safe and unsafe states.
The safe state is defined as when the system is executing in user-mode, because all kernel
locks will be released before the guest OS transitions from kernel mode to user mode. The
safe state also includes when the VCPU is executing the idle loop. The unsafe state is
defined as any time the guest OS is executing in kernel mode, because it is possible that
kernel-level locks may be held in this state. The VMM is configured to only preempt a VM
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that is in a safe state. An additional optimization is that a special driver can be added to
the guest OS that allows the VMM to force this guest OS into a safe state. This could be
necessary if the VMM needed to preempt a VCPU but the guest OS never allowed it to
enter a safe state.

The authors note that their proposals are only useful for applications without strong
cross processor scheduling requirements. Applications requiring close communication be-
tween multiple processors will not necessarily benefit from their approach. The SPEC
OMP2001 benchmarks used in the analysis in Chapter 4 are an example of this type of

application.

3.4.2 Hardware Support for Spin Management

The second proposal is to add additional hardware support to a microprocessor to allow it
to detect when a VCPU is executing a spin-loop [10,36]. If a VCPU is detected executing
a spin-loop, then that VCPU is a candidate for preemption by the VMM. This approach
can be considered the opposite of the approach described in the prior section. The previous
approach attempted to avoid preempting VCPUs that were holding locks, which should
consequently prevent other VCPUs from executing excessively long spin-loops waiting for a
lock to be released. This proposal takes the approach that a lock holder could be preempted;
however, the VCPUs that execute spin-loops waiting for that lock will be preempted as well.
This increases the likelihood that the VCPU holding the lock will be scheduled, and it also
reduces the amount of wasted work in the system.

This technique requires additional hardware which is not present in any current proces-
sor. The authors note that when a process is executing without making forward progress,
the system state will be largely unchanged. They propose adding a CPU counter to check
for k store instructions for every N committed instructions. With fewer than k stored in-
structions, the system decides the process is not making forward progress and identifies it

as executing a spinloop and, thus, a candidate for preemption.
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The proposed system was implemented using a full system simulator, and in some bench-
marks the proposed hardware support resulted in a 10-25% speedup over gang scheduling.
However, there have not been any announced plans to add support for spin detection to com-
mercial microprocessors, so for now this proposal remains limited to providing theoretical

results.
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Chapter 4: SMP Virtualization in ESX and Xen

The previous chapter provided background on the increasing importance of SMP in general
purpose computing and discussed some of the difficulties involved with implementing vir-
tualized SMP. Co-scheduling VCPUs is the most straightforward way to implement SMP
virtualization, and the proposals surveyed in Chapter 3 were compared with co-scheduling.
However, neither ESX nor Xen uses the simple co-scheduling implementation as described
in Chapter 3. This chapter provides a quantitative analysis of the implementation of SMP
virtualization that is used in real systems, and draws conclusions about the impact of these

design decisions.

4.1 CPU scheduling background

Conceptually, the purpose of CPU scheduling by the VMM is similar to CPU scheduling that
is done by an OS running multiple processes [37]. The purpose of a scheduling algorithm
is to increase the efficiency of system resource utilization by allowing multiple processes
to appear to execute simultaneously on the same CPU. One important consideration for
CPU scheduling is the need to balance the performance of CPU bound and I/O bound
processes. In a mulitprocessor, system another consideration is load balancing processes
between processors. For scheduling VMs, the VMM divides CPU resources into time slices

and allocates CPU time to specific VCPUs associated with VMs.

4.1.1 ESX scheduling

The scheduling algorithm used in ESX is designed to minimize virtualization overhead and
provide high performance for VMs. It also seeks to provide a good balance between the

performance of VMs that are executing I/O intensive workloads and those that have CPU
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intensive workloads. In ESX there are three parameters for configuring CPU priority for a

VM:

e Shares: Controls the relative allocation of CPU resources between VM. For example,
if one VM has a share value of 1000 and another has a value of 2000, then the one

with 2000 can receive twice as much CPU time.

e Reservations: A minimum fraction of host’s total CPU time that is guaranteed to a

specific VM.

e Limit: The maximum fraction of host’s total time that a VM can receive.

The scheduling algorithm used in ESX also has optimization techniques for NUMA (non
uniform memory access) systems and for systems that use hyper-threading. NUMA systems
divide the memory into nodes, and while all CPUs can access all memory, the latency varies
depending on which node is accessed. Hyper-threading is a specific implementation of
simultaneous multithreading, allowing a single processor to appear as two logical processors.
The details regarding how these technologies impact CPU scheduling are beyond the scope
of this thesis, and neither of these technologies was used in the experiments performed for
this thesis. For more details see [38].

In ESX, the implementation of SMP virtualization is called virtual SMP. It allows a
VM to be configured with either 2 or 4 VCPUs, in addition to the standard configuration
of 1 VCPU. VMware introduced virtual SMP in ESX 2.0; it was limited to 2 VCPUs and
used strict co-scheduling to ensure predictable performance for VMs using virtual SMP.
With strict co-scheduling, all of the running VCPUs in a VM are required to execute
simultaneously.

The ESX scheduler implements co-scheduling by keeping track of a skew value between
VCPUs [39]. A VCPU accumulates skew if it is not running and another VCPU in the same
SMP VM is running. If the skew value exceeds a certain threshold, then both VCPUs are
descheduled and can only be restarted when they will be able to run simultaneously. As

an optimization, ESX has a mechanism to detect VCPUs that are executing the idle loop;
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these VCPUs do not add to the skew value and do not need to be co-scheduled with other
VCPUs in an SMP VM.

In ESX 3.x, virtual SMP was changed to allow for either 2 or 4 VCPUs, and the schedul-
ing algorithm was enhanced to use relaxed co-scheduling. Relaxed co-scheduling still uses
the skew value, but it does not require all VCPUs in a VM to be started simultaneously —

only those that have exceeded the skew threshold must start simultaneously.

tl t2 t3
> p—
Skew
5000 usec

— . = P p— Legend
————— Running
—_— — =) |dle

— — = — = . = P Skewed

VCPU
—_—— = — —

Figure 4.1: ESX scheduling example

Figure 4.1 shows an example of how virtual SMP scheduling works in ESX. There are
four VCPUs — labeled A, B, C, D — that are in a 4-VCPU SMP VM. Initially, VCPU A
is running while VCPU B, C and D are idle. At time t1, VCPU B becomes runnable, but
the VMM is not able to schedule VCPU B to run on a physical CPU. As a result, VCPU
B starts to accumulate skew. The skew is the time that VCPU B is not scheduled to run
while it is runnable and another VCPU in the VM is running. At time t2, VCPU B has
accumulated the maximum allowable skew of 5000 microseconds. As a result, VCPU A is
also forcibly descheduled by the VMM to prevent VCPU B from accumulating additional
skew. When VCPU A is forcibly descheduled, the VMM interrupts its execution to prevent
it from continuing to run. After this happens, none of the VCPUs in the VM are running

on a physical CPU in the host.
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Later, at time t3, all 4 VCPUs are runnable, and in this example the VMM is able to
schedule 3 of the VCPUs to run simultaneously. Because VCPU B has accumulated the
maximum allowed skew, it must run on a physical CPU in order for any other VCPU to
be able to run. If strict co-scheduling were used, then all 4 VCPUs would have to wait,
and 3 physical CPUs would be idle waiting for a 4th physical VCPU to be available so
that all 4 VCPUs could execute simultaneously. However, this example shows relaxed co-
scheduling used in ESX 3.x, and VCPUs A, B, and C can start executing while VCPU D
starts to accumulate skew. If the VMM is able to schedule VCPU D before it accumulates a
maximum amount of skew, then all the VCPUs in the VM will continue to run. Otherwise,
all the VCPUs will be descheduled.

Several parameters can be configured to adjust the performance of SMP VM scheduling;:

e CPU.SkewPollUsec: interval between coscheduling skew checks. Default value 1000

microseconds

e Cpu.SkewInstanceThreshold: maximum individual skew between VCPUs. Default

value disabled

e Cpu.SkewCumulativeThreshold: maximum cumulative skew between VCPUs. De-

fault value 5000 microseconds

In section 4.3 the performance of ESX server is analyzed, and the results show that for

CPU intensive workloads the SMP CPU scheduling algorithm performs very well.

4.1.2 Xen CPU Scheduling

As an open source project, Xen has a very different development model from that used by
VMware for ESX. One of the differences is that Xen supports multiple different scheduling
algorithms and the source code is written so that it is relatively easy to add a new scheduling
algorithm to Xen. There have been several scheduling algorithms supported through Xen’s
history; however, the current default scheduler is the credit scheduler. This scheduler was

introduced as a new scheduler option with an update to the Xen development version
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accompanied by a message sent to the xen-devel mailing list in May 2006. Within a month
the development version of Xen was configured to use the credit scheduler as the default.
For Xen 3.2, the credit scheduler is the default scheduling algorithm for the open source
distribution of Xen, and is the scheduling algorithm analyzed in section 4.4.

The credit scheduler is a proportional share scheduler that is work conserving by default.
A proportionate share scheduler allocates CPU time in proportion to the number of shares
that a VM is assigned. A work-conserving scheduler is one that will only have idle CPU
resources if there are no VCPUs waiting to be scheduled. In contrast, a non work-conserving
scheduler can have idle CPU resources if the maximum CPU utilization for specific VMs is
limited. By default the credit scheduler does not limit the CPU use of a VM; however, a

cap value can be configured to limit CPU utilization.

P1

P2

Figure 4.2: Example of CPU scheduling algorithm used in Xen with 2 PCPUs (P1 and P2)
and 2 VMs (A and B), each with 4 VCPUs. The runqueues extend horizontally to right of
the PCPUs. VM A has remaining credits and its VCPUs have priority under, while VM
B has used all its credits and its VCPUs have priority over. Shows initial state with two
PCPUs waiting to make scheduling decisions.

Figure 4.2 shows an example of how the credit scheduler algorithm works in Xen. In
contrast to ESX, the Xen credit scheduler does not attempt to co-schedule VCPUs; however,
it does do load balancing between physical CPUs in an SMP system. The example in
figure 4.2 shows 2 physical CPUs — labeled P1 and P2 — and 2 VMs, each with 4 VCPUs.
The two VMs are A and B, and their VCPUs are Al, A2, A3, and A4 for VM A, and B1,
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B2, B3, and B4 for VM B. Each PCPU has an associated runqueue which holds the VCPUs
assigned to that PCPU, and is represented by the VCPUs shown to the right of the PCPU.
The VCPUs are shown in their order in the runqueue, with the leftmost VCPU at the head

of the runqueue.

Under

P2

Figure 4.3: Scheduling decision made by PCPU P1. P1 selects the first VCPU in its
runqueue, Al, and starts running it immediately because it has priority under.

In this example, VM A has credits remaining, causing its running VCPUs to have a
priority of under. VM B has used all its credits, so its VCPUs have a priority of over. The
VCPUs that are not runnable have a priority of idle. In this example, both P1 and P2
are making a scheduling decision to determine which VCPU to run, and P1 will make its
decision first.

As shown in figure 4.3, P1 will select the first VCPU in its runqueue, which is Al. Since
A1 has a priority of under, P1 will start running it immediately. Figure 4.4 shows how P2
will select the first VCPU in its runqueue, which is B2. Since B2 has a priority of over, P2
will check P1’s runqueue for any higher priority work to be done on the host. P2 will select
A2, and since A2’s priority is under, P2 will remove A2 from P1’s runqueue, and P2 will
begin executing A2.

This is a fast and efficient algorithm that dynamically balances VCPUs between PCPUs

in an SMP system, and is able to support scheduling for a large number of VCPUs. However,

39



Under

Legend

PCPU

VCPU

Figure 4.4: Scheduling decision made by PCPU P2. P2 selects the first VCPU in its
runqueue, B2, which has a priority of over. P2 then checks P1’s runqueue for any higher
priority work; in this case there is, so P2 removed A2 from the P1 runqueue and starts
running it.

it does not have any logic for co-scheduling the VCPUs in a VM — all VCPU scheduling

decisions are made independently.

4.2 Experimental Setup

4.2.1 System Configuration

ESX and Xen were analyzed using benchmarks running on a common hardware platform
configured in a dual-boot configuration. The software configuration for the guest VMs was
also kept as similar as possible in order to limit differences to the virtualization system.
The specifications for the system hardware that was used are shown in table 4.1. The 2
quad-core CPUs provided a total of 8 logical processors.

The benchmarks performed were selected to stress the CPU as much as possible in
order to evaluate the effectiveness of the CPU scheduling algorithms. The performance of
the hard drive and network adapter had no impact on the system performance evaluation.
However, the memory performance is closely tied to the performance of CPU benchmarks,

and could be expected to influence the results of system benchmarks in some cases. The
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configuration for the software used for testing ESX is shown in table 4.2, and the software

configuration for testing Xen is shown in table 4.3.

Table 4.1: Test system hardware configuration
System PowerEdge 1950 Server
CPU 2 x Quad Core Intel Xeon X5355 2.66 GHz
Memory 16 GB 667 MHz RAM
Disk drive | 4 x 146 GB 10,000 RPM SAS drive

Table 4.2: VMware ESX software configuration

Virtualization System | VMware ESX Server 3.5.0 (build 64607)
Guest OS Ubuntu 7.04

Guest kernel version | Linux 2.6.20-15

Compiler Intel C++4 compiler 10.1 20080312

Table 4.3: Xen software configuration

Virtualization System | Xen 3.2.0 (dom0 Linux 2.6.18.8-xen)
Guest OS Ubuntu 7.10

Guest kernel version Linux 2.6.18.8

Compiler Intel C++ compiler 10.1 20080312

4.2.2 Benchmarks

The Standard Performance Evaluation Corporation (SPEC) is a non-profit organization
founded in 1988 that develops standardized benchmarks for evaluating performance across
a variety of systems [40]. The SPEC methodology combines common application source code
and input data in a test suite to objectively measure system performance across multiple
platforms.

For this thesis, benchmarks from two SPEC benchmark suites were used to evaluate the
performance of SMP virtualization in ESX and Xen. First, the SPEC CPU2006 benchmark

suite was used for single threaded integer code. A single benchmark test was used in order to
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allow for consistency executing this benchmark with multiple virtual CPU configurations.
The 445.gobmk benchmark was selected because of its low memory requirements, which
made it possible to run multiple iterations of the benchmark simultaneously in multiple
virtual machines. The 445.gobmk benchmark is based on a program that plays the game
Go; the benchmark uses the program to analyze selected Go positions, and can be considered
an artificial intelligence application.

The second benchmark suite used was the SPEC OMP2001, selected in order to measure
the performance of multithreaded programs. The OMP2001 benchmark suite was developed
to test the performance of systems executing parallel applications on shared memory SMP
systems. The OMP2001 benchmark suite consists of selected floating point applications
from SPEC CPU2000 with added OpenMP compiler directives to define sections of code
that can execute in parallel [41]. OpenMP can be added to an application to define a
region of code that can be executed in parallel. This simplifies the task of writing parallel
applications because some of the work for creating and managing threads is handled by the
compiler.

Multithreaded programs are one of the primary ways that the capabilities of SMP sys-
tems can be used effectively. However, synchronization demands of multithreaded programs
are one of the most difficult problems to solve using virtualized SMP. The 332.ammp bench-
mark was selected from the OMP2001 benchmark suite and used to analyze the performance
of SMP VMs executing multithreaded code. The 332.ammp benchmark was selected be-
cause it demonstrated a good speed-up factor in the baseline configuration on the Dell
server used to conduct the tests. An ideal speed-up for a multithreaded application chang-
ing between running on a 1 CPU system and an 8 CPU system would be 8. However,
few real-world applications will be able to achieve a linear speed-up, due to communication
required between threads and the need to execute non-parallel sections of code sequentially.
The 332.ammp was able to achieve a 6.5 speedup when going from 1 CPU to 8 CPUs in a
single VM executing in Xen, and as a result it seemed a good candidate for more complex

tests. The 332.ammp benchmark is based on the ammp floating point benchmark taken
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from the SPEC CPU2000 benchmark suite. The benchmark was modified with OpenMP
directives to indicate regions of code suitable for parallelization. The ammp application is
a molecular mechanics, dynamics and modeling program.

The remainder of this chapter consists of graphs demonstrating the results of benchmark
execution. Results from the benchmark execution have been correlated and combined in
graphs comparing relative execution runtime. Most of the graphs are normalized to the
runtime of one of the values in the graph in order to make the relative performance easier
to visualize. In these cases, lower values on the graphs indicate better performance because

a lower value is equivalent to a shorter runtime.

4.3 ESX Benchmark Results

4.3.1 Single Threaded Benchmarks

VMware ESX uses a very different scheduling algorithm from Xen, and it is also a much
more conservative system. The open source version of Xen supports up to 32 VCPUs per
VM [42], while ESX supports only 1, 2, or 4 VCPUs per VM. This limited the number of
VM configurations available for testing in ESX. The ESX SMP scheduling algorithm also
uses co-scheduling, where it executes all VCPUs in a VM at the same time.

The first benchmark executed in ESX was a single instance of the single threaded
445.gobmk benchmark executing in a single VM with different numbers of VCPUs. This
benchmark was included to provide a performance baseline for an underutilized host sys-
tem. The results are normalized to the 1 VCPU configuration, and the results in figure 4.5
show that for a host with excess CPU resources, adding extra VCPUs to a VM does not
introduce any noticeable performance overhead.

For the second ESX benchmark, the system was tested with 8 VMs running simultane-
ously, each executing a single instance of the 445.gobmk benchmark. A similar experiment

was executed in Xen, the primary difference being that ESX supports a maximum of 4
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Figure 4.5: Results for 1 VM executing 1 instance of 445.gobmk.
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Figure 4.6: Results for 8 VMs simultaneously executing 1 instance of 445.gobmk.
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VCPUs per VM. The results for this test, shown in figure 4.6, display a measurable perfor-
mance overhead as the number of VCPUs per VM increases. The results are normalized to
the 1 VCPU configuration, and the 2 VCPU configuration takes 2.4% longer to execute the
benchmark, while the 4 VOCPU configuration takes 12.2% longer to execute the benchmark.
This is a managable level of overhead; however, Xen has a negligible performance overhead
of less than 0.2% for a 4 VCPU VM in the same test. ESX’s use of co-scheduling does not
provide the nearly no overhead type of performance that the Xen credit scheduler provides.
Futhermore, ESX is limited to a maximum of 4 VCPUs per VM, whereas Xen supports
up to 32 VCPUs per VM. If the performance overhead of the ESX co-scheduling algorithm

scaled linearly, it would have over 30% overhead for an 8 VCPU system.

4.3.2 Multithreaded Benchmarks

The next set of ESX benchmarks was designed to test the performance of the multithreaded
applications. A similar experiment was also performed with Xen; the difference is again
that ESX is limited to 1, 2, and 4 VCPUs per VM. The first experiment had a single VM
executing the 332.ammp_m benchmark with varying numbers of VCPUs. The results for
this benchmark are shown in figure 4.7 and are normalized to the 1 VCPU configuration.
Adding additional VCPUs results in a nearly linear performance improvement.

In the second experiment, 8 VMs with varying numbers of VCPUs simultaneously exe-
cuted the 332.ammp_m benchmark. The results are shown in figure 4.8, again normalized
to the 1 VCPU configuration. These results are quite good because ESX experiences only
a moderate slowdown of 2.9% for the 2 VCPU configuration and 5.9% for the 4 VCPU
configuration.

The multithreaded benchmark results demonstrate the value of co-scheduling as a SMP
VM scheduling algorithm, because the VM’s behavior is consistent with that of a physical
SMP system. In a physical SMP system, the OS directly controls the scheduling of pro-
cesses on CPUs. With co-scheduling, a guest OS directly controls the relative scheduling

of processes on physical CPUs. This allows the assumptions that are made about system
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Figure 4.7: Results for 1 VM executing 332.ammp_m with varying numbers of VCPUs
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Figure 4.8: Results for 8 VMs executing 332.ammp_m with varying numbers of VCPUs
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timing characteristics to remain valid for synchronization between processes in a VM, even

if the VM is still unaware of the absolute timing characteristics.

4.4 Xen Benchmark Results

4.4.1 Single Threaded Equal VCPU Allocation Results

The first test conducted was designed to observe overhead incurred by the Xen scheduling
algorithm for idle VCPUs. The experiments consisted of 8 VMs, each configured with
the same number of VCPUs that were simultaneously executing a single instance of the
445.gobmk benchmark. The experiment was repeated for VMs configured with 1, 2, 4, and
8 VCPUs. Finally, for comparison, a test was executed with a single VM configured with

8 VCPUs executing 8 instances of the 445.gobmk benchmark. The results are shown in

figure 4.9.
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Figure 4.9: Eight VMs simultaneously executing 1 instance of 445.gobmk along with 1 VM
executing 8 instances of 445.gobmk. Results normalized to runtime of 1-VM with 1-VCPU
executing 1 instance of 445.gobmk.

These results demonstrate that the credit scheduler algorithm used with Xen scales well

and has very little overhead. The first set of results shows the performance of the single
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threaded benchmark as additional VCPUs are added to each VM. There is no change in
system performance for benchmark execution, which shows that the scheduling algorithm
scales well and that additional VCPUs do not increase system overhead. Also included is the
result of executing 8 instances of the single threaded benchmark on a VM configured with
8 VCPUs. The performance here is equivalent to the performance of 8 VMs each executing
a single instance of the benchmark. There is less than a 0.5% difference in runtime between
any of the VMs executing the single instance of the single threaded benchmarks. The 8
VCPU VM that is executing 8 instances of the benchmark takes 1.5% longer than the one
VCPU VM executing one instance of the benchmark. The system performs slightly better
when the work is spread among multiple VMs rather than consolidated in a single VM with
multiple VCPUs.

The second test shown is similar to the first one because it uses single-threaded bench-
marks configured identically on 8 different VMs. However, in this case the performance of
the system is measured when CPU resources are overcommitted. The previous benchmark
looked at whether idle VCPUs in an SMP VM would cause noticeable overhead when exe-
cuting single threaded benchmarks. The test performed consisted of 8 VMs each executing
8 instances of the 445.gobmk benchmark. The test was repeated for the case where each
VM had 1, 2, 4, and 8 VCPUs. For each of these benchmark tests there are a total of 64
instances of 445.gobmk executing on the host spread over 8 different VMs. The host system
where the tests were executed had two quad-core CPUs, resulting in a total of 8 logical
processors. For this test there was an 8:1 ratio between processes that could execute and
processor resources to execute the processes. The results are shown in figure 4.10. Also
included for comparison is a 1-VCPU VM that was executing 8 instances of 445.gobmk.

The results in figure 4.10 look very similar to those in figure 4.9. In this experiment,
variation between the 1 VCPU configuration and the 8 VCPU configuration is 0.62%. This
shows that the credit scheduler is again doing a good job of evenly partitioning CPU re-
sources among multiple VMs without suffering additional overhead when configured with

more VCPUs. The single VM configuration shown at the far right of figure 4.10 is 5%
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Figure 4.10: Results for 8 VMs simultaneously executing 8 instances of 445.gobmk. Also
includes 1 VM executing with 1 VCPU executing 8 instances of 445.gobmk.

faster than the single VM configuration shown on the far left. This performance difference
is due to the difference in total workload executing on the host and the fact that the host
CPUs have a shared L2 cache. The important thing to observe from these results is that
the credit scheduler does not introduce noticeable scheduling overhead when partitioning
resources among VMs in an overcommitted system.

Overall, these first two sets of experiments show the advantages of the design decisions
made for the SMP scheduling algorithm used by the credit scheduler in Xen. This algorithm
has excellent fairness in allocating CPU time among different VMs. In collecting these
results, multiple iterations of the benchmarks were run simultaneously on multiple different
VMs and the results were averaged. However, the averaging was hardly necessary because
the execution time for averaged values was consistently less than 0.1%. The Xen credit
scheduler demonstrates excellent fairness and efficiency in allocating CPU resources to SMP

VMs executing CPU bound single threaded workloads.
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4.4.2 Single Threaded Different VCPU Allocation Results

The next set of results shows the performance for VMs configured with different numbers of
VCPUs. The credit scheduler in Xen provides two parameters that can be used to configure
the relative performance between VMs. First is the weight value, which determines how to
fairly proportion CPU resources between VMs. The second parameter is the cap value, used
to limit the maximum amount of CPU resources that a VM can receive. The experiments
in this section determine what effect, if any, the number of VCPUs had on fairness of CPU
time allocation between VMs.

The first experiment had 8 VMs running simultaneously with each VM executing 8
instances of the 445.gobmk benchmark. This is similar to the scenario used for the last set
of results; however, for this experiment the number of VCPUs per VM was not equal. Four
of the VMs were assigned 1 VCPU and 4 of the VMs were assigned 8 VCPUs. All VMs were
configured with the default weight value of 256, which should have resulted in equal CPU
distribution between every VM in the system. Omne set of results was gathered with the
default uncapped configuration, and the other set was gathered with a cap of 100 applied
per VM. The cap value is a maximum percentage of CPU resources that a VM is allowed
to use. Thus a cap of 100 limits a VM to a maximum of 100% of a single physical CPU.
The results for this experiment are shown in figure 4.11. The results were normalized to
the 1 VCPU configuration with a cap of 100 applied (third bar from the left in the graph).

These are surprising results, because the number of VCPUs is not supposed to influence
the priority of CPU allocation between VMs, according to the design of the credit scheduler.
If the scheduling algorithm behaved the way it was documented, we would expect the results
for all different VM configurations to be equal — as they were in the first two experiments.
For the uncapped configuration the 1 VCPU VMs take 23% longer to complete benchmark
execution than the 8 VCPU VMs. In the configuration where CPU resources are capped,
the 8 VCPU VMs take 4% longer to execute the benchmark than the 1 VCPU VMs.

The results in figure 4.11 were recorded for a configuration where all VMs had an equal

weight. The next experiment looked at the interaction of varied CPU weight configuration
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Figure 4.11: Results for VMs executing 8 instances of 445.gobmk with differing VCPU
configurations. In each case 4 VMs have 1 VCPU and 4 VMs have 8 VCPUs.

combined with varied numbers of VCPUs. This experiment used only two VMs for each
iteration; however, each VM executed 16 instances of the 445.gobmk benchmark. In the
first portion of the experiment each VM was configured with 8 VM; however, one VM had
a weight of 1024 and the other had a weight of 2048. All results shown in this graph are
normalized to the combined execution time of these two VMs. These results are shown in
the left hand set of bars in figure 4.12. In the second portion of the experiment one VM
was configured with a weight of 1024 and 16 VCPUs and the other VM was configured with
a weight of 2048 and 8 VCPUs.

The results shown in figure 4.12 are consistent with those in figure 4.11. Again, the
number of VCPUs per VM skews the priority slightly compared to the configured allocations
of CPU resources. The left side of the graph, where each VM has 8 VCPUs, has a runtime
of 65.8% of the total for the VM with the priority of 1024 and 34.2% for the VM with
priority of 2048. The CPU allocation very closely matches the configured weight values.

However, in the right side set of values the performance is skewed so that the VM with 16
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Figure 4.12: Results for VMs executing with differing priority. The left set of values shows
two VMs, each with 8 VCPUs. The right set of values shows the VM with weight 1024 with
16 VCPUs and the VM with weight 2048 with 8 VCPUs

VCPUs takes less time than it would otherwise, and the VM with 8 VCPUs takes more time
to execute the benchmark than when the VCPUs were allocated evenly. The execution of
these benchmarks was not quite as consistent as the earlier results because when one VM
finished, the other was able to use all available CPU time. Even with these variations, it
is clear that the number of VCPUs per VM influences the priority of CPU allocation in a
noticeable way that does not correspond with the weight configuration value.

The final results in this section are shown in figure 4.13. In this experiment, 8 VMs
were executing 8 threads of an infinite loop simultaneously to use as much CPU time as
possible. Each VM had the default weight of 256 and no cap was configured. Each VM
should receive 12.5% of the total host CPU resources, because the CPU time should be
divided evenly between all the VMs. However, the actual allocation ranges from 9.3% for
the 2 VCPU VM to 13.7% for the 8 VCPU VM.

Overall, the benchmark results recorded in this section show that the number of VCPUs

influences the allocation of CPU resources in a way that does not correspond with the
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Figure 4.13: Results for 8 VMs executing simultaneously, where each VM is executing 8
threads of an infinite loop to use CPU time. Shows the percentage of host CPU time
allocated to VMs based on the number of VCPUs that the VM has. Higher is better.

configured weight values. Prior work on examining the performance of the credit scheduler
has shown a lack of fairness for some I/O bound workloads when competing with CPU
bound workloads [43] and has also shown flaws with the weight and cap configurations [44].

The prior results focused primarily on testing VMs configured with a single VCPU.
The results from this thesis show that the credit scheduler is flawed in how it allocates
CPU resources to VMs on an overcommitted host system. I have been in contact with the
Xen developers about this problem, and determining a more complete explanation for this

behavior is a topic for future work.

4.4.3 Multithreaded benchmarks

The previous sections examined the performance of various configurations of multiple in-
stances of single threaded benchmarks executing on a variety of SMP VM configurations.
Multiple largely independent threads executing on the same server are common in work-

loads such as online transaction processing, where different transactions can be assigned
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to independent worker threads. However, most parallel programs require a greater level of
communication between multiple threads executing in parallel to solve a larger problem.
The benchmarks in this section evaluate the performance of the Xen SMP scheduling algo-
rithm for multithreaded workloads that require extensive communication between multiple
different threads.

The first experiment executes the 332.ammp_m benchmark on a single VM with varying
numbers of VCPUs to establish a performance baseline. The results of this experiment are
shown in figure 4.14. Execution time is normalized to the runtime of a VM with a single
VCPU. The benchmark shows a nearly linear speedup as the number of VCPUs is increased
from 1 to 4, and even the 8 VCPU configuration shows a 6.5 speedup. This demonstrates
that the 332.ammp_m benchmark performs well executing on a VM on the test system and

has good speedup as the number of VCPUs is increased.
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Figure 4.14: Results for a single VM with varying numbers of VCPUs executing the
332.ammp_m benchmark.

The second experiment changes the configuration from a single VM executing the
332.ammp-_m benchmark to 8 VMs running the same benchmark with varying numbers
of VCPUs. The results in figure 4.15 show an opposite trend from those in figure 4.14. The
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results in this experiment are again normalized to the 1 VCPU configuration. Here the
2 VCPU configuration is 6% slower, the 4 VCPU configuration is 81% slower, and the 8

VCPU configuration is 1115% percent slower.
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Figure 4.15: Results for a 8 VMs with varying numbers of VCPUs simultaneously executing
the 332.ammp_m benchmark.

While it is not expected that adding more VCPUs in an overcommitted system would
improve performance, the dramatic slowdown shows a significant disadvantage of the Xen
scheduling algorithm’s choosing to ignore synchronization requirements between VCPUs.
The problem is that OpenMP uses spinlock type synchronization methods to coordinate
the multiple threads spawned when executing parallel regions of code. OpenMP attempts
to limit the synchronization overhead by determining the number of processors available
in the system and then spawning an equal number of threads when executing in parallel
regions. This works well in a physical system that is solely dedicated to running an appli-
cation written using OpenMP, and it also works in a VM if the host system is not CPU
bound. However, when there is contention for CPU resources, the performance can drop
dramatically, and large amounts of CPU resources can be wasted trying to synchronize

VCPUs that are not executing simultaneously.
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Table 4.4: ESX and Xen comparison

ESX Xen
Strengths Good multithreaded performance | Supports up to 32 VCPUs per VM
Optimizations limit co-scheduling | Minimal overhead for
overhead independent workloads
Weaknesses | Limited to 4 VCPUs per VM Performs poorly for

synchronized workloads

Noticeable overhead for
idle VCPUs

Number of VCPUs can
skew VM priority

4.5 ESX vs. Xen Summary

Both ESX and Xen support SMP virtualization; however, their implementations are very
different. Xen uses a fast low overhead scheduling algorithm that allows for up to 32 VCPUs
per VM. This algorithm performs very well for independent workloads, idle VCPUs do not
cause any noticeable overhead, and running VCPUs are scheduled very efficiently even in an
overcommitted system. However, for multithreaded workloads the lack of synchronization
can cause problems that significantly degrade system performance. Xen also exhibits a
problem where the number of VCPUs per VM skews the allocation of CPU time between
VMs in an overcommitted system.

ESX has noticeable performance overhead for idle VCPUs in an SMP VM, with a 12.2%
overhead for a 4 VCPU VM. However, ESX performs much better than Xen when executing
multithreaded benchmarks. The co-scheduling approach adopted by ESX allows for SMP
VMs to execute multithreaded workloads with very low overhead: experiments with the
332.ammp_m benchmark demonstrated a 5.9% overhead.

Although ESX does have a significant performance overhead for idle VCPUs when com-
pared to Xen, it is far better than a naive implementation of a co-scheduling algorithm
would be. A naive implementation of co-scheduling that required all VCPUs to execute

simultaneously could result in a performance overhead of 100% for each additional VCPU.
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This is the type of scenario that previous proposals [9,10] to improve SMP VM scheduling
have been compared with. However, VMware’s ability to detect and deschedule idle VC-
PUs, while still using a co-scheduling algorithm, is a significant optimization. Any proposal

to improve system performance must take into account these existing optimizations.
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Chapter 5: Dynamic VCPU Allocation

Chapter 3 discussed the unique challenges that exist with scheduling VCPUs in an SMP
VM. The VMM is often unable to make optimal scheduling decisions because it does not
know how the guest OS in a VM is using the VCPUs that it has assigned. If the VCPUs
are idle or executing independent threads, then it can be more efficient to schedule VCPUs
independently. However, if the VM is executing multithreaded code that requires extensive
synchronization, independent VCPU scheduling by the VMM can be very inefficient.

The most common solution to this problem is to have the VMM use co-scheduling
whereby all VCPUs assigned to a VM are scheduled simultaneously. The alternative pro-
posals to co-scheduling that were described in Chapter 3 both compared their optimizations
against a naive implementation of the co-scheduling algorithm. However, Chapter 4 showed
that neither Xen nor VMware ESX uses this naive implementation of co-scheduling. Xen’s
credit scheduler chooses to ignore the problem of synchronizing VCPUs in an SMP VM.
VMware ESX has several optimizations that increase the flexibility and efficiency of their
scheduling algorithm.

Chapter 4 showed that Xen’s scheduling algorithm exhibits excellent scaling for work-
loads with independent threads. There was no noticeable overhead in heavily overcommitted
workload or in workloads with many idle VCPUs. However, for the highly synchronized
multithreaded workload represented by the 332.ammp_m benchmark the Xen scheduling
algorithm exhibits very poor performance.

The SMP scheduling algorithm used for VMware ESX has much better performance
than Xen for synchronized workloads. But, it too exhibits some overhead as the number of
VCPUs per VM scales from 1 to 4. Part of the problem is that parallel workloads such as
the 332.ammp_m benchmark do not experience a perfectly linear performance improvement

as CPU resources are added. Figure 5.1 shows a comparison of optimal speedup vs. actual
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speedup for the 332.ammp_m benchmark. The optimal speedup for 8 CPUs would be 8
times; however, the actual speedup is only 6.5 times. The 332.ammp_m benchmark was
selected from the OMP2001 benchmark suite because it had a relatively high correlation

between added CPUs and benchmark execution speedup.
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Figure 5.1: Speedup obtained for the 332.ammp_m benchmark with various numbers of
VCPUs.

However, even this benchmark does not scale perfectly, and each additional CPU re-
sults in a greater percentage of time wasted. VMware ESX currently only supports 1, 2,
and 4 VCPU VM configurations, which provides a very limited number of data points for
drawing projections about a version of the algorithm that could support greater numbers
of VCPUs. However, the 2-VCPU case has a 3% overhead and the 4 VCPU case has a
6% overhead, compared to the 1 VCPU baseline value for the 332.ammp_m benchmark.
It is reasonable to predict that if ESX supported more VCPUs it would show a continued

increase in performance overhead for VMs with additional VCPUs.
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5.1 Proposed Optimization Background

Chapter 3 discussed how changes in computer architecture are forcing the computing in-
dustry to find ways to exploit thread-level parallelism rather than rely on performance
improvements through increased instruction-level parallelism. Virtualization has emerged
as a technology that helps improve the efficiency of multiprocessor utilization, but it does
not increase the performance of applications that execute in a virtualized environment.
Increasing application performance requires application developers to write programs that
can exploit thread-level parallelism, and computer architects to design systems that execute
multiple threads simultaneously.

Multithreaded applications have an optimal degree of parallelism that depends on both
the structure of the application and hardware the application is executing on and determines
how many threads the application should spawn. Often the optimal number of threads is
set to be equal to the number of logical processors in the system. The SPEC OMP2001
benchmarks use this technique to automatically determine how many threads to spawn
when the benchmark begins executing. For the SPEC OMP2001 benchmarks, the value
is determined by checking the number of processors online in the system when the bench-
mark starts executing. While this works well for a system that is only executing a single
benchmark, it is not as efficient on an system executing multiple applications, or on a VM

running on an overcommitted host.

5.2 Dynamic VCPU allocation

To improve the performance of multithreaded applications running in a VM, I have explored
having the optimal degree of parallelism be determined by considering the workload execut-
ing on the entire host system, not just in a single guest VM. Furthermore, I have proposed
that the optimal degree of parallelism be determined dynamically and be able to vary as a
program is executing. Implementation of this idea proved to be a challenging problem, and

one that would require changes at the application level to fully exploit.
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Dynamic reconfiguration of the optimal degree of parallelism in a VM requires the

following features:

1. The guest OS in a VM must communicate its current degree of parallelism to the

VMM.

2. The VMM must be able to communicate to the guest OS what degree of parallelism

it can optimally support. It must also be able to change this value dynamically.

3. Applications running in the guest OS must be able to dynamically change their number
of threads that are executing based on what the VMM communicates as the optimal

degree of parallelism.

In evaluating the potential for this idea, I researched what would be required to im-
plement it using the open-source Xen hypervisor with Linux guests. This provided the
possibility of building on an existing system and implementing the idea with a reasonable

amount of effort. Each of the requirements is considered in turn:

5.2.1 Communicate current guest OS parallelism to VMM

To communicate the degree of parallelism, the guest OS simply calculates this value and then
stores it in a location accessible by the VMM. The maximum degree of parallelism that the
guest OS can utilize can be determined by counting the number of runnable and running
processes. The load average value that is calculated in Linux provides an exponentially
damped weighted average with this information [45]. Xen also provides a mechanism to
communicate information from a VM to the VMM using the xenstore. Thus the load
average could be used by the VMM to help determine the optimal degree of parallelism for
a specific VM.

5.2.2 Communicate optimal parallelism value from VMM to guest

The guest OS executing in a VM is only aware of the processes it is executing and resources
it is assigned by the VMM — it does not know about other VMs in the system. Therefore,
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the guest OS can only communicate its current degree of parallelism to the VMM — it is
not able to determine an optimal value for the entire system. However, the VMM collects
information about the degree of parallelism from every VM, and it can use this information
to calculate an optimal value for each guest OS.

Operating systems are designed to control physical hardware, and their scheduling al-
gorithms work with processes and CPUs. The operating system is not likely to modify its
scheduling algorithm to try to take an additional optimal parallelism parameter when it is
running in a VMM. Even if it could read this parameter, it is not obvious what it would
do with it. Therefore, the way that the VMM communicates this value to the VM is by
adjusting the number of VCPUs that are assigned to the guest OS.

Linux has support for adding and removing CPUs from a running system using func-
tionality known as CPU hotplug. In a physical system, this feature can be combined with
hardware support to allow CPUs in an multiprocessor system to be replaced on the fly
without powering off the machine. Xen supports an extension of this idea, called VCPU
hotplug, and allows the number of VCPUs assigned to a VM to be dynamically adjusted
without rebooting the VM.

Using the VCPU hotplug feature to adjust the number of VCPUs assigned to a VM
effectively adjusts the maximum parallelism that the operating system must manage. Fur-
thermore, applications that check the number of online CPUs to determine how many
threads to spawn will see the changed value.

While the first two requirements for a dynamic system are relatively easy to implement,
the requirement that applications dynamically reallocate the number of threads they are
executing is far harder to fulfill.

The applications in the SPEC OMP2001 benchmark suite are designed to use the number
of CPUs that are available in the OS when the application begins execution. The number
of threads is not adjusted, even if the number of processors in the system changes during
execution. The reason for this is that it is not common for the number of processors to

change in a shared memory system while that system is executing. It would be more

62



complicated to design the application logic to support this, and currently there is no reason

for developers to write applications that support this capability.

5.2.3 Proposed Algorithm

A full implementation of a dynamic VCPU system is only practical if applications are de-
signed to dynamically adjust their CPU resource utilization based on the current number of
VCPUs assigned to a VM. During work on this thesis I did not find a suitable multithreaded
application to evaluate my proposal. While I believe that dynamic VCPU allocation remains
a viable option, it will require additional work on implementations for OS and virtualization
systems, as well as research in programming language, to fully evaluate the proposal. I have
begun part of this work by proposing an algorithm to use for dynamic VCPU allocation,
and implementing a program in Java to simulate the behavior of this algorithm. The source
code for the simulation program is shown in Appendix A. The general outline of the steps

in the algorithm are:

1. Calculate total load average of all VMs in the host.

2. Check if the host is overcommitted. This is determined by whether the total load

average exceeds the number of PCPUs in the system.

3. Sort the array of VMs by load average in ascending order. This is done so that the

VM with the smallest current load average will be processed first.

4. Calculate the target number of VCPUs for each VM. This is done by determining
the fraction of remaining host PCPU resources that the VM is eligible to use and
adjusting its number of VCPUs accordingly. The list is processed in order, so the
VM with the lowest load average has the first opportunity to increase the number of
VCPUs it needs. When the VMs with higher load averages are processed, they will be
able to increase their number of VCPUs without unfairly using resources from other
VMs. For more details on the specific implementation see the function cac1NumCPUs
in Appendix A.

63



5.3 Summary

Dynamic reallocation of VCPUs between VMs is an interesting idea that may be useful for
future programming methodologies as general-purpose applications get better at exploiting
thread-level parallelism, yet still need to achieve optimal performance when executing in
a VM. Xen has many of the capabilities necessary to build a prototype of such a system;
however, today’s applications would not be able to take advantage of this type of system.
This proposal remains as a possibility for future work that could be explored in conjunction
with work examining how to optimize applications to support varying numbers of processors
in a system. While this work has focused on varying the number of processors on a VM,
these capabilities may also become important in future physical systems as well. Power
and thermal characteristics have become a top concern for computer architecture. As the
number of cores per chip continues to increase, it is expected that it will be possible to
independently turn off some cores while still keeping the processors as a whole running.
Such capabilities should help spur further development in OS and application support for
CPU hotplug techniques. As this support is added, virtualization systems such as Xen

should be able to build on it to extend their capabilities.
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Chapter 6: Conclusion and Future Work

Virtualization and multiprocessing are two technologies becoming increasingly important in
modern general purpose computing. Until recently, most computers only had a single logical
processor, and many operating systems and applications were optimized for uniprocessor
systems. Application developers are still adapting to the availability of multiple logical
processors in modern computers, and many applications are unable to effectively use these
newly available resources.

Virtualization has provided one way to increase the utilization of multiprocessor servers
without requiring applications to explicitly support thread-level parallelism. Instead, mul-
tiple applications can be combined on a single host, thus increasing the utilization of the
host without causing noticeable performance degradation for the VMs running on the host.
In fact, in some cases, using multiple independent applications in separate VMs can pro-
vide better performance than a single application running on an SMP system. VMware
recently published a performance study where SPECweb2005 performed better in a VM
than in a large SMP system [46]. Although virtualization has been extremely successful
at combining multiple uniprocessor VMs on a multiprocessor host, developing applications
that can natively take advantage of multiprocessor resources is an extremely important
consideration.

Symmetric multiprocessing virtualization is one way to combine multithreaded applica-
tions with the system management advantages offered by virtualization. Support for SMP
VMs has become common in many virtualization systems, including two of the leading vir-
tualization solutions: VMware ESX and Xen. Implementing a high performance scheduling
algorithm for SMP VMs is difficult, because virtualization changes some of the timing char-
acteristics of VMs in ways that the guest OS might not expect. This can cause problems

with some synchronization routines running in a VM.
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Xen’s scheduling algorithm chooses to ignore synchronization concerns when scheduling
the VCPUs associated with an SMP VM. This provides high performance and low overhead
for single threaded processes; however, it results in a significant performance degradation for
highly synchronized workloads such as those associated with OpenMP. The credit scheduler
algorithm used by Xen also performs unpredictably in its allocation of CPU resources in an
overcommitted system.

ESX’s scheduling algorithm uses a more conservative approach, called co-scheduling, in
which all VCPUs associated with a VM are scheduled concurrently. However, ESX has some
important optimizations to limit the amount of wasted CPU time and to increase VCPU
scheduling flexibility. The result is that for single threaded workloads, ESX shows a very
reasonable performance overhead, and the performance also scales well for multithreaded
workloads.

Existing proposals for optimizing SMP VM scheduling have been compared to naive
co-scheduling implementation, rather than to the highly optimized co-scheduling approach
adopted by ESX, or the choice to ignore synchronization concerns adopted by Xen. This
thesis provides a quantitative analysis of these two existing systems, and shows that in
many cases they are already providing excellent performance.

Even in the best case, however, a parallel application is unlikely to experience a speedup
equal to the number of CPUs. This is because only part of the application is likely to be
suitable for parallelizing, and the sequential portion will limit the total speedup. This
limitation is often formulated as Amdahl’s law. In this thesis I have proposed a way to
optimize the performance of SMP VMs through adapting the number of VCPUs assigned
to a VM based on the total host system utilization.

As future work, I plan to implement the algorithm that I have proposed for dynamic
VCPU allocation in Xen. My initial implementation is useful as a simulation, but more
extensive testing will require an actual implementation. I also plan to continue researching
options for available benchmarks to provide a quantitative analysis of the dynamic VCPU

scheduling proposal. Finally, I have been in contact with some of the Xen developers to try
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to determine why total host CPU allocation is influenced by the number of VCPUs assigned
to a VM. I plan to continue to study this problem to try to determine a more complete

explanation for this behavior.
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Appendix A: VCPU Allocation Source Code

package thesis;

import java.util.Arrays;
import java.util.Scanner;

/% *

*
* Qauthor Gabriel Southern

*/
class VM implements Comparable<VM> {

static final int MAX_VCPUS = 32;
private int numVCPUs;

private double loadAvg;

private int id;

public VM(int numVCPUs, double loadAvg, int id) {
this.numVCPUs = numVCPUs;
this.loadAvg = loadAvg;
this.id = id;

public int getId() {
return id;

}

public void removeVCPU() {
if (numVCPUs > 0) A
numVCPUs --;

public void addVCPU() {
if (numVCPUs < MAX_VCPUS) {
numVCPUs++;

}

public double getLoadAvg() {
return loadAvg;

}

public void setLoadAvg(double la) {
if (la >= 0) {
this.loadAvg = la;
}
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}

public int getNumVCPUs() {
return numVCPUs;

}

public int compareTo(VM o) {
if (this.loadAvg < o.loadAvg) {

return -1;

}

if (this.loadAvg == o.loadAvg) {
return O;

}

if (this.loadAvg > o.loadAvg) {

return 1;

} else {

}

return -1;

public class DynVCPU {

static private int numPCPUs;
static private int numVMs;

public static void main(String[] args) {
Scanner userInput = new Scanner(System.in);

System.out.println("Dynamic VCPU allocation simulator");
System.out.print ("Enter number of PCPUs in host: ");
numPCPUs = userInput.nextInt();

System.out.print ("Enter number of VMs on host: ");
numVMs = userInput.nextInt();
System.out.println("Number of VMs is: " + numVMs);

VM[] vms = new VM[numVMs];
for (int i = 0; i < numVMs; i++) {

System.out.println("Enter number of VCPUs for VM"
+ i + ||: ll);
int numvcpus = userInput.nextInt();
System.out.println("Enter initial load average for VM"
+ i + ||: ll);
double loadavg = userInput.nextDouble();
vms [i] = new VM(numvcpus, loadavg, i);

while (true) {

calcNumCPUs (vms) ;
System.out.println("\nNew VCPU allocation should be:");
for (VM v : vms) {

System.out.println("VM " + v.getId() + " is: " +
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v.getNumVCPUs() + " current load average is: "

+ v.getLoadAvg());
}
System.out.println("\nUpdate system config\n");

for (VM v : vms) {
System.out.println("Enter loadavg for VM"
+ v.getId() + ": ");
v.setLoadAvg(userInput.nextDouble());

* Updates the number of VCPUs that are assigned to a VM

* yusing an algorithm that tries to match the number of VCPUs
* to the load average

* @param vmList

static void calcNumCPUs(VM[] wvmList) {

double hostLoadAvg = 0;
for (VM v : wvmList) {
hostLoadAvg += v.getLoadAvg();

boolean overcommitted;
if (hostLoadAvg >= DynVCPU.numPCPUs) {

overcommitted = true;
} else {
overcommitted = false;

}

Arrays.sort(vmList);

int availableCPUs = DynVCPU.numPCPUs;
int remainingVMs = DynVCPU.numVMs;
double currentLoadAvg = hostLoadAvg;

for (VM v : vmList) {
// Calcuate maxzimum allowed VCPUs per VM
int maxVcpus = (int)Math.ceil(Math.max (1.0,
(availableCPUs / Math.max(currentLoadAvg, 1.0)))
* Math.max (1.0, (DynVCPU.numPCPUs/remainingVMs)));

// Update VM VCPU allocation and host CPU stats
if (v.getNumVCPUs() > maxVcpus) {
v.removeVCPU() ;
availableCPUs -= Math.min(maxVcpus, v.getLoadAvg());
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} else if (v.getNumVCPUs() == maxVcpus) {

availableCPUs -= Math.min(maxVcpus, v.getLoadAvg());
} else if (v.getLoadAvg() > v.getNumVCPUs()) {

v.addVCPUQ) ;

availableCPUs -= v.getLoadAvg();
} else if (v.getLoadAvg() == v.getNumVCPUs()

&% !'overcommitted) A
v.addVCPU(Q) ;

availableCPUs -= v.getLoadAvg();
} else {

availableCPUs -= v.getLoadAvg();
}
// Update host load average for next VM
currentLoadAvg -= v.getLoadAvg();
--remainingVMs;
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