


Figure 4.10. Step Abstraction for Fault Tree Derivation

propagation of the faults by throwing exceptions. Therefore, relevant steps for fault

tree derivation are the root step and the steps that have an OUT parameter that may

flow to the artifact in the TOP event. As noted earlier, the TOP event is required to

be defined as an event in Category 2, which always has an artifact. These relevant

steps can be easily identified with the help of the Artifact Flow Graph. Once the

relevant step set is obtained, any sub-process that does not contain relevant steps

can be replaced with a leaf step that throws the same exceptions as the root step

of the sub-process. In this way, intermediate events associated with the steps in the

sub-process will not be created.

Figure 4.10(a) shows an example. The step S1 creates the parameter p1, which is

passed to the parameter p3 of the step S5 via the temporary parameter p2. Suppose

the hazard is “Artifact p3 is Wrong When S5 is Started”. The only step that has

an output parameter that may flow to p3 is step S1. Therefore, the hazard can only

be caused by the fault “All Inputs are Correct, But S Produces Wrong p1”. The

sub-process with the root S2 can never create faults that lead to the hazard. We can

safely replace the sub-process with a leaf step S ′
2, as shown in Figure 4.10(b). This

results in a fault tree without intermediate events containing states of step S3 and

S4. The fault tree derived after the step abstraction is equivalent to the fault tree
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Figure 4.11. Step Removal for Fault Tree Derivation

derived without step abstraction. Both have one MCS: {“All Inputs are Correct, But

S Produces Wrong p1”}.

4.4.1.2 Step Removal

Different from the one for process verification, the Step Removal for fault tree

derivation removes a step only if it satisfies the following conditions:

1. It is not a relevant step, and

2. It does not throw any exceptions

The first condition guarantees that the step will never produce a fault that could

lead to the hazard. The second condition ensures that the step cannot change the

propagation of faults that may cause the hazard to occur. For the process shown in

Figure 4.11(a), we can remove S ′
2 because it satisfies both conditions. Figure 4.11(b)

is the process after removing S2. It is easy to see that the fault tree derived from this

process is equivalent to the fault tree derived from the original process.

4.4.1.3 Equivalent Event Removal

While the previous two optimizations are performed on the process before the

fault tree is derived, the Equivalent Event Removal optimization is applied to remove

certain intermediate events from the fault tree after it is derived. This optimization

first partitions the events in the fault tree into different equivalent groups. Each
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Figure 4.12. Groups in Fault Tree for Simplified Blood Transfusion Process
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equivalent group has a source event that is a primary event or an event whose input

gate connects to event(s) in another group. Except for the source event, each event

in an equivalent group occurs if and only if the source event occurs. Note that the

idea of equivalent groups is similar to basic blocks of control flow graphs in compiler

optimizations [9]. Figure 4.12 shows the groups identified in the fault tree derived

from the simplified blood transfusion process. Each equivalent group is enclosed in a

box with the dashed line. To make the figure less crowded, the boxes for groups with

a single event are not drawn. Take group 1 as an example. E4 is the source event.

The other three events are included in this group because they may occur if and only

if E4 occurs.

Here, we give an informal description of the algorithm that we use to identify

equivalent groups. The algorithm performs a post-order traverse over the given fault

tree. Upon visiting an event e, a new group is created to include e if e is a primary

event or input gate of e is a NOT gate. Otherwise, e must be an intermediate event

whose input gate g is either an AND gate or an OR gate. In this case, the algorithm

proceeds to check the input events of g. If all these input events belong to the same

group, e is added into this group. Otherwise, a new group is created to include e.

For each equivalent group, the Equivalent Event Removal optimization selects

certain event(s) and removes the other events in the group. Specifically, the TOP

event and primary events are always selected to be kept. If a group does not contain

the TOP event or a primary event, any event in the group can be selected. Based

on the definition of equivalent groups, it is easy to prove that this optimization will

result in a fault tree that is equivalent to the original one. This optimization is able

to greatly reduce the size of the fault tree. The problem, however, is that removing

intermediate events creates “gaps” between events that may cause the fault tree to be

difficult to understand. To solve this problem, events are only temporarily removed

when the MCSs are calculated. When the fault tree is displayed to the user, an
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Figure 4.13. Example of Process Containing Loop

equivalent group with more than one event is collapsed into a node. If necessary, the

user can expand the node to see the events in the group.

4.4.2 Looping Constructs

Processes often contain steps that are executed repeatedly. Fault trees derived

from these processes, therefore, may contain loops (i.e. an input and the output

of an event connect to the same event). Figure 4.13 shows a process example. In

this process, the sub-step S1 may throw exception e. The exception is handled by a

restart handler. Step S has an INOUT parameter o that will be passed and changed

by S1. Exception handler step S2 cannot change o. Since the exception handler is a

restart handler, S1 and S2 might be executed repeatedly. Given the hazard “Artifact

o is Wrong When S is completed”, the fault tree derived by our algorithm is shown

in Figure 4.14. For each intermediate event, the template used to develop this event

is shown next to the event. Note that there is an edge from the input gate of event

e14 to event e7. This edge introduces a loop into the fault tree.

Since a fault tree with loops is no longer a tree, existing techniques for analyzing

fault trees cannot be applied to it. To address this issue, we simply remove loops

from the derived fault tree f in the following way:

• Detecting a loop A depth search is performed on the fault tree f , starting from

the hazard event. If an input event of a gate points to an event in the stack,
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Figure 4.14. Fault Tree Containing Loop
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Figure 4.15. Fault Tree without Loop

a loop is detected. In the fault tree shown in Figure 4.14, the loop is detected

when the edge from the input gate of event e14 to event e7 is visited.

• Removing the loop Before discussing how to remove a loop, we first define an

elimination operation f\e, where f is a fault tree and e is an event in f . This

operation produces another fault tree f ′ as follows. As discussed in Section 4.3,

events in a fault tree can be considered as Boolean variables and gates as Boolean

equations. The event e in the operation is first assigned it to false. This may

cause some other events to be evaluated to false. For example, suppose there

is an AND gate that has two input events, e and e′, and an output event e′′.

The equation for this gate is e′′ = ee′. Since e is assigned to false, e′′ will be

evaluated to false too according to this equation. This may cause more events
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to be evaluated to false. Removing all events evaluated to false from the

fault tree f results in f ′.

To remove a loop, a new event e is created and the back edge in the loop is

connected to this new event. Then the operation f\e is applied to obtain fault

tree f ′. Removing the loop in the fault tree shown in Figure 4.14 results in the

fault tree shown in Figure 4.15.

A loop in a fault tree is caused by certain steps that are executed repeatedly.

Removing a loop in the above way basically results in a fault tree corresponding to

the case where those steps executed once. Compared to this fault tree, a fault tree

corresponding to the case where those steps executed more than once usually produces

larger MCSs. Since process developers usually focus on small MCSs, we believe that

it should be enough to only consider the fault tree corresponding to the case where

those steps executed once. If necessary, however, a fault tree corresponding to the

case where those steps executed more than once can be easily created from the fault

tree with the loop.

4.4.3 NOT Gate

Traditionally, NOT gates are not used in fault trees because they may introduce

difficulties to the evaluation of fault trees. The use of NOT gates will result in a

non-coherent fault tree, meaning that the fault tree is no longer a monotone Boolean

function [10]. For non-coherent fault trees, the original concept of minimal cut sets

does not apply and should be replaced by prime implicants. Usually, computing prime

implicants for non-coherent fault trees is much more difficult than computing minimal

cut sets for coherent fault trees. Without NOT gates, however, the fault-tree analysis

may produce inaccurate results because relationships between many events cannot be

captured in the fault tree. Therefore whether to use NOT gates is a trade off between

efficiency and accuracy. In the early stage of fault-tree analysis (1960s–1980s), due to
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Figure 4.16. Simple Process for Discussing NOT gates

the limitation of computing power and algorithms, fault trees were derived without

using NOT gates so that they could be evaluated. Since then, the computing power

has been increased significantly. More importantly, recent research has showed that

prime implicants for large non-coherent fault trees can be computed using symbolic

or heuristic approaches [112] [39] [3]. Because of this progress, many FTA approaches

now choose to use NOT gates in order to achieve more accurate results.

In our research, we decided to use NOT gates to capture relationships between

certain conditional events. For example, in Template 12, event “Exception e is not

Thrown by S” is connected to event “Exception e is Thrown by S” via a NOT gate.

Here, we use a simple example to show why FTA of processes may produce inaccurate

results without NOT gates. In the process shown in Figure 4.16, the root step “P”

is a sequential step with two sub-steps. The first sub-step “S1” may throw exception

e, which will be handle by a continue handler. The root step has an input parameter

o that cannot be changed by its sub-steps. For the hazard “o is Wrong When S2

is Started”, the fault tree derived without NOT gates is shown in Figure 4.17. The

MCSs computed from this fault tree are {o is Wrong When P is Posted (E10), e

is Thrown by S1 (E5)} and {o is Wrong When P is Posted (E10), e is not Thrown

by S1 (E7)}. These two MCSs fail to indicate the single point of failure – event “o

is Wrong When P is Posted”, which always causes the hazard to occur no matter

whether S1 throws exception e or not. The reason is that the relationship between

127



Figure 4.17. Fault Tree without NOT Gates

event “e is not Thrown by S1” and “e is Thrown by S1” is not captured in the fault

tree. To get the expected MCS {“o is Wrong When P is Posted”}, a NOT gate needs

to be introduced to connect these two events.

4.4.4 Usability

To control or eliminate a fault in a MCS, the process developer needs to understand

how this fault together with the other events in the MCS could cause to hazard to

occur. Usually, this can be done by first identifying events from the MCS in the fault

tree and then following the fault tree up to the TOP event. The problem is that fault

trees derived from real-world processes could be very large. To solve this problem,

we generate two representations, Partial Fault Trees and a Process Trace, which are

designed to help process developers to better understand MCSs.
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Figure 4.18. Partial Fault Tree for MCS {E6}

4.4.4.1 Partial Fault Tree

The fault tree derived from a process shows combinations of all events that could

lead to the hazard. Large parts of the fault tree actually have nothing to do with the

events in a MCS. Therefore, we generate a partial fault tree for the MCS by removing

events irrelevant to the MCS from the fault tree. Given a MCS m and the fault tree

f from which m is computed, an event e is an irrelevant event if f\e is still able to

produce MCS m. f\e is the elimination operation discussed in Section 4.4.2. Since

the partial fault tree does not contain irrelevant events, it is much smaller and is

easier to follow. Figure 4.18 shows the partial fault tree for the minimal cut set {E6}

generated from the fault tree for the simplified blood transfusion process.

4.4.4.2 Process Trace

In many cases, events in a MCS could lead to the hazard along different executions

of the process. In a large partial fault tree, it is often difficult to distinguish events

occur along one execution from events along another execution. To address this issue,
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we generate process traces that show how events in a MCS cause the hazard to occur.

Details about this trace generation algorithm are given in Chapter Trace Generation

and Visualization.

4.5 Limitations of Our Approach

To use our process FTA approach, process developers need to be aware of several

limitations that may cause the analysis results to be imprecise or even incorrect.

• The completeness a fault tree derived from a Little-JIL process definition by our

automatic algorithm depends on the completeness of the process. Thus, in cases

where the Little-JIL process definition fails to completely represent steps in a

real-world process that have an effect upon critical artifact flows, our algorithm

will, accordingly, produce an incomplete fault tree.

• Since the fault tree derivation algorithm only looks at step interfaces, which

do not specify how a leaf step produces its outputs from its inputs, it has to

assume that any output of a leaf step depends on all its inputs. Thus, leaf steps

that do not satisfy this assumption may cause the derived fault tree to contain

superfluous sub-trees.

• As shown in the example discussed in Section 4.3, computed MCSs may not be

minimal because our analysis is not able to identify the relationships between

different primary events.

4.6 Summary

In this chapter, we present our template-based automatic fault tree derivation

algorithm for the Little-JIL process definition language. Although the events and

templates are specific to the Little-JIL language, the basic idea of this template-based

fault tree derivation approach may be applied to automatically construct fault trees
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for other process definition languages. When applying FTA to real-world, human-

intensive processes, we encountered three issues. To address the scaling issue, we

proposed three optimizations that are able to significantly reduce the size of fault

trees so that they can be understood and evaluated more easily. To address the

loop issue, we applied a simple approach to remove loops in fault trees so that they

can be analyzed using existing fault tree evaluation techniques. To obtain more

accurate results, we chose to use NOT gate to capture relationships between certain

conditional events. We believe that these issues may also be found when applying

FTA to processes defined in other languages and believe our approaches provide

suggestions for addressing such issues. In addition to support for automatic fault tree

derivation, we proposed two representations that make MCSs more easily understood,

no matter how the fault trees were derived.
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CHAPTER 5

TRACE GENERATION AND VISUALIZATION

In software engineering, an execution of a software system is a sequence of system

states from initialization to termination. A state is a configuration of the system where

every variable in the system is assigned to a specific value. Here we define a trace to be

a partial view of an execution. Specifically, a trace is a sequence of states, where the

set of states in the trace is a sub-set of the states in the corresponding execution and

the order of states in the trace is the same as the order in which those states appear in

the execution. Traces have been widely used in many software engineering techniques.

For instance, to debug a software system, the developer may follow a particular trace

generated by the debugger to diagnose the bugs in the system. System logs, which can

be considered as a particular kind of traces, are used to recorded information about

certain executions of the system. The system logs help the system administrator to

detect abnormal behavior of the system. In system simulation, the analyst needs to

study the traces of the simulator to make sure that the simulator correctly captures

the behaviors of the real system. The trace also plays an important role in two

analysis techniques that we study in this thesis. As mentioned earlier, during process

verification, if the property is violated by the process, a counter-example trace will

be generated by the verifier to demonstrate how a property is violated. The counter

example trace represents one possible execution of the translated model along which

the property is violated. For the Fault-Tree Analysis, we generate traces for a MCS

to aid the analyst in understanding how events in a MCS may eventually cause the

hazard to occur.
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In this section, we focus on an important yet often neglected issue: how to make

traces more accessible to the analyst. We proposed an approach to generate a high-

level Little-JIL trace from a low-level violation trace of the underlying verification

tools used by our verification framework. This Little-JIL trace generation approach is

designed in a generic way so that it is also able to produce a Little-JIL trace based on a

Minimal Cut Set (MCS) computed by the fault tree analysis. In addition, we proposed

two visual representations that allow the user to navigate and understand the Little-

JIL trace more easily. We believe these approaches are able to greatly enhance the

user-friendliness of both process verification and process fault tree analysis. Although

the discussion in the remainder of this chapter is based on the Little-JIL process

definition language, the underlying ideas of our approaches can be adopted to generate

and represent traces in other languages.

5.1 High-Level Trace Generation

In our process verification framework, we translate the Little-JIL process defini-

tion into the model used by the underlying verification tool. The counter-example

trace produced by the verification tool, therefore, is a trace through this model in-

stead of through the Little-JIL process definition. During the translation, high-level

constructs, such as exceptions and channels, are mapped to low-level representations

in the model. In addition, steps or artifacts might be removed or abstracted by the

optimizations. Therefore, the model often becomes considerably different from the

original Little-JIL process definition. As a consequence, the counter-example traces

become extremely difficult to understand, even for an expert with deep understanding

of the translation and optimization techniques.

To solve this problem, we implemented a tool that is able to generate a correspond-

ing trace through the Little-JIL process definition based on the counter-example trace

through the model used by the verification tool. Since the Little-JIL process defini-
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tion is mapped into the model via a sequence of transformations including translation

and various optimizations, the most straight-forward approach is to map the counter-

example trace backward, phase by phase, along those transformations. The problem

with this approach is that it requires the mapping information for each transforma-

tion to be stored. Furthermore, any change in the optimizations or the translation

might lead to change in the implementation of the tool. Instead, we chose to per-

form an A* search [114] on the Little-JIL process definition, where the search goal

is the sequence of property events as they appear in the counter-example. Since the

Little-JIL trace generated by the A* search contains the same sequence of property

events, it will drive the property into the violation state in the same way as the low-

level counter-example trace. For this A* search approach, no extra transformation

information needs to be stored, and changes in transformations usually will not affect

the implementation of tool. Another major advantage of this approach is that we

are able to reuse it to generate the Little-JIL traces from a MCS, with a few minor

changes as described below.

Since A* search could effectively generate high-level violation traces, one might

wonder why we do not use the A* search to verify a property in the first place. The

main reason is that A* search is not effective for proving the property is not violated.

In this case, the A* search would need to explore the whole state space of the process

and can easily run into the state explosion problem.

5.1.1 Introduction to A* Algorithm

Before discussing the high-level trace generation tool, it is necessary to give a

brief introduction to the A* search algorithm. The A* search algorithm is a best-first

graph search algorithm. Starting from an initial node, it is able to find the least-cost

path that satisfies the given goal. The algorithm maintains a work-list that contains

the nodes to be examined. During each iteration of the search, one node is taken
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from the work-list. This node is then examined to see if it meets the goal. If so,

the algorithm reconstructs and returns a path from the initial node to this node.

Otherwise, the successors of the node are added into the work-list. This is similar

to the many search algorithms such as depth-first and breath-first algorithms. What

sets A* algorithm apart from these algorithms is the order in which the nodes in the

work-list are visited. In the A* algorithm, the order of a node n to be examined

is determined by a heuristic function f(n). The node with the smaller f(n) has the

higher priority. Therefore, the algorithm always picks a node with the smallest f(n) to

examine during each iteration. The heuristic function f(n) for a node n is the sum of

two functions: g(n), which is the shortest distance from the initial node to node n, and

h(n), which is the estimate of the distance from node n to the goal. An important

property of A* search is that it will find the optimal path if the function h(n) is

admissible. h(n) is admissible if it is guaranteed to never overestimate the actual

minimal distance from node n to the goal. Formally, suppose h′(n) is the function

that gives the actual minimal cost from node n to the goal, h(n) is admissible if and

only if h(n) ≤ h′(n) for all node n. The proof of this property can be found in [114].

It should be noted that for a search problem, one may come up with different h(n)

functions. The A* algorithm is able to find an optimal path with all these functions

as long as they are admissible. The only difference is the performance. Compared to

the depth-first algorithm, A* search is usually able to find a shorter path. Compared

to the breath-first algorithm, A* algorithm is faster because it often explores fewer

states. Therefore, A* search is widely used to solve many practical search problem.

5.1.2 High-Level Trace Generation Tool Architecture

Figure 5.1 shows the architecture of the high-level Little-JIL trace generation tool.

There are four major components: a search engine, a goal constructor, a goal manager,

and an Little-JIL event manager.
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Figure 5.1. Little-JIL Trace Generation Tool Architecture

• The search engine applies the A* search algorithm to explore the state space

of the given Little-JIL process definition. Each time a process state is visited,

the search engine consults the goal manager to decide what to do next. There

are three possible results that may be returned by the goal manager. The goal

manager may indicate that the current process state meets the goal. If so, the

search engine will reconstruct the Little-JIL trace from the initial process state

to the current process state and stops the search. The goal manager may also

indicate that the goal can never be achieved after the current process state. In

this case, the search engine simply discards this state and picks up another state

from the work-list to visit. The last possible result is that the goal is not yet

met by the given process state but may possibly be achieved by its successors.

If this is the case, the search engine computes the successors of the current

process state and adds them onto the work-list.

• The goal constructor creates the goal that needs to be achieved by the search.

The goal constructor for FSV extracts the goal from a counter-example trace,
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while the goal constructor for FTA constructs the goal from a MCS. In our

approach, the goal is encoded as a finite-state automaton (FSA) for both FSV

and FTA. The labels in this FSA are events: either property events for FSV, or

fault tree events for FTA. Since both kinds of events are designed to share the

same interface, the goal can be implemented as a generic FSA, independent of

the underlying difference between these two kinds of events.

• The goal manager makes the decision of what the search engine should do

about a process state based on the goal. The process state passed from the

search engine contains a goal state that represents the state of the goal right

before this process state. The goal manager first forwards the process state to

the Little-JIL event manager to see whether any event may occur when the

process goes into that state. Based on the goal FSA, it then computes the next

goal state according to the events returned by the Little-JIL event manager.

If the next state is the accepting state, it will tell the search engine that the

goal is achieved by the process state. If the next state is the violation state, it

will tell the search engine to discard this process state because no successors of

this process state can achieve the goal. When the next goal state is neither the

accepting state nor the violation state, the goal manager will notify the search

engine to keep searching the successors of the process state. In this case, some

other information will also be return to the search engine, including the next

goal state and the value of h(x) for the process state. The next goal state will

be stored in the successors of the process state. The value of h(x) will be used

to compute f(x) for the successors of the process state. Given a process state

x, h(x) is defined as the distance between the next goal state corresponding to

x and the accepting state in the goal FSA. For an arbitrary FSA, the distances

between two states may differ on different paths connecting these states. The

goal FSA in our approach, however, guarantees that the distances between a
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goal state and the accepting state are always the same. We provide a more

detailed discussion of h(x) in Section 5.1.2.1 and 5.1.2.2.

• The Little-JIL event manager is used to generate event(s) for a given process

state. The search engine adopts an interleaved model of the Little-JIL process

definition. Therefore, only one step state in the process state is changed from

the previous process state. We call such a step state in a process state the active

step state. The Little-JIL event manager checks whether any event may occur

when the active step goes into the specific active step state. Although sharing

the same interface, the Little-JIL event manager for FSV and the one for FTA

use different methods to generate the events.

The major part of this framework, including the search engine and the goal man-

ager, can be shared for both FSV and FTA. The only two components that need to

be customized are the goal constructor and the Little-JIL event manager.

5.1.2.1 Customization for FSV

In this section, we describe the goal constructor that extracts a goal FSA from a

given counter-example trace. We also discuss the way in which events are generated

by the Little-JIL event manager for FSV. These two customized components allow

the search engine to find a Little-JIL trace that violates the property in the same way

as the low-level counter-example trace.

5.1.2.1.1 Goal Constructor

Our process verification framework allows the analyst to use various underlying ver-

ification tools such as FLAVERS and SPIN. Counter-example traces produced by

different verification tools may have different forms. Ignoring the syntax differences,

however, a counter-example trace can usually be represented as a sequence of nodes:

n1, n2, . . . , ni(e1), . . . nj(e2), . . . , nk(em), . . . , nk
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Figure 5.2. Goal FSA from Counter-Example Trace

Each node corresponds to one state of the model fed to the verification tool. Some

nodes (i.e. ni, nj, and nk) may be associated with an event in the alphabet of the

property. This means that the event associated with a node occurs when the model

goes into the state represented by that node. Given a counter-example trace, we can

extract a sequence of events:

e1, e2, . . . , em

The order of events in this sequence must remain the same as that in the counter-

example trace. This event sequence will drive the property into the violation state.

Since the model translated from the Little-JIL process definition is equivalent to the

Little-JIL process definition with respect to the property, there must exist a Little-JIL

trace that will produce the same event sequence. What we need to do, therefore, is to

construct a goal from the event sequence so that the A* search engine can find such

a Little-JIL trace. Given the event sequence e1, e2, . . . , en, the finite state automaton

for the goal is shown in Figure 5.2.

States s1, s2, . . . , sn correspond to events e1, e2, . . . , en respectively. sn+1 is the

accepting state, and sv is the violation state. At the state si(1 ≤ i ≤ n), only the

event ei can cause the state to move to state si+1. All the other events in the alphabet

will lead to the violation state. Once the goal state goes into the accepting state sn+1,

we know that the current Little-JIL trace can produce the given event sequence that

violates the property. So the search can stop and return the current Little-JIL trace.
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In this goal FSA, there is only one path from any state si(1 ≤ i ≤ n) to the

accepting state. Therefore we define h(si) as n−i+1. For a process state n associated

with si, any path from n to the process state nf that satisfies the goal must contain

process states associated with si+1, . . . , sn+1. The actual distance between n and nf

should be at least n − i + 1. So this h(si) is admissible function that can never

overestimate the actual distance.

5.1.2.1.2 Little-JIL Event Manager

The events for FSV are property events. They are generated according to the property

event bindings discussed in Chapter 3. An event binding maps a property event to

one or more concrete events in the process. There are three kinds of concrete events:

step state events, exception throwing events, and parameter def/use events. The step

state events can directly map to step states. For example, if there is a property event

binding saying “event e occurs if step s goes into the started state”, the Little-JIL

event manager will generate the event e if the active step state indicates that step s

is started. The exception throwing events correspond to TERMINATED step states with

specific exceptions. For instance, if there is a property event binding saying “event e

occurs if step s throws exception ex”, the Little-JIL event manager will generate the

event e only if the active step state indicates that step s is terminated with exception

ex. As discussed in Chapter 3, parameter def/use events can be treated as step

COMPLETED and STARTED states respectively.

5.1.2.2 Customization for FTA

In this section, we discuss how to customize the goal constructor and the Little-

JIL event manager for a MCS to allow the search engine to find a Little-JIL trace

that shows how events in the MCS cause the hazard to occur.
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5.1.2.2.1 Goal Constructor

Unlike the counter-example trace, the MCS contains a set of events that do not have

a specific order. Therefore the goal should accept sequences of those events occurring

in any order.

The MCS is a minimal set of primary events (or negation of primary events) that

could lead to the given hazard. As discussed in Chapter 4, only the following types

of basic events may appear in a MCS:

• Event Type 1: All inputs are correct, but S produces incorrect output o

• Event Type 2: Artifact o is wrong when S is posted (S is the root step)

• Event Type 9: Exception e is thrown by S

• Event Type 11: Step S is opted-out

• Event Type 13: Step S is retracted

Note that event of Event Type 2 can be a basic event only if the step S is the

root step. Otherwise, the event must be caused by another event within the process,

and thus cannot be a basic event. To match against the step state events generated

by the event manager, we need to do a simple event translation for the events in the

MCS. Notice that each basic event shown above is explicitly or implicitly associated

with a step state of the process. An event is translated to its corresponding step state

event using the following map:

All inputs are correct, but S produces incorrect output o → Step S is completed

Artifact o is wrong when S is posted → Step S is posted

Exception e is thrown by S → Step S is terminated by exception e

Step S is opted-out → Step S is opted-out

Step S is retracted → Step S is retracted
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The translation ignores the artifact information in the first two types of events.

This information is not necessary for generating the Little-JIL trace because whether

an artifact is wrong or not does not affect the control flow of the process. Suppose

there is a trace containing a step state event “S is completed”, we can interpret this

event as “All inputs are correct, but S produces incorrect output o” (o is an output of

S). This interpretation does not invalidate the trace.

After the event translation, a MCS becomes a set of step state events {e1, e2, . . . ,

en}. This is an unordered set of events as opposed to the ordered event sequence

extracted from the counter-example trace in FSV. Since we want to find a Little-JIL

trace along which events in the MCS cause the top event to occur, we should also take

the top event into consideration. The top event also needs to be translated into a

step state event h. Given the set {e1, e2, . . . , en} and h, the goal finite state automata

satisfies the following conditions:

1. Each state in the goal is a sub-set of {e1, e2, . . . , en}, except the accepting state

sa and the violation state sv. The initial state s0 is the set {e1, e2, . . . , en}.

2. Given a state s that is neither sa nor sv,

(a) If s is not an empty set, for each event e in s, there is a transition with the

label e from the state s to the state s′ = s− e. There is also a transition

with the label !e from s to the violation state sv. !e is the negation of event

e;

(b) For the state s that is the empty set, there are a transition labeled h from s

to the accepting state sa and a transition labeled !h from s to the violation

state sv. h here is the hazard event.

3. Given a state s, if an event e does not appear on a transition defined in 2, the

event e will not change the state.
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Figure 5.3. Goal FSA from MCS

Figure 5.3 shows the goal for a MCS that contains event e1 and !e2 after the event

translation.

Although there may exist multiple paths from a state to the accepting state, the

lengths of those paths are the same. For a state si that contains n events, it cannot get

to the accepting state unless all n events as well as the hazard event h are encountered.

Therefore, h(si) = n + 1. It is obvious that this h(si) is admissible and can never

overestimate the actual distance.

5.1.2.2.2 Little-JIL Event Manager

The Little-JIL event manager for FTA is trivial. As shown above, the FSA generated

by the goal constructor is defined over step state events. Therefore, the Little-JIL

event manager simply returns the event that corresponds to the active step state.

For example, Little-JIL event manager will generate the event Step S is started if the

active step state indicates that step S is started.

5.1.3 Scaling Problem

Although this approach avoids the difficulties faced by the reverse-mapping ap-

proach, it might not work if the counter-example trace contains too few events and the

process is very large. In this case, the A* search has to search almost all executions of

the Little-JIL process definition and may run out of memory. One possible solution
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is to automatically select some steps that change the control flow of the process and

annotate them with additional events during the translation. This will result in a

counter-example trace that contains more events, but should alleviate the problem.

In fact, the more events that are added, the faster the high-level trace can be found.

However, adding events to the model usually slows down the verification because it

increases the model size. For future work, it would be interesting to explore the

strategies to minimize total time and perform an experimental evaluation of those

strategies.

5.2 Trace Visualization

The Little-JIL trace produced by the high-level trace generation tool, as well

as other techniques such as simulation, is usually represented as a sequence of step

executions annotated with necessary information, such as events, time, and artifact

usage. Since the processes to be analyzed tend to be complex, the traces are often

lengthy and verbose. This prevents them from being easily comprehended by the

analyst.

To solve this problem, we implemented a generic Little-JIL trace visualization

tool that is able to display traces produced by different analysis tools using different

graphic representations. Since the traces often carry a lot of information, we suspect

that one single representation might not be that helpful. Instead, several comple-

mentary representations that display different aspects of the traces might sometimes

be a better choice. After investigating various existing techniques for representing

the phases and activities of work flows or project executions, such as the Gantt

Chart [57], we support two trace visual representations: the Structured Textual View

and the Timeline View. We believe that they are able to help analysts to navigate

and understand the Little-JIL traces more easily.
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Figure 5.4. Simple Trace Example

To present these two representations, we use the simple example showed in Fig-

ure 5.4. The trace on the right is a Little-JIL trace that violates a property of the

process on the left. The trace is a sequence of step states, some of which are associated

with property events. For example, state Leaf1 STARTED in the trace is associated

with event event1. Note that trace produced by other analyses may be annotated

with data other than the events. In the two representations that we discuss, this data

is treated in the same way as events.

5.2.1 Structured Textual View

An important feature of Little-JIL is that a process is organized as the hierarchical

decomposition of steps. The user can often understand the high-level logic of the

process by looking at the first few levels of steps. If necessary, the user can also

quickly pinpoint the step of interest by following the hierarchical structure of the

process. This hierarchical structure information, however, is buried in the Little-JIL

trace. The structured textual representation tries to retrieve the hierarchical structure

information as much as possible from the plain trace and present the trace to the user

using this information.
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Figure 5.5. Structured Textual View

Figure 5.5 shows the structured view of the example trace. The first column is a

tree. The leaf nodes are trace nodes from the Little-JIL trace. The non-leaf nodes

are called scope nodes that are intended to match the steps in the process. The

trace nodes under a scope node constitute a sub-trace. Because of the interleaving,

some steps in the process may not have corresponding scope nodes. In the example

trace, the trace nodes of step Leaf1 and Leaf2 interleave with each other because

the parent step Sub1 is a parallel step. Therefore, we are not able to put them under

different scope nodes without changing their order. The second column shows the

index for each trace nodes and the third column shows the events corresponding to

the trace nodes.

The structured textual view allows the user to collapse or expand scope nodes.

When a scope node is collapsed, the index range of the sub-trace corresponding to

the scope node will appear in the index column, and the sequence of events in the

sub-trace will appear in the event column. The view also allows the user to filter
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Figure 5.6. Timeline View

certain types of trace nodes. The user, therefore, is able to look into the slice of the

trace by filtering out all POSTED traces nodes.

5.2.2 Timeline View

The Timeline View consists of two panels. The left panel is the process tree view.

The right panel shows the trace nodes in the two dimensional way. The x-axis is

the time. Since there is no time information in the trace generated by the process

verification, we use the indexes of trace nodes to represent the time. The y-axis is

the steps in the left panel. The trace nodes of a step lay on the same horizontal

line corresponding to the step on the left panel. Different types of trace nodes are

distinguished using different letter and color. For instance, a node with letter P and

grey color represents a POSTED trace node. If a node is associated with an event, the

event will be shown above or below the node depending on the position of the node.

Moreover, there is a vertical red line crossing every node with event.

The Timeline View also allows the user to collapse non-leaf steps. When a step is

collapsed, the trace nodes between the first and the last node of the step become a

dash line, as shown in Figure 5.7. The events in-between, however, are still visible.
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Figure 5.7. Timeline View - Collapsed

5.3 Summary

In this chapter, we discussed our high-level trace generation approach that is able

to generate high-level process traces based on counter-example traces through the

model used by the verification tool. Instead of mapping the counter-example trace

backward along the translation and optimizations, this approach performs an A*

search on the process definition with the search goal being the sequence of property

events as they appear in the counter-example. One advantage of this approach is

that it will not be affected by changes in the translation and optimizations. Another

major advantage of this approach is that, with a few minor changes, it can be reused

to generate the process traces from MCSs produced by FTA. Due to the complexity in

real-world processes, process traces produced by the high-level trace generation tool

as well as other techniques could be lengthy and verbose, preventing them from being

easily comprehended by analysts. To make process traces more accessible to analysts,

we provided support for visualizing process traces using two graphic representations:

the Structured Textual View and the Timeline View. Although the discussion is based

on the Little-JIL process definition language, the underlying ideas of our approaches

can be adopted to generate and represent traces in other languages.
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CHAPTER 6

EVALUATION

In this work, we designed and implemented an analysis framework that is capable

of performing Finite-State Verification(FSV) and Fault Tree Analysis(FTA) on Little-

JIL process definitions. It is intended to be used to effectively detect defects and

weakness in processes. To evaluate this analysis framework, we applied it to the

analysis of two non-trivial real-world, human-intensive medical processes: a In-Patient

Blood Transfusion process and a Chemotherapy process. The emphasis of these two

case studies has been on demonstrating errors and weaknesses found by the analysis

framework. In the remainder of this chapter, we first give a brief introduction to the

two selected medical processes. Then we present the two kinds of analysis techniques

that we applied. For each kind of analysis, we first describe the methodology employed

in applying the analysis, then present the analysis results and discuss the lesson

learned from the analysis.

6.1 Introduction to Selected Cases

Medical errors are a major cause of death in our society. A 1999 report from the

Institute of Medicine (IOM) [79] estimated that approximately 100,000 people die

each year in US hospitals from preventable medical errors. There is ample anecdotal

evidence that the complexity of the processes used to administer healthcare is a sig-

nificant source of the problem. The healthcare literature is replete with documented

evidence of such errors as administration of blood of the wrong type, misidentification

of patients, and incorrect dosages of potentially lethal medications.
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The medical community is aware of these problems and has approached them in a

number of ways. One principal approach has been to devise mandated procedures for

carrying out many healthcare activities, especially those identified as being particu-

larly high-risk. Mandated procedures are generally described in considerable detail,

sometimes in documents that are dozens of pages long. These documents consist

largely of natural language text, often supplemented by diagrams. These documents

are the basis for both the training of medical professionals and the actual processes

performed in hospitals. Despite the care that went into the creation of such docu-

ments, as well as other safety measures, a subsequent IOM study [110] revealed that

error rates in hospitals had not declined significantly in the five-year period following

the initial IOM report.

Examination of documents used to describe medical processes suggests several rea-

sons why such documents have proven to be inadequate. Documents describing such

processes as blood transfusion (e.g., [134], [135]) provide good examples of the prob-

lem. Despite attempts to be complete, they contain terms that are poorly defined

and inconsistently used, and important details are often missing, especially details

for handling special cases that might arise. Recognizing such limitations, the medical

community has tried to employ a number of modeling representations, but these are

usually based upon such formalisms as data flow graphs that make it relatively cum-

bersome to represent the handling of exceptional cases or complicated concurrency

and synchronization. As a result, these representations generally fail to represent the

full complexity of these processes.

Indeed, the many diverse circumstances under which activities like blood trans-

fusions must take place require processes of considerable complexity. Moreover, a

medical process often requires coordinating the efforts of many different parties, of-

ten performing their activities in parallel. The complexity of a process increases the

risk of defects. This suggests that the finite-state verification and fault-tree analysis
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used to analyze complex, distributed systems might be effective in analyzing medical

processes. Therefore, in our case study we chose two medical processes: an In-Patient

Blood Transfusion process and a Chemotherapy process. More specifically, the two

selected processes are real-world processes actually being performed in the hospital,

instead of processes defined in a textbook or medical reference. This is because we

hope that our analysis can directly help the medical professionals to identify errors

and weakness in the processes that they perform.

It should be noted that although both cases are medical processes, this work also

suggests the applicability of our approach to human-intensive, safety-critical processes

in other problem domains.

6.1.1 In-Patient Blood Transfusion Process

The blood transfusion process is used to administrate blood or blood product to a

patient’s bloodstream. It is a common, high-risk, human-intensive medical interven-

tion. Despite strict regulation by the US Food and Drug Administration as well as

healthcare accreditation agencies, the error rate in blood transfusion is significant and

believed to be underreported [64]. The blood transfusion process that we are going

to analyze is an In-Patient Blood Transfusion process, which is a blood transfusion

process specific for patients who are hospitalized overnight. Although usually follow-

ing the similar high-level steps, the in-patient blood transfusion processes practiced

in different hospitals or medical institutes may vary in details. In our case study, we

choose to model and analyze the one employed in the Baystate Medical Center in

Massachusetts.

Figure 6.1 shows the top-level diagram of this process defined in Little-JIL. The

full process is provided in Appendix D. The simplified blood transfusion process

used as the running example in the discussion of our process analysis framework is

a highly simplified version of this in-patient blood transfusion process, where several
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Figure 6.1. In-Patient Blood Transfusion Process

sub-processes are abstracted into leaf steps and most of the checks and exception

handlers are removed.

An in-patient blood transfusion process cannot start unless there is a blood trans-

fusion order from a physician. Therefore, the root step “perform in-patient blood

transfusion has a pre-requisite step “confirm physician order for blood transfusion.

This step checks whether a blood transfusion order is presented. If no order is pre-

sented, an exception “NoPhysicianOrder will be thrown and the whole process is

terminated.

One blood transfusion order may require blood products to be transfused to the

patient several times. The step “carry out physician order for transfusion” models the

process that needs to be followed each time the blood products are transfused. There

is a cardinality + adjacent to the edge between step “perform in-patient blood transfu-

sion” and step “carry out physician order for transfusion”, which means that “carry

out physician order for transfusion” will be done one or more times, as prescribed in

the physician order. Since “perform in-patient blood transfusion” is a sequential step

(note the right arrow in the left hand side of the step bar), instances of “carry out
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physician order for transfusion” must be executed sequentially. The step “carry out

physician order for transfusion” has five sub-steps. Since it is a sequential step, once

it is started, five sub-steps will be executed one by one, from left to right. The first

sub-step “check for existence of type and screen” obtains the blood type and screen

for the patient. Then the step “prepare documentation for blood pick-up” creates the

blood pick up document based on the blood type and screen. Given the pick up doc-

ument, blood products can be obtain from the blood bank following the step “pick

up blood from blood bank”. In the step “perform transfusion”, the blood products are

transfused to the patient. The step “perform follow through check” performs the nec-

essary last check on the patient. Note that all four sub-steps except “perform follow

through check” do not have triangles attached to their step bars, which means that

they are references. Each of them refers to a sub-process defined in another diagram.

6.1.2 Chemotherapy Process

Chemotherapy is the use of chemical substances to treat disease. In its modern-

day use, it refers primarily to the administration of cytotoxic drugs to treat cancer.

Chemotherapy medications are typically highly toxic, and thus it is of overriding

importance to be sure that the right patient receives the right medications in the

right dosages at the right times. To assure this, elaborate processes are carried

out that integrate the efforts of such diverse medical personnel as doctors, nurses,

pharmacists, and clerical workers. Chemotherapy processes aim to speed the flow

of treatment, while assuring that errors do not occur. Checks are in place to guard

against committing such errors. Similar to the in-patient blood transfusion process,

we also selected a chemotherapy process employed in the Baystate Medical Center.

Figure 6.2 is the top-level diagram of chemotherapy process defined in Little-JIL.

The entire Little-JIL process definition has more than 250 steps and is provided in

Appendix H. The root step “chemotherapy process” has two sub-steps. The first
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Figure 6.2. Chemotherapy Process

sub-step, “prepare for and administer first cycle of chemotherapy”, is further decom-

posed into six sub-steps to be executed in sequence. These six sub-steps capture the

major stages of the chemotherapy process. Although the agent assignments are not

given in this diagram, “perform consultation and assessment” is done by a Medi-

cal Doctor(MD); “perform initial review of patient records” by a Practice Registered

Nurse(RN) and a Triage Medical Assistant; “perform pharmacy task” by a Pharma-

cist; “perform patient teaching” by a Nurse Practitioner; “perform final tasks (day

before chemo)” by a Pharmacist and a Clinic RN; and “first day of chemo” is done

again by a Pharmacist and a Clinic RN. In the step “perform consultation and as-

sessment”, the doctor may determine that the patient’s pathology report does not

indicate cancer. In this case, the Pathology Report Does Not Indicate Cancer excep-

tion is thrown (the decomposition of the “perform consultation and assessment” step

is not shown due to space limitations). The exception propagates up the tree until it

reaches the root step that has a matching handler “consider alternative treatment”.
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Thus, control is transferred to “consider alternative treatment” and appropriate ac-

tion is taken.

The second sub-step of the root step is “create and process consult note”. It

is further decomposed into two sub-steps: “dictate consult note” performed by a

Medical Doctor(MD) and “transcribe and place consult note in patient’s record” by a

Medical Records Clerk. Since the consult note is primarily used for billing and legal

purposes and does not directly affect the patient’s treatment, the doctor may choose

to dictate the consult note right after evaluating the patient or later, while the tasks

in “prepare for and administer first cycle of chemotherapy” are already underway.

Therefore the root is modeled as a parallel step so that the “dictate consult note”

step can potentially execute in parallel with the step “prepare for and administer

first cycle of chemotherapy”. At the same time, the channel “consultation channel”

imposes the additional restriction that the doctor cannot dictate the consult note

before evaluating the patient’s condition — the step “dictate consult note” takes

a parameter from the “consultation channel” and thus cannot start until “perform

patient consultation” (not shown for lack of space), which is a sub-step of “perform

consultation and assessment”, completes and writes a parameter to the “consultation

channel”.

6.2 Methodology

Each case study involves four phases. We first rigorously specify the process in

Little-JIL language. Then the properties collected during the process specification

are defined using Propel. Given the Little-JIL process definition and the Propel

property specifications, the FSV tool is used to verify the process definition against the

property specifications. During the verification, the process definition and property

specification may need to be changed to eliminate the violations found by the FSV
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tool. Once there are no more violations, we finally apply the FTA to look for the

weakness in the process.

6.2.1 Process Specification

As mentioned above, we intend to analyze the process that is actually being fol-

lowed in the hospital, instead of the process defined in a textbook or medical reference.

To elicit such process, we met regularly with a group of medical professionals who

perform the real process. The medical professionals are responsible for describing

the processes and reviewing the material created by us. And we are responsible for

defining the process in Little-JIL. The process is first described by the medical pro-

fessionals in natural language, sometimes complemented by flow graphs. We then try

to capture the description using Little-JIL language. Due to misunderstandings, the

Little-JIL process definition may not correctly capture the real process. Therefore,

we need to explain the process that we specified to the medical professionals. To

do this, we employ a Little-JIL process description generation tool to automatically

create the detailed description of the process definition. The description explains

every details of the process definition in a disciplined natural language that can be

easily understood by the medical professionals. The medical professionals then study

this description to check for any inconsistency. With their feedbacks, we modify the

process definition accordingly and generate a new description. This iteration ends

when both sides agree that there is no inconsistency between the process definition

and the real process.

6.2.2 Property Specification

The FSV can only identify errors that violate the given properties. To detect

more errors, we need to come up with as many properties as possible. The initial set

of properties are collected from the requirements given in regulations and references.

While the process is being defined, it is also not unusual for goals or high-level re-
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quirements to be mentioned. These requirements are recorded into the requirement

set. After the process definition has begun to stabilize, meetings are then held to

elicit the set of requirements into properties that can be verified by the verification

framework. The requirements are usually initially stated informally in natural lan-

guage. We first work with the medical professionals to agree on a glossary of terms

that are used to more systematically describe the requirements, but still in natural

language. After agreement is reached on these statements, we work closely with the

medical professionals to develop the detailed property specifications using Propel.

Similar to the process definition, property specification is also an iterative process,

which ends when the property specifications are believed to correctly formulate the

requirements.

6.2.3 Finite-State Verification

As mentioned earlier, the formal properties are defined in terms of abstract events.

Before verifying such properties, we work together with the medical professionals to

specify event bindings that map abstract events in the properties to the concrete

events. After the process definition, property specifications, and property event bind-

ings are ready, we apply the FSV tools to evaluate whether the process definition is

consistent with the formal properties. It is often the case that the FSV tools find

problems in the process definition and in the property specifications as well as in the

process. We carefully record these problems during the verification, and consult the

medical professionals before making changes to the process definition, the property

specifications, or to the actual process to eliminate those problems. To make sure

that no error is introduced by the changes, we re-run the verification on the modified

process definition and property specifications. This iterative procedure completes

when no more problems are detected.
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6.2.4 Fault-Tree Analysis

After the verification is completed, the fault-tree analysis is applied on the process

definition. The hazards that we are interested are straight-forward for both processes

that we investigate. For the in-patient blood transfusion process, the hazard is that

the blood products to be transfused to the patient are wrong. For the chemotherapy

process, the hazard is that the chemo drugs to be administered are incorrect. For a

process, we first define the hazard as the top event. With the top event, our FTA tool

automatically derives the fault tree from the process definition. It also computes the

MCSs for the fault tree. We carefully investigate the MCSs to identify the weaknesses

of the process. The results are presented to the medical professionals as guidance for

them to further improve the process.

6.3 Results and Discussion

Each of the four phases may detect various problems and errors. Since this thesis

focuses on the process analysis, we only present and discuss the results of the finite-

state verification and fault-tree analysis here.

6.3.1 Finite-State Verification

The complete verification reports for the two processes can be found in Appendix E

and Appendix I. In this section, we first summarize the verification results of the two

processes. Then we discuss various kinds of problems and errors identified during the

verification in details.

For the in-patient blood transfusion process, 60 properties were specified. 5 of

these cannot be verified because they are timing properties. Another 6 cannot be

verified because we could not find appropriate bindings for them. Among the remain-

ing 49 properties that were verified, 41 properties were violated. For the chemotherapy

process, 57 properties were specified. 13 of these cannot be verified because we could
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not find appropriate bindings for them. Among the remaining 44 properties that were

verified, 11 properties were violated.

The errors found during the verification fall into three categories: errors in the

process definitions, errors in the property specifications, and errors in the real pro-

cesses.

6.3.1.1 Errors in the process definitions

The majority of errors fall into this category. Some of these were exposed when

we were trying to define the event bindings for certain properties. There simply

were no steps in the process definition that could be bound to the abstract events

used to specify those properties. In some cases, this was because the part of the

process intended to address the issue being captured by a property was simply missing

and had to be added. For instance, in the in-patient blood transfusion process,

there was no step that can be bound to the event “review patient history” in the

property “Must review patient history before infusing each unit of blood product”. This

pointed out that an important step “review patient history” as well as the exception

handler “handle previously unrecognized patient problem” to handle the exception

ProblemFoundInPatientHistory thrown by this step were missing. In other cases, the

problem was that certain steps needed to be further decomposed to identify the sub-

steps that should be bound to the property events. For example, there is an event

“review patient history” in the property “Must review patient history before infusing

each unit of blood product”. However, we were not able to identify a step in the

in-patient blood transfusion process that related to this event. This problem showed

that the leaf step “assess patient” needed to be decomposed to add a sub-step “review

patient history”.

The actual verification helped us to find errors in the process definitions. Some

of these were so subtle that they remained undiscovered despite careful inspection by
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both medical professionals and us. For example, the in-patient blood transfusion pro-

cess definition specified that if discrepancies occur during the “verify blood product”

step, then “verify blood product” is to be terminated and a FailedBloodProductCheck

exception is to be thrown. The handler “handle failed blood product check” requires

the nurse to send the blood product back to the blood bank and obtain a replace-

ment blood product. The exception continuation badge of this handler was specified

to be continue, which implied that, after this exception has been handled in this way,

the process continues with the nurse signing the blood bank form after obtaining

the replacement product. This process thus violated the property “Must verify the

blood product before it is transfused to the patient”, where the event “verify the blood

product” is bound to completion of the step “verify blood product”. It is clear that

this would introduce the potential for serious medical error, and in the actual process

the nurse verifies the patient identification and the product identification again after

obtaining the replacement product. Thus, attempting to verify this property indi-

cated that the exception’s continuation badge was wrong and needed to be changed

to restart.

6.3.1.2 Errors in the property specification

The verification also helped us to discover several errors in the property speci-

fication. Some properties were specified incorrectly because we overlooked certain

exceptional situations under which the properties are not required to hold. For in-

stance, a violation was initially found when we verified the in-patient blood transfu-

sion process against the property “Obtain Patient’s stated name and birth date before

infusing each unit of blood product”. The violation showed that when the patient

is unable to communicate to the nurse (i.e. the patient is in coma), an exception

PatientUnableToCommunicate will be thrown. The exception handler then directs

the nurse to obtain the patient’s name and birth date in another way. In this case,
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the event “obtain patient’s stated name and birth date” will not occur. It is obvious

that this property is not required for this exceptional situation. So we changed the

property specification to require the property to hold only if the exception Patien-

tUnableToCommunicate is not thrown. And verification showed no violation for the

modified property.

In addition, a few properties turned out to be unnecessary. In the in-patient blood

transfusion process, the step “verify blood product information” has four sub-steps

that check the different aspects of the blood product: “verify product tag matches

patient ID bracelet”, “verify product tag matches product label”, “check product ex-

piration date & time”, and “confirm product type on product tag matches that on

patient record”. There were several properties that required these sub-steps to be

executed in a specific order. The process definition, however, defines the parent step

“verify blood product information” to be a parallel step. This means that four sub-

steps may be executed in any order, which violates those properties. As we consulted

the medical professionals, they confirmed that in the real-world process, it does not

matter in which order those checks are performed, as long as they are completed

before the blood product is infused to the patient. Those properties only reflect the

choice of the person who suggested such properties, and should not be applied to

other practitioners.

6.3.1.3 Errors in the real processes

The most interesting error that we found is an error in the real-world chemother-

apy process. In attempting to verify the property “Consult note must be present

in patient’s record before chemotherapy can be administered”, we bound the event

“consult note is present in patient’s record” to the COMPLETED state of step “file

consult note in patient’s record”, and the event “administer chemotherapy” to the

STARTED state of step “administer chemo drug”. The verifier reported that the
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chemotherapy process may violate this property, and it produced a trace of a valid

execution of the process where “administer chemo drug is started before “file consult

note in patient’s record” is completed. To better understand the violation trace, let’s

look at Figure 6.2. Step “file consult note in patient’s record” is a sub-step of step

“transcribe and place consult note in patient’s record”, and step “administer chemo

drug” appears in the sub-process with the root step “first day of chemo”. Since the

root step “chemotherapy process” is a parallel step, step “administer chemo drug”

may indeed be executed prior to step “file consult note in patient’s record”. After

talking to the medical professionals, we found out that the medical records clerk who

files the consult note into the patient’s record assumes the clinic RNs check whether

the consult note is present in the patient’s record on the first day of chemotherapy.

The clinic RNs, however, said that they do not perform that check. Therefore, it is

possible that this error occurs in the real process. Although it probably will not lead

to an accident, it may cause serious legal issues if an accident happens. Such errors

exist because the process is very complicated, involving different people who have

conflicting assumptions about others’ responsibilities. Without formally specifying

and verifying the process. Such conflicts may remain undiscovered despite careful

inspection by the medical professionals.

The verification process involves defining the event bindings, running the verifier,

examining violation traces to identify the cause of errors, and consulting medical

professionals to eliminate errors. All these steps make the verification process very

lengthy. As we have seen, except the one in the real chemotherapy process, all errors

that we identified are in the formal process definitions and property specifications.

This is often the case when verifying software systems — much of the early effort of

verification is devoted to finding errors in the model and the properties. For human-

intensive processes, like two medical processes we investigated, this may be more
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significant since the initial artifacts from which process definition and properties are

derived are less concrete and precise than, say, source code.

Nevertheless, the effort invested on the verification, even for the blood transfusion

process where no errors in real process were found, still provided great benefits. The

direct benefit is that the verification greatly improves the accuracy of formal process

definitions, which are also intended to be used for other types of analysis (i.e. FTA),

simulation, and possibly even guidance in the clinical setting. With process definitions

that do not accurately reflect the real processes, these approaches may produce invalid

results or cause dangerous consequences. Another benefit is that verification provides

a solid foundation for process improvement in the future. As noted earlier, real-world

processes usually undergo continuous changes to cope with changed requirements,

discovered defects, inefficiencies, or the need to reduce costs, etc. The modifications

to the processes are usually made incrementally, with changes introduced to address

specific goal. To ensure that no errors are introduced by the change, one needs to

incorporate the change in the formal process definition and verify it against previously

verified properties. Often, the property event bindings can be reused, perhaps with

some changes to small parts of the process. The number of violations detected, if

any, should be much smaller than those detected for the original process definition.

Therefore, the verification process will usually be easier than that of the first round.

As mentioned earlier, the emphasis of verifying the two processes has been on

demonstrating that finite-state verification can be automated and applied to analyze

human-intensive processes. Although we did not perform a careful evaluation of how

optimizations improve the performance, verification of the two processes showed that

the optimizations can greatly scale up the verification framework. In our evaluation,

we used FLAVERS as the underlying verification tool in our process verification

framework. The verification was performed on a Dell Inspiron E1505 laptop with

Intel Core Duo CPU. Without applying the optimizations, the translated models for
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both processes caused FLAVERS running out memory with the maximum heap size

set to 1GB (FLAVERS is a Java program). When all the optimizations were enabled,

every property for both processes was verified in 1 minute.

6.3.2 Fault-Tree Analysis

For the In-Patient Transfusion process, we performed the FTA for the hazard

“the blood unit to be transfused to the patient are wrong”. On a Dell Inspiron E1505

laptop with Intel Core Duo CPU, it took our fault tree derivation tool 238 seconds

to derive the fault tree for this hazard. The fault tree contains 344 gates and 405

events (including 61 primary events and 344 intermediate events). Among the pri-

mary events, there are 25 fault events that could cause the hazard to occur and 36

conditional events that decide the propagation of those fault events. The Equivalent

Event Removal optimization removed 263 intermediate events and 263 gates, result-

ing in a fault tree with 142 events and 81 gates, as shown in Appendix F. To see

whether there is single point of failure in the process, MCSs need to be computed

from the fault tree. It took another 106 seconds to compute 37 MCSs, which are

listed in Appendix G. One might notice that there are more MCSs than primary

fault events. The reason is that one fault event may appear in more than one MCS,

representing different scenarios in which the fault event could cause the hazard to

occur. As discussed in Chapter 4, an MCS may contain spurious conditional events

that need to be removed. After manually removing those spurious events, all MCSs

still contain at least 6 events. Therefore, this process is not exposed to any single

point of failures with respect the given hazard.

For the Chemotherapy process, the hazard that we analyzed is “the chemo drug

to be administered to the patient is wrong”. It took 369 seconds to derive the fault

tree for this hazard. The fault tree contains 1345 gates and 1425 events (includ-

ing 80 primary events and 1345 intermediate events). Among the primary events,
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there are 52 fault events and 28 conditional events. The Equivalent Event Removal

optimization removed 1174 intermediate events and 1174 gates, resulting in a fault

tree with 251 events and 171 gates, as shown in Appendix J. 52 MCSs were com-

puted in 810 seconds. There is an MCS that contains only one event “Step handle

LabelAndOrderDontMatch(call pharmacy) produces wrong ChemoDrug”. Step “han-

dle LabelAndOrderDontMatch(call pharmacy)” is an exception handling step that is

invoked if any discrepancy between the chemo drug label and the chemo order is

detected. This step, therefore, needs to identify the error, in the chemo drug or in

the chemo order, that cause the discrepancy. If it turns out that the chemo drug is

wrong, the step needs to make a change to the chemo drug to fix the error. Since

this step is performed by a human agent, errors may be introduced into the chemo

drug during the execution of this step, as indicated by the fault event in the MCS.

The high-level process trace generated from this MCS shows that once step “han-

dle LabelAndOrderDontMatch(call pharmacy)” is completed, the process will proceed

to the next step and eventually execute step “administer chemo drug” because this

exception handling step is associated with a continue badge. Moreover, there is no

other step to check the chemo drug between this step and step “administer chemo

drug”. In other words, event “Step handle LabelAndOrderDontMatch(call pharmacy)

produces wrong ChemoDrug” will always cause the hazard to occur. This exposes a

single point of failure in the process definition.

6.4 Summary

We evaluated the proposed process analysis framework by applying our imple-

mentation of the process analysis framework to two real-world medical processes:

an In-Patient Blood Transfusion process and a Chemotherapy Process. The results

showed that the framework can be used to effectively detect the defects in such real-

world human-intensive processes. The FSV detected a large number of errors in the
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process definitions and the property specifications. More interestingly, it identified a

subtle error in the chemotherapy process itself. Through FTA, we discovered a single

point of failure in the chemotherapy process.
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CHAPTER 7

CONCLUSION AND FUTURE WORK

Processes are used in almost every domain in our society. For example, products

are produced by various manufacturing processes; software is developed following

software development processes; government or business services are provided via es-

tablished processes; healthcare is delivered through different medical processes. Such

real-world processes are often undergoing improvements in order to achieve various

goals, such as dealing with changed requirements, eliminating defects, increasing the

quality of the products, and reducing costs. Analysis should play a critical role in

process improvement. Identifying and evaluating the root causes of the problem (i.e.

failing to meet changed requirements, discovered defects and low quality) require care-

ful analysis of the process. In addition, since errors may be introduced by changes to

the process, re-analysis should be carried out to detect such errors before the modified

process is deployed. To date, the analysis support for such processes is very limited.

If done at all, it is usually performed manually and can be time-consuming, costly and

error-prone. Analysis of human-intensive processes, where the human contributions

require considerable domain expertise and have a significant impact on the success or

failure of the overall mission, are of particular concern because they can be extremely

complex and prone to errors.

In this thesis, we investigate how two selected safety analysis techniques — Finite-

State Verification (FSV) and Fault Tree Analysis (FTA) — can be automated and

applied to analyze human-intensive processes. We developed an analysis framework

that is capable of performing both FSV and FTA on processes specified in a process

167



definition language with precisely defined semantics. For FSV, we proposed a general

process FSV framework that is intended to address three practical issues: flexibil-

ity, scalability and usability. To address the flexibility issue, a two-phase translation

approach was proposed to facilitate using different existing verification tools. To ad-

dress the scalability issue, several optimizations are proposed to reduce the size of the

translated models. To address the usability issue, automatic support is provided to

translate properties and violation traces. For FTA, we implemented a template-based

approach to automatically derive fault trees from Little-JIL process definitions. When

applying this approach to derive fault trees from real-world processes, we encountered

three issues: scalability, looping construct and NOT gate. To address the scalability

issue, we proposed three optimizations that are able to significantly reduce the size of

fault trees so that they can be understood and evaluated more easily. To address the

looping issue, we applied a simple approach to remove loops in fault trees so that they

can be analyzed using existing fault tree evaluation tools. To obtain more accurate

results, we chose to use NOT gates to capture relationships between certain condi-

tional events. In addition to the support for automatic fault tree derivation, we also

proposed two representations — partial fault tree and process trace — to make MCSs

more easily understood. This process analysis framework has been implemented for

the selected Little-JIL process definition language and been applied to analyze two

real-world human-intensive processes: an In-Patient Blood Transfusion process and a

Chemotherapy process. The results showed that the process analysis framework can

be used to effectively detect the defects in real-world human-intensive processes.

In the remainder of this chapter, we discuss several directions for future research.

7.1 Finite-State Verification

To verify real-world processes, scalability is always one of the most important

issues that need to be addressed. In our process verification framework, we proposed
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several optimizations that are able to take advantage of aspects of the structure of

the process definitions to reduce the size of the models. Our evaluation showed that

the optimizations were able to greatly improve the performance of the verification

of two selected medical processes. But those two processes are relatively simple.

As we extend our work to consider processes involving many medical professionals

carrying out many activities in parallel, we expect that the time and memory resources

required will limit the applicability of our analysis frameworks. Therefore, we need

to look for more optimizations to further scale up our analysis frameworks. We plan

to investigate existing optimizations used in software verification to see whether we

can incorporate them into our process verification framework. We will also look for

domain-specific optimizations that take advantage of special features of processes in

specific domains.

7.2 Fault Tree Analysis

The fault tree derivation algorithm that we implemented may produce inaccurate

results. Since a Little-JIL process definition only defines the interface of a leaf step,

which does not specify how the leaf step produces its outputs from its inputs. There-

fore, the fault tree derivation algorithm has to assume that any output of a leaf step

depends on all its inputs. Thus, leaf steps that do not satisfy this assumption may

cause the derived fault tree to contain superfluous sub-trees. Evaluation of such fault

trees may result in inaccurate results. In addition, as shown in the example discussed

in Section 4.3, computed MCSs may not be minimal because our fault tree derivation

algorithm is not able to identify the relationships between different primary events.

To improve the precision of FTA, we plan to extend the fault tree derivation algo-

rithm to allow analysts to precisely specify the dependencies between outputs and

inputs for certain leaf steps as well as relationships between different primary events.
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The fault tree derivation algorithm is a polynomial algorithm that is able to derive

fault trees from complex real-world processes. The bottleneck is in the understanding

and evaluation of derived fault trees. In our approach, we proposed three optimiza-

tions to reduce the size of fault trees so that they can be understood and evaluated

more easily. To further reduce the size of fault trees, we intend to consider a partition

approach that decomposes a large fault tree into several smaller sub-trees that are

easier to understand. To evaluate the fault tree, one should be able to evaluate the

sub-trees individually and then combine or summarize the results.

7.3 Trace Generation and Visualization

In our approach, we use an A* search algorithm to generate a high-level process

traces from a low-level counter-example traces produced by verification tools or a

MCS created by FTA. Although this approach avoids the difficulties faced by the

reverse-mapping approach, it might not work if the counter-example trace or the

MCS contains too few events and the process is very large. In this case, the A*

search has to search almost all executions of the Little-JIL process definition and

may run out of memory. One possible solution is to automatically select some steps

that change the control flow of the process and annotate them with additional events

during the translation. This will result in a counter-example trace that contains more

events, but should alleviate the problem. In fact, the more events that are added, the

faster the high level trace can be found. However, adding events to the model usually

slows down the verification because it increases the model size. For future work, it

would be interesting to explore the strategies to minimize total time and perform an

experimental evaluation of those strategies.
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7.4 Failure Mode and Effects Analysis

In this work, we adapted two analysis techniques to analyze processes. The

next technique that we start to investigate is the Failure Mode and Effects Analysis

(FMEA), also referred to as Failure Mode Effect and Criticality Analysis (FMECA)

[120]. It is a hazard analysis technique that can be used to evaluate the impact

of an individual failure mode of a component on the overall system. FMEA was

originally developed by the US military in 1949, described in Military procedure

MIL-P-1629 [130], to evaluate the effect of system and equipment failures. It was

then used by NASA in the early sixties for the Apollo Project. In the early 1980s,

FMEA was introduced to automotive industry in the U.S. The application led to an

industry-wide FMEA standard SAE J-1739 [29] developed by Chrysler Corporation,

Ford Motor Company and General Motors Corporation. Since then, the generic na-

ture of the method assisted the rapid spreading of FMEA to various other industries,

such as aerospace industry and chemical industry. Besides manufacturing industries,

many service providers, such as heath care providers [42], also apply FMEA to as-

sess and improve their service delivery processes. Introduced by Reifer in 1979 [111],

FMEA began to be used to analyze software based systems. Details about various

software FMEA approaches can be found in [101].

In FMEA, A failure mode at a component basically refers to a fault that could

occur at the component. FMEA usually involves five steps:

1. Modeling the system. The system model is usually specified using a flow chart.

It is also used to prescribe the boundary and granularity of the analysis.

2. Identifying failure modes. For each component in the system model, all possible

ways the component may go wrong need to be considered and represented as

failure modes.
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3. Determining failure effects. An inductive procedure is used to determine all pos-

sible hazards that could eventually be caused by each component failure mode.

Given a failure mode, the procedure identifies its immediate effects based on

the underlying dependency and interactions between components. Those failure

effects are represented as failure modes at successor or next higher level com-

ponents, which in turn need to be further developed. This iteration continues

until the hazards are reached.

4. Prioritizing failure modes Failure modes then can be prioritized by their risks.

There are a number of different methods that can be used to evaluate the risk

of a failure mode based on the severities of the hazards caused by it as well as

other data such as probability and detectability of a failure mode.

5. Identifying potential causes and proposing actions. For failure modes with high

priorities, potential causes are identified and actions that can be applied to

eliminate or reduce those causes are proposed.

The information produced during the FMEA, such as failure modes, hazards

caused by those failure modes, risks of failure modes, causes, and actions, are recorded

in a worksheet. This worksheet can then be used as guidance for improving the design

or implementation of the system.

Similar to the FTA, the traditional FMEA is also conducted manually by a team

with comprehensive knowledge of the system being analyzed. It is obvious that step

(1), (4), and (5) cannot be automated. Thus, we focus on developing an approach

that is able to automatically identify failure modes and determine failure effects. As

a matter of fact, the failure modes in FMEA and the events in FTA both refer to

the faults in components. Therefore, we can use the set of predefined events in the

automatic fault tree derivation to represent the failure modes. Templates used in

automatic fault tree derivation can also be used to determine failure effects of a given
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failure mode. As mentioned above, in each iteration of the procedure to determine

failure effects, the analyst need to identify other failure modes that could be caused

by a given failure mode. This can be automated by finding all templates whose leafs

contain the given failure modes. Since a template is a tree where the leaf cause

the root to occur, the roots of identified templates are the failure modes that could

be caused by the given failure mode. We have demonstrated the feasibililty of this

idea by implementing it in a prototype. This prototype was able to automatically

produce the FMEA worksheet from a simplified blood transfusion process defined in

the Little-JIL process definition language [132]. As future work, we plan to improve

this prototype and apply it on complex real-world, human-intensive processes.

7.5 Interplay of Different Analysis Techniques

All three analysis techniques (FSV, FTA, FMEA) have their own limits. They

seem to complement each other. We expect that more comprehensive results can be

produced by integrating these analysis techniques. In FSV, the kinds of errors can

be detected depend on the properties verified. In other words, errors could not be

found unless the corresponding property is verified. Therefore, the analyst needs to

think of as many properties as possible. This usually is a very difficult task. During

our preliminary experiments, we observed that a large part of the properties address

the checks for the faults occurring in steps. Therefore, the faults produced by FTA

or FMEA may help the analyst to think of more properties. On the other hand, by

detecting errors in the process definitions, FSV can help to increase the credibility of

the results produced by FTA and FMEA. Since both FTA and FMEA are performed

on the process definitions, such errors may cause FTA and FMEA to produce invalid

results. FTA and FMEA can also complement each other. For FTA, it is often

difficult to come up with all important hazards. On the contrary, a problem for

FMEA is that it might be a challenge to identify all possible failure modes in the
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system. Therefore, approaches such as [83] try to solve this problem by combining

FTA and FMEA. In these approaches, the primary events identified by FTA serve as

the inputs for FMEA. And hazards produced by FMEA may in turn be used to find

more primary events by FTA. Similar to these approaches, we also plan to investigate

how to combine FTA and FMEA to achieve more complete results.

Ultimately we envisage the development of a process environment in which a

spectrum of process analysis techniques are smoothly integrated with the process

definition tool. Such a support environment would hopefully lead to a systematic

and well-reasoned approach to process improvement.
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APPENDIX A

LITTLE-JIL PROCESS TRANSLATION TEMPLATES

Posting Template

This type of template translates the behaviors after a step is POSTING and before

it is POSTED. Since such behaviors are the same for all steps, only one template is

defined for this type.

After a step is POSTING and before it is POSTED, the step may pass in param-

eters and obtain artifacts from channels. Since the Little-JIL process definition does

not define the behavior of a leaf step, in our translation the behaviors of leaf steps

are abstracted using a conservative model (see A). Our implementation is based on

Little-JIL 1.4. In this version, a parameter may only affect the flow of control in

a leaf step. Since such effect is subsumed by the abstract model of the leaf step,

parameters and parameter passing can be ignored. Therefore, the posting template

only translates the behavior to obtain artifacts from channels.

As discussed in Chapter 3, a channel is simply translated into a Boolean variable

that indicates whether the channel is empty. Little-JIL provides four operators to

obtain an artifact from a channel: Blocking Take, Non-Blocking Take, Blocking Read

and Non-Blocking Read. Here we use a simple example to explain how these operators

are translated by the posting template. Suppose that there is a step S that has an

input parameters p and p gets an artifact from a channel channel.

Suppose that operator Blocking Take is used to obtain an artifact from channel

to p. If the channel is not empty, an artifact is removed from the channel and is

put into the parameter. Otherwise, the step is not posted until an artifact becomes
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1 loc S_POSTING:
2 when true do { } goto S_channel_take;

3 loc S_channel_take:
4 when ( channel == false ) do { }
5 goto S_channel_take;

6 when ( channel != false )
7 do { channel := false; }
8 goto S_POSTED;

Figure A.1. BIR for Posting Template - Channel Blocking Take

1 loc S_POSTING:
2 when true do { } goto S_channel_nbtake;

3 loc S_channel_nbtake:
4 when true
5 do { channel := false; }
6 goto S_POSTED;

Figure A.2. BIR for Posting Template - Channel Non-Blocking Take

1 loc S_POSTING:
2 when true do { } goto S_channel_read;

3 loc S_channel_read:
4 when ( channel == false ) do { }
5 goto S_channel_read;

6 when ( channel != false ) do { }
7 goto S_POSTED;

Figure A.3. BIR for Posting Template - Channel Blocking Read

1 loc S_POSTING:
2 when true do { } goto S_channel_nbread;

3 loc S_channel_nbread:
4 when true do { } goto S_POSTED;

Figure A.4. BIR for Posting Template - Channel Non-Blocking Read
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available in the channel. The BIR code generated by the posting template for step

S is shown in Figure A.1. Once in the POSTING state, the step proceeds to obtain

an artifact from the channel channel (line 3-8). It first checks whether the channel

is empty (channel == false). If so, it keeps going back to check again until the

channel is not empty. If the channel is not empty, the channel is set to be empty

(channel := false) and the step S goes into the POSTED state.

Figure A.2 shows the case where operator Non-Blocking Take is used. If the

channel is not empty, an artifact is removed from the channel and is put into the

parameter. Unlike Blocking Take, Non-Blocking Take does not block the step even if

the channel is empty. Therefore, the BIR code does not check whether the channel

is empty. It simpy sets the channel to be empty and posts the step.

Figure A.3 shows the case where operator Blocking Read is used. Blocking Read

is similar to Blocking Take except that the artifact is copy to the parameter and is

not removed from the channel. Therefore, if the channel is not empty, the BIR code

simply posts the step without setting the channel to be empty.

Figure A.4 shows the case where operator Blocking Read is used. In this case, no

matter whether the channel is empty or not, the BIR code posts the step without

setting the channel to be empty.

Posted Template

This type of template translates the behaviors after a step is POSTED. After

posted, a step may be opted-out or retracted under some circumstances. If it is not

opted-out or retracted, the step is started. The only template of this type simply

uses appropriate Opted-Out Template and Retracted Template to translate behaviors

that check whether the step should be opted-out or retracted.
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1 // For Sub1:

2 loc Sub1_test_retract:
3 when (S_choice != 0) do { } goto Sub1_RETRACTED;

4 when (S_choice == 0) do { } goto Sub1_test_optout;

5 loc Sub1_RETRACTED:
6 when true do { } goto T_Sub1_end;

7

8 // For Sub2:

9 loc Sub2_test_retract:
10 when (S_choice != 1) do { } goto Sub2_RETRACTED;

11 when (S_choice == 1) do { } goto Sub2_test_optout;

12 loc Sub2_RETRACTED:
13 when true do { } goto T_Sub2_end;

Figure A.5. BIR Representation for Choice Sub-Step Retracted Template

Retracted Template

This type of template translates the behavior that checks whether a step should be

retracted. In Little-JIL, only sub-steps if a choice step or sub-steps of a parallel step

may be retracted. Thereofre, two templates are defined: Choice Sub-Step Retracted

Template handles the sub-steps of choice steps; Parallel Sub-Step Retracted Template

handles the sub-steps of parallel steps.

Choice Sub-Step Retracted Template

A choice step allows agents to select one of several sub-steps to perform. A sub-

step of a choice step will be retracted if it is not the one chosen to be executed.

Suppose that there is a choice step S has two sub-step Sub1 and Sub2.

Figure A.5 shows the BIR code generated by Choice Sub-Step Retracted Template

for Sub1 and Sub2. This piece of code checks whether Sub1 should be retracted. The

first location (line 2-4) compares the variable S choice against constant 0. S choice

keeps the index of the sub-step that is chosen to be executed. The constant 0 is the

index of the sub-step Sub1. If S choice is not 0, Sub1 is not chosen to be executed.

Therefore it goes directly into the Retracted state, which ends the thread T Sub1.
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1 // For Sub1:

2 loc Sub1_test_retract:
3 when (e1 || e2) do { } goto Sub1_RETRACTED;

4 when !(e1 || e2) do { } goto Sub1_test_optout;

5 loc Sub1_RETRACTED:
6 when true do { } goto T_Sub1_end;

7

8 // For Sub2:

9 loc Sub2_test_retract:
10 when true do { } goto Sub2_test_optout;

Figure A.6. BIR Representation for Parallel Sub-Step Retracted Template

Otherwise, Sub1 continues to execute the code created by Opted-Out Template that

checks whether this sub-step is opted-out.

Parallel Sub-Step Retracted Template

For a posted sub-step of a parallel step, it should be retracted if any exception

is thrown by other sub-steps. Suppose that there is a choice step S has two sub-

step Sub1 and Sub2. Sub2 may thrown exception e1 and e2. Figure A.5 shows the

BIR code generated by Parallel Sub-Step Retracted Template for Sub1 and Sub2. In

this code, Boolean variable e1 or e2 becomes true if the corresponding exception

is thrown. Line 3-4 checks whether exception e1 or e2 is thrown. If so, Sub1 is

retracted. Otherwise, Sub1 continues to check if it is opted-out. Since Sub1 does not

throw any exception, Sub2 will never be retracted. Therefore, Sub2 goes directly to

check if it is opted-out.

Opted-Out Template

This type of template translates the behavior that checks whether a step should be

opted-out. Only one template is defined for this type. Suppose step S is an optional

step. It is up to the agent assigned to S to decide whether to opt out this step. Since

such decision making logic is not defined in the Little-JIL process, we conservatively
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1 loc S_test_optout:
2 when true do { } goto S_STARTED;

3 when true do { } goto S_OPTED_OUT;

Figure A.7. BIR Representation for Opted-Out Template

Figure A.8. Sequential Step Example

translate it into a non-deterministic choice. The BIR code generated by Opted-Out

Template is shown in Figure A.7.

Started Template

This type of template translates the behaviors after a step is started. Correspond-

ing to five step kinds, five templates are defined for this type: Sequential Step Started

Template, Try Step Started Template, Parallel Step Started Template, Choice Step

Started Template, and Leaf Step Started Template.

Sequential Step Started Template

The Sequential Step Started Template is used to construct the behavior of a se-

quential step after it has been started. When a sequential step is started, its sub-steps

will be executed one by one from left to right. And the sequential step is only suc-

cessfully completed after all of its sub-steps are successfully completed.

Figure A.8 shows a sequential step S that has three sub-steps: Sub1, Sub2, Sub3.

The BIR code produced by Sequential Step Started Template is given in the Fig-

ure A.9. When the sequential step S is started, the first sub-step Sub1 goes into
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1 loc S_STARTED:
2 when true do { } goto Sub1_POSTING;

3 ... // Sub1

4 loc Sub1_COMPLETED:
5 when true do { } goto Sub2_POSTING;

6 ... // Sub2

7 loc Sub2_COMPLETED:
8 when true do { } goto Sub3_POSTING;

9 ... // Sub3

10 loc Sub3_COMPLETED:
11 when true do { } goto S_COMPLETING;

Figure A.9. BIR Representation for Sequential Started Template

Figure A.10. Try Step Example

the Posting state (line 1-2). When Sub1 is completed, the next sub-step is posting

(line 4-5). Similarly, Sub3 is posting as soon as Sub2 is completed (line 7-8). And

the sequential step S goes into the Completing state when its last sub-step Sub3 is

completed (line 10-11). In this example, those sub-steps do not throw any exceptions.

If a sub-step may throw exceptions, BIR code must be inserted to check and handle

those exceptions. This is achieved by invoking the exception handling template.

Try Step Started Template

The Try Step Started Template is used to construct the behavior of a try step

after it has been started. When a try step is started, it tries to execute its sub-steps

one by one from left to right. The try step is successfully completed if any of its

sub-steps is successfully completed.
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1 loc S_STARTED:
2 when true do { } goto Sub1_POSTING;

3 ... // Sub1

4 loc Sub1_COMPLETED:
5 when true do { } goto S_COMPLETING;

6 ... // Sub1 cont.

7 loc Sub1_TERMINATED:
8 when true do { } goto S_handle_exceptions1;

9 loc S_handle_exceptions1:
10 when b_e do { b_e:= false; } goto Sub2_POSTING;

11 loc Sub2_POSTING:
12 ... // Sub2

13 loc Sub2_COMPLETED:
14 when true do { } goto S_COMPLETING;

Figure A.11. BIR Representation for Try Started Template

Figure A.10 shows a try step S that has two sub-steps Sub1 and Sub2. Sub1 may

throw exception e that is handled by an exception handler with the continue badge.

The BIR code produced by applying Try Step Started Template is given in the Fig-

ure A.11. When the try step S is started, the first sub-step Sub1 goes into the Posting

state (line 1-2). When Sub1 is completed, the parent step S is completing (line 4-5).

If Sub1 throws exception e, it is terminated and the corresponding exception handler

is executed. The exception handling code from line 9-10 is created by the Exception

Handling Template. Try Step Started Template sets the target for the transition at

line 10 to Sub2 POSTING. This means that after the exception e is handled, the next

sub-step Sub2 is posting because the exception handler has a continue badge. The

try step S goes into the Completing state when its last sub-step Sub2 is completed

(line 14-15).

Parallel Step Started Template

The Parallel Step Started Template is applied to construct the behavior of a paral-

lel step after it has been started. It is quite different from the Sequential Step Started

Template that we just discussed. When a parallel step is started, all its sub-steps will
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Figure A.12. Parallel Step Example

be posted at the same time. Then the sub-steps can be executed in any (possibly

interleaved) order. And the parallel step is only completed after all of its sub-steps

has successfully completed.

Figure A.12 shows a parallel step S that has three sub-steps: Sub1, Sub2, Sub3.

The corresponding BIR representation is given in the Figure A.13. Before the Started

Parallel Step Template is applied, the sub-steps of the parallel step have already been

translated into different BIR threads. In this example, thread T Sub1, T Sub2 and

T Sub3 are created for sub-step Sub1, Sub2, and Sub3 respectively. When the parallel

step S is started, three threads of its sub-steps are started by the start action (line

3-8). Then the parallel step waits until these thread to finish (line 9-20). Note that

each join action on a thread is followed by a threadTerminated test for that thread.

This is a constraint imposed by the BIR language specification.

Choice Step Started Template

The Choice Step Started Template is applied to construct the behavior of a choice

step after it has been started. Once started, a choice step allows the agent to select a

sub-step to execute among its sub-steps. A choice step is considered completed only

after one of its sub-steps have completed. Once a sub-step is selected to be executed,

the other sub-steps are retracted. Handlers with continue badge are used to execute

another sub-step if the selected sub-step fails. More specifically, when a handler with
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1 loc S_STARTED:
2 when true do { } goto S_fork_subs;

3 loc S_fork_subs:
4 when true do {
5 start(T_Sub1 );
6 start(T_Sub2 );
7 start(T_Sub3 );
8 } goto S_join_Sub1;

9 loc S_join_Sub1:
10 when true do { join(T_Sub1 ); } goto S_test_Sub1;

11 loc S_terminate_test_Sub1:
12 when threadTerminated(T_Sub1) do { } goto S_join_Sub2;

13 loc S_join_Sub2:
14 when true do { join(T_Sub2 ); } goto S_test_Sub2;

15 loc S_terminate_test_Sub2:
16 when threadTerminated(T_Sub2) do { } goto S_join_Sub3;

17 loc S_join_Sub3:
18 when true do { join(T_Sub3 ); } goto S_test_Sub3;

19 loc S_terminate_test_Sub3:
20 when threadTerminated(T_Sub3) do { } goto S_COMPLETED;

21 ...

Figure A.13. BIR Representation for the Parallel Started Template
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continue badge is executed, all the retracted sub-steps will be posted again and one

of them is selected to be performed.

In our approach, sub-steps of choice steps are translated into threads. This is not

so intuitive because the choice is supposed to choose only one sub-step to execute each

time. The problem is that the choice step does not restrict the order of its sub-steps.

In another word, sub-steps of a choice step may execute in any order though not in

parallel. One straight-forward translation option is to enumerate all possible such

orders in the BIR code. This could easily blow up the BIR code if the choice step

has many sub-steps. Instead, we decide to translate sub-steps of a choice step into

BIR thread and force them to run one after another. This is achieved by adding a

choice variable that indicates which sub-step is selected. In addition, each sub-step is

assigned one done variable that represents whether the sub-step is done or not. The

choice variable is randomly assigned to the index of a single sub-step at the beginning

of each iteration. Then all sub-step threads are started. The thread of a sub-step

first tests if it has been done. If so, the thread ends immediately. Otherwise the

thread proceeds to check the sub-step index against the choice variable. Only the

one whose index equals to the value of the choice variable will continue. And other

threads simply retract their corresponding sub-steps. The major advantage of this

approach is that it produces more compact BIR code, greatly relieving the burden of

the model construction for verification tools.

Figure A.14 shows a choice step S that has two sub-steps Sub1 and Sub2. Both

sub-steps could throw exception e which is handled by a hander with continue badge.

This allows the one sub-step to be executed if the other one fails. The BIR produced

by applying Choice Step Started Template is presented in Figure A.15. When the

choice step S is started, the done variables for both sub-steps are initialized to be

false (line 3-7). Then the choice variable of S is non-deterministically assigned to be

0 or 1 (line 8-10). If S choice is 0, Sub1 is selected to be executed. And if it is 1, Sub2
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Figure A.14. Choice Step Example

is selected. The next location (line 11-17) checks whether Sub1 is selected. If Sub1 is

not selected (S choice!=0), Sub2 should be checked. If Sub1 is selected and it is not

done yet ((S choice==0)&&!Sub1 done), the sub-step threads will be forked. In the

case when Sub1 is selected but it has already done ((S choice==0)&&Sub1 done),

it should not be executed again. Therefore, control flow goes back to choose the

choice variable of S. Line 18-24 checks Sub2 in a similar way. One may readily notice

that in line 25-38, both sub-step threads are forked. According to the semantic of

choice steps, however, only one sub-step that has not finished should be executed in

each iteration. This constraint is actually enforced in the individual sub-step thread.

Figure A.16 presents the sub-step thread for Sub1. Line 2-4 shows that Sub1 can be

posted only if it is not done yet. Otherwise, the whole sub-step thread ends. The code

that makes sure that Sub1 should be retracted if it is not selected is not shown here.

This piece of code is generated by Choice Sub-Step Retracted Template as discussed

above. In line 6-9, the done variable Sub1 done is set to true if Sub1 is completed

or terminated, indicating that Sub1 is done. If Sub1 is retracted, however, the done

variable is not set to true because it could be posted again by the exception handler

with continue badge. Although not shown in this example, the done variable should

also be set to true if the sub-step is opted-out.

186



1 loc S_STARTED:
2 when true do { } goto S_init;

3 loc S_init:
4 when true do {
5 Sub1_done := false;
6 Sub2_done := false;
7 } goto S_choose;

8 loc S_choose:
9 when true do { S_choice := 0; } goto S_check_Sub1;

10 when true do { S_choice := 1; } goto S_check_Sub1;

11 loc S_check_Sub1:
12 when ( S_choice != 0 )
13 do { } goto S_check_Sub2;

14 when ( (S_choice == 0) && !Sub1_done)
15 do { } goto S_fork_subs;

16 when ( (S_choice == 0) && Sub1_done )
17 do { } goto S_choose;

18 loc S_check_Sub2:
19 when ( S_choice != 1 )
20 do { } goto S_fork_subs;

21 when ( (S_choice == 1) && !Sub2_done)
22 do { } goto S_fork_subs;

23 when ( (S_choice == 1) && Sub2_done )
24 do { } goto S_choose;

25 loc S_fork_subs:
26 when true do {
27 start(T_Sub1 );
28 start(T_Sub2 );
29 } goto S_join_Sub1;

30 loc S_join_Sub1:
31 when true do { join(T_Sub1 ); } goto S_test_Sub1;

32 loc S_terminate_test_Sub1:
33 when threadTerminated(T_Sub1) do { } goto S_join_Sub2;

34 loc S_join_Sub2:
35 when true do { join(T_Sub2 ); } goto S_test_Sub2;

36 loc S_terminate_test_Sub2:
37 when threadTerminated(T_Sub2)
38 do { } goto S_handle_exceptions;

Figure A.15. BIR Representation for the Choice Started Template

187



1 thread T_Sub1
2 loc Sub1_begin:
3 when !( Sub1_done) do { } goto Sub1_POSTING;

4 when Sub1_done do { } goto Sub1_end;

5 ... // Sub1

6 loc Sub1_COMPLETED:
7 when true do { Sub1_done := true; } goto Sub1_end;

8 loc Sub1_TERMINATED:
9 when true do { Sub1_done := true; } goto Sub1_end;

10 loc Sub1_RETRACTED:
11 when true do { } goto Sub1_end;

12 loc Sub1_end:
13 when true do { exit(T_Sub1 ); } goto Sub1_exit;

14 loc Sub1_exit:
15 end T_Sub1;

Figure A.16. BIR Representation for Sub-step of Choice Step

Leaf Step Started Template

In a Little-JIL process, leaf steps are performed by the assigned agents once they

are started. The behaviors of agents, however, are not modeled in the Little-JIL

process definition. The process definition only specifies the interfaces of a leaf step,

which declares the parameters used by the step as well as exceptions that might be

thrown by the step. Based on the interface, we translate the started behavior of a

leaf step into a BIR model that conservatively captures such behavior.

Supposed that there is a leaf step S that might throw exception e1 and e2. Fig-

ure A.17 shows the BIR code generated by Leaf Step Started Template for this step.

There are three transitions in this location. All of them have the condition true.

This means that when the execution reaches the location, one transition will be non-

deterministically selected to be executed. In the first transition (line 2), no exception

is thrown and the step S is completing. In the second transition (line 3), the excep-

tion e1 is thrown and the step S is terminated. In the third transition (line 4), the

exception e2 is thrown that also terminates S.
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1 loc S_STARTED:
2 when true do { } goto S_COMPLETING;

3 when true do { e1 := true; } goto S_TERMINATED;

4 when true do { e2 := true; } goto S_TERMINATED;

Figure A.17. BIR Representation for Leaf Step Started Template

To handle the rare situations where the precise model of the started behavior

of a leaf step is necessary, we support customized started behavior models. The

analyst provides the BIR model for a leaf step that defines how this step goes from

the STARTED state into the COMPLETING and TERMINATED states. When

applying Leaf Step Started Template for such a step, the customized model is returned.

For a leaf step without a customized model, the default model shown above will be

created.

Completing Template

This type of template translates the behaviors after a step is COMPLETING and

before it is COMPLETED. Such behaviors are the same for all steps, so only one

template is defined for this type.

After a step is COMPLETING and before it is COMPLETED, the step may pass

out parameters and put artifacts to channels. Similar to the posting template, the

completing template only translates the channel operations.

Operator Write is the only operator that can be used to put an artifact to a

channel. Suppose that there is a step S that puts an artifact to a channel channel

using the Write operator. The BIR code after applying the template is shown in

Figure A.18. Once in the COMPLETING state, the step proceeds to write an artifact

to the channel channel. Since the Operator never blocks the execution of a step, the

channel is simply set to be non-empty (channel := true).
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1 loc S_COMPLETING:
2 when true do { } goto S_channel_write;

3 loc S_channel_write:
4 when true do {
5 channel := true;
6 } goto S_COMPLETED;

Figure A.18. BIR Representation for Completing Template Example

Figure A.19. Exception Handling Example

Exception Handling Template

The Exception Handling Template is invoked by various Started Templates to

generate the code to handle exceptions thrown by the sub-steps. When a sub-step

throws an exception, the matching exception handler associated with the parent step

will be invoked to handle the exception. If the handler is associated with an exception

handler step, the handler step will be executed. The exception handler also has a

control-flow badge indicating how the step catching the exception executes after the

handler step finishes. Since this exception handling mechanism is the same for all

kinds of steps, only one Exception Handling Template is defined.

Figure A.19 shows an exception handling example. The sub-step Sub may throw

two exceptions: e1 and e2. The handler used to handle exception e1 has a handler

step Handler1 and a continue control flow badge. And the handler used to handle ex-

ception e2 has a handler step Handler2 and a rethrow control flow badge. Figure A.20

shows the BIR code that will be executed once Sub1 is terminated. In this code, b e1
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1 loc Parent_fork_T_Handler1:
2 when (b_e1==true) do {
3 start(T_Handler1 );
4 } goto Parent_fork_T_Handler2;

5 when (b_e1== false) do {
6 } goto Parent_fork_T_Handler2;

7 loc Parent_fork_T_Handler2:
8 when (b_e2==true) do {
9 start(T_Handler2 );

10 } goto Parent_fork_T_Handler2;

11 when (b_e2== false) do {
12 } goto Parent_join_T_Handler1;

13 loc Parent_join_T_Handler1:
14 when (b_e1==true) do {
15 join(T_Handler1 );
16 } goto Parent_terminate_test_T_Handler1;

17 when (b_e1== false) do {
18 } goto Parent_join_T_Handler2;

19 loc Parent_terminate_test_T_Handler1:
20 when threadTerminated(T_Handler1) do {
21 } goto Parent_control_rethrow;

22 loc Parent_join_T_Handler2:
23 when (b_e2==true) do {
24 join(T_Handler2 );
25 } goto Parent_terminate_test_T_Handler2;

26 when (b_e2== false) do {
27 } goto Parent_control_rethrow;

28 loc Parent_control_rethrow:
29 when (b_e2==true) do { } goto Parent_TERMINATED;

30 when (b_e2== false) do { } goto Parent_control_continue;

31 loc Parent_control_continue:
32 when (b_e1==true) do { b_e1:=false; } goto t;
33 when (b_e1== false) do { } goto t;

Figure A.20. BIR Representation for the Exception Handling Template
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and b e2 are Boolean variables used to encode exception e1 and e2 respectively. Since

exception handlers may be executed in parallel, the handler steps are translated into

BIR threads. T Handler1 and T Handler2 are BIR threads corresponding to handler

step Handler1 and Handler2. The first part of the code (line 1-12) tests whether

exceptions are thrown or not one by one. If an exception is thrown, the thread trans-

lated from the corresponding exception handler step is started. Otherwise, the next

exception is checked. The next part (13-27) joins the threads of exception handling

steps if they have been started. The last part (line 28-33) directs the flow of control

according to the control-flow badges of the exception handlers. In this example, ex-

ception e2 is tested first because its handler Handler2 has a rethrow badge, which

has a higher priority than the continue badge of Handler1. One might notice that

while exception variable b e1 is set to false (line 32), exception variable b e1 re-

mains to be true (line 29). This is because exception e2 is rethrown by its handler.

The exception variable should remain true until it is handled by a non-rethrown

handler associated with any ancestor of the parent step. Another thing needed to be

mentioned is that two targets of the last location are empty. The reason is that they

may go to different locations for different kinds of parent step. For instance, if the

parent step is a try step, the first transformation should go to the posted location

of the next sub-step, and the second one should go to the completed location of the

parent step. But if the parent step is a sequential step, both should go to the posted

location of the next sub-step. These targets, therefore, are left empty and will be

filled up by the Started Template that invokes the Exception Handling Template.
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APPENDIX B

FAULT TREE DERIVATION TEMPLATES

Table B.1. Fault Tree Derivation Templates

Event Type Template(s)
Event Type 1 All Inputs are Correct, But S Produces In-

correct Output o
None

Event Type 2 Artifact o is Wrong When S is Posted Template 1, 2
Event Type 3 Artifact o is Wrong When S is Started Template 3
Event Type 4 Artifact o is Wrong When S is Retracted Template 4
Event Type 5 Artifact o is Wrong When S is Opted-out Template 5
Event Type 6 Artifact o is Wrong When S is Completed Template 6, 7
Event Type 7 Artifact o is Wrong When S is Terminated

by Exception e
Template 8, 9

Event Type 8 Artifact o is Wrong When S is about to be
Completed

Template 10, 11

Event Type 9 Exception e is Thrown by S None
Event Type 10 Exception e is not Thrown by S Tempate 12
Event Type 11 Step S is Opted-out None
Event Type 12 Step S is not Opted-out Template 13
Event Type 13 Step S is Retracted None
Event Type 14 Step S is not Retracted Template 14

Templates for Artifact o is Wrong When S is Posted

Since the artifact o is already wrong when S is posted, the fault is not introduced

by step S. It must be propagated from the previous step. Depending on whether

step S is an exception handler or not, the flow of control goes to S is quite different.

To make the templates simpler, we use two separate templates to develop this type

of events.
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Figure B.1. Template 1

Template 1

Requirement:

• The event e to be developed is Artifact o is Wrong When S is Posted, and

• Step S is an exception handler step

Partial Fault Tree:

The partial fault tree for this template is shown in Figure B.1. If S is an exception

handler step, it can only be posted if the corresponding exception is thrown. There-

fore, the event “Artifact o is Wrong When S is Posted” can only be caused by the

event “Artifact o’ is Wrong When S’ is Terminated by Exception e”, where

• e is the exception handled by S;

• S ′ may throw exception e;

• o′ is an output parameter of S ′ that will be passed to o (via parameter bindings).

If no such parameter exists, o′ = o.

It is possible that the step S ′ does not have an output parameter o′ that is passed

to o. o′ may be an output of another step S ′′ that is executed before S ′ and be

passed to the exception handler. It is tempting to look several steps back to identify

S ′′, create an event “Artifact o’ is Wrong When S” is Completed”, and connect this

event to the OR gate. This, however, violates an important rule in the practice of
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fault tree derivation: always look at the immediate causes each time [131]. Violating

this rule could result in overlooking some critical events between event “Artifact o’

is Wrong When S” is Completed” and “Artifact o is Wrong When S is Posted”. One

might argue that since we derive the fault tree automatically instead of manually, we

can avoid overlooking such critical events by considering all possible situations and

incorporating them into the templates. The problem is that this will greatly increase

the size of the templates and make the derivation algorithm much more complicated.

Therefore, we choose to apply Template 1 and create the temporary event “Artifact

o is Wrong When S’ is Terminated by Exception e” in this case. This event can be

interpreted as: although the artifact o is not visible to the step S ′, it is already wrong

and still alive at the point when S ′ is terminated by exception e. After the fault tree

is derived, most of the temporary events introduced in this way can be removed by

the fault tree optimization techniques discussed in Chapter 4.

Template 2

Requirement:

• The event e to be developed is Artifact o is Wrong When S is Posted

• S is not an exception handler step

Partial Fault Tree:

The partial fault tree for this template is shown in Figure B.2. If S is the root

step, the incorrect artifact must be passed in as a parameter to the process. How

the parameter went wrong is out of the scope of the process. Therefore, the event is

treated as a basic event and does not need to be developed further.

If S is neither an exception handler nor the root step, it may be posted in two

cases: it may be posted after its parent step is started or it may be posted after

a sibling step is completed. The first case occurs if S is the first child step to be

executed, e.g. S is a pre-requisite step, or S is the first sub-step of a sequential step
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Figure B.2. Template 2

that does not have a pre-requisite step. Suppose S ′ is the parent step of S, S will be

posted as soon as S ′ is started. Since S ′ is a non-leaf step, it is not able to change the

artifact o. The artifact o must already be wrong at the point when the S ′ is started.

In other words, event “Artifact o is Wrong When S is Posted” could be caused by

event “Artifact o’ is Wrong When S’ is Started”, where:

• S ′ is the parent step of S, and S is the first child to be executed, and

• o′ is a parameter of S ′ that will be passed to o. If no such parameter exists,

o′ = o.

The second case occurs when S is not the first child step to be executed. In this

case, S can only be executed after one of its siblings is completed. For example, if S is

the second sub-step of a sequential step, it will be posted as soon as the first sub-step is

completed. If the first step may throw an exception and the corresponding exception

handler has a continue badge, S can also be posted after the exception handler step

is completed. Note that if this exception handler does have a handler step, S can

actually be posted when the first step is terminated. To simplify the template, a

dummy handler step is added to an exception handler if it is not associated with a

hander step. For steps in the second case, event “Artifact o is Wrong When S is

posted” may be caused by event “Artifact o’ is Wrong When S’ is Completed”, where:

• S ′ a sibling of S and if S ′ is completed, S will be executed, and
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Figure B.3. Template 3

• o′ is an output parameter of S ′ that will be passed to o. If no such parameter

exists, o′ = o.

Template for Artifact o is Wrong When S is Started

Template 3

Requirement:

• The event e to be developed is Artifact o is Wrong When S is Started

Partial Fault Tree:

The partial fault tree for this template is shown in Figure B.3. In Little-JIL,

the only step state that may immediately precedes the state <S, Started> is <S,

Posted>. Since artifacts cannot be changed between these two states, event “Artifact

o is Wrong When S is Started” can occur only if the artifact o is already wrong when

the step S is posted. On the other hand, however, event “Artifact o is Wrong When S

is posted” does not always lead to “Artifact o is Wrong When S is Started”. The step

S may be a retractable step, e.g. S is a sub-step of a parallel step. S may go from

the posted state to the retracted state when another sub-step throws an exception.

When this occurs, the faulty o will not be propagated to the state <S, Started>.

The step S may also be an optional step. The agent responsible for S is allowed

to opt out of the posted step S. In this case, event “Artifact o is wrong when S is
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Figure B.4. Template 4

posted” will not lead to “Artifact o is Wrong When S is Started” as well. Therefore,

to allow the faulty o to be propagated from the posted state to the started state, S

should not be retracted or opted-out. Notice that the nodes for event “Step S is not

Opted out” and “Step S is not Retracted” are drawn using dash lines. This means that

these two events may or may not be present, depending on if the step S is optional or

retractable. “Step S is not Opted out” is present iff S is an optional step, and “Step

S is not Retracted” is present iff S is a retractable step.

Templates for Artifact o is Wrong When S is Retracted

Template 4

Requirement:

• The event e to be developed is Artifact o is Wrong When S is Retracted

Partial Fault Tree:

The immediate predecessor of the step state <S, Retracted> is <S, Posted>.

Since retracted step can never make changes to its parameters, the artifact o must

have already been wrong when S is posted. Moreover, the control flow only goes from

<S, Posted> to <S, Retracted> if step S is retracted. This results in the template

shown in Figure B.4.
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Figure B.5. Template 5

Templates for Artifact o is Wrong When S is Opted-out

Template 5

Requirement:

• The event e to be developed is Artifact o is Wrong When S is Opted-out

Partial Fault Tree:

The immediate predecessor of the step state <S, Opted-out> is also <S, Posted>.

Similar to the retracted step, opted-out step does not make changes to its parameters.

Therefore, the artifact o must already be wrong when S is posted. Moreover, the

control flow only goes from <S, Posted> to <S, Opted-out> if step S is retracted.

This results in the template shown in Figure B.5.

Templates for Artifact o is Wrong When S is Completed

Template 6

Requirement:

• The event e to be developed is Artifact o is Wrong When S is Completed, and

• S is not a leaf step

Partial Fault Tree:
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Figure B.6. Template 6

If S is not a leaf step, S may be completed immediately after certain child step

is completed. For example, a sequential step is completed as soon as its last sub-step

is completed. Suppose this step has an exception handler with a complete badge, it

may also be completed when the exception handler step is completed. In this case,

event “Artifact o is Wrong When S is Completed” is caused by event “Artifact o’ is

Wrong When S’ is Completed”, where:

• S ′ is a child step of S and if it is completed, S will be completed, and

• o′ is a parameter of S ′ that will be passed to o. If no such parameter exists,

o′ = o.

There may be more than one child steps that are qualified. For each such child

step, an event “Artifact o’ is Wrong When S’ is Completed” needs to be created and

connected to the OR gate.

If step S has optional sub-steps, it could be completed after one of its optional

sub-step is opted-out. In this case, event “Artifact o is Wrong When S is Completed

is caused by event “Artifact o” is Wrong When S” is Opted-out”, where:

• S ′′ is an optional sub-step of S and if it is completed, S will be completed, and

• o′′ is a parameter of S ′′ that will be passed to o. If no such parameter exists,

o′′ = o.
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Figure B.7. Template 7

Figure B.6 shows the template that considers both cases.

Template 7

Requirement:

• The event e to be developed is Artifact o is Wrong When S is Completed, and

• S is a leaf step

Partial Fault Tree:

If S is a leaf step, event “Artifact o is wrong when S is completed” occurs if the

artifact o is already wrong when step S is about to be completed, and no exception is

thrown by S. If any exception is thrown, the faulty artifact o will not be propagated

to the state <S, Completed>. Figure B.7 shows the template.

S may throw more than one exception. For each exception e that could be thrown

by S, a new event “Exception e is not thrown by S” is created. If S does not throw

any exception, event “Exception e is not thrown by S” will not be created.

Templates for Artifact o is Wrong When S is Terminated by

Exception e

Template 8

Requirement:
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Figure B.8. Template 8

• The event e to be developed is Artifact o is Wrong When S is Terminated by

Exception e, and

• S is a leaf step

Partial Fault Tree:

Figure B.8 shows the partial fault tree for this template. According to the copy-

in-copy-out semantics of parameter passing in Little-JIL, if a leaf step is terminated,

the parameter that it changes will not be passed out. For the case that o is an OUT

parameter of S, o can be wrong only if S changes o incorrectly. This error, however,

well not be propagated out of S if S is terminated. Therefore “Artifact o is wrong

when S is terminated by exception e” should never occur. To handle this, we mark

the event as infeasible. The infeasible events will be pruned from the fault tree after

the whole fault tree is derived.

For the other cases (o is an IN/INOUT parameter of S, or o is not a parameter of

S), Event “Artifact o is wrong when S is terminated by exception e” can occur only

when the artifact o is already wrong when S is started and the exception e is thrown

by S.

Template 9

Requirement:
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Figure B.9. Template 9

• The event e to be developed is Artifact o is Wrong When S is Terminated by

Exception e, and

• S is a not leaf step

Partial Fault Tree:

Figure B.9 shows the partial fault tree for this template. If S is not a leaf step,

it is usually terminated by exception e when the exception s is propagated from a

child step. For example, a handler step throws exception e, or a sub-step throws e

that does not have a corresponding exception hander. For this case, event “Artifact

o is wrong when S is terminated by exception e” may be caused by event “Artifact o

is wrong when S’ is terminated by exception e” is created, where:

• S ′ is a child step of S and when it throws exception e, S is terminated;

• o′ is a parameter of S ′ that will be passed to o. If no such parameter exists,

o′ = o.

Suppose S has an exception handler with rethrow badge to handle e, S could be

terminated immediately after the exception handler step is completed. For this case,

event “Artifact o is wrong when S is terminated by exception e” may be caused by

event “Artifact o′′ is wrong when S′′ completed” is created, where:

• S ′′ is an exception handler step associated with rethrow exception handler that

handles exception e, and
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Figure B.10. Template 10

• o′′ is a parameter of S ′′ that will be passed to o. If no such parameter exists,

o′′ = o.

Templates for Artifact o is Wrong When S is about to be

Completed

Template 10

Requirement:

• The event e to be developed is Artifact o is Wrong When S is about to be

Completed, and

• o is an output parameter of S

Partial Fault Tree:

Note that step S in event “Artifact o is wrong when S is about to be Completed”

should always be a leaf step because this event can only be introduced by Template

7, which requires step S to be a leaf step.

If o is an output parameter of S, S may change o. We conservatively assume that

o depends on all inputs of S. Therefore, incorrect o may be caused by incorrect input,

or incorrect execution of S, as shown in Figure B.10. In event “Artifact i is Wrong

When S is Started”, S is the same step as the one in “Artifact o is Wrong When S
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Figure B.11. Template 11

is about to be Completed”, and i is an input of S. For each input i of S, one such

event needs to be created. In event “All Inputs are Correct, but S Produces Wrong

o”, artifact o and step S are the same step as the ones in “Artifact o is Wrong When

S is about to be Completed”.

Template 11

Requirement:

• The event e to be developed is Artifact o is Wrong When S is about to be

Completed, and

• o is not an output parameter of S

Partial Fault Tree:

Since o is not an output parameter of S, S cannot change o. Therefore, o is wrong

simply because it is already wrong before S is started, as shown in Figure B.11. The

artifact o and step S in the new event “Artifact o is Wrong When S is Started” are

the same as the ones in event “Artifact o is Wrong When S is about to be Completed”.

Templates for Exception e is not Thrown by S

Template 12

Requirement:
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Figure B.12. Template 12

Figure B.13. Template 13

• The event e to be developed is Exception e is not Thrown by S

Partial Fault Tree:

As shown in Figure B.12, this template is straight-forward. “Exception e is not

Thrown by S” simply means NOT “Exception e is Thrown by S”.

Templates for Step S is not Opted-out

Template 13

Requirement:

• The event e to be developed is Step S is not Opted-out

Partial Fault Tree:

As shown in Figure B.13, “Step S is not Opted-out” simply means NOT “Step S is

Opted-out”.
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Figure B.14. Template 14

Templates for Step S is not retracted

Template 14

Requirement:

• The event e to be developed is Step S is not Opted-out

Partial Fault Tree:

As shown in Figure B.14, “Step S is not retracted” simply means NOT “Step S is

retracted”.
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APPENDIX C

UNOPTIMIZED BIR PROGRAM FOR SIMPLIFIED
BLOOD TRANSFUSION PROCESS

1 process Process_Blood_Transfusion_Process ()

2 // Exception variable for PatientBloodTypeUnavailable

3 b_PatientBloodTypeUnavailable := false;
4 // Exception variable for WrongPatient

5 b_WrongPatient := false;
6 // Exception variable for BloodExpired

7 b_BloodExpired := false;
8 // Exception variable for WrongBlood

9 b_WrongBlood := false;
10

11 // Done variable for ’Check Expiration Date ’

12 b_CheckExpirationDateDone := false;
13 // Done variable for Check ’Product Info Match Patient Info ’

14 b_CheckProductInfoMatchPatientInfo := false;
15

16 main thread T_Blood_Transfusion_Process
17 loc Blood_Transfusion_Process_POSTED:
18 when true do { }
19 goto Blood_Transfusion_Process_STARTED;

20 loc Blood_Transfusion_Process_STARTED:
21 when true do { }
22 goto Obtain_Patients_Blood_Type_POSTED;

23 loc Obtain_Patients_Blood_Type_POSTED:
24 when true do { }
25 goto Obtain_Patients_Blood_Type_STARTED;

26 loc Obtain_Patients_Blood_Type_STARTED:
27 when true do { }
28 goto Check_Lab_for_Patients_Blood_Type_POSTED;

29 loc Check_Lab_for_Patients_Blood_Type_POSTED:
30 when true do { }
31 goto Check_Lab_for_Patients_Blood_Type_STARTED;

32 loc Check_Lab_for_Patients_Blood_Type_STARTED:
33 when true do { }
34 goto Check_Lab_for_Patients_Blood_Type_COMPLETED;

35 when true do { b_PatientBloodTypeUnavailable := true; }
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36 goto Check_Lab_for_Patients_Blood_Type_TERMINATED;

37 loc Check_Lab_for_Patients_Blood_Type_COMPLETED:
38 when true do { }
39 goto Obtain_Patients_Blood_Type_COMPLETED;

40 loc Check_Lab_for_Patients_Blood_Type_TERMINATED:
41 when true do { }
42 goto Obtain_Patients_Blood_Type_control_continue:

43 loc Obtain_Patients_Blood_Type_control_continue:
44 when ( b_PatientBloodTypeUnavailable == true )
45 do { b_PatientBloodTypeUnavailable := false; }
46 goto Test_Patients_Blood_Type_POSTED;

47 loc Test_Patients_Blood_Type_POSTED:
48 when true do { }
49 goto Test_Patients_Blood_Type_STARTED;

50 loc Test_Patients_Blood_Type_STARTED:
51 when true do { }
52 goto Test_Patients_Blood_Type_COMPLETED;

53 loc Test_Patients_Blood_Type_COMPLETED:
54 when true do { }
55 goto Obtain_Patients_Blood_Type_COMPLETED;

56 loc Obtain_Patients_Blood_Type_COMPLETED:
57 when true do { }
58 goto Pick_up_Blood_from_Blood_Bank_POSTED;

59 loc Pick_up_Blood_from_Blood_Bank_POSTED:
60 when true do { }
61 goto Pick_up_Blood_from_Blood_Bank_STARTED;

62 loc Pick_up_Blood_from_Blood_Bank_STARTED:
63 when true do { }
64 goto Pick_up_Blood_from_Blood_Bank_COMPLETED;

65 loc Pick_up_Blood_from_Blood_Bank_COMPLETED:
66 when true do { }
67 goto Perform_Bedside_Check_POSTED;

68 loc Perform_Bedside_Check_POSTED:
69 when true do { }
70 goto Perform_Bedside_Check_STARTED;

71 loc Perform_Bedside_Check_STARTED:
72 when true do { }
73 goto Identify_Patient_POSTED;

74 loc Identify_Patient_POSTED:
75 when true do { }
76 goto Identify_Patient_STARTED:

77 loc Identify_Patient_STARTED:
78 when true do { }
79 goto Identify_Patient_COMPLETED;

80 when true do { b_WrongPatient := true; }
81 goto Identify_Patien_TERMINATED;
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82 loc Identify_Patient_COMPLETED:
83 when true do { }
84 goto Check_Blood_Product_POSTED;

85 loc Identify_Patien_TERMINATED:
86 when true do { }
87 goto Perform_Bedside_Check_control_rethrow:

88 loc Perform_Bedside_Check_control_rethrow:
89 when ( b_WrongPatient == true ) do ()
90 goto Perform_Bedside_Check_TERMINATED;

91 loc Check_Blood_Product_POSTED:
92 when true do { }
93 goto Check_Blood_Product_STARTED;

94 loc Check_Blood_Product_STARTED:
95 when true do { }
96 goto Check_Blood_Product_fork_subs:

97 loc Check_Blood_Product_fork_subs:
98 when true do {
99 start(T_Check_Expiration_Date );

100 start(T_Check_Product_Info_Match_Patient_Info );
101 } goto Check_Blood_Product_join_Sub1;

102 loc Check_Blood_Product_join_Sub1:
103 when true do { join(T_Check_Expiration_Date ); }
104 goto Check_Blood_Product_terminate_test_Sub1;

105 loc Check_Blood_Product_terminate_test_Sub1:
106 when threadTerminated(T_Check_Expiration_Date) do { }
107 goto Check_Blood_Product_join_Sub2;

108 loc Check_Blood_Product_join_Sub2:
109 when true do {
110 join(T_Check_Product_Info_Match_Patient_Info );
111 } goto Check_Blood_Product_terminate_test_Sub2;

112 loc Check_Blood_Product_terminate_test_Sub2:
113 when
114 threadTerminated(
115 T_Check_Product_Info_Match_Patient_Info
116 )
117 do { } goto Check_Blood_Product_coontrol_rethrow;

118 loc Check_Blood_Product_coontrol_rethrow:
119 when ( b_BloodExpired != true &&
120 b_WrongBlood != true )
121 do { }
122 goto Check_Blood_Product_COMPLETED;

123 when ( b_BloodExpired == true ||
124 b_WrongBlood == true)
125 do { }
126 goto Perform_Bedside_Check_control_rethrow2;

127 loc Check_Blood_Product_COMPLETED:
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128 when true do { }
129 goto Perform_Bedside_Check_COMPLETED;

130 loc Perform_Bedside_Check_COMPLETED:
131 when true do { }
132 goto Infuse_Blood_POSTED;

133 loc Perform_Bedside_Check_control_rethrow2:
134 when ( b_BloodExpired == true ||
135 b_WrongBlood == true )
136 do { }
137 goto Perform_Bedside_Check_TERMINATED;

138 loc Perform_Bedside_Check_TERMINATED:
139 when true do { }
140 goto Blood_Transfusion_Process_control_rethrow:

141 loc Blood_Transfusion_Process_control_rethrow:
142 when ( b_WrongPatient == true ||
143 b_BloodExpired == true ||
144 b_WrongBlood == true )
145 do { }
146 goto Blood_Transfusion_Process_TERMINATED

147 loc Infuse_Blood_POSTED:
148 when true do { } goto Infuse_Blood_STARTED;

149 loc Infuse_Blood_STARTED:
150 when true do { } goto Infuse_Blood_COMPLETED;

151 loc Infuse_Blood_COMPLETED:
152 when true do { }
153 goto Blood_Transfusion_Process_COMPLETED;

154 loc Blood_Transfusion_Process_COMPLETED:
155 when true do { }
156 goto T_Blood_Transfusion_Process_exit;

157 loc Blood_Transfusion_Process_TERMINATED:
158 when true do { }
159 goto T_Blood_Transfusion_Process_exit;

160 loc T_Blood_Transfusion_Process_exit:
161 end T_Blood_Transfusion_Process;
162

163 thread T_Check_Expiration_Date
164 loc Check_Expiration_Date_test_retract:
165 when ( b_WrongBlood == true ) do { }
166 goto Check_Expiration_Date_RETRACTED;

167 when ( b_WrongBlood != true ) do { }
168 goto Check_Expiration_Date_POSTED:

169 loc Check_Expiration_Date_POSTED:
170 when true do { }
171 goto Check_Expiration_Date_STARTED;

172 loc Check_Expiration_Date_STARTED:
173 when true do { }
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174 goto Check_Expiration_Date_COMPLETED;

175 when true do { b_BloodExpired := true; }
176 goto Check_Expiration_Date_TERMINATED;

177 loc Check_Expiration_Date_COMPLETED:
178 when true do { } goto T_Check_Expiration_exit;

179 loc Check_Expiration_Date_TERMINATED:
180 when true do { } goto T_Check_Expiration_exit;

181 loc Check_Expiration_Date_RETRACTED:
182 when true do { } goto T_Check_Expiration_exit;

183 loc T_Check_Expiration_exit:
184 end T_Check_Expiration_Date;
185

186 thread T_Check_Product_Info_Match_Patient_Info
187 loc Check_Product_Info_Match_Patient_test_retract:
188 when ( b_BloodExpired == true ) do { }
189 goto Check_Product_Info_Match_Patient_RETRACTED;

190 when ( b_BloodExpired != true ) do { }
191 goto Check_Product_Info_Match_Patient_POSTED:

192 loc Check_Product_Info_Match_Patient_POSTED:
193 when true do { }
194 goto Check_Product_Info_Match_Patient_STARTED;

195 loc Check_Product_Info_Match_Patient_STARTED:
196 when true do { }
197 goto Check_Product_Info_Match_Patient_COMPLETED;

198 when true do { b_WrongBlood := true; }
199 goto Check_Product_Info_Match_Patient_TERMINATED;

200 loc Check_Product_Info_Match_Patient_COMPLETED:
201 when true do { }
202 goto T_Check_Product_Info_Match_Patient_Info_exit;

203 loc Check_Product_Info_Match_Patient_TERMINATED:
204 when true do { }
205 goto T_Check_Product_Info_Match_Patient_Info_exit;

206 loc Check_Product_Info_Match_Patient_RETRACTED:
207 when true do { }
208 goto T_Check_Product_Info_Match_Patient_Info_exit;

209 loc T_Check_Product_Info_Match_Patient_Info_exit:
210 end T_Check_Product_Info_Match_Patient_Info;
211

212 predicates
213 IdentifyPatient =
214 T_Blood_Transfusion_Process@Identify_Patient_COMPLETED;
215 InfuseBlood =
216 T_Blood_Transfusion_Process@Infuse_Blood_STARTED;
217 end Process_Blood_Transfusion_Process;
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APPENDIX D

IN-PATIENT BLOOD TRANSFUSION PROCESS

213



Figure D.1. Diagram “perform in-patient blood transfusion”

Figure D.2. Diagram “check for existence of type and screen”

Figure D.3. Diagram “pick up blood from blood bank”
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Figure D.4. Diagram “perform pre-release checks”

Figure D.5. Diagram “perform transfusion”

Figure D.6. Diagram “administer a single unit of blood product”
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Figure D.7. Diagram “perform pre-infusion work”

Figure D.8. Diagram “assess patient”

Figure D.9. Diagram “perform bedside checks”
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Figure D.10. Diagram “verify blood product information”

Figure D.11. Diagram “confirm product tag matches patient ID band”

Figure D.12. Diagram “confirm product label matches product tag”
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Figure D.13. Diagram “handle failed product verification by replacement”

Figure D.14. Diagram “handle previously unrecognized patient problem”

Figure D.15. Diagram “handle suspected transfusion reaction”
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Figure D.16. Diagram “infuse unit of blood product”

Figure D.17. Diagram “perform post-infusion work”

Figure D.18. Diagram “perform Blood Specimen Obtaining process”
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Figure D.19. Diagram “order test(s)”

Figure D.20. Diagram “order test(s) on computer”

Figure D.21. Diagram “order test(s) on patient chart”
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Figure D.22. Diagram “collect labels”

Figure D.23. Diagram “walk to patient”

Figure D.24. Diagram “obtain and label specimen”
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Figure D.25. Diagram “apply label”

Figure D.26. Diagram “obtain blood specimen”

Figure D.27. Diagram “send blood specimen to lab”
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Figure D.28. Diagram “log specimen transport action”

Figure D.29. Diagram “verify the correct patient to get specimen”

Figure D.30. Diagram “verify patient ID to ID band”
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Figure D.31. Diagram “verify patient first and last names”

Figure D.32. Diagram “verify patient-DOB”

Figure D.33. Diagram “verify patient ID on artifact to artifact”
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APPENDIX E

BLOOD TRANSFUSION PROCESS VERIFICATION
REPORT

A Checks Done Before Obtaining Unit of Blood Product

A.1 If the blood bank doesn’t have a type & screen for the patient, obtain

a blood specimen

Iteration 1:

• Event Binding:

receive physician order for blood transfusion →

confirm physician order for blood transfusion COMPLETED

obtain blood specimen →

obtain blood specimen STARTED

discover blood bank doesn’t have type and screen →

contact lab for availability of type and screen

throws exception LabUnknown

• Result: violation found. The property requires that the scope event “receive

physician order for blood transfusion” must happen. However, if there is no phy-

cisian order, the exception NoPhycisianOrder will terminate “confirm physician

order for blood transfusion as well as the whole process. In this case, the event

“receive physician order for blood transfusion” will never occur. In fact, the prop-

erty is only required to hold as long as the event “receive physician order for blood

transfusion” occurs. The scope event “receive physician order for blood transfu-

sion” itself is not required to occur. The property specification is too strong.
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• Change: in the property specification, the answer to the question “is receive

physician order for blood transfusion required?” is changed to “No”. 1

Iteration 2:

• Event Binding: after Iteration 1, the step “obtain blood specimen” has been

replaced by a sub-process “perform Blood Specimen Obtaining process”. So the

event bindings are changed accordingly.

receive physician order for blood transfusion →

confirm physician order for blood transfusion COMPLETED

obtain blood specimen →

perform Blood Specimen Obtaining process STARTED

discover blood bank doesn’t have type and screen →

contact lab for availability of type and screen

throws exception “LabUnknown”

• Result: no violation found.

A.2 Assess the patient for appropriate I.V. access before picking up units

of blood product

Iteration 1:

• Event Binding:

pick up blood product →

pick up blood from blood bank STARTED

assess patient for appropriate I.V. access →

check IV access COMPLETED

provide IV access COMPLETED

1The Propel has changed the scope question tree after the verification. The question “is receive
physician order for blood transfusion required?” is no longer exist.
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• Result: no violation found.

B Administration of a Unit of Blood Product

B.1 Must locate the patient”s consent document before performing a

blood transfusion

Iteration 1:

• Event Binding:

perform transfusion →

perform transfusion STARTED

confirm presence of informed consent →

confirm patient consent COMPLETED

• Result: violation found. The property requires that the event “confirm presence

of informed consent” must happen at least once. However, if there is no patient

consent form, the exception NoPatientConsent will terminate the step “confirm pa-

tient consent” as well as whole process. So the event “confirm presence of informed

consent” will never occur. This violation indicates that an important exception

handling step to handle the exception NoPatientConsent is missing.

• Change: an exception handler “obtain patient consent” that handles the NoPa-

tientConsent exception is added.

Iteration 2:

• Event Binding:

perform transfusion →

perform transfusion STARTED

confirm presence of informed consent →
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confirm patient consent COMPLETED

obtain patient consent COMPLETED

• Result: no violation found.

B.2 Must review patient history before infusing each unit of blood prod-

uct

Iteration 1:

• Event Binding: could not find the binding for the event “review patient history”.

• Change: redefine the step “assess patient” by adding new substep “review

patient history” which occurs before “evaluate patient clinically”. Also, add ex-

ception handler “handle previously unrecognized patient problem” to handle the

exception ProblemFoundInPatientHistory thrown by the new substep.

Iteration 2:

• Event Binding:

Infuse a single unit of blood →

infuse unit of blood product STARTED

review patient history →

review patient history COMPLETED

• Result: no violation found.

B.3 If previously unrecognized patient problem found in history, ask

physician for instructions before infusing each unit of blood product

Iteration 1:

• Event Binding: could not identify the binding for the event “previously unrec-

ognized patient problem found in history”.
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• Change: see change in B.2.

Iteration 2:

• Event Binding:

infuse a single unit of blood →

infuse unit of blood product STARTED

ask physician for instructions →

obtain physician order to continue or discontinue infusion STARTED

find previously unrecognized patient problem →

review patient history throws exception ProblemFoundInPatientHistory

• Result: no violation found.

B.4.1 Confirm presence of ID band before infusing each unit of blood

product

Iteration 1:

• Event Binding: in the process, the step “check patient’s ID bracelet” could

throw two exceptions: MissingArmband and NameMismatch, which mean that

this step actually consists of two tasks: “confirm the presence of an ID band”

and “verify ID band and patient’s stated name and birth date match”. Properties

in C section refer to two different events, which correspond to those two tasks

respectively. Therefore, the analyst suggested to add more details into “check

patient’s ID bracelet”.

• Change: the step “check patient’s ID bracelet” is replaced by a detailed patient

identification verification sub-process.

Iteration 2:

229



• Event Binding:

infuse a unit of blood product →

infuse unit of blood product STARTED

confirm presence of ID band →

confirm presence of exactly one ID band on patient COMPLETED

• Result: no violation found.

B.4.2 Obtain patient’s stated name and birth date before infusing each

unit of blood product

Iteration 1:

• Event Binding:

infuse a unit of blood product →

infuse unit of blood product STARTED

obtain patient’s stated name and birth date →

obtain patient name and birth date COMPLETED

• Result: violation found. In the process definition, the nurse only need to obtain

both the patient name and the birthday when the patient armband is missing or

does not match the stated name. The violation trace shows that if the patient’s

armband is present, the nurse only obtains the patient’s name. This indicates an

error in the process definition.

• Change: the step “check patient’s ID bracelet” is replaced by a detailed patient

identification verification sub-process that has steps that obtain the patient name

and birthday.

Iteration 2:
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Note: in the modified process, obtain patient’s stated name and birthday is done

by two different steps: “ask patient to spell first and last names” and “ask patient to

state DOB”. Therefore, two separate sets of binding are verified.

• Event Binding a:

infuse a unit of blood product →

infuse unit of blood product STARTED

obtain patient’s stated name and birth date →

ask patient to spell first and last names COMPLETED

• Event Binding b:

infuse a unit of blood product →

infuse unit of blood product STARTED

obtain patient’s stated name and birth date →

ask patient to state DOB COMPLETED

• Result: violations found for both sets of bindings. The traces show that the

step “confirm patient is able to communicate” throws an exception PatientUnable-

ToCommunicate. The associated exception hander simply completes the parent

step “verify patient ID to ID band”. Therefore, “ask patient to spell first and last

names and “verify patient-DOB”, which follow step “confirm patient is able to

communicate”, are skipped and eventually the step “infuse unit of blood product”

is started. The violations indicate that property specification was not correctly

defined. It should only be require if the patient is able to communicate.

• Change: an exceptional event “patient unable to communicate” is added to the

property. If this event occur, the property is not required to be satisfied.

Iteration 3:

Again, two separate sets of binding are verified.
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• Event Binding a:

patient unable to communicate →

confirm patient is able to communicate

throws exception PatientUnableToCommunicate

infuse a unit of blood product →

infuse unit of blood product STARTED

obtain patient’s stated name and birth date →

ask patient to spell first and last names COMPLETED

• Event Binding b:

patient unable to communicate →

confirm patient is able to communicate

throws exception PatientUnableToCommunicate

infuse a unit of blood product →

infuse unit of blood product STARTED

obtain patient’s stated name and birth date →

ask patient to state DOB COMPLETED

• Result: no violation found for both sets of bindings.

B.4.3 Verify ID band matches patient’s stated name and birth date before

infusing each unit of blood product

Iteration 1:

• Event Binding: could not find a step that can be bound to the event “verify ID

band matches patient’s stated name and birth date”.

• Changes: the step “check patient’s ID bracelet” is replaced by a detailed patient

identification verification sub-process that has steps that obtain the patient name

and birthday.
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Iteration 2:

Note: in the new process, verify ID band matches patient’s stated name and

birth date is done by three different steps: “confirm patient-stated-first-name matches

patient-first-name on ID band”, “confirm patient-stated-last-name matches patient-

last-name on ID band” and “confirm patient-stated-DOB matches patient-DOB on

ID band”. Therefore, three separate sets of binding are verified.

• Event Binding a:

infuse a unit of blood product →

infuse unit of blood product STARTED

verify ID band and patient’s stated name and birth date match →

confirm patient-stated-first-name matches patient-first-name

on ID band COMPLETED

• Event Binding b:

infuse a unit of blood product →

infuse unit of blood product STARTED

verify ID band and patient’s stated name and birth date match →

confirm patient-stated-last-name matches patient-last-name

on ID band COMPLETED

• Event Binding c:

infuse a unit of blood product →

infuse unit of blood product STARTED

verify ID band and patient’s stated name and birth date match →

confirm patient-stated-DOB matches patient-DOB

on ID band COMPLETED
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• Result: Violation found. Similar to B.4.2.

• Change: an exceptional event “patient unable to communicate” is added to the

property. If this event occur, the property is not required to be satisfied.

Iteration 3:

Again, three separate sets of binding are verified.

• Event Binding a:

patient unable to communicate →

confirm patient is able to communicate

throws exception PatientUnableToCommunicate

infuse a unit of blood product →

infuse unit of blood product STARTED

verify ID band and patient’s stated name and birth date match →

confirm patient-stated-first-name matches patient-first-name

on ID band COMPLETED

• Event Binding b:

patient unable to communicate →

confirm patient is able to communicate

throws exception PatientUnableToCommunicate

infuse a unit of blood product →

infuse unit of blood product STARTED

verify ID band and patient’s stated name and birth date match →

confirm patient-stated-last-name matches patient-last-name

on ID band COMPLETED

• Event Binding c:
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patient unable to communicate →

confirm patient is able to communicate

throws exception PatientUnableToCommunicate

infuse a unit of blood product →

infuse unit of blood product STARTED

verify ID band and patient’s stated name and birth date match →

confirm patient-stated-DOB matches patient-DOB

on ID band COMPLETED

• Result: No violation found for all three sets of bindings.

B.4.4 Verify ID band matches physician order for blood transfusion be-

fore infusing each unit of blood product

Iteration 1:

• Event Binding: could not find a step that can be bound to the event “verify ID

band matches physician order”. There is a step “verify physician order”. However,

it seems to only check the completeness of the physician order because it could

only throw the exception IncompletePhysicianOrder and the handler says “obtain

complete physician order”.

• Change: after consulting the professional, “verify physician order” is renamed

to “confirm complete physician order” because “verify physician order” here only

checks the completeness of the order. And in the Baystate Medical Center, the

physician order is printed onto the tag affixed to blood product. Therefore, the

step “confirm product tag matches patient ID band” can be considered to verify ID

band matches physician order as well.

Iteration 2:

• Event Binding:
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verify ID band and physician order for blood transfusion match →

confirm product tag matches patient ID band COMPLETED

infuse a unit of blood product →

infuse unit of blood product STARTED

• Result: No violation found.

B.4.5a (B.4.1 → B.4.2) Confirm presence of ID before obtaining pa-

tient’s stated name and birth date (Before infusing each unit of blood

product)

Iteration 1:

• Event Binding:

confirm presence of ID band →

confirm the presence of an ID bracelet COMPLETED

infuse a unit of blood product →

infuse unit of blood product STARTED

obtain patient’s stated name and birth date →

request patient name COMPLETED

unit of blood product arrives →

pick up blood from blood bank COMPLETED

• Result: No violation found.

Iteration 2:

Note: the property needs to be re-verified because the related steps have been

changed. In the modified process, “obtain patient’s stated name and birth date”

correspond to two steps: “ask patient to state first and last names” and “ask patient

to state DOB”. Therefore, two sets of binding are verified.
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• Event Binding a:

confirm presence of ID band →

confirm presence of exactly one ID band on patient COMPLETED

infuse a unit of blood product →

infuse unit of blood product STARTED

obtain patient’s stated name and birth date →

ask patient to spell first and last names COMPLETED

unit of blood product arrives →

pick up blood from blood bank COMPLETED

• Event Binding b:

confirm presence of ID band →

confirm presence of exactly one ID band on patient COMPLETED

infuse a unit of blood product →

infuse unit of blood product STARTED

obtain patient’s stated name and birth date →

ask patient to state DOB COMPLETED

unit of blood product arrives →

pick up blood from blood bank COMPLETED

• Result: No violation found for both sets of bindings.

B.4.5b (B.4.2 → B.4.3) Obtain patient’s stated name and birth date be-

fore verifying ID band matches patient’s stated name and birth date

(before infusing each unit of blood product)

Iteration 1:

• Event Binding:
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infuse a unit of blood product →

infuse unit of blood product STARTED

obtain patient’s stated name and birth date →

obtain patient name and birth date COMPLETED

unit of blood product arrives →

pick up blood from blood bank COMPLETED

verify ID band and patient’s stated name and birth date match →

check patient’s ID bracelet STARTED

• Result: Violation found. The violation trace shows that if the patient is uncon-

scious, step “obtain patient name and birth date” will throw an exception Patien-

tUnconsious. The handler for this exception is a simple continue handler, which

means that the next step “check patient’s ID bracelet” will be executed even with-

out obtaining patient’s name and birthday. More details should be added to the

handler.

• Change: Major revision of patient id verification sub-process.

Iteration 2:

Note: “verify ID band and patient’s stated name and birth date match” correspond

to three steps: “confirm patient-stated-first-name matches patient-first-name on ID

band”, “confirm patient-stated-last-name matches patient-last-name on ID band”,

“confirm patient-stated-DOB matches patient-DOB on ID band”. Therefore, three

sets of binding are verified.

• Event Binding a:

infuse a unit of blood product →

infuse unit of blood product STARTED

obtain patient’s stated name and birth date →
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ask patient to spell first and last names COMPLETED

unit of blood product arrives →

pick up blood from blood bank COMPLETED

verify ID band and patient’s stated name and birth date match →

confirm patient-stated-first-name matches patient-first-name

on ID band STARTED

• Event Binding b:

infuse a unit of blood product →

infuse unit of blood product STARTED

obtain patient’s stated name and birth date →

ask patient to spell first and last names COMPLETED

unit of blood product arrives →

pick up blood from blood bank COMPLETED

verify ID band and patient’s stated name and birth date match →

confirm patient-stated-last-name matches patient-last-name

on ID band STARTED

• Event Binding c:

infuse a unit of blood product →

infuse unit of blood product STARTED

obtain patient’s stated name and birth date →

ask patient to spell first and last names COMPLETED

unit of blood product arrives →

pick up blood from blood bank COMPLETED

verify ID band and patient’s stated name and birth date match →

confirm patient-stated-DOB matches patient-DOB

on ID band STARTED
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• Result: no violation found for all three sets of bindings.

B.4.5c (B.4.3 → B.4.4) Verify ID band matches patient’s stated name

and birth date before verifying physician order for blood transfusion (Be-

fore infusing each unit of blood product)

Iteration 1:

• Event Binding: could not find a step that can be bound to the event “verify

ID band matches physician order”. There is a step “verify physician order. This

step, however, seems to only check the completeness of the physician order because

it could only throw the exception IncompletePhysicianOrder and the handler says

“obtain complete physician order”.

• Change: after consulting the professional, “verify physician order” is renamed

to “confirm complete physician order” because “verify physician order” here only

checks the completeness of the order. And in the Baystate Medical Center, the

physician order is printed onto the tag affixed to blood product. Therefore, the

step “confirm product tag matches patient ID band” can be considered to verify ID

band matches physician order as well.

Iteration 2:

Note: “verify ID band and patient’s stated name and birth date match” correspond

to three steps: “confirm patient-stated-first-name matches patient-first-name on ID

band”, “confirm patient-stated-last-name matches patient-last-name on ID band”,

“confirm patient-stated-DOB matches patient-DOB on ID band”. Therefore, three

sets of binding are verified.

• Event Binding a:

infuse a unit of blood product →

infuse unit of blood product STARTED
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unit of blood product arrives →

pick up blood from blood bank COMPLETED

verify ID band and patient’s stated name and birth date match →

confirm patient-stated-first-name matches patient-first-name

on ID band STARTED

verify ID band and physician order for blood transfusion match →

confirm product tag matches patient ID band COMPLETED

• Event Binding b:

infuse a unit of blood product →

infuse unit of blood product STARTED

unit of blood product arrives →

pick up blood from blood bank COMPLETED

verify ID band and patient’s stated name and birth date match →

confirm patient-stated-last-name matches patient-last-name

on ID band STARTED

verify ID band and physician order for blood transfusion match →

confirm product tag matches patient ID band COMPLETED

• Event Binding c:

infuse a unit of blood product →

infuse unit of blood product STARTED

unit of blood product arrives →

pick up blood from blood bank COMPLETED

verify ID band and patient’s stated name and birth date match →

confirm patient-stated-DOB matches patient-DOB

on ID band STARTED
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verify ID band and physician order for blood transfusion match →

confirm product tag matches patient ID band COMPLETED

• Result: violations found for all three sets of bindings. Similar to B.4.2.

• Change: an exceptional event “patient unable to communicate” is added to the

property. If this event occur, the property is not required to be satisfied.

Iteration 3:

• Event Binding a:

patient unable to communicate →

confirm patient is able to communicate

throws exception PatientUnableToCommunicate

infuse a unit of blood product →

infuse unit of blood product STARTED

unit of blood product arrives →

pick up blood from blood bank COMPLETED

verify ID band and patient’s stated name and birth date match →

confirm patient-stated-first-name matches patient-first-name

on ID band STARTED

verify ID band and physician order for blood transfusion match →

confirm product tag matches patient ID band COMPLETED

• Event Binding b:

patient unable to communicate →

confirm patient is able to communicate

throws exception PatientUnableToCommunicate

infuse a unit of blood product →
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infuse unit of blood product STARTED

unit of blood product arrives →

pick up blood from blood bank COMPLETED

verify ID band and patient’s stated name and birth date match →

confirm patient-stated-last-name matches patient-last-name

on ID band STARTED

verify ID band and physician order for blood transfusion match →

confirm product tag matches patient ID band COMPLETED

• Event Binding c:

patient unable to communicate →

confirm patient is able to communicate

throws exception PatientUnableToCommunicate

infuse a unit of blood product →

infuse unit of blood product STARTED

unit of blood product arrives →

pick up blood from blood bank COMPLETED

verify ID band and patient’s stated name and birth date match →

confirm patient-stated-DOB matches patient-DOB

on ID band STARTED

verify ID band and physician order for blood transfusion match →

confirm product tag matches patient ID band COMPLETED

• Result: no violation found for all three sets of bindings.

B.5.1 Verify ID band matches tag affixed to the unit of blood product

(Before infusing each unit of blood product)

Iteration 1:
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• Event Binding:

verify ID band and tag affixed to unit of blood product match →

verify product tag matches patient ID bracelet COMPLETED

infuse a unit of blood product →

infuse unit of blood product STARTED

• Result: violation found. The following figure shows the simplified version of

the process. The step “verify product tag matches patient ID bracelet” is a sub-

step of the parallel step “verify blood product information”. When another sub-step

“check product expiration date & time” is started before “verify product tag matches

patient ID bracelet” and throws an exception ProductExpired, “verify product tag

matches patient ID bracelet” will be retracted, and the handler “handle unit of blood

product expiration” will be executed. In “handle unit of blood product expiration”,

the expired blood unit is discarded, a replacement blood unit is obtained and

infused. The problem is that this handler has a continue badge. Therefore, the

next step “infuse unit of blood product” will be executed and “verify product tag

matches patient ID bracelet” is still retracted.

• Change: “verify blood product” is replaced by a detailed product verification

sub-process. In the sub-process, both Product Expired and Failed Product Check

exceptions are now the same, they’re handled identically, and handled inside “verify

blood product”, so when there’s an exception, new blood will be obtained from blood

bank, and all the verification process should be restarted.

Iteration 2:

• Event Binding: the same as iteration 1.

• Result: no violation found.
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B.5.2 Verify tag affixed to the unit of blood product (Before infusing

each unit of blood product)

Iteration 1:

• Event Binding:

verify tag affixed to unit of blood product and

unit of blood product match →

confirm product label matches product tag COMPLETED

infuse a unit of blood product →

infuse unit of blood product STARTED

• Result: no violation found.

B.5.3 Verify that unit of blood product has not expired (Before infusing

each unit of blood product)

Iteration 1:

• Event Binding:

verify that unit of blood product has not expired →

check product expiration date & time COMPLETED

infuse a unit of blood product →

infuse unit of blood product STARTED

• Result: no violation found.

B.5.4a (B.5.1 → B.5.2) Verify ID band matches tag affixed to unit of

blood product before verifying tag matches unit of blood product (Before

infusing each unit of blood product)

Iteration 1:
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• Event Binding:

verify ID band and tag affixed to unit of blood product match →

verify product tag matches patient ID bracelet COMPLETED

verify tag affixed to unit of blood product and

unit of blood product match →

verify product tag matches product label STARTED

unit of blood product arrives →

pick up blood from blood bank COMPLETED

infuse a unit of blood product →

infuse unit of blood product STARTED

• Result: violation found. Since “verify product tag matches patient ID bracelet”

and “verify product tag matches product label” are sub-steps of the parallel step

“verify blood product information”, they could occur in any order. This property

is too strong.

• Change: this property is removed.

B.5.4b (B.5.2 → B.5.3) Verify tag matches unit of blood product before

verifying that unit of blood product has not expired (Before infusing each

unit of blood product)

Iteration 1:

• Event Binding:

verify tag affixed to unit of blood product and

unit of blood product match →

verify product tag matches product label COMPLETED

verify that unit of blood product has not expired →
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check product expiration date & time STARTED

unit of blood product arrives →

pick up blood from blood bank COMPLETED

infuse a unit of blood product →

infuse unit of blood product STARTED

• Result: violation found. Similar to B.5.4a, Since “verify product tag matches

patient ID bracelet” and “verify product tag matches product label” are sub-steps of

the parallel step “verify blood product information”, they could occur in any order.

This property is too strong.

• Change: this property is removed.

B.6 Assess patient’s baseline single-unit status (Before infusing each

unit of blood product)

Iteration 1:

• Event Binding:

assess patient’s baseline single unit status →

assess patient STARTED

infuse a unit of blood product →

infuse unit of blood product STARTED

• Result: no violation found.

B.7a (B.4.4 → B.5.1) Verify ID band matches physician order for blood

transfusion before verifying ID band matches tag affixed to the unit of

blood product (Before infusing each unit of blood product)

Iteration 1:
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• Event Binding:

verify ID band and physician order for blood transfusion match →

verify physician order COMPLETED

verify tag affixed to unit of blood product and

unit of blood product match →

verify product tag matches product label STARTED

unit of blood product arrives →

pick up blood from blood bank COMPLETED

infuse a unit of blood product →

infuse unit of blood product STARTED

• Results: violation found. This property has a scope between “unit of blood

product arrives” and “infuse a unit of blood product”. “verify physician order” is

done before “unit of blood product arrives”. But between “unit of blood product

arrives” and “infuse a unit of blood product”, only “verify ID band and physician

order for blood transfusion match” could occur.

• Change: major revision of patient and product verification sub-process.

Iteration 2:

Note: at Baystate, physician order is printed on product tag. Therefore, “verify ID

band matches physician order for blood transfusion” and “verifying ID band matches

tag affixed to the unit of blood product” are the same. Therefore, this property does

not need to be verified for this blood transfusion process.

B.7b (B.5.3 → B.6) Verify unit of blood product has not expired before

assessing patient’s baseline single-unit status (Before infusing each unit

of blood product)

Iteration 1:
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• Event Binding:

verify that unit of blood product has not expired →

check product expiration date & time COMPLETED

assess patient’s baseline single unit status →

assess patient STARTED

unit of blood product arrives →

pick up blood from blood bank COMPLETED

infuse a unit of blood product →

infuse unit of blood product STARTED

• Results: violation found. During “perform pre-infusion work, “access patient” is

done before “verify blood product information”, which is the parent step of “check

product expiration date & time”.

• Change: this property is removed because it is not necessary to require “verify

unit of blood product has not expired” must happen before “assessing patient’s

baseline single-unit status”.

B.8 If patient’s baseline single-unit assessment is problematic, ask physi-

cian for instructions before infusing unit of blood product (Before infus-

ing each unit of blood product)

Iteration 1:

• Event Binding:

find problematic patient assessment →

assess patient TERMINATED

ask physician for instructions →

confirm physician order to continue transfusion COMPLETED |
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confirm physician order to discontinue transfusion COMPLETED

infuse a unit of blood product →

infuse unit of blood product STARTED

• Results: no violation found.

B.9 Infusion of blood product must begin within 30 minutes after being

picked up from blood bank

• Discussion: this is a timing property that cannot be verified by our process

verification framework.

B.10 If a unit of blood product expires, it cannot be infused into a patient

Iteration 1:

• Event Binding:

expiration date on a unit of blood product is exceeded →

check product expiration date & time TERMINATED

infuse a unit of blood product →

infuse unit of blood product STARTED

• Results: violation found. Note that the events in this property have certain

relationship among them: they are all related to the same unit of blood. However,

the current verifier cannot distinguish events related to different blood unit. The

violation trace shows that when one unit of blood is found to be expired, the nurse

go to pick up a new unit of blood and transfuse the new unit of blood. This is

obvious a false negative result. To eliminated this false violation, one can manually

do an artifact flow analysis. For this property, “infuse a unit of blood product” does

not have a binding because, according to the artifact flow analysis, after a unit of

blood is expired, it will be discarded.
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• Change: the professional suggested to change the property to “if a unit of blood

product expires, must pick up (new blood product) from blood bank”.

Iteration 2:

• Event Binding:

expiration date on a unit of blood product is exceeded →

check product expiration date & time TERMINATED

pick up a unit of blood product from blood bank →

pick up blood from blood bank COMPLETED

infuse a unit of blood product →

infuse unit of blood product STARTED

• Results: violation found. In the process, the step “check product expiration date

& time” appears in two places: one during “perform bedside checks” and the other

“handle suspected transfusion reaction”. The exception FailProductCheck from the

first one is handled by “handle failed product verification by replacement”, which

has a sub-step “pick up blood from blood bank”. For the second one, however, the

exception is handled by a continue handler without handling step.

• Change: attach the handler “handle failed product verification by replacement”

to the handler that handles the exception from the second one.

Iteration 3:

• Event Binding: the same as Iteration 2.

expiration date on a unit of blood product is exceeded →

check product expiration date & time TERMINATED

pick up a unit of blood product from blood bank →
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pick up blood from blood bank COMPLETED

infuse a unit of blood product →

infuse unit of blood product STARTED

• Results: no violation found.

B.11 Must assess patient’s 15-minute single-unit status after 15 minutes

of the infusion has passed

• Discussion: this is a timing property that cannot be verified by our process

verification framework.

B.12 Must assess patient’s post-single-unit status after the infusion is

completed

Iteration 1:

• Event Binding:

record infusion information →

record infusion info COMPLETED

discard transfusion materials →

discard infusion materials COMPLETED

assess patient’s post single unit status →

perform post-infusion work.assess patient STARTED

infuse a unit of blood product →

infuse unit of blood product COMPLETED

• Results: no violation found. Note that the event is bound to ‘assess patient’s

post single unit status” to step “assess patient”, which is a sub-step of “perform

post-infusion work” instead of all references to “assess patient”.
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B.14a If patient infusion exceeds the infusion time limit, must stop in-

fusion

• Discussion: in the process, there is no exception about the infusion exceeding

the time limit. More detail might need to be added to the process.

B.14b If patient infusion exceeds the infusion time limit, must ask blood

bank for further instructions

• Discussion: in the process, there is no exception about the infusion exceeding

the time limit. More detail might need to be added to the process.

B.15 If the blood bank or the physician instructs that the infusion be

discontinued, the infusion must be discontinued

Iteration 1:

• Event Binding:

receive blood bank OR physician instruction to discontinue

the infusion of a unit of blood product →

confirm physician order to discontinue transfusion COMPLETED

discontinue the infusion of a unit of blood product →

discontinue transfusion STARTED

• Results: no violation found.

B.16 If an infusion has been stopped, it must either be resumed or be

discontinued

Iteration 1:

• Event Binding:
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resume or discontinue the infusion of a unit of blood product →

discontinue transfusion COMPLETED |

continue transfusion COMPLETED

stop the infusion of unit of blood product →

infuse unit of blood product STARTED

• Results: no violation found.

C. Handling a Suspected Transfusion Reaction

C.1 If patient has a suspected transfusion reaction, the infusion must be

stopped immediately

• Discussion: this property cannot be verified because it is a timing property.

C.2.1 If patient has a suspected transfusion reaction, must confirm the

presence of an ID band

Iteration 1:

• Event Binding:

suspect patient is having a transfusion reaction →

Exception ReactionSuspected is thrown by

infuse unit of blood product

confirm the presence of an ID band →

confirm the presence of an ID band STARTED

• Results: no violation found.

C.2.2 If patient has a suspected transfusion reaction, must obtain pa-

tient’s stated name and birth date

Iteration 1:
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• Event Binding:

suspect patient is having a transfusion reaction →

Exception ReactionSuspected is thrown by

infuse unit of blood product

obtain patient’s stated name and birth date →

obtain patient name and birth date STARTED

• Results: violation found. Similar to B.4.2, when the exception ReactionSus-

pected is thrown, the handler “handle suspected transfusion reaction” will reverify

the patient’ identification. Normally only the patient’s name will be obtained by

the step “request patient name”. The step “obtain patient name and birth date”

will be executed only if anything goes wrong during checking the patient’s name.

• Change: major revision of patient id verification sub-process:

Iteration 2:

Note: “obtain patient’s stated name and birth date” correspond to two steps: “ask

patient to state first and last names” and “ask patient to state DOB”. Therefore, two

sets of binding are verified.

• Event Binding a:

suspect patient is having a transfusion reaction →

Exception ReactionSuspected is thrown by

infuse unit of blood product

obtain patient’s stated name and birth date →

ask patient to state first and last names STARTED

• Event Binding b:
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suspect patient is having a transfusion reaction →

Exception ReactionSuspected is thrown by

infuse unit of blood product

obtain patient’s stated name and birth date →

ask patient to state DOB STARTED

• Change: an exceptional event “patient unable to communicate” is added to the

property. If this event occur, the property is not required to be satisfied.

Iteration 3:

• Event Binding a:

patient unable to communicate →

confirm patient is able to communicate

throws exception PatientUnableToCommunicate

suspect patient is having a transfusion reaction →

Exception ReactionSuspected is thrown by

infuse unit of blood product

obtain patient’s stated name and birth date →

ask patient to state first and last names STARTED

• Event Binding b:

patient unable to communicate →

confirm patient is able to communicate

throws exception PatientUnableToCommunicate

suspect patient is having a transfusion reaction →

Exception ReactionSuspected is thrown by

infuse unit of blood product
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obtain patient’s stated name and birth date →

ask patient to state DOB STARTED

• Result: no violation found for both sets of bindings.

C.2.3 If patient has a suspected transfusion reaction, must verify ID

band matches patient’s stated name and birth date

Iteration 1:

• Event Binding:

suspect patient is having a transfusion reaction →

Exception ReactionSuspected is thrown by

infuse unit of blood product

verify ID band and patient’s stated name and birth date match →

check patient’s ID bracelet STARTED

• Result: no violation found.

Iteration 2:

Note: “verify ID band and patient’s stated name and birth date match” correspond

to three steps: “confirm patient-stated-first-name matches patient-first-name on ID

band”, “confirm patient-stated-last-name matches patient-last-name on ID band”,

“confirm patient-stated-DOB matches patient-DOB on ID band”. Therefore, three

sets of binding are verified.

• Event Binding a:

suspect patient is having a transfusion reaction →

Exception ReactionSuspected is thrown by

infuse unit of blood product
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verify ID band and patient’s stated name and birth date match →

confirm patient-stated-first-name matches patient-first-name

on ID band STARTED

• Event Binding b:

suspect patient is having a transfusion reaction →

Exception ReactionSuspected is thrown by

infuse unit of blood product

verify ID band and patient’s stated name and birth date match →

confirm patient-stated-last-name matches patient-last-name

on ID band STARTED

• Event Binding c:

suspect patient is having a transfusion reaction →

Exception ReactionSuspected is thrown by

infuse unit of blood product

verify ID band and patient’s stated name and birth date match →

confirm patient-stated-DOB matches patient-DOB

on ID band STARTED

• Result: violations found for all three sets of binding. The violations occur when

the patient is not able to communicate.

• Change: an exceptional event “patient unable to communicate” is added to the

property. If this event occur, the property is not required to be satisfied.

Iteration 3:

• Event Binding a:
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patient unable to communicate →

confirm patient is able to communicate

throws exception PatientUnableToCommunicate

suspect patient is having a transfusion reaction →

Exception ReactionSuspected is thrown by

infuse unit of blood product

verify ID band and patient’s stated name and birth date match →

confirm patient-stated-first-name matches patient-first-name

on ID band STARTED

• Event Binding b:

patient unable to communicate →

confirm patient is able to communicate

throws exception PatientUnableToCommunicate

suspect patient is having a transfusion reaction →

Exception ReactionSuspected is thrown by

infuse unit of blood product

verify ID band and patient’s stated name and birth date match →

confirm patient-stated-last-name matches patient-last-name

on ID band STARTED

• Event Binding c:

patient unable to communicate →

confirm patient is able to communicate

throws exception PatientUnableToCommunicate

suspect patient is having a transfusion reaction →

Exception ReactionSuspected is thrown by

259



infuse unit of blood product

verify ID band and patient’s stated name and birth date match →

confirm patient-stated-DOB matches patient-DOB

on ID band STARTED

• Result: no violations found for all three sets of bindings.

C.2.4a (C.2.1 → C.2.2) Confirm presence of ID band before obtaining

patient’s stated name and birth date

Iteration 1:

• Event Binding:

obtain patient’s stated name and birth date →

obtain patient name and birth date STARTED

request patient name STARTED

confirm presence of ID band →

confirm the presence of an ID bracelet COMPLETED

suspect patient is having a transfusion reaction →

Exception ReactionSuspected is thrown by

infuse unit of blood product

resume or discontinue the infusion of a unit of blood product →

discontinue transfusion STARTED |

continue transfusion STARTED

• Result: this property holds if two handlers in “reverify” are complete handlers

or continue handlers. Otherwise, there will be violations. See B.5.1 and B.16.

• Change: major revision of production verification sub-process.
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Iteration 2:

Note: “obtain patient’s stated name and birth date” correspond to two steps: “ask

patient to state first and last names” and “ask patient to state DOB”. Therefore, two

sets of binding are verified.

• Event Binding a:

obtain patient’s stated name and birth date →

ask patient to state first and last names STARTED

confirm presence of ID band →

confirm the presence of an ID bracelet COMPLETED

suspect patient is having a transfusion reaction →

Exception ReactionSuspected is thrown by

infuse unit of blood product

resume or discontinue the infusion of a unit of blood product →

discontinue transfusion STARTED |

continue transfusion STARTED

• Event Binding b:

obtain patient’s stated name and birth date →

ask patient to state DOB STARTED

confirm presence of ID band →

confirm the presence of an ID bracelet COMPLETED

suspect patient is having a transfusion reaction →

Exception ReactionSuspected is thrown by

infuse unit of blood product

resume or discontinue the infusion of a unit of blood product →

discontinue transfusion STARTED |

continue transfusion STARTED
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• Result: no violation found. Note that “obtain patient’s stated name and birth

date” is bound to the STARTED state.

C.2.4b (C.2.2 → C.2.3) Obtain patient’s stated name and birth date be-

fore verifying ID band matches patient’s stated name and birth date

Iteration 1:

• Event Binding:

obtain patient’s stated name and birth date →

obtain patient name and birth date COMPLETED

request patient name COMPLETED

verify ID band and patient’s stated name and birth date match →

check patient’s ID bracelet STARTED

suspect patient is having a transfusion reaction →

Exception ReactionSuspected is thrown by

infuse unit of blood product

resume or discontinue the infusion of a unit of blood product →

discontinue transfusion STARTED |

continue transfusion STARTED

• Result: this property holds if two handlers in “reverify” are complete handlers

or continue handlers. Otherwise, there will be violations. See B.5.1 and B.16.

• Change: major revision of production verification sub-process.

Iteration 2:

Note “verify ID band and patient’s stated name and birth date match” correspond

to three steps: “confirm patient-stated-first-name matches patient-first-name on ID

band”, “confirm patient-stated-last-name matches patient-last-name on ID band”,
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“confirm patient-stated-DOB matches patient-DOB on ID band”. Therefore, three

sets of binding are verified.

• Event Binding a:

obtain patient’s stated name and birth date →

ask patient to spell first and last names COMPLETED

verify ID band and patient’s stated name and birth date match →

confirm patient-stated-first-name matches patient-first-name

on ID band STARTED

suspect patient is having a transfusion reaction →

Exception ReactionSuspected is thrown by

infuse unit of blood product

resume or discontinue the infusion of a unit of blood product →

obtain physician order to continue or discontinue infusion STARTED

• Event Binding b:

obtain patient’s stated name and birth date →

ask patient to spell first and last names COMPLETED

verify ID band and patient’s stated name and birth date match →

confirm patient-stated-last-name matches patient-last-name

on ID band STARTED

suspect patient is having a transfusion reaction →

Exception ReactionSuspected is thrown by

infuse unit of blood product

resume or discontinue the infusion of a unit of blood product →

obtain physician order to continue or discontinue infusion STARTED

• Event Binding c:
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obtain patient’s stated name and birth date →

ask patient to state DOB COMPLETED

verify ID band and patient’s stated name and birth date match →

confirm patient-stated-DOB matches patient-DOB

on ID band STARTED

suspect patient is having a transfusion reaction →

Exception ReactionSuspected is thrown by

infuse unit of blood product

resume or discontinue the infusion of a unit of blood product →

obtain physician order to continue or discontinue infusion STARTED

• Results: no violation found for all three sets of binding.

C.3.1 If patient has a suspected transfusion reaction, must verify ID

band matches tag affixed to the unit of blood product

Iteration 1:

• Event Binding:

verify ID band and tag affixed to unit of blood product match →

verify product tag matches patient ID bracelet STARTED

suspect patient is having a transfusion reaction →

Exception ReactionSuspected is thrown by

infuse unit of blood product

• Result: violation found. To handle the exception ReactionSuspected, during

reverifying the blood unit, the step “check product expiration date & time” might

be executed before “verify product tag matches patient ID bracelet”. If “check

product expiration date & time” throws the exception FailedProductCheck, “verify

product tag matches patient ID bracelet” will not be executed.
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• Change: the property is changed to “If patient has a suspected transfusion

reaction, must verify ID band matches tag affixed to the unit of blood product unless

exception FailedProductCheck is thrown”.

Iteration 2:

• Event Binding:

verify ID band and tag affixed to unit of blood product match →

confirm product tag matches patient ID band STARTED

suspect patient is having a transfusion reaction →

Exception ReactionSuspected is thrown by

infuse unit of blood product

FailedProductCheck is thrown →

Exception FailedProductCheck is thrown by

check product expiration date & time |

Exception FailedProductCheck is thrown by

confirm product type on product tag matches that on patient record

• Result: no violation found.

C.3.2 If patient has a suspected transfusion reaction, must verify tag

affixed to the unit of blood product

Iteration 1:

• Event Binding:

verify tag affixed to unit of blood product and

unit of blood product match →

verify product tag matches product label STARTED

suspect patient is having a transfusion reaction →
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Exception ReactionSuspected is thrown by

infuse unit of blood product

• Result: violation found. Similar to C.3.1, to handle the exception ReactionSus-

pected, during reverifying the blood unit, the step “check product expiration date

& time” might be executed before “verify product tag matches product label”. If

“check product expiration date & time” throws the exception FailedProductCheck,

“verify product tag matches product label” will not be executed.

• Change: the property is changed to “If patient has a suspected transfusion re-

action, must verify tag affixed to the unit of blood product unless exception Failed-

ProductCheck is thrown”.

Iteration 2:

• Event Binding:

verify tag affixed to unit of blood product and

unit of blood product match →

confirm product label matches product tag STARTED

suspect patient is having a transfusion reaction →

Exception ReactionSuspected is thrown by

infuse unit of blood product

FailedProductCheck is thrown →

Exception FailedProductCheck is thrown by

confirm product tag matches patient ID band |

Exception FailedProductCheck is thrown by

check product expiration date & time |

Exception FailedProductCheck is thrown by

confirm product type on product tag matches that on patient record

• Result: no violation found.
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C.3.3 If patient has a suspected transfusion reaction, must verify that

unit of blood product has not expired

Iteration 1:

• Event Binding:

verify that unit of blood product has not expired →

check product expiration date & time STARTED

suspect patient is having a transfusion reaction →

Exception ReactionSuspected is thrown by

infuse unit of blood product

• Result: violation found. Similar to C.3.1 and C.3.2, to handle the exception

ReactionSuspected, during reverifying the blood unit, the step “verify product tag

matches product label” might be executed before “check product expiration date &

time”. If “verify product tag matches product label” throws the exception Failed-

ProductCheck, “check product expiration date & time” will not be executed.

• Change: the property is changed to “If patient has a suspected transfusion

reaction, must verify that unit of blood product has not expired unless exception

FailedProductCheck is thrown”.

Iteration 2:

• Event Binding:

verify that unit of blood product has not expired →

check product expiration date & time STARTED

suspect patient is having a transfusion reaction →

Exception ReactionSuspected is thrown by

infuse unit of blood product
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FailedProductCheck is thrown →

Exception FailedProductCheck is thrown by

check blood product by 2 nurses |

Exception FailedProductCheck is thrown by

confirm product type on product tag matches that on patient record

• Result: no violation found.

C.3.4a (C.3.1 → C.3.2) Verify ID band matches tag affixed to the unit

of blood product before verifying tag matches the unit of blood product

Iteration 1:

• Event Binding:

verify ID band and tag affixed to unit of blood product match →

verify product tag matches patient ID bracelet COMPLETED

verify tag affixed to unit of blood product and

unit of blood product match →

verify product tag matches product label STARTED

resume or discontinue the infusion of a unit of blood product →

discontinue transfusion STARTED |

continue transfusion STARTED

suspect patient is having a transfusion reaction →

Exception ReactionSuspected is thrown by

infuse unit of blood product

• Result: violation found. Since “verify product tag matches patient ID bracelet”

and “verify product tag matches product label” are sub-steps of the parallel step

“verify blood product information”, they could occur in any order.

• Change: this property is removed.
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C.3.4b (C.3.2 → C.3.3) Verify tag matches the unit of blood product

before verifying that unit of blood product has not expired

Iteration 1:

• Event Binding:

verify that unit of blood product has not expired →

check product expiration date & time STARTED

verify tag affixed to unit of blood product and

unit of blood product match →

verify product tag matches product label COMPLETED

resume or discontinue the infusion of a unit of blood product →

discontinue transfusion STARTED |

continue transfusion STARTED

suspect patient is having a transfusion reaction →

Exception ReactionSuspected is thrown by

infuse unit of blood product

• Result: violation found. Similar to C.3.4a, since “check product expiration date

& time” and “verify product tag matches product label” are sub-steps of the parallel

step “verify blood product information”, they could occur in any order.

• Change: this property is removed.

C.4 If patient has a suspected transfusion reaction, ask physician and

blood bank for further instructions

Iteration 1:

• Event Binding:
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ask physician and blood bank for further instructions →

obtain blood bank evaluation STARTED |

obtain physician order for treatment plan STARTED

suspect patient is having a transfusion reaction →

Exception ReactionSuspected is thrown by

infuse unit of blood product

• Result: this property holds if two handlers in “reverify” are complete handlers

or continue handlers. Otherwise, there will be violations. See B.5.1 and B.16.

• Change: major revision of production verification sub-process.

Iteration 2:

Note: the event “ask physician and blood bank for further instructions” correspond

to two steps: “obtain physician order to continue or discontinue infusion” and “obtain

blood bank evaluation”. Therefore, two sets of binding are verified.

• Event Binding a:

ask physician and blood bank for further instructions →

obtain physician order to continue or discontinue infusion STARTED

suspect patient is having a transfusion reaction →

Exception ReactionSuspected is thrown by

infuse unit of blood product

• Event Binding b:

ask physician and blood bank for further instructions →

obtain blood bank evaluation STARTED

suspect patient is having a transfusion reaction →

Exception ReactionSuspected is thrown by

infuse unit of blood product
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• Result: no violation found.

C.5a (C.1 → C.2.1) Must stop the infusion before confirming the pres-

ence of an ID band

Iteration 1:

• Event Binding:

confirm presence of ID band →

confirm the presence of an ID bracelet STARTED

stop the infusion of a unit of blood product →

interrupt transfusion COMPLETED

resume or discontinue the infusion of a unit of blood product →

discontinue transfusion STARTED |

continue transfusion STARTED

suspect patient is having a transfusion reaction →

Exception ReactionSuspected is thrown by

infuse unit of blood product

• Results: this property holds if two handlers in “reverify” are complete handlers

or continue handlers. Otherwise, there will be violations. See B.5.1 and B.16.

• Change: major revision of production verification sub-process.

Iteration 2:

• Event Binding:

confirm presence of ID band →

confirm presence of exactly one ID band on patient STARTED

stop the infusion of a unit of blood product →
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interrupt transfusion COMPLETED

resume or discontinue the infusion of a unit of blood product →

obtain physician order to continue or discontinue infusion STARTED

suspect patient is having a transfusion reaction →

Exception ReactionSuspected is thrown by

infuse unit of blood product

• Results: no violation found.

C.5b (C.2.3 → C.3.1) Must verify ID band matches patient’s stated name

and birth date before verifying tag affixed to the unit of blood product

Iteration 1:

• Event Binding:

verify ID band and patient’s stated name and birth date match →

check patient’s ID bracelet COMPLETED

verify ID band and tag affixed to the unit of blood product match →

confirm product tag matches patient ID band STARTED

resume or discontinue the infusion of a unit of blood product →

discontinue transfusion STARTED |

continue transfusion STARTED

suspect patient is having a transfusion reaction →

Exception ReactionSuspected is thrown by

infuse unit of blood product

• Results: no violation found.

Iteration 2:

Note: “verify ID band and patient’s stated name and birth date match” correspond

to three steps: “confirm patient-stated-first-name matches patient-first-name on ID
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band”, “confirm patient-stated-last-name matches patient-last-name on ID band”,

“confirm patient-stated-DOB matches patient-DOB on ID band”. Therefore, three

sets of binding are verified.

• Event Binding a:

verify ID band and patient’s stated name and birth date match →

confirm patient-stated-first-name matches patient-first-name

on ID band COMPLETED

verify ID band and tag affixed to the unit of blood product match →

confirm product tag matches patient ID band STARTED

resume or discontinue the infusion of a unit of blood product →

obtain physician order to continue or discontinue infusion STARTED

suspect patient is having a transfusion reaction →

Exception ReactionSuspected is thrown by

infuse unit of blood product

• Event Binding b:

verify ID band and patient’s stated name and birth date match →

confirm patient-stated-last-name matches patient-last-name

on ID band COMPLETED

verify ID band and tag affixed to the unit of blood product match →

confirm product tag matches patient ID band STARTED

resume or discontinue the infusion of a unit of blood product →

obtain physician order to continue or discontinue infusion STARTED

suspect patient is having a transfusion reaction →

Exception ReactionSuspected is thrown by

infuse unit of blood product
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• Event Binding c:

verify ID band and patient’s stated name and birth date match →

confirm patient-stated-DOB matches patient-DOB

on ID band COMPLETED

verify ID band and tag affixed to the unit of blood product match →

confirm product tag matches patient ID band STARTED

resume or discontinue the infusion of a unit of blood product →

obtain physician order to continue or discontinue infusion STARTED

suspect patient is having a transfusion reaction →

Exception ReactionSuspected is thrown by

infuse unit of blood product

• Results: violations found. They occur when the patient is not able to commu-

nicate.

• Change: an exceptional event “patient unable to communicate” is added to the

property. If this event occur, the property is not required to be satisfied.

Iteration 3:

• Event Binding a:

patient unable to communicate→

confirm patient is able to communicate

throws exception PatientUnableToCommunicate

verify ID band and patient’s stated name and birth date match →

confirm patient-stated-first-name matches patient-first-name

on ID band COMPLETED

verify ID band and tag affixed to the unit of blood product match →
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confirm product tag matches patient ID band STARTED

resume or discontinue the infusion of a unit of blood product →

obtain physician order to continue or discontinue infusion STARTED

suspect patient is having a transfusion reaction →

Exception ReactionSuspected is thrown by

infuse unit of blood product

• Event Binding b:

patient unable to communicate→

confirm patient is able to communicate

throws exception PatientUnableToCommunicate

verify ID band and patient’s stated name and birth date match →

confirm patient-stated-last-name matches patient-last-name

on ID band COMPLETED

verify ID band and tag affixed to the unit of blood product match →

confirm product tag matches patient ID band STARTED

resume or discontinue the infusion of a unit of blood product →

obtain physician order to continue or discontinue infusion STARTED

suspect patient is having a transfusion reaction →

Exception ReactionSuspected is thrown by

infuse unit of blood product

• Event Binding c:

patient unable to communicate→

confirm patient is able to communicate

throws exception PatientUnableToCommunicate

verify ID band and patient’s stated name and birth date match →
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confirm patient-stated-DOB matches patient-DOB

on ID band COMPLETED

verify ID band and tag affixed to the unit of blood product match →

confirm product tag matches patient ID band STARTED

resume or discontinue the infusion of a unit of blood product →

obtain physician order to continue or discontinue infusion STARTED

suspect patient is having a transfusion reaction →

Exception ReactionSuspected is thrown by

infuse unit of blood product

• Results: no violation found.

C.5c (C.3.3 → C.4) Must verify that unit of blood product has not expired

before asking physician and blood bank for further instructions

Iteration 1:

• Event Binding:

verify that unit of blood product has not expired →

check product expiration date & time COMPLETED

ask physician and blood bank for further instructions →

obtain physician order for treatment plan STARTED |

obtain blood bank evaluation STARTED

resume or discontinue the infusion of a unit of blood product →

discontinue transfusion STARTED

continue transfusion STARTED

suspect patient is having a transfusion reaction →

Exception ReactionSuspected is thrown by

infuse unit of blood product

276



• Results: this property holds if two handlers in “reverify” are complete handlers

or continue handlers. Otherwise, there will be violations. See B.5.1 and B.16.

Iteration 2:

• Event Binding:

verify that unit of blood product has not expired →

check product expiration date & time COMPLETED

ask physician and blood bank for further instructions →

ask physician and blood bank for further instructions STARTED

suspect patient is having a transfusion reaction →

Exception ReactionSuspected is thrown by

infuse unit of blood product

• Result: violation found. During the re-verification, the step “check product

expiration date & time” is a sub-step of a parallel step “verify blood product in-

formation”. When the other sub-step “verify blood product information” throws

exception FailedProductCheck, the step “check product expiration date & time” can

be retracted. Since the re-verification step has a continue exception handler for

FailedProductCheck, the “obtain physician order to continue or discontinue infu-

sion” will be executed.

• Change: the property is changed to “Must verify that unit of blood product has

not expired before asking physician and blood bank for further instructions unless

exception FailedProductCheck is thrown”.

Iteration 3:

• Event Binding:
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verify that unit of blood product has not expired →

check product expiration date & time COMPLETED

ask physician and blood bank for further instructions →

ask physician and blood bank for further instructions STARTED

suspect patient is having a transfusion reaction →

Exception ReactionSuspected is thrown by

infuse unit of blood product

FailedProductCheck is thrown →

Exception FailedProductCheck is thrown by

check blood product by 2 nurses |

Exception FailedProductCheck is thrown by

confirm product type on product tag matches that on patient record

• Result: no violation found.

C.6 If an infusion has been stopped due to a suspected transfusion reac-

tion, if the blood bank orders specimens, specimens must be obtained

• Discussion: there are no enough details about the blood bank ordering speci-

mens.

D. Checks That are Done Before Obtaining Specimen(s) from

a patient

D.1 Confirm presence of ID band before obtaining a specimem (before

obtaining a specimen)

Iteration 1:

• Event Binding: could not find a step that can be bound to the event “receive

order to obtain a specimen”.
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• Change: more detailed “perform Blood Specimen Obtaining process” sub-process

is elicited.

Iteration 2:

• Event Binding:

receive order to obtain a specimen →

order test(s) COMPLETED

confirm presence of ID band →

confirm presence of exactly one ID band on patient COMPLETED

obtain specimen →

obtain blood specimen STARTED

send specimen to blood bank →

send specimen to lab via tube system STARTED

• Result: no violation found.

D.2 Obtain patient’s stated name and birth date before obtaining a spec-

imen

Iteration 1:

• Event Binding: could not find a step that can be bound to the event “receive

order to obtain a specimen”.

• Change: more detailed “perform Blood Specimen Obtaining process” sub-process

is elicited.

Iteration 2:

• Event Binding:
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send specimen to blood bank →

send specimen to lab via tube system STARTED

receive order to obtain a specimen →

order test(s) COMPLETED

obtain patient’s stated name and birth date →

ask patient to spell first and last names COMPLETED

obtain specimen →

obtain blood specimen STARTED

• Result: violation found. Similar to the property B.4.2, the step “confirm patient

is able to communicate” throws an exception PatientUnableToCommunicate. The

associated exception hander simply completes the parent step “verify patient ID

to ID band”. Therefore, “ask patient to spell first and last names” is skipped and

eventually the step “obtain blood specimen” is started.

• Change: an exceptional event “patient unable to communicate” is added to the

property. If this event occur, the property is not required to be satisfied.

Iteration 3:

• Event Binding:

patient unable to communicate→

confirm patient is able to communicate

throws exception PatientUnableToCommunicate

send specimen to blood bank →

send specimen to lab via tube system STARTED

receive order to obtain a specimen →

order test(s) COMPLETED

obtain patient’s stated name and birth date →
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ask patient to spell first and last names COMPLETED

obtain specimen →

obtain blood specimen STARTED

• Result: no violation found.

D.3 Verify ID band matches patient stated name and birth date before

obtaining a specimen

Iteration 1:

• Event Binding: could not find a step that can be bound to the event “receive

order to obtain a specimen”.

• Change: more detailed “perform Blood Specimen Obtaining process” sub-process

is elicited.

Iteration 2:

Note: “verify ID band and patient’s stated name and birth date match” actually

corresponds to three steps: “confirm patient-stated-DOB matches patient-DOB on ID

band”, “confirm patient-stated-first-name matches patient-first-name on ID band”,

and “confirm patient-stated-last-name matches patient-last-name on ID band”. So

three sets of binding need to be verified.

• Event Binding a:

send specimen to blood bank →

send specimen to lab via tube system STARTED

receive order to obtain a specimen →

order test(s) COMPLETED

obtain specimen →

obtain blood specimen STARTED

281



verify ID band and patient’s stated name and birth date match →

confirm patient-stated-DOB matches patient-DOB

on ID band COMPLETED

• Event Binding b:

send specimen to blood bank →

send specimen to lab via tube system STARTED

receive order to obtain a specimen →

order test(s) COMPLETED

obtain specimen →

obtain blood specimen STARTED

verify ID band and patient’s stated name and birth date match →

confirm patient-stated-first-name matches patient-first-name

on ID band COMPLETED

• Event Binding c:

send specimen to blood bank →

send specimen to lab via tube system STARTED

receive order to obtain a specimen →

order test(s) COMPLETED

obtain specimen →

obtain blood specimen STARTED

verify ID band and patient’s stated name and birth date match →

confirm patient-stated-last-name matches patient-last-name

on ID band COMPLETED

• Result: violation found. Similar to the property B.4.2.
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• Change: an exceptional event “patient unable to communicate” is added to the

property. If this event occur, the property is not required to be satisfied.

Iteration 3:

• Event Binding a:

patient unable to communicate→

confirm patient is able to communicate

throws exception PatientUnableToCommunicate

send specimen to blood bank →

send specimen to lab via tube system STARTED

receive order to obtain a specimen →

order test(s) COMPLETED

obtain specimen →

obtain blood specimen STARTED

verify ID band and patient’s stated name and birth date match →

confirm patient-stated-DOB matches patient-DOB

on ID band COMPLETED

• Event Binding b:

patient unable to communicate→

confirm patient is able to communicate

throws exception PatientUnableToCommunicate

send specimen to blood bank →

send specimen to lab via tube system STARTED

receive order to obtain a specimen →

order test(s) COMPLETED

obtain specimen →
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obtain blood specimen STARTED

verify ID band and patient’s stated name and birth date match →

confirm patient-stated-first-name matches patient-first-name

on ID band COMPLETED

• Event Binding c:

patient unable to communicate→

confirm patient is able to communicate

throws exception PatientUnableToCommunicate

send specimen to blood bank →

send specimen to lab via tube system STARTED

receive order to obtain a specimen →

order test(s) COMPLETED

obtain specimen →

obtain blood specimen STARTED

verify ID band and patient’s stated name and birth date match →

confirm patient-stated-last-name matches patient-last-name

on ID band COMPLETED

• Result: no violation found.

D.4 Verify order to obtain a specimen before obtaining a specimen

Iteration 1:

• Event Binding: could not find a step related to the event “verify ID band and

order to obtain a specimen match”.

• Change: more detailed “perform Blood Specimen Obtaining process” sub-process

is elicited.
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Iteration 2:

Note: In Baystate Medical Center, the order to obtain a specimen is print on

the blood specimen label. Therefore, “verify ID band and order to obtain a specimen

match” is the same as verifying patient ID band against the specimen label.

• Event Binding:

send specimen to blood bank →

send specimen to lab via tube system STARTED

receive order to obtain a specimen →

order test(s) COMPLETED

obtain specimen →

obtain blood specimen STARTED

verify ID band and order to obtain a specimen match →

verify labels COMPLETED

• Result: no violation found.

D.5 Verify specimen container label before obtaining a specimen

Iteration 1:

• Event Binding: could not find a step related to the event “verify ID band and

specimen container label match”.

• Change: more detailed “perform Blood Specimen Obtaining process” sub-process

is elicited.

Iteration 2:

• Event Binding:
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send specimen to blood bank →

send specimen to lab via tube system STARTED

receive order to obtain a specimen →

order test(s) COMPLETED

obtain specimen →

obtain blood specimen STARTED

verify ID band and order to obtain a specimen match →

verify labels COMPLETED

• Result: no violation found.

D.6a (D.1 → D.2) Confirm presence of ID band before obtaining pa-

tient’s stated name and birth date (before obtaining a specimen)

Iteration 1:

• Event Binding:

confirm presence of ID band →

confirm the presence of an ID bracelet COMPLETED

obtain patient’s stated name and birth date →

request patient name STARTED |

obtain patient name and birth date STARTED

receive order to obtain a specimen →

order test(s) COMPLETED

obtain specimen →

obtain blood specimen STARTED

• Result: violation found. The violation trace shows that when “confirm the

presence of an ID bracelet” fails, it throws an exception MissingArmband. The

handler “provide new ID bracelet” will obtain patient’s stated name and birth
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date. In this case, one can obtain patient’s stated name and birth date without

completing the step “confirm the presence of an ID bracelet”.

• Change: more detailed “perform Blood Specimen Obtaining process” sub-process

is elicited.

Iteration 2:

Two sets of binding are verified.

• Event Binding a:

confirm presence of ID band →

confirm presence of exactly one ID band on patient COMPLETED

obtain patient’s stated name and birth date →

ask patient to spell first and last names STARTED

receive order to obtain a specimen →

order test(s) COMPLETED

obtain specimen →

obtain blood specimen STARTED

• Event Binding b:

confirm presence of ID band →

confirm presence of exactly one ID band on patient COMPLETED

obtain patient’s stated name and birth date →

ask patient to state DOB STARTED

receive order to obtain a specimen →

order test(s) COMPLETED

obtain specimen →

obtain blood specimen STARTED

• Result: no violation found.

287



D.6b (D.2 → D.3) Obtain patient’s info before verifying ID band matches

patient’s stated name and birth date

Iteration 1:

• Event Binding:

verify ID band and patient’s stated name and birth date match →

check patient’s ID bracelet STARTED

obtain patient’s stated name and birth date →

request patient name COMPLETED |

obtain patient name and birth date COMPLETED

receive order to obtain a specimen →

order test(s) COMPLETED

obtain specimen →

obtain blood specimen STARTED

• Result: violation found. Similar to the property D.2, the violation trace shows

that if the patient is unconscious, step “request patient name” will throw an ex-

ception PatientUnconsious. The handler for this exception is a simple continue

handler, which means that the event “verify ID band and patient’s stated name

and birth date match” will be occur even without obtaining patient’s name and

birthday.

• Change: more detailed “perform Blood Specimen Obtaining process” sub-process

is elicited.

Iteration 2:

Three sets of binding are verified.

• Event Binding a:
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verify ID band and patient’s stated name and birth date match →

confirm patient-stated-first-name matches patient-first-name

on ID band STARTED

obtain patient’s stated name and birth date →

ask patient to spell first and last names COMPLETED

receive order to obtain a specimen →

order test(s) COMPLETED

obtain specimen →

obtain blood specimen STARTED

• Event Binding b:

verify ID band and patient’s stated name and birth date match →

confirm patient-stated-last-name matches patient-last-name

on ID band STARTED

obtain patient’s stated name and birth date →

ask patient to spell first and last names COMPLETED

receive order to obtain a specimen →

order test(s) COMPLETED

obtain specimen →

obtain blood specimen STARTED

• Event Binding c:

confirm presence of ID band →

confirm patient-stated-DOB matches patient-DOB

on ID band COMPLETED

obtain patient’s stated name and birth date →

ask patient to state DOB STARTED
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receive order to obtain a specimen →

order test(s) COMPLETED

obtain specimen →

obtain blood specimen STARTED

• Result: no violation found.

D.6c (D.3 → D.4) Verify ID band matches patient’s stated name and

birth date before verifying order to obtain a specimen

Iteration 1:

• Event Binding: could not find a step related to event “verifying order to obtain

a specimen”.

D.6d (D.4 → D.5) Verify order to obtain a specimen before verifying

specimen container label

Iteration 1:

• Event Binding: could not find a step related to event “verifying order to obtain

a specimen”.

D.7 Verify order to obtain a specimen before applying a specimen con-

tainer label

Iteration 1:

• Event Binding: could not find a step related to the event “verify ID band and

order to obtain specimen match”.

D.8 Verify specimen container label before applying a specimen container

label

Iteration 1:
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• Event Binding: could not find a step related to the event “verify ID band and

specimen container label match”.

• Change: more detailed “perform Blood Specimen Obtaining process” sub-process

is elicited.

Iteration 2:

• Event Binding:

send specimen to blood bank →

send specimen to lab via tube system STARTED

receive order to obtain a specimen →

order test(s) COMPLETED

apply specimen container label →

apply label STARTED

verify ID band and order to obtain a specimen match →

verify labels COMPLETED

• Result: no violation found.

D.9 Verify ID band matches order to obtain a specimen before verifying

specimen container label (before applying a specimen container label)

Iteration 1:

• Event Binding: could not find a step related to the event “Verify ID band

matches order to obtain a specimen”.

D.10a Nothing can occur between obtaining a specimen and applying a

specimen container label

• Discussion: cannot verify this kind of property.
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D.10b Nothing can occur between applying a specimen container label

and obtaining a specimen

• Discussion: cannot verify this kind of property.

D.11 After obtaining a specimen, must apply specimen container label if

it hasn’t been done yet

Iteration 1:

• Event Binding: could not find a step related to the event “discover specimen

container is not yet labeled”.
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APPENDIX F

BLOOD TRANSFUSION PROCESS FAULT TREE
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Figure F.1. Blood Transfusion Process Fault Tree Part 1
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Figure F.2. Blood Transfusion Process Fault Tree Part 2
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Figure F.3. Blood Transfusion Process Fault Tree Part 3
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Figure F.4. Blood Transfusion Process Fault Tree Part 4
297



Figure F.5. Blood Transfusion Process Fault Tree Part 5
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Figure F.6. Blood Transfusion Process Fault Tree Part 6
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Figure F.7. Blood Transfusion Process Fault Tree Part 7
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APPENDIX G

BLOOD TRANSFUSION PROCESS MCSS

Total Number of MCSs: 37

MCS 1 (8 events):

{

Step “aquire blood product” produces wrong “BloodUnit”,

!(Exception “ReactionSuspected” is thrown by step “assess patient”),

!(Exception “ProblemFoundInPatientHistory” is thrown by step

“assess patient”),

!(Exception “FailedProductCheck” is thrown by step “perform bedside checks”),

!(Exception “InfoNotMatch” is thrown by step “perform bedside checks”),

!(Exception “PatientHasMultipleIDBands” is thrown by step “perform

bedside checks”),

!(Exception “InfoNotFound” is thrown by step “perform bedside checks”),

!(Exception “PatientHasNoIDBand” is thrown by step “perform bedside checks”)

}

MCS 2 (8 events):

{

Step “release blood from blood bank” produces wrong “BloodUnit”,

!(Exception “ReactionSuspected” is thrown by step “assess patient”),

!(Exception “ProblemFoundInPatientHistory” is thrown by step

301



“assess patient”),

!(Exception “FailedProductCheck” is thrown by step “perform bedside checks”),

!(Exception “InfoNotMatch” is thrown by step “perform bedside checks”),

!(Exception “PatientHasMultipleIDBands” is thrown by step “perform

bedside checks”),

!(Exception “InfoNotFound” is thrown by step “perform bedside checks”),

!(Exception “PatientHasNoIDBand” is thrown by step “perform bedside checks”)

}

MCS 3 (12 events):

{

Step “prepare documentation for blood pick-up” produces

wrong “BloodPickUpDoc”,

!(Exception “InfoNotMatch” is thrown by step “perform pre-release checks”),

!(Exception “InfoNotFound” is thrown by step “perform pre-release checks”),

!(Exception “PatientHasMultipleIDBands” is thrown by step

“perform pre-release checks”),

!(Exception “PatientHasNoIDBand” is thrown by step “perform

pre-release checks”),

!(Exception “ReactionSuspected” is thrown by step “assess patient”),

!(Exception “ProblemFoundInPatientHistory” is thrown by step

“assess patient”),

!(Exception “FailedProductCheck” is thrown by step “perform bedside checks”),

!(Exception “InfoNotMatch” is thrown by step “perform bedside checks”),

!(Exception “PatientHasMultipleIDBands” is thrown by step “perform

bedside checks”),

!(Exception “InfoNotFound” is thrown by step “perform bedside checks”),
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!(Exception “PatientHasNoIDBand” is thrown by step “perform bedside checks”)

}

MCS 4 (12 events):

{

Step “get validation of type and screen from lab” produces

wrong “BloodTypeAndScreen”,

!(Exception “InfoNotMatch” is thrown by step “perform pre-release checks”),

!(Exception “InfoNotFound” is thrown by step “perform pre-release checks”),

!(Exception “PatientHasMultipleIDBands” is thrown by step

“perform pre-release checks”),

!(Exception “PatientHasNoIDBand” is thrown by step “perform

pre-release checks”),

!(Exception “ReactionSuspected” is thrown by step “assess patient”),

!(Exception “ProblemFoundInPatientHistory” is thrown by step

“assess patient”),

!(Exception “FailedProductCheck” is thrown by step “perform bedside checks”),

!(Exception “InfoNotMatch” is thrown by step “perform bedside checks”),

!(Exception “PatientHasMultipleIDBands” is thrown by step “perform

bedside checks”),

!(Exception “InfoNotFound” is thrown by step “perform bedside checks”),

!(Exception “PatientHasNoIDBand” is thrown by step “perform bedside checks”)

}

MCS 5 (12 events):

{

Step “lab test blood type and screen” produces wrong “BloodTypeAndScreen”,
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!(Exception “InfoNotMatch” is thrown by step “perform pre-release checks”),

!(Exception “InfoNotFound” is thrown by step “perform pre-release checks”),

!(Exception “PatientHasMultipleIDBands” is thrown by step

“perform pre-release checks”),

!(Exception “PatientHasNoIDBand” is thrown by step “perform

pre-release checks”),

!(Exception “ReactionSuspected” is thrown by step “assess patient”),

!(Exception “ProblemFoundInPatientHistory” is thrown by step

“assess patient”),

!(Exception “FailedProductCheck” is thrown by step “perform bedside checks”),

!(Exception “InfoNotMatch” is thrown by step “perform bedside checks”),

!(Exception “PatientHasMultipleIDBands” is thrown by step “perform

bedside checks”),

!(Exception “InfoNotFound” is thrown by step “perform bedside checks”),

!(Exception “PatientHasNoIDBand” is thrown by step “perform bedside checks”)

}

MCS 6 (12 events):

{

Step “ask a person to send specimen to lab” produces

wrong “SpecimenContainer”,

!(Exception “InfoNotMatch” is thrown by step “perform pre-release checks”),

!(Exception “InfoNotFound” is thrown by step “perform pre-release checks”),

!(Exception “PatientHasMultipleIDBands” is thrown by step

“perform pre-release checks”),

!(Exception “PatientHasNoIDBand” is thrown by step “perform

pre-release checks”),
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!(Exception “ReactionSuspected” is thrown by step “assess patient”),

!(Exception “ProblemFoundInPatientHistory” is thrown by step

“assess patient”),

!(Exception “FailedProductCheck” is thrown by step “perform bedside checks”),

!(Exception “InfoNotMatch” is thrown by step “perform bedside checks”),

!(Exception “PatientHasMultipleIDBands” is thrown by step “perform

bedside checks”),

!(Exception “InfoNotFound” is thrown by step “perform bedside checks”),

!(Exception “PatientHasNoIDBand” is thrown by step “perform bedside checks”)

}

MCS 7 (12 events):

{

Step “put labeled blood specimen container into biohazard bag and seal

it” produces wrong “SpecimenContainer”,

!(Exception “InfoNotMatch” is thrown by step “perform pre-release checks”),

!(Exception “InfoNotFound” is thrown by step “perform pre-release checks”),

!(Exception “PatientHasMultipleIDBands” is thrown by step

“perform pre-release checks”),

!(Exception “PatientHasNoIDBand” is thrown by step “perform

pre-release checks”),

!(Exception “ReactionSuspected” is thrown by step “assess patient”),

!(Exception “ProblemFoundInPatientHistory” is thrown by step

“assess patient”),

!(Exception “FailedProductCheck” is thrown by step “perform bedside checks”),

!(Exception “InfoNotMatch” is thrown by step “perform bedside checks”),

!(Exception “PatientHasMultipleIDBands” is thrown by step “perform
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bedside checks”),

!(Exception “InfoNotFound” is thrown by step “perform bedside checks”),

!(Exception “PatientHasNoIDBand” is thrown by step “perform bedside checks”)

}

MCS 8 (12 events):

{

Step “attach specimen label to the specimen container” produces

wrong “SpecimenContainer”,

!(Exception “InfoNotMatch” is thrown by step “perform pre-release checks”),

!(Exception “InfoNotFound” is thrown by step “perform pre-release checks”),

!(Exception “PatientHasMultipleIDBands” is thrown by step

“perform pre-release checks”),

!(Exception “PatientHasNoIDBand” is thrown by step “perform

pre-release checks”),

!(Exception “ReactionSuspected” is thrown by step “assess patient”),

!(Exception “ProblemFoundInPatientHistory” is thrown by step

“assess patient”),

!(Exception “FailedProductCheck” is thrown by step “perform bedside checks”),

!(Exception “InfoNotMatch” is thrown by step “perform bedside checks”),

!(Exception “PatientHasMultipleIDBands” is thrown by step “perform

bedside checks”),

!(Exception “InfoNotFound” is thrown by step “perform bedside checks”),

!(Exception “PatientHasNoIDBand” is thrown by step “perform bedside checks”)

}
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MCS 9 (12 events):

{

Step “send transport container” produces wrong “SpecimenContainer”,

!(Exception “InfoNotMatch” is thrown by step “perform pre-release checks”),

!(Exception “InfoNotFound” is thrown by step “perform pre-release checks”),

!(Exception “PatientHasMultipleIDBands” is thrown by step

“perform pre-release checks”),

!(Exception “PatientHasNoIDBand” is thrown by step “perform

pre-release checks”),

!(Exception “ReactionSuspected” is thrown by step “assess patient”),

!(Exception “ProblemFoundInPatientHistory” is thrown by step

“assess patient”),

!(Exception “FailedProductCheck” is thrown by step “perform bedside checks”),

!(Exception “InfoNotMatch” is thrown by step “perform bedside checks”),

!(Exception “PatientHasMultipleIDBands” is thrown by step “perform

bedside checks”),

!(Exception “InfoNotFound” is thrown by step “perform bedside checks”),

!(Exception “PatientHasNoIDBand” is thrown by step “perform bedside checks”)

}

MCS 10 (12 events):

{

Step “enter destination where to send specimen to” produces

wrong “SpecimenContainer”,

!(Exception “InfoNotMatch” is thrown by step “perform pre-release checks”),

!(Exception “InfoNotFound” is thrown by step “perform pre-release checks”),

!(Exception “PatientHasMultipleIDBands” is thrown by step

307



“perform pre-release checks”),

!(Exception “PatientHasNoIDBand” is thrown by step “perform

pre-release checks”),

!(Exception “ReactionSuspected” is thrown by step “assess patient”),

!(Exception “ProblemFoundInPatientHistory” is thrown by step

“assess patient”),

!(Exception “FailedProductCheck” is thrown by step “perform bedside checks”),

!(Exception “InfoNotMatch” is thrown by step “perform bedside checks”),

!(Exception “PatientHasMultipleIDBands” is thrown by step “perform

bedside checks”),

!(Exception “InfoNotFound” is thrown by step “perform bedside checks”),

!(Exception “PatientHasNoIDBand” is thrown by step “perform bedside checks”)

}

MCS 11 (12 events):

{

Step “ask a person to send specimen to lab” produces

wrong “SpecimenContainer”,

!(Exception “InfoNotMatch” is thrown by step “perform pre-release checks”),

!(Exception “InfoNotFound” is thrown by step “perform pre-release checks”),

!(Exception “PatientHasMultipleIDBands” is thrown by step

“perform pre-release checks”),

!(Exception “PatientHasNoIDBand” is thrown by step “perform

pre-release checks”),

!(Exception “ReactionSuspected” is thrown by step “assess patient”),

!(Exception “ProblemFoundInPatientHistory” is thrown by step

“assess patient”),
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!(Exception “FailedProductCheck” is thrown by step “perform bedside checks”),

!(Exception “InfoNotMatch” is thrown by step “perform bedside checks”),

!(Exception “PatientHasMultipleIDBands” is thrown by step “perform

bedside checks”),

!(Exception “InfoNotFound” is thrown by step “perform bedside checks”),

!(Exception “PatientHasNoIDBand” is thrown by step “perform bedside checks”)

}

MCS 12 (13 events):

{

Step “contact lab for availability of type and screen” produces

wrong “BloodTypeAndScreen”,

!(Exception “LabUnknown” is thrown by step “contact lab for availability

of type and screen”),

!(Exception “InfoNotMatch” is thrown by step “perform pre-release checks”),

!(Exception “InfoNotFound” is thrown by step “perform pre-release checks”),

!(Exception “PatientHasMultipleIDBands” is thrown by step

“perform pre-release checks”),

!(Exception “PatientHasNoIDBand” is thrown by step “perform

pre-release checks”),

!(Exception “ReactionSuspected” is thrown by step “assess patient”),

!(Exception “ProblemFoundInPatientHistory” is thrown by step

“assess patient”),

!(Exception “FailedProductCheck” is thrown by step “perform bedside checks”),

!(Exception “InfoNotMatch” is thrown by step “perform bedside checks”),

!(Exception “PatientHasMultipleIDBands” is thrown by step “perform

bedside checks”),
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!(Exception “InfoNotFound” is thrown by step “perform bedside checks”),

!(Exception “PatientHasNoIDBand” is thrown by step “perform bedside checks”)

}

MCS 13 (13 events):

{

Step “draw blood specimen” produces wrong “SpecimenContainer”,

!(Exception “UnableToPerform” is thrown by step “draw blood specimen”),

!(Exception “InfoNotMatch” is thrown by step “perform pre-release checks”),

!(Exception “InfoNotFound” is thrown by step “perform pre-release checks”),

!(Exception “PatientHasMultipleIDBands” is thrown by step

“perform pre-release checks”),

!(Exception “PatientHasNoIDBand” is thrown by step “perform

pre-release checks”),

!(Exception “ReactionSuspected” is thrown by step “assess patient”),

!(Exception “ProblemFoundInPatientHistory” is thrown by step

“assess patient”),

!(Exception “FailedProductCheck” is thrown by step “perform bedside checks”),

!(Exception “InfoNotMatch” is thrown by step “perform bedside checks”),

!(Exception “PatientHasMultipleIDBands” is thrown by step “perform

bedside checks”),

!(Exception “InfoNotFound” is thrown by step “perform bedside checks”),

!(Exception “PatientHasNoIDBand” is thrown by step “perform bedside checks”)

}

MCS 14 (13 events):

{
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Step “attach specimen label to the specimen container” produces

wrong “SpecimenContainer”,

!(Exception “UnableToPerform” is thrown by step “draw blood specimen”),

!(Exception “InfoNotMatch” is thrown by step “perform pre-release checks”),

!(Exception “InfoNotFound” is thrown by step “perform pre-release checks”),

!(Exception “PatientHasMultipleIDBands” is thrown by step

“perform pre-release checks”),

!(Exception “PatientHasNoIDBand” is thrown by step “perform

pre-release checks”),

!(Exception “ReactionSuspected” is thrown by step “assess patient”),

!(Exception “ProblemFoundInPatientHistory” is thrown by step

“assess patient”),

!(Exception “FailedProductCheck” is thrown by step “perform bedside checks”),

!(Exception “InfoNotMatch” is thrown by step “perform bedside checks”),

!(Exception “PatientHasMultipleIDBands” is thrown by step “perform

bedside checks”),

!(Exception “InfoNotFound” is thrown by step “perform bedside checks”),

!(Exception “PatientHasNoIDBand” is thrown by step “perform bedside checks”)

}

MCS 15 (13 events):

{

Step “draw blood specimen” produces wrong “SpecimenContainer”,

!(Exception “UnableToPerform” is thrown by step “draw blood specimen”),

!(Exception “InfoNotMatch” is thrown by step “perform pre-release checks”),

!(Exception “InfoNotFound” is thrown by step “perform pre-release checks”),

!(Exception “PatientHasMultipleIDBands” is thrown by step
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“perform pre-release checks”),

!(Exception “PatientHasNoIDBand” is thrown by step “perform

pre-release checks”),

!(Exception “ReactionSuspected” is thrown by step “assess patient”),

!(Exception “ProblemFoundInPatientHistory” is thrown by step

“assess patient”),

!(Exception “FailedProductCheck” is thrown by step “perform bedside checks”),

!(Exception “InfoNotMatch” is thrown by step “perform bedside checks”),

!(Exception “PatientHasMultipleIDBands” is thrown by step “perform

bedside checks”),

!(Exception “InfoNotFound” is thrown by step “perform bedside checks”),

!(Exception “PatientHasNoIDBand” is thrown by step “perform bedside checks”)

}

MCS 16 (13 events):

{

Step “place biohazard bag into transport container” produces

wrong “SpecimenContainer”,

!(Exception “TubeSystemDown” is thrown by step “place biohazard bag

into transport container”),

!(Exception “InfoNotMatch” is thrown by step “perform pre-release checks”),

!(Exception “InfoNotFound” is thrown by step “perform pre-release checks”),

!(Exception “PatientHasMultipleIDBands” is thrown by step

“perform pre-release checks”),

!(Exception “PatientHasNoIDBand” is thrown by step “perform

pre-release checks”),

!(Exception “ReactionSuspected” is thrown by step “assess patient”),
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!(Exception “ProblemFoundInPatientHistory” is thrown by step

“assess patient”),

!(Exception “FailedProductCheck” is thrown by step “perform bedside checks”),

!(Exception “InfoNotMatch” is thrown by step “perform bedside checks”),

!(Exception “PatientHasMultipleIDBands” is thrown by step “perform

bedside checks”),

!(Exception “InfoNotFound” is thrown by step “perform bedside checks”),

!(Exception “PatientHasNoIDBand” is thrown by step “perform bedside checks”)

}

MCS 17 (14 events):

{

Artifact “PhycisianOrder” is wrong when step “perform in-patient

blood transfusion” is posted,

!(Exception “NoPhysicianOrder” is thrown by step “confirm physician order

for blood transfusion”),

!(Exception “LabUnknown” is thrown by step “contact lab for availability

of type and screen”),

!(Exception “InfoNotMatch” is thrown by step “perform pre-release checks”),

!(Exception “InfoNotFound” is thrown by step “perform pre-release checks”),

!(Exception “PatientHasMultipleIDBands” is thrown by step

“perform pre-release checks”),

!(Exception “PatientHasNoIDBand” is thrown by step “perform

pre-release checks”),

!(Exception “ReactionSuspected” is thrown by step “assess patient”),

!(Exception “ProblemFoundInPatientHistory” is thrown by step

“assess patient”),
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!(Exception “FailedProductCheck” is thrown by step “perform bedside checks”),

!(Exception “InfoNotMatch” is thrown by step “perform bedside checks”),

!(Exception “PatientHasMultipleIDBands” is thrown by step “perform

bedside checks”),

!(Exception “InfoNotFound” is thrown by step “perform bedside checks”),

!(Exception “PatientHasNoIDBand” is thrown by step “perform bedside checks”)

}

MCS 18 (17 events):

{

Step “gather equipment for specimen collection” produces

wrong “SpecimenContainer”,

!(Exception “InfoNotMatch” is thrown by step “verify the correct patient

to get specimen”),

!(Exception “PatientHasMultipleIDBands” is thrown by step “verify the

correct patient to get specimen”),

!(Exception “InfoNotFound” is thrown by step “verify the correct patient

to get specimen”),

!(Exception “PatientHasNoIDBand” is thrown by step “verify the

correct patient to get specimen”),

!(Exception “UnableToPerform” is thrown by step “draw blood specimen”),

!(Exception “InfoNotMatch” is thrown by step “perform pre-release checks”),

!(Exception “InfoNotFound” is thrown by step “perform pre-release checks”),

!(Exception “PatientHasMultipleIDBands” is thrown by step

“perform pre-release checks”),

!(Exception “PatientHasNoIDBand” is thrown by step “perform

pre-release checks”),
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!(Exception “ReactionSuspected” is thrown by step “assess patient”),

!(Exception “ProblemFoundInPatientHistory” is thrown by step

“assess patient”),

!(Exception “FailedProductCheck” is thrown by step “perform bedside checks”),

!(Exception “InfoNotMatch” is thrown by step “perform bedside checks”),

!(Exception “PatientHasMultipleIDBands” is thrown by step “perform

bedside checks”),

!(Exception “InfoNotFound” is thrown by step “perform bedside checks”),

!(Exception “PatientHasNoIDBand” is thrown by step “perform bedside checks”)

}

MCS 19 (17 events):

{

Step “gather equipment for specimen collection” produces

wrong “SpecimenContainer”,

!(Exception “InfoNotMatch” is thrown by step “verify the correct patient

to get specimen”),

!(Exception “PatientHasMultipleIDBands” is thrown by step “verify the

correct patient to get specimen”),

!(Exception “InfoNotFound” is thrown by step “verify the correct patient

to get specimen”),

!(Exception “PatientHasNoIDBand” is thrown by step “verify the

correct patient to get specimen”),

!(Exception “UnableToPerform” is thrown by step “draw blood specimen”),

!(Exception “InfoNotMatch” is thrown by step “perform pre-release checks”),

!(Exception “InfoNotFound” is thrown by step “perform pre-release checks”),

!(Exception “PatientHasMultipleIDBands” is thrown by step
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“perform pre-release checks”),

!(Exception “PatientHasNoIDBand” is thrown by step “perform

pre-release checks”),

!(Exception “ReactionSuspected” is thrown by step “assess patient”),

!(Exception “ProblemFoundInPatientHistory” is thrown by step

“assess patient”),

!(Exception “FailedProductCheck” is thrown by step “perform bedside checks”),

!(Exception “InfoNotMatch” is thrown by step “perform bedside checks”),

!(Exception “PatientHasMultipleIDBands” is thrown by step “perform

bedside checks”),

!(Exception “InfoNotFound” is thrown by step “perform bedside checks”),

!(Exception “PatientHasNoIDBand” is thrown by step “perform bedside checks”)

}

MCS 20 (18 events):

{

Step “collect labels from label printer” produces wrong “BloodSpecimenLabel”,

!(Exception “SpecimenLabelUnavailable” is thrown by step “collect labels

from label printer”),

!(Exception “InfoNotMatch” is thrown by step “verify the correct patient

to get specimen”),

!(Exception “PatientHasMultipleIDBands” is thrown by step “verify the

correct patient to get specimen”),

!(Exception “InfoNotFound” is thrown by step “verify the correct patient

to get specimen”),

!(Exception “PatientHasNoIDBand” is thrown by step “verify the

correct patient to get specimen”),
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!(Exception “UnableToPerform” is thrown by step “obtain blood specimen”),

!(Exception “InfoNotMatch” is thrown by step “perform pre-release checks”),

!(Exception “InfoNotFound” is thrown by step “perform pre-release checks”),

!(Exception “PatientHasMultipleIDBands” is thrown by step

“perform pre-release checks”),

!(Exception “PatientHasNoIDBand” is thrown by step “perform

pre-release checks”),

!(Exception “ReactionSuspected” is thrown by step “assess patient”),

!(Exception “ProblemFoundInPatientHistory” is thrown by step

“assess patient”),

!(Exception “FailedProductCheck” is thrown by step “perform bedside checks”),

!(Exception “InfoNotMatch” is thrown by step “perform bedside checks”),

!(Exception “PatientHasMultipleIDBands” is thrown by step “perform

bedside checks”),

!(Exception “InfoNotFound” is thrown by step “perform bedside checks”),

!(Exception “PatientHasNoIDBand” is thrown by step “perform bedside checks”)

}

MCS 21 (18 events):

{

Step “order test(s) on Downtime Requisition form” produces

wrong “DowntimeRequisitionForm”,

!(Exception “SpecimenLabelUnavailable” is thrown by step “collect labels

from label printer”),

!(Exception “InfoNotMatch” is thrown by step “verify the correct patient

to get specimen”),

!(Exception “PatientHasMultipleIDBands” is thrown by step “verify the
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correct patient to get specimen”),

!(Exception “InfoNotFound” is thrown by step “verify the correct patient

to get specimen”),

!(Exception “PatientHasNoIDBand” is thrown by step “verify the

correct patient to get specimen”),

!(Exception “UnableToPerform” is thrown by step “obtain blood specimen”),

!(Exception “InfoNotMatch” is thrown by step “perform pre-release checks”),

!(Exception “InfoNotFound” is thrown by step “perform pre-release checks”),

!(Exception “PatientHasMultipleIDBands” is thrown by step

“perform pre-release checks”),

!(Exception “PatientHasNoIDBand” is thrown by step “perform

pre-release checks”),

!(Exception “ReactionSuspected” is thrown by step “assess patient”),

!(Exception “ProblemFoundInPatientHistory” is thrown by step

“assess patient”),

!(Exception “FailedProductCheck” is thrown by step “perform bedside checks”),

!(Exception “InfoNotMatch” is thrown by step “perform bedside checks”),

!(Exception “PatientHasMultipleIDBands” is thrown by step “perform

bedside checks”),

!(Exception “InfoNotFound” is thrown by step “perform bedside checks”),

!(Exception “PatientHasNoIDBand” is thrown by step “perform bedside checks”)

}

MCS 22 (18 events):

{

Step “sign order sheet” produces wrong “PatientChart”,

!(Exception “SpecimenLabelUnavailable” is thrown by step “collect labels
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from label printer”),

!(Exception “InfoNotMatch” is thrown by step “verify the correct patient

to get specimen”),

!(Exception “PatientHasMultipleIDBands” is thrown by step “verify the

correct patient to get specimen”),

!(Exception “InfoNotFound” is thrown by step “verify the correct patient

to get specimen”),

!(Exception “PatientHasNoIDBand” is thrown by step “verify the

correct patient to get specimen”),

!(Exception “UnableToPerform” is thrown by step “obtain blood specimen”),

!(Exception “InfoNotMatch” is thrown by step “perform pre-release checks”),

!(Exception “InfoNotFound” is thrown by step “perform pre-release checks”),

!(Exception “PatientHasMultipleIDBands” is thrown by step

“perform pre-release checks”),

!(Exception “PatientHasNoIDBand” is thrown by step “perform

pre-release checks”),

!(Exception “ReactionSuspected” is thrown by step “assess patient”),

!(Exception “ProblemFoundInPatientHistory” is thrown by step

“assess patient”),

!(Exception “FailedProductCheck” is thrown by step “perform bedside checks”),

!(Exception “InfoNotMatch” is thrown by step “perform bedside checks”),

!(Exception “PatientHasMultipleIDBands” is thrown by step “perform

bedside checks”),

!(Exception “InfoNotFound” is thrown by step “perform bedside checks”),

!(Exception “PatientHasNoIDBand” is thrown by step “perform bedside checks”)

}
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MCS 23 (18 events):

{

Step “tick on checkboxes of test(s) to order” produces wrong “PatientChart”,

!(Exception “SpecimenLabelUnavailable” is thrown by step “collect labels

from label printer”),

!(Exception “InfoNotMatch” is thrown by step “verify the correct patient

to get specimen”),

!(Exception “PatientHasMultipleIDBands” is thrown by step “verify the

correct patient to get specimen”),

!(Exception “InfoNotFound” is thrown by step “verify the correct patient

to get specimen”),

!(Exception “PatientHasNoIDBand” is thrown by step “verify the

correct patient to get specimen”),

!(Exception “UnableToPerform” is thrown by step “draw blood specimen”),

!(Exception “InfoNotMatch” is thrown by step “perform pre-release checks”),

!(Exception “InfoNotFound” is thrown by step “perform pre-release checks”),

!(Exception “PatientHasMultipleIDBands” is thrown by step

“perform pre-release checks”),

!(Exception “PatientHasNoIDBand” is thrown by step “perform

pre-release checks”),

!(Exception “ReactionSuspected” is thrown by step “assess patient”),

!(Exception “ProblemFoundInPatientHistory” is thrown by step

“assess patient”),

!(Exception “FailedProductCheck” is thrown by step “perform bedside checks”),

!(Exception “InfoNotMatch” is thrown by step “perform bedside checks”),

!(Exception “PatientHasMultipleIDBands” is thrown by step “perform

bedside checks”),
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!(Exception “InfoNotFound” is thrown by step “perform bedside checks”),

!(Exception “PatientHasNoIDBand” is thrown by step “perform bedside checks”)

}

MCS 24 (18 events):

{

Step “put patient chart in order rack” produces wrong “BloodTestOrder”,

!(Exception “SpecimenLabelUnavailable” is thrown by step “collect labels

from label printer”),

!(Exception “InfoNotMatch” is thrown by step “verify the correct patient

to get specimen”),

!(Exception “PatientHasMultipleIDBands” is thrown by step “verify the

correct patient to get specimen”),

!(Exception “InfoNotFound” is thrown by step “verify the correct patient

to get specimen”),

!(Exception “PatientHasNoIDBand” is thrown by step “verify the

correct patient to get specimen”),

!(Exception “UnableToPerform” is thrown by step “obtain blood specimen”),

!(Exception “InfoNotMatch” is thrown by step “perform pre-release checks”),

!(Exception “InfoNotFound” is thrown by step “perform pre-release checks”),

!(Exception “PatientHasMultipleIDBands” is thrown by step

“perform pre-release checks”),

!(Exception “PatientHasNoIDBand” is thrown by step “perform

pre-release checks”),

!(Exception “ReactionSuspected” is thrown by step “assess patient”),

!(Exception “ProblemFoundInPatientHistory” is thrown by step

“assess patient”),
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!(Exception “FailedProductCheck” is thrown by step “perform bedside checks”),

!(Exception “InfoNotMatch” is thrown by step “perform bedside checks”),

!(Exception “PatientHasMultipleIDBands” is thrown by step “perform

bedside checks”),

!(Exception “InfoNotFound” is thrown by step “perform bedside checks”),

!(Exception “PatientHasNoIDBand” is thrown by step “perform bedside checks”)

}

MCS 25 (18 events):

{

Step “tick on checkboxes of test(s) to order” produces wrong “PatientChart”,

!(Exception “SpecimenLabelUnavailable” is thrown by step “collect labels

from label printer”),

!(Exception “InfoNotMatch” is thrown by step “verify the correct patient

to get specimen”),

!(Exception “PatientHasMultipleIDBands” is thrown by step “verify the

correct patient to get specimen”),

!(Exception “InfoNotFound” is thrown by step “verify the correct patient

to get specimen”),

!(Exception “PatientHasNoIDBand” is thrown by step “verify the

correct patient to get specimen”),

!(Exception “UnableToPerform” is thrown by step “obtain blood specimen”),

!(Exception “InfoNotMatch” is thrown by step “perform pre-release checks”),

!(Exception “InfoNotFound” is thrown by step “perform pre-release checks”),

!(Exception “PatientHasMultipleIDBands” is thrown by step

“perform pre-release checks”),

!(Exception “PatientHasNoIDBand” is thrown by step “perform
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pre-release checks”),

!(Exception “ReactionSuspected” is thrown by step “assess patient”),

!(Exception “ProblemFoundInPatientHistory” is thrown by step

“assess patient”),

!(Exception “FailedProductCheck” is thrown by step “perform bedside checks”),

!(Exception “InfoNotMatch” is thrown by step “perform bedside checks”),

!(Exception “PatientHasMultipleIDBands” is thrown by step “perform

bedside checks”),

!(Exception “InfoNotFound” is thrown by step “perform bedside checks”),

!(Exception “PatientHasNoIDBand” is thrown by step “perform bedside checks”)

}

MCS 26 (18 events):

{

Step “collect labels from label printer” produces wrong “BloodSpecimenLabel”,

!(Exception “SpecimenLabelUnavailable” is thrown by step “collect labels

from label printer”),

!(Exception “InfoNotMatch” is thrown by step “verify the correct patient

to get specimen”),

!(Exception “PatientHasMultipleIDBands” is thrown by step “verify the

correct patient to get specimen”),

!(Exception “InfoNotFound” is thrown by step “verify the correct patient

to get specimen”),

!(Exception “PatientHasNoIDBand” is thrown by step “verify the

correct patient to get specimen”),

!(Exception “UnableToPerform” is thrown by step “draw blood specimen”),

!(Exception “InfoNotMatch” is thrown by step “perform pre-release checks”),
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!(Exception “InfoNotFound” is thrown by step “perform pre-release checks”),

!(Exception “PatientHasMultipleIDBands” is thrown by step

“perform pre-release checks”),

!(Exception “PatientHasNoIDBand” is thrown by step “perform

pre-release checks”),

!(Exception “ReactionSuspected” is thrown by step “assess patient”),

!(Exception “ProblemFoundInPatientHistory” is thrown by step

“assess patient”),

!(Exception “FailedProductCheck” is thrown by step “perform bedside checks”),

!(Exception “InfoNotMatch” is thrown by step “perform bedside checks”),

!(Exception “PatientHasMultipleIDBands” is thrown by step “perform

bedside checks”),

!(Exception “InfoNotFound” is thrown by step “perform bedside checks”),

!(Exception “PatientHasNoIDBand” is thrown by step “perform bedside checks”)

}

MCS 27 (18 events):

{

Step “go to the patient’s bed” produces wrong “Patient”,

!(Exception “InfoNotMatch” is thrown by step “verify the correct patient

to get specimen”),

!(Exception “PatientHasMultipleIDBands” is thrown by step “verify the

correct patient to get specimen”),

!(Exception “InfoNotFound” is thrown by step “verify the correct patient

to get specimen”),

!(Exception “PatientHasNoIDBand” is thrown by step “verify the

correct patient to get specimen”),
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!(Exception “PatientUnavailable” is thrown by step “go to the patient’s bed”),

!(Exception “UnableToPerform” is thrown by step “draw blood specimen”),

!(Exception “InfoNotMatch” is thrown by step “perform pre-release checks”),

!(Exception “InfoNotFound” is thrown by step “perform pre-release checks”),

!(Exception “PatientHasMultipleIDBands” is thrown by step

“perform pre-release checks”),

!(Exception “PatientHasNoIDBand” is thrown by step “perform

pre-release checks”),

!(Exception “ReactionSuspected” is thrown by step “assess patient”),

!(Exception “ProblemFoundInPatientHistory” is thrown by step

“assess patient”),

!(Exception “FailedProductCheck” is thrown by step “perform bedside checks”),

!(Exception “InfoNotMatch” is thrown by step “perform bedside checks”),

!(Exception “PatientHasMultipleIDBands” is thrown by step “perform

bedside checks”),

!(Exception “InfoNotFound” is thrown by step “perform bedside checks”),

!(Exception “PatientHasNoIDBand” is thrown by step “perform bedside checks”)

}

MCS 28 (18 events):

{

Step “put patient chart in order rack” produces wrong “BloodTestOrder”,

!(Exception “SpecimenLabelUnavailable” is thrown by step “collect labels

from label printer”),

!(Exception “InfoNotMatch” is thrown by step “verify the correct patient

to get specimen”),

!(Exception “PatientHasMultipleIDBands” is thrown by step “verify the
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correct patient to get specimen”),

!(Exception “InfoNotFound” is thrown by step “verify the correct patient

to get specimen”),

!(Exception “PatientHasNoIDBand” is thrown by step “verify the

correct patient to get specimen”),

!(Exception “UnableToPerform” is thrown by step “draw blood specimen”),

!(Exception “InfoNotMatch” is thrown by step “perform pre-release checks”),

!(Exception “InfoNotFound” is thrown by step “perform pre-release checks”),

!(Exception “PatientHasMultipleIDBands” is thrown by step

“perform pre-release checks”),

!(Exception “PatientHasNoIDBand” is thrown by step “perform

pre-release checks”),

!(Exception “ReactionSuspected” is thrown by step “assess patient”),

!(Exception “ProblemFoundInPatientHistory” is thrown by step

“assess patient”),

!(Exception “FailedProductCheck” is thrown by step “perform bedside checks”),

!(Exception “InfoNotMatch” is thrown by step “perform bedside checks”),

!(Exception “PatientHasMultipleIDBands” is thrown by step “perform

bedside checks”),

!(Exception “InfoNotFound” is thrown by step “perform bedside checks”),

!(Exception “PatientHasNoIDBand” is thrown by step “perform bedside checks”)

}

MCS 29 (18 events):

{

Step “go to the patient’s bed” produces wrong “Patient”,

!(Exception “InfoNotMatch” is thrown by step “verify the correct patient
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to get specimen”),

!(Exception “PatientHasMultipleIDBands” is thrown by step “verify the

correct patient to get specimen”),

!(Exception “InfoNotFound” is thrown by step “verify the correct patient

to get specimen”),

!(Exception “PatientHasNoIDBand” is thrown by step “verify the

correct patient to get specimen”),

!(Exception “PatientUnavailable” is thrown by step “go to the patient’s bed”),

!(Exception “UnableToPerform” is thrown by step “draw blood specimen”),

!(Exception “InfoNotMatch” is thrown by step “perform pre-release checks”),

!(Exception “InfoNotFound” is thrown by step “perform pre-release checks”),

!(Exception “PatientHasMultipleIDBands” is thrown by step

“perform pre-release checks”),

!(Exception “PatientHasNoIDBand” is thrown by step “perform

pre-release checks”),

!(Exception “ReactionSuspected” is thrown by step “assess patient”),

!(Exception “ProblemFoundInPatientHistory” is thrown by step

“assess patient”),

!(Exception “FailedProductCheck” is thrown by step “perform bedside checks”),

!(Exception “InfoNotMatch” is thrown by step “perform bedside checks”),

!(Exception “PatientHasMultipleIDBands” is thrown by step “perform

bedside checks”),

!(Exception “InfoNotFound” is thrown by step “perform bedside checks”),

!(Exception “PatientHasNoIDBand” is thrown by step “perform bedside checks”)

}
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MCS 30 (18 events):

{

Step “sign order sheet” produces wrong “PatientChart”,

!(Exception “SpecimenLabelUnavailable” is thrown by step “collect labels

from label printer”),

!(Exception “InfoNotMatch” is thrown by step “verify the correct patient

to get specimen”),

!(Exception “PatientHasMultipleIDBands” is thrown by step “verify the

correct patient to get specimen”),

!(Exception “InfoNotFound” is thrown by step “verify the correct patient

to get specimen”),

!(Exception “PatientHasNoIDBand” is thrown by step “verify the

correct patient to get specimen”),

!(Exception “UnableToPerform” is thrown by step “draw blood specimen”),

!(Exception “InfoNotMatch” is thrown by step “perform pre-release checks”),

!(Exception “InfoNotFound” is thrown by step “perform pre-release checks”),

!(Exception “PatientHasMultipleIDBands” is thrown by step

“perform pre-release checks”),

!(Exception “PatientHasNoIDBand” is thrown by step “perform

pre-release checks”),

!(Exception “ReactionSuspected” is thrown by step “assess patient”),

!(Exception “ProblemFoundInPatientHistory” is thrown by step

“assess patient”),

!(Exception “FailedProductCheck” is thrown by step “perform bedside checks”),

!(Exception “InfoNotMatch” is thrown by step “perform bedside checks”),

!(Exception “PatientHasMultipleIDBands” is thrown by step “perform

bedside checks”),
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!(Exception “InfoNotFound” is thrown by step “perform bedside checks”),

!(Exception “PatientHasNoIDBand” is thrown by step “perform bedside checks”)

}

MCS 31 (18 events):

{

Step “order test(s) on Downtime Requisition form” produces

wrong “DowntimeRequisitionForm”,

!(Exception “SpecimenLabelUnavailable” is thrown by step “collect labels

from label printer”),

!(Exception “InfoNotMatch” is thrown by step “verify the correct patient

to get specimen”),

!(Exception “PatientHasMultipleIDBands” is thrown by step “verify the

correct patient to get specimen”),

!(Exception “InfoNotFound” is thrown by step “verify the correct patient

to get specimen”),

!(Exception “PatientHasNoIDBand” is thrown by step “verify the

correct patient to get specimen”),

!(Exception “UnableToPerform” is thrown by step “draw blood specimen”),

!(Exception “InfoNotMatch” is thrown by step “perform pre-release checks”),

!(Exception “InfoNotFound” is thrown by step “perform pre-release checks”),

!(Exception “PatientHasMultipleIDBands” is thrown by step

“perform pre-release checks”),

!(Exception “PatientHasNoIDBand” is thrown by step “perform

pre-release checks”),

!(Exception “ReactionSuspected” is thrown by step “assess patient”),

!(Exception “ProblemFoundInPatientHistory” is thrown by step
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“assess patient”),

!(Exception “FailedProductCheck” is thrown by step “perform bedside checks”),

!(Exception “InfoNotMatch” is thrown by step “perform bedside checks”),

!(Exception “PatientHasMultipleIDBands” is thrown by step “perform

bedside checks”),

!(Exception “InfoNotFound” is thrown by step “perform bedside checks”),

!(Exception “PatientHasNoIDBand” is thrown by step “perform bedside checks”)

}

MCS 32 (19 events):

{

Artifact “PhycisianOrder” is wrong when step “perform in-patient

blood transfusion” is posted,

!(Exception “NoPhysicianOrder” is thrown by step “confirm physician order

for blood transfusion”),

!(Exception “InfoNotMatch” is thrown by step “perform Blood

Specimen Obtaining process”),

!(Exception “PatientHasMultipleIDBands” is thrown by step “perform

Blood Specimen Obtaining process”),

!(Exception “InfoNotFound” is thrown by step “perform Blood

Specimen Obtaining process”),

!(Exception “PatientHasNoIDBand” is thrown by step “perform Blood

Specimen Obtaining process”),

!(Exception “UnableToPerform” is thrown by step “perform Blood

Specimen Obtaining process”),

!(Exception “UnableToPerform” is thrown by step “perform Blood

Specimen Obtaining process”),
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!(Exception “InfoNotMatch” is thrown by step “perform pre-release checks”),

!(Exception “InfoNotFound” is thrown by step “perform pre-release checks”),

!(Exception “PatientHasMultipleIDBands” is thrown by step

“perform pre-release checks”),

!(Exception “PatientHasNoIDBand” is thrown by step “perform

pre-release checks”),

!(Exception “ReactionSuspected” is thrown by step “assess patient”),

!(Exception “ProblemFoundInPatientHistory” is thrown by step

“assess patient”),

!(Exception “FailedProductCheck” is thrown by step “perform bedside checks”),

!(Exception “InfoNotMatch” is thrown by step “perform bedside checks”),

!(Exception “PatientHasMultipleIDBands” is thrown by step “perform

bedside checks”),

!(Exception “InfoNotFound” is thrown by step “perform bedside checks”),

!(Exception “PatientHasNoIDBand” is thrown by step “perform bedside checks”)

}

MCS 33 (19 events):

{

Exception “ComputerUnavailable” is thrown by step “log into computer”,

Step “determine the need for blood test” produces wrong “PatientName”,

!(Exception “SpecimenLabelUnavailable” is thrown by step “collect labels

from label printer”),

!(Exception “InfoNotMatch” is thrown by step “verify the correct patient

to get specimen”),

!(Exception “PatientHasMultipleIDBands” is thrown by step “verify the

correct patient to get specimen”),
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!(Exception “InfoNotFound” is thrown by step “verify the correct patient

to get specimen”),

!(Exception “PatientHasNoIDBand” is thrown by step “verify the

correct patient to get specimen”),

!(Exception “UnableToPerform” is thrown by step “draw blood specimen”),

!(Exception “InfoNotMatch” is thrown by step “perform pre-release checks”),

!(Exception “InfoNotFound” is thrown by step “perform pre-release checks”),

!(Exception “PatientHasMultipleIDBands” is thrown by step

“perform pre-release checks”),

!(Exception “PatientHasNoIDBand” is thrown by step “perform

pre-release checks”),

!(Exception “ReactionSuspected” is thrown by step “assess patient”),

!(Exception “ProblemFoundInPatientHistory” is thrown by step

“assess patient”),

!(Exception “FailedProductCheck” is thrown by step “perform bedside checks”),

!(Exception “InfoNotMatch” is thrown by step “perform bedside checks”),

!(Exception “PatientHasMultipleIDBands” is thrown by step “perform

bedside checks”),

!(Exception “InfoNotFound” is thrown by step “perform bedside checks”),

!(Exception “PatientHasNoIDBand” is thrown by step “perform bedside checks”)

}

MCS 34 (19 events):

{

Exception “ComputerUnavailable” is thrown by step “log into computer”,

Step “determine the need for blood test” produces wrong “PatientName”,

!(Exception “SpecimenLabelUnavailable” is thrown by step “collect labels
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from label printer”),

!(Exception “InfoNotMatch” is thrown by step “verify the correct patient

to get specimen”),

!(Exception “PatientHasMultipleIDBands” is thrown by step “verify the

correct patient to get specimen”),

!(Exception “InfoNotFound” is thrown by step “verify the correct patient

to get specimen”),

!(Exception “PatientHasNoIDBand” is thrown by step “verify the

correct patient to get specimen”),

!(Exception “UnableToPerform” is thrown by step “obtain blood specimen”),

!(Exception “InfoNotMatch” is thrown by step “perform pre-release checks”),

!(Exception “InfoNotFound” is thrown by step “perform pre-release checks”),

!(Exception “PatientHasMultipleIDBands” is thrown by step

“perform pre-release checks”),

!(Exception “PatientHasNoIDBand” is thrown by step “perform

pre-release checks”),

!(Exception “ReactionSuspected” is thrown by step “assess patient”),

!(Exception “ProblemFoundInPatientHistory” is thrown by step

“assess patient”),

!(Exception “FailedProductCheck” is thrown by step “perform bedside checks”),

!(Exception “InfoNotMatch” is thrown by step “perform bedside checks”),

!(Exception “PatientHasMultipleIDBands” is thrown by step “perform

bedside checks”),

!(Exception “InfoNotFound” is thrown by step “perform bedside checks”),

!(Exception “PatientHasNoIDBand” is thrown by step “perform bedside checks”)

}
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MCS 35 (19 events):

{

Artifact “PhycisianOrder” is wrong when step “perform in-patient

blood transfusion” is posted,

!(Exception “NoPhysicianOrder” is thrown by step “confirm physician order

for blood transfusion”),

!(Exception “InfoNotMatch” is thrown by step “check for existence of type

and screen”),

!(Exception “PatientHasMultipleIDBands” is thrown by step “check

for existence of type and screen”),

!(Exception “InfoNotFound” is thrown by step “check for existence of type

and screen”),

!(Exception “PatientHasNoIDBand” is thrown by step “check for existence

of type and screen”),

!(Exception “UnableToPerform” is thrown by step “check for existence of

type and screen”),

!(Exception “UnableToPerform” is thrown by step “check for existence of

type and screen”),

!(Exception “InfoNotMatch” is thrown by step “perform pre-release checks”),

!(Exception “InfoNotFound” is thrown by step “perform pre-release checks”),

!(Exception “PatientHasMultipleIDBands” is thrown by step

“perform pre-release checks”),

!(Exception “PatientHasNoIDBand” is thrown by step “perform

pre-release checks”),

!(Exception “ReactionSuspected” is thrown by step “assess patient”),

!(Exception “ProblemFoundInPatientHistory” is thrown by step

“assess patient”),
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!(Exception “FailedProductCheck” is thrown by step “perform bedside checks”),

!(Exception “InfoNotMatch” is thrown by step “perform bedside checks”),

!(Exception “PatientHasMultipleIDBands” is thrown by step “perform

bedside checks”),

!(Exception “InfoNotFound” is thrown by step “perform bedside checks”),

!(Exception “PatientHasNoIDBand” is thrown by step “perform bedside checks”)

}

MCS 36 (20 events):

{

Exception “ComputerUnavailable” is thrown by step “log into computer”,

Artifact “PhycisianOrder” is wrong when step “perform in-patient

blood transfusion” is posted,

!(Exception “NoPhysicianOrder” is thrown by step “confirm physician order

for blood transfusion”),

!(Exception “SpecimenLabelUnavailable” is thrown by step “collect labels

from label printer”),

!(Exception “InfoNotMatch” is thrown by step “verify the correct patient

to get specimen”),

!(Exception “PatientHasMultipleIDBands” is thrown by step “verify the

correct patient to get specimen”),

!(Exception “InfoNotFound” is thrown by step “verify the correct patient

to get specimen”),

!(Exception “PatientHasNoIDBand” is thrown by step “verify the

correct patient to get specimen”),

!(Exception “UnableToPerform” is thrown by step “obtain blood specimen”),

!(Exception “InfoNotMatch” is thrown by step “perform pre-release checks”),
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!(Exception “InfoNotFound” is thrown by step “perform pre-release checks”),

!(Exception “PatientHasMultipleIDBands” is thrown by step

“perform pre-release checks”),

!(Exception “PatientHasNoIDBand” is thrown by step “perform

pre-release checks”),

!(Exception “ReactionSuspected” is thrown by step “assess patient”),

!(Exception “ProblemFoundInPatientHistory” is thrown by step

“assess patient”),

!(Exception “FailedProductCheck” is thrown by step “perform bedside checks”),

!(Exception “InfoNotMatch” is thrown by step “perform bedside checks”),

!(Exception “PatientHasMultipleIDBands” is thrown by step “perform

bedside checks”),

!(Exception “InfoNotFound” is thrown by step “perform bedside checks”),

!(Exception “PatientHasNoIDBand” is thrown by step “perform bedside checks”)

}

MCS 37 (20 events):

{

Exception “ComputerUnavailable” is thrown by step “log into computer”,

Artifact “PhycisianOrder” is wrong when step “perform in-patient

blood transfusion” is posted,

!(Exception “NoPhysicianOrder” is thrown by step “confirm physician order

for blood transfusion”),

!(Exception “SpecimenLabelUnavailable” is thrown by step “collect labels

from label printer”),

!(Exception “InfoNotMatch” is thrown by step “verify the correct patient

to get specimen”),
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!(Exception “PatientHasMultipleIDBands” is thrown by step “verify the

correct patient to get specimen”),

!(Exception “InfoNotFound” is thrown by step “verify the correct patient

to get specimen”),

!(Exception “PatientHasNoIDBand” is thrown by step “verify the

correct patient to get specimen”),

!(Exception “UnableToPerform” is thrown by step “draw blood specimen”),

!(Exception “InfoNotMatch” is thrown by step “perform pre-release checks”),

!(Exception “InfoNotFound” is thrown by step “perform pre-release checks”),

!(Exception “PatientHasMultipleIDBands” is thrown by step

“perform pre-release checks”),

!(Exception “PatientHasNoIDBand” is thrown by step “perform

pre-release checks”),

!(Exception “ReactionSuspected” is thrown by step “assess patient”),

!(Exception “ProblemFoundInPatientHistory” is thrown by step

“assess patient”),

!(Exception “FailedProductCheck” is thrown by step “perform bedside checks”),

!(Exception “InfoNotMatch” is thrown by step “perform bedside checks”),

!(Exception “PatientHasMultipleIDBands” is thrown by step “perform

bedside checks”),

!(Exception “InfoNotFound” is thrown by step “perform bedside checks”),

!(Exception “PatientHasNoIDBand” is thrown by step “perform bedside checks”)

}
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APPENDIX H

CHEMOTHERAPY PROCESS
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Figure H.1. Diagram “chemotherapy process”

Figure H.2. Diagram “perform consultation and assessment”

339



Figure H.3. Diagram “confirm all necessary information is present”

Figure H.4. Diagram “create treatment plan and orders”
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Figure H.5. Diagram “perform initial review of patient records”

Figure H.6. Diagram “perform Triage MA tasks before giving treatment plan to
Practice RN”
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Figure H.7. Diagram “perform Practice RN verifications”

Figure H.8. Diagram “confirm pretesting has been done”
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Figure H.9. Diagram “confirm existence and not staleness of height/weight data in
CIS”

Figure H.10. Exception Handlers Used in Diagram “perform Practice RN verifica-
tions”
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Figure H.11. Diagram “verify doses (practice RN)”

Figure H.12. Exception Handlers Used in Diagram “verify doses (practice RN)”
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Figure H.13. Diagram “perform Triage MA tasks after receiving treatment plan
from Practice RN”

Figure H.14. Diagram “perform pharmacy tasks after receiving treatment plan from
Triage MA”
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Figure H.15. Exception Handlers Used in Diagram “perform pharmacy tasks after
receiving treatment plan from Triage MA”

Figure H.16. Diagram “obtain patient informed consent and install portacath”

Figure H.17. Diagram “perform final tasks on the day before the administration of
chemotherapy”
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Figure H.18. Diagram “perform pharmacy tasks on the day before administration
of chemotherapy”

Figure H.19. Diagram “process individual patient (anonymous)”
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Figure H.20. Exception Handlers Used in Diagram “process individual patient
(anonymous)”

Figure H.21. Diagram “perform verification tasks in MedManager”
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Figure H.22. Diagram “first day of chemo”

Figure H.23. Diagram “prepare for patient arrival”
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Figure H.24. Diagram “review patient paperwork(anonymous)”

Figure H.25. Diagram “verify treatment plan and orders”
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Figure H.26. Diagram “verify dosages”

Figure H.27. Diagram “handle MissingTreatmentPlanFromPatientChart”
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Figure H.28. Diagram “perform checks on patient before calling pharmacy”

Figure H.29. Diagram “handle low blood counts”
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Figure H.30. Diagram “perform pharmacy tasks and give pre-medications to pa-
tient”

Figure H.31. Diagram “perform first day of chemo pharmacy tasks”
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Figure H.32. Definitions of Steps Used in Diagram “perform first day of chemo
pharmacy tasks”

Figure H.33. Diagram “transcribe and place consult note in patient’s record”
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Figure H.34. Diagram “perform nurse tasks after picking drugs from pharmacy”
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APPENDIX I

CHEMOTHERAPY PROCESS VERIFICATION REPORT

A Patient Eligibility

A.1 Pathologist must review patient pathology before chemotherapy can

be administered

Iteration 1:

• Event Binding:

administer chemotherapy→

administer chemo drug STARTED

pathologist reviews pathology→

verify pathology report COMPLETED

• Result: the property does not hold. The DNL of the property says “‘ad-

minister chemotherapy’ cannot occur unless ‘pathologist reviews pathology’ has al-

ready occurred. ‘pathologist reviews pathology’ is required to occur, but ‘adminis-

ter chemotherapy’ is not required to occur. ...”. So the property does not allow

chemotherapy to be administered without a review. However it also requires that

every execution include an occurrence of the event “pathologist reviews pathol-

ogy”. The counter example trace shows that an exception thrown by an earlier

step terminates the whole process. When this happens, the corresponding steps

for “pathologist reviews pathology” and “administer chemotherapy” will not be ex-

ecuted. In the real world process, this kind of executions should be allowed to

occur. Therefore the property is incorrect.
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• Change: in the property, the option for “is ‘pathologist reviews pathology’ re-

quired to occur at least once?” is changed to “No”. The DNL becomes “‘admin-

ister chemotherapy’ cannot occur unless ‘pathologist reviews pathology’ has already

occurred. ‘pathologist reviews pathology’ is not required to occur, and if it does

not occur, administer chemotherapy can never occur. Even if ‘pathologist reviews

pathology’ does occur, ‘administer chemotherapy’ is not require to occur”.

Iteration 2:

• Event Binding: the same as Iteration 1.

• Result: no violation found.

Note: in the process, there is not such a step as “pathologist reviews pathology”.

The pathology report is a parameter passed to the chemo process. The step “verify

pathology report” verifies that the pathology report is from Baystate. If the report

is not from Baystate, exception PathologyReportNotFromBaystate is thrown, and the

handler “send path report to baystate pathology for review” will be executed. The

handler has a restart continuation badge. Therefore when “send path report to baystate

pathology for review” completes, “verify pathology report” will be executed again. In

other words, the pathology report will be reviewed within the scope of the chemo

process only if it is not from the Baystate. Depending on which step the event

“pathologist reviews pathology” is bound to, the corrected property could either hold

or not hold. If the event is bound to “verify pathology report” COMPLETED, the

corrected property holds as shown in the Result section. If the event is bound to “send

path report to baystate pathology for review” COMPLETED. The verifier produced a

violation trace showing that if the pathology report is from Baystate, it will not be

reviewed before chemotherapy is administered.
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A.2 Patient must have consult with an Attending MD before chemother-

apy can be administered

Iteration 1:

• Event Binding:

administer chemotherapy→

administer chemo drug STARTED

patient has a consult with an attending MD→

perform patient consultation COMPLETED

• Result: the property does not hold. Similar to A.1, this property requires

that every execution include an occurrence of the event “patient has a consult with

an attending MD”. However, the event does not have to happen if any exception

thrown earlier terminates the process.

• Change: in the property, the option for “is ‘patient has a consult with an

attending MD’ required to occur at least once?” is changed to “No”.

Iteration 2:

• Event Binding: the same as Iteration 1.

• Result: no violation found.

A.3 If the Attending MD decides no cancer diagnosis, chemotherapy

cannot be administered

Iteration 1:

• Event Binding:
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administer chemotherapy→

administer chemo drug STARTED

attending MD decides no cancer diagnosis→

verify diagnosis of cancer TERMINATED

• Result: no violation found.

Note: the elicitation of the sub-process containing “verify diagnosis of cancer”

is not completed yet. The interface of step “verify diagnosis of cancer” declares an

exception java.lang.Exception might be thrown by this step. This exception should

be given a more specific name later.

B Legal Constraints

B.1 Consult note must be put into patient record before chemotherapy

can be administered

Iteration 1:

• Event Binding:

administer chemotherapy→

administer chemo drug STARTED

consult note is put into patient’s record→

file consult note in patient’s record COMPLETED

• Result: violation found. The property requires that every execution include an

occurrence of the event “consult note is put into that patient’s record”. However,

the violation trace shows that this event does not happen if any exception thrown

earlier terminates the process.

• Change: in the property, the option for “is ‘consult note is put into patient’s

record’ is required to occur?” to “No. ’consult note is put into that patient’s
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record’ is not required to occur, if it does not occur, ’administer chemo drug’ is

never allowed to occur”.

Iteration 2:

• Event Binding: the same as Iteration 1.

• Result: violation found. The step “file consult note in patient’s record” is

executed in parallel with the step “administer chemo drug”. Therefore, “file consult

note in patient’s record” can be executed after “administer chemo drug”. This is

an error in the real process.

B.2 Patient must sign consent form before chemotherapy can be admin-

istered

Iteration 1:

• Event Binding:

administer chemotherapy→

administer chemo drug STARTED

patient signs consent form→

request written patient consent COMPLETED

• Result: no violation found.

B.3 Treatment plan must be present before chemotherapy can be admin-

istered

Iteration 1:

• Event Binding:
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administer chemotherapy→

administer chemo drug STARTED

treatment plan must is present→

confirm existence of treatment plan in patient chart COMPLETED

• Result: violation found. The step “confirm existence of treatment plan in pa-

tient chart” may throw exception Missing Treatment Plan From Patient Chart.

The exception is handle by step “handle Missing Treatment Plan From Patient

Chart”. This handler step will create a new treatment plan. Therefore, the event

“treatment plan must is present” should be considered to occur when either “con-

firm existence of treatment plan in patient chart” or “handle Missing Treatment

Plan From Patient Chart” is completed.

Iteration 2:

• Event Binding:

administer chemotherapy→

administer chemo drug STARTED

treatment plan must is present→

confirm existence of treatment plan in patient chart COMPLETED |

handle Missing Treatment Plan ¿From Patient Chart COMPLETED

• Result: no violation found.

B.4 Before patient can sign consent form, patient must have consult with

an Attending MD

Iteration 1:

• Event Binding:
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patient has a consult with an attending MD→

perform patient consultation COMPLETED

patient signs consent form→

request written patient consent STARTED

• Result: no violation found.

B.5 Before patient can sign a new consent form, patient must have

chemotherapy teaching

Iteration 1:

• Event Binding:

patient has chemotherapy teaching→

perform chemo teaching with patient COMPLETED

patient signs consent form→

request written patient consent STARTED

• Result: violation found. Step “perform chemo teaching with patient” and “re-

quest written patient consent” are sub-steps of a parallel step. Therefore, they can

be executed in any order.

• Change: the parent step of “perform chemo teaching with patient” and “request

written patient consent” is changed to a sequential step.

Iteration 2:

• Event Binding: the same as Iteration 1.

• Result: no violation found.
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B.6 Patient must have consult with an Attending MD before patient can

have chemotherapy teaching

Iteration 1:

• Event Binding:

patient has chemotherapy teaching→

perform chemo teaching with patient STARTED

patient has a consult with an attending MD→

perform patient consultation COMPLETED

• Result: no violation found.

C Development of Treatment Plan and Chemotherapy Orders

C.1a Treatment plan must be approved by Clinic RN before chemother-

apy can be administered the first time

Iteration 1:

• Event Binding:

administer chemotherapy→

administer chemo drug STARTED

clinic RN approves treatment plan→

sign treatment plan COMPLETED

• Result: no violation found.

C.1b Treatment plan must be approved by Practice RN before chemother-

apy can be administered the first time

Iteration 1:
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• Event Binding:

administer chemotherapy→

administer chemo drug STARTED

practice RN approves treatment plan→

sign treatment plan (Practice RN) COMPLETED

• Result: no violation found.

C.1c Treatment plan must be approved by Pharmacy before chemotherapy

can be administered the first time

Iteration 1:

• Event Binding:

administer chemotherapy→

administer chemo drug STARTED

pharmacist approves treatment plan→

sign and date treatment plan COMPLETED

• Result: no violation found.

C.2a Chemo order must be verified by Clinic RN before chemotherapy

can be administered for the first time

Iteration 1:

• Event Binding:

administer chemotherapy→

administer chemo drug STARTED

chemotherapy order is verified by clinic RN→

verify treatment plan and orders COMPLETED

• Result: no violation found.
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C.2b Chemo order must be verified by Practice RN before chemotherapy

can be administered

Iteration 1:

• Event Binding:

administer chemotherapy→

administer chemo drug STARTED

chemotherapy order is verified by practice RN→

perform Practice RN verifications COMPLETED

• Result: no violation found.

C.2c Chemo order must be verified by Pharmacy before chemotherapy

can be administered

Iteration 1:

• Event Binding:

administer chemotherapy→

administer chemo drug STARTED

chemotherapy order is verified by pharmacy→

verify chemo orders COMPLETED

• Result: violation found. Before step “verify chemo orders”, There is a step

“confirm existence of orders for patient” that might throw exception Missing Or-

der For Patient. If this exception is thrown, “verify chemo orders” will not be

executed. The exception handler “hande Missing Order For Patient” will fix the

error. Therefore, we should also consider that the event “chemotherapy order is

verified by pharmacy” occurs if “hande Missing Order For Patient” is completed.
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Iteration 1:

• Event Binding:

administer chemotherapy→

administer chemo drug STARTED

chemotherapy order is verified by pharmacy→

verify chemo orders COMPLETED |

hande Missing Order For Patient COMPLETED

• Result: no violation found.

C.6a Chemotherapy orders must be consistent with the treatment plan

before PracticeRN can approve the treatment plan

Iteration 1:

• Event Binding:

practice RN ensures that chemo order and treatment plan are consistent→

verify doses (practice RN) COMPLETED

practice RN approves the treatment plan→

sign treatment plan (Practice RN) STARTED

• Result: no violation found.

C.6b Chemotherapy orders must be consistent with the treatment plan

before Pharmacy can approve the treatment plan

Iteration 1:

• Event Binding:
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pharmacy ensures that chemo order and treatment plan are consistent→

confirm orders in CIS consistent with treatment plan COMPLETED

pharmacy approves the treatment plan→

sign and date treatment plan STARTED

• Result: no violation found.

C.6c Chemotherapy orders must be consistent with the treatment plan

before Clinic RN can approve the treatment plan

Iteration 1:

• Event Binding:

clinic RN ensures that chemo order and treatment plan are consistent→

verify dosages COMPLETED

clinic RN approves the treatment plan→

sign treatment plan STARTED

• Result: no violation found.

C.6d Chemotherapy orders must be consistent with the treatment plan

before Pharmacy can verify the chemotherapy orders

Iteration 1:

• Event Binding:

pharmacy ensures that chemo order and treatment plan are consistent→

confirm orders in CIS are consistent with

paper copy of treatment plan COMPLETED |

handle TreatmentPlanAndOrdersDontMatch COMPLETED

chemotherapy order is verified by pharmacy→

verify chemo orders STARTED
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• Result: no violation found.

C.6e Chemotherapy orders must be consistent with the treatment plan

before Clinic RN can verify the chemotherapy orders

• Event Binding: for the clinic RN, checking the consistency of chemo order

and treatment plan and verifying chemo order are performed at the step “verify

treatment plan and orders”. There are no different sub-steps that can be bind to

these two events.

C.6f Chemotherapy orders must be consistent with the treatment plan

before Practice RN can verify the chemotherapy orders

• Event Binding: for the practice RN, checking the consistency of chemo order

and treatment plan and verifying chemo order are performed at the step “perform

Practice RN verifications”. There are no different sub-steps that can be bind to

these two events.

C.7a Chemotherapy drugs must be consistent with cancer diagnosis be-

fore Practice RN can approve treatment plan

• Event Binding: no binding for event “practice RN ensures that chemo drugs

and cancer diagnosis are consistent”

C.7b Chemotherapy drugs must be consistent with cancer diagnosis be-

fore Pharmacy can approve treatment plan

Iteration 1:

• Event Binding:

pharmacist ensures that chemo drugs and cancer diagnosis are consistent→

confirm treatment plan consistent with diagnosis COMPLETED
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pharmacist approves treatment plan→

sign and date treatment plan STARTED

• Result: no violation found.

C.7c Chemotherapy drugs must be consistent with cancer diagnosis be-

fore Clinic RN can approve treatment plan

Iteration 1:

• Event Binding:

clinic RN ensures that chemo drugs and cancer diagnosis are consistent→

confirm drugs on treatment plan consistent

with diagnosis COMPLETED |

handle TreatmentPlanInconsistentWithDiagnosis COMPLETED

clinic RN approves treatment plan→

sign treatment plan STARTED

• Result: no violation found.

C.7d Chemotherapy drugs must be consistent with cancer diagnosis be-

fore Practice RN can verify chemotherapy orders

• Event Binding: no binding for event “practice RN ensures that chemo drugs

and cancer diagnosis are consistent”

C.7fe Chemotherapy drugs must be consistent with cancer diagnosis be-

fore Pharmacy can verify chemotherapy orders

Iteration 1:

• Event Binding:
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pharmacist ensures that chemo drugs and cancer diagnosis are consistent→

confirm treatment plan consistent with diagnosis COMPLETED

chemotherapy order is verified by pharmacy→

verify chemo orders STARTED

• Result: no violation found.

C.7f Chemotherapy drugs must be consistent with cancer diagnosis before

clinic RN can verify chemotherapy orders

• Event Binding: for the Clinic RN, checking the consistency of chemo order and

cancer diagnosis can be bind to step “confirm drugs on treatment plan consistent

with diagnosis” and verifying chemo order can be bind to step “verify treatment

plan and orders”. However, “confirm drugs on treatment plan consistent with di-

agnosis” is a sub-step of “verify treatment plan and orders”.

C.8a Chemotherapy drugs must be in doses that are consistent with pa-

tient data before Practice RN can approve treatment plan

Iteration 1:

• Event Binding:

practice RN checks that chemo drugs are in doses→

verify doses (practice RN) COMPLETED

practiceRN approves treatment plan→

sign treatment plan (Practice RN) STARTED

• Result: no violation found.

C.8b Chemotherapy drugs must be in doses that are consistent with pa-

tient data before Pharmacy can approve treatment plan

Iteration 1:
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• Event Binding:

pharmacy checks that chemo drugs are in doses→

confirm manually calculated dose closely

approximates one in CIS COMPLETED

pharmacist approves treatment plan→

sign and date treatment plan STARTED

• Result: no violation found.

C.8c Chemotherapy drugs must be in doses that are consistent with pa-

tient data before Clinic RN can approve treatment plan

Iteration 1:

• Event Binding:

clinic RN checks that chemo drugs are in doses→

verify drug dosage COMPLETED

clinic RN approves treatment plan→

sign treatment plan STARTED

• Result: no violation found.

C.8d Chemotherapy drugs must be in doses that are consistent with pa-

tient data before Practice RN can verify chemotherapy orders

• Event Binding: for the practice RN, checking chemo drugs in doses can be bind

to step “verify doses (practice RN)” and verifying chemo order can be bind to step

“perform Practice RN verifications”. However, “verify doses (practice RN)” is a

sub-step of “perform Practice RN verifications”.
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C.8e Chemotherapy drugs must be in doses that are consistent with pa-

tient data before Pharmacy can verify chemotherapy orders

Iteration 1:

• Event Binding:

pharmacy checks that chemo drugs are in doses→

confirm manually calculated dose closely

approximates one in CIS COMPLETED

chemotherapy order is verified by pharmacy→

verify chemo orders STARTED

• Result: no violation found.

C.8f Chemotherapy drugs must be in doses that are consistent with pa-

tient data before Clinic RN can verify chemotherapy orders

• Event Binding: for the Clinic RN, checking chemo drugs in doses can be bind

to step “verify drug dosage” and verifying chemo order can be bind to step “verify

treatment plan and orders”. However, “verify drug dosage” is a sub-step of “verify

treatment plan and orders”.

C.9a Treatment plan cannot be approved by Practice RN if there is stale

or disparate data

Iteration 1:

• Event Binding:

practice RN checks that data is not stale→

confirm existence and not staleness of

height/weight data in CIS COMPLETED
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practice RN approves treatment plan→

sign treatment plan (Practice RN) STARTED

• Result: no violation found.

C.9b Treatment plan cannot be approved by Pharmacy if there is stale

or disparate data

Iteration 1:

• Event Binding:

pharmacy checks that data is not stale→

confirm height and weight are not stale COMPLETED |

confirm height/weight data are not stale COMPLETED

pharmacist approves treatment plan→

sign and date treatment plan STARTED

• Result: no violation found.

C.9c Treatment plan cannot be approved by Clinic RN if there is stale

or disparate data

• Event Binding: no binding for event “clinic RN checks that data is not stale”.

C.9d Chemotherapy orders cannot be verified by second RN if there is

stale or disparate data

• Event Binding: for the practice RN, checking data is not stale can be bind

to step “confirm existence and not staleness of height/weight data in CIS” and

verifying chemo order can be bind to step “perform Practice RN verifications”.

However, “confirm existence and not staleness of height/weight data in CIS” is a

sub-step of “perform Practice RN verifications”.
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C.9e Chemotherapy orders cannot be verified by Pharmacy if there is

stale or disparate data

Iteration 1:

• Event Binding:

pharmacy checks that data is not stale→

confirm height and weight are not stale COMPLETED |

confirm height/weight data are not stale COMPLETED

chemotherapy order is verified by pharmacy→

verify chemo orders STARTED

• Result: no violation found.

C.9f Chemotherapy orders cannot be verified by Clinic RN if there is

stale or disparate data

• Event Binding: no binding for event “clinic RN checks that data is not stale”.

D Activities Required Right before Chemotherapy is Admin-

istered

Part 1. Before chemotherapy can be administered to a patient

D.1 That patient must be correctly identified (before chemotherapy can

be administered to a patient)

Iteration 1:

• Event Binding:

administer chemotherapy→

administer chemo drug STARTED
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correctly identify patient→

identify patient COMPLETED

clinic RN gets responsibility for patient→

first day of chemo POSTED

clinic RN ends responsibility for patient→

first day of chemo COMPLETED |

first day of chemo TERMINATED

• Result: the property does not hold. Similar to MP A.1, this property requires

that the event “correctly identify patient” must happen at least once. However, if

any exception is thrown by the step “prepare for patient arrival”, the whole process

will be terminated before “correctly identify patient” could happen.

• Change: in the property, the option for “is ‘correctly identify patient’ required

to occur at least once?” is changed to “No”.

Iteration 2:

• Event Binding: the same as Iteration 1.

• Result: no violation found.

Note: event “incorrectly identify patient”, “make sure that patient has appropriate

I.V. access” and “make sure that patient is well enough to receive chemotherapy” are in

the alphabet of this property. However, the property doesn’t restrict their occurrence

in any way. During the verification, I removed these events from the alphabet. I have

sent an email to Rachel about this problem.

D.2a That patient must be well enough to receive chemotherapy

Iteration 1:

375



• Event Binding:

administer chemotherapy→

administer chemo drug STARTED

find that patient is not well enough to receive chemotherapy→

Exception VitalSignsNotWithinAcceptedPrameters is thrown by

perform review of systems

make sure that patient is well enough to receive chemotherapy→

perform review of systems COMPLETED |

Handle VitalSignsNotWithinAcceptedPrameters COMPLETED

• Result: no violation found.

Iteration 2:

In fact, a patient is consider to be well enough only if all vital signs are within

accepted parameters and the blood counts are sufficient. On the other hand, a patient

is consider not to be well enough if erither all vital signs are not within accepted

parameters or the blood counts are not sufficient. Therefore, two sets of bindings

need to be verified.

• Event Binding a:

administer chemotherapy→

administer chemo drug STARTED

find that patient is not well enough to receive chemotherapy→

Exception VitalSignsNotWithinAcceptedPrameters is thrown by

perform review of systems

make sure that patient is well enough to receive chemotherapy→

perform review of systems COMPLETED |

Handle VitalSignsNotWithinAcceptedPrameters COMPLETED
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• Event Binding b:

administer chemotherapy→

administer chemo drug STARTED

find that patient is not well enough to receive chemotherapy→

Exception LowBloodCounts is thrown by

check blood counts

make sure that patient is well enough to receive chemotherapy→

perform review of systems COMPLETED |

check blood counts COMPLETED |

handle low blood count COMPLETED |

handle LowBloodCount COMPLETED

• Result: the property holds with both sets of bindings.

Note: the step “check blood counts” appears in two different places in the process:

one in the fragment “perform checks on patient before calling pharmacy” and the

other in the fragment “perform first day of chemo pharmacy tasks”. And it has two

different definitions and different handlers (“handle low blood count” and “handle

LowBloodCounts”) in those two places.

D.2b If that patient is not well enough, must wait until that patient is

well enough to receive chemotherapy

Iteration 1:

• Event Binding:

administer chemotherapy→

administer chemo drug STARTED

find that patient is not well enough to receive chemotherapy→
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Exception VitalSignsNotWithinAcceptedPrameters is thrown by

perform review of systems

make sure that patient is well enough to receive chemotherapy→

perform review of systems COMPLETED |

Handle VitalSignsNotWithinAcceptedPrameters COMPLETED

• Result: the property does not hold. The property says that “make sure that

patient is well enough to receive chemotherapy” must occur between the scope:

after “find that patient is not well enough to receive chemotherapy” and before

“administer chemotherapy”. In the scope question tree, it requires that “find that

patient is not well enough to receive chemotherapy” is required to occur. However,

the event does not have to happen if any exception thrown earlier terminates the

process.

• Change: The option for “is ‘find that patient is not well enough to receive

chemotherapy’ required?” is changed to “No”. And the modified property holds as

expected.

Iteration 2:

Similar to D.2a, two sets of bindings need to be verified.

• Event Binding a:

administer chemotherapy→

administer chemo drug STARTED

find that patient is not well enough to receive chemotherapy→

Exception VitalSignsNotWithinAcceptedPrameters is thrown by

perform review of systems

make sure that patient is well enough to receive chemotherapy→

perform review of systems COMPLETED |

Handle VitalSignsNotWithinAcceptedPrameters COMPLETED
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• Event Binding b:

administer chemotherapy→

administer chemo drug STARTED

find that patient is not well enough to receive chemotherapy→

Exception LowBloodCounts is thrown by

check blood counts

make sure that patient is well enough to receive chemotherapy→

perform review of systems COMPLETED |

check blood counts COMPLETED |

handle low blood count COMPLETED |

handle LowBloodCount COMPLETED

• Result: the property holds with both sets of bindings.

D.3a That patient must have appropriate I.V. access

Iteration 1:

• Event Binding:

administer chemotherapy→

administer chemo drug STARTED

make sure that patient has appropriate I.V. access→

check patient IV access COMPLETED

find that patient does not have appropriate I.V. access→

check patient IV access TERMINATED

• Result: no violation found.

Note: in the process, the step “check patient IV access” throws an exceptions.

But there is no exception handler for this exception. If this exception is thrown,
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the whole process will be terminated. If an exception handler step is added into the

process later on, the binding for the event “make sure that patient has appropriate

I.V. access” must be changed, and this property has to be verified again.

D.3b If that patient loses their appropriate I.V. access, new appropriate

I.V. access must be found

Iteration 1:

• Event Binding:

administer chemotherapy→

administer chemo drug STARTED

make sure that patient has appropriate I.V. access→

check patient IV access COMPLETED

find that patient does not have appropriate I.V. access→

check patient IV access TERMINATED

• Result: no violation found.

Note: similar to D.3a, if an exception handler step is added into the process

to handle the exception thrown by “check patient IV access”, the binding for the

event “make sure that patient has appropriate I.V. access” must be changed, and this

property has to be verified again.

D.4a (D.1 → D.2) That patient must be correctly identified before making

sure that patient is well enough to receive chemotherapy

Iteration 1:

• Event Binding:
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administer chemotherapy→

administer chemo drug STARTED

correctly identify patient→

identify patient COMPLETED

make sure that patient has appropriate I.V. access→

check patient IV access COMPLETED

make sure that patient is well enough to receive chemotherapy→

perform review of systems COMPLETED |

check blood counts COMPLETED |

handle low blood count COMPLETED |

handle LowBloodCount COMPLETED |

Handle VitalSignsNotWithinAcceptedPrameters COMPLETED

patient arrives for administration of chemotherapy→

perform checks on patient before calling pharmacy STARTED

• Result: no violation found.

Note: unlike property MP D.2a and MP D.2b, only one set of bindings is created

for this property. This property requires that patient must be correctly identified

before making sure that patient is well enough to receive chemotherapy. Patient

identification must occur before any “make sure that patient is well enough to receive

chemotherapy” event. Therefore, one can simply associate the event “make sure that

patient is well enough to receive chemotherapy” with disjunctive bindings.

D.4b (D.2 → D.3) Patient must be well enough to receive chemotherapy

before making sure that patient has appropriate I.V. Access

Iteration 1:

• Event Binding:
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administer chemotherapy→

administer chemo drug STARTED

correctly identify patient→

identify patient COMPLETED

make sure that patient has appropriate I.V. access→

check patient IV access COMPLETED

make sure that patient is well enough to receive chemotherapy→

perform review of systems COMPLETED |

check blood counts COMPLETED |

handle low blood count COMPLETED |

handle LowBloodCount COMPLETED |

Handle VitalSignsNotWithinAcceptedPrameters COMPLETED

patient arrives for administration of chemotherapy→

perform checks on patient before calling pharmacy STARTED

• Result: no violation found.

Part 2. Checks required for the chemotherapy drugs

D.7a All chemotherapy drugs must be physically suitable for administra-

tion before chemotherapy can be administered

• Event Binding: no binding for event “make sure all chemotherapy drugs must

be physically suitable for administration”.

E Activities Required While Chemotherapy is being Admin-

istered

E.1 If a patient has an adverse reaction to an administration of chemo,

the administration must be stopped immediately

Iteration 1:
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• Event Binding:

attending MD or attending MD’s delegate decides patient disposition→

call doctor STARTED

patient has adverse reaction to administration of chemotherapy→

Exception AllergicReactionToChemoDrug is thrown

stabilize patient condition→

give emergency meds STARTED

stop administration of chemotherapy→

stop pump STARTED

• Result: no violation found.

E.2 If a patient has an adverse reaction to an administration of chemo,

that patient’s condition must be stabilized

Iteration 1:

• Event Binding:

attending MD or attending MD’s delegate decides patient disposition→

call doctor STARTED

patient has adverse reaction to administration of chemotherapy→

Exception AllergicReactionToChemoDrug is thrown

stabilize patient condition→

give emergency meds STARTED

• Result: violation found. The property requires that no other events are allowed

to occur after “patient has adverse reaction to administration of chemotherapy”

and before “stabilize patient condition”. In the process, the exception handler

“handle AllergicReactionToChemoDrug” is sequential step that has four sub-steps:
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“stop pump”, “call doctor”, “give emergency meds”, and “send patient home”. It

is obvious that “Attending MD or Attending MD’s delegate decides patient dis-

position” will occur between “patient has adverse reaction to administration of

chemotherapy” and “stabilize patient condition”.

E.3 If a patient has an adverse reaction to an administration of chemo,

that patient’s disposition must be decided

Iteration 1:

• Event Binding:

attending MD or attending MD’s delegate decides patient disposition→

call doctor STARTED

patient has adverse reaction to administration of chemotherapy→

Exception AllergicReactionToChemoDrug is thrown

• Result: no violation found.

F Activities Required Right After Chemotherapy has been

Administered

F.1a A patient must be well enough to be discharged

Iteration 1:

• Event Binding:

discharge patient→

discharge patient STARTED

patient becomes too ill to be discharged→

Exception AllergicReactionToChemoDrug is thrown

patient becomes well enough to be discharged→
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check patient OK COMPLETED |

handle AllergicReactionToChemoDrug COMPLETED

• Result: no violation found.

F.1b If a patient becomes too ill to be discharged, they must become well

enough

Iteration 1:

• Event Binding:

discharge patient→

discharge patient STARTED

patient becomes too ill to be discharged→

Exception AllergicReactionToChemoDrug is thrown

patient becomes well enough to be discharged→

check patient OK COMPLETED |

handle AllergicReactionToChemoDrug COMPLETED

• Result: no violation found.

F.2 If a patient needs observation, they must be observed

• Event Binding: no binding for event “patient needs observation”.

F.3 After chemotherapy is administered, all prescriptions for necessary

post-chemotherapy supportive care medications must be given to patient

• Event Binding: no binding for event “give all necessary prescriptions for post-

chemotherapy supportive care medications to patient”.
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F.4 After chemotherapy is administered, all post-chemotherapy instruc-

tions must be given to patient

Iteration 1:

• Event Binding:

discharge patient→

discharge patient STARTED

administer chemotherapy→

administer chemo drug COMPLETED

give all post-chemotherapy instructions to patient→

provide discharge instructions COMPLETED

• Result: no violation found.

F.5 After chemotherapy is administered, a follow-up appointment must

be scheduled

Iteration 1:

• Event Binding:

discharge patient→

discharge patient STARTED

administer chemotherapy→

administer chemo drug COMPLETED

schedule follow-up appointment→

ensure presence of appointment COMPLETED

• Result: no violation found.
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F.6 After chemotherapy is administered, all laboratory results and chemo

administration data must be entered into that patient’s record

Iteration 1:

• Event Binding:

business day ends→

first day of chemo COMPLETED

administer chemotherapy→

administer chemo drug STARTED

enter all patient laboratory results and chemotherapy

administration data into patient record→

chart clinical summary COMPLETED

• Result: violation found. The violation trace shows that after the chemotherapy

is administered, an exception AllergicReactionToChemoDrug may be thrown from

the step “check patient OK”. This exception will be handled by a handler with the

step “handle AllergicReactionToChemoDrug”. The handler has a COMPLETE

badge, which means that the step “chart clinical summary” will not be executed.
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APPENDIX J

CHEMOTHERAPY PROCESS FAULT TREE

388



Figure J.1. Chemotherapy Process Fault Tree Part 1
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Figure J.2. Chemotherapy Process Fault Tree Part 2
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Figure J.3. Chemotherapy Process Fault Tree Part 3
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Figure J.4. Chemotherapy Process Fault Tree Part 4
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Figure J.5. Chemotherapy Process Fault Tree Part 5
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Figure J.6. Chemotherapy Process Fault Tree Part 6
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Figure J.7. Chemotherapy Process Fault Tree Part 7
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Figure J.8. Chemotherapy Process Fault Tree Part 8
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Figure J.9. Chemotherapy Process Fault Tree Part 9
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Figure J.10. Chemotherapy Process Fault Tree Part 10
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Figure J.11. Chemotherapy Process Fault Tree Part 11
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Figure J.12. Chemotherapy Process Fault Tree Part 12
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Figure J.13. Chemotherapy Process Fault Tree Part 13
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Figure J.14. Chemotherapy Process Fault Tree Part 14
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Figure J.15. Chemotherapy Process Fault Tree Part 15
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APPENDIX K

CHEMOTHERAPY PROCESS MCSS

Total Number of MCSs: 52

MCS 1 (1 events):

{

Step “handle LabelsAndOrdersDontMatch(call pharmacy)” produces

wrong “ChemoDrug”

}

MCS 2 (2 events):

{

Step “pick up chemo drugs” produces wrong “ChemoDrug”,

!(Exception “LabelsAndOrdersDontMatch” is thrown by step “confirm info

on drug labels matches info on chemo orders”)

}

MCS 3 (2 events):

{

Step “put medications on window” produces wrong “ChemoDrug”,

!(Exception “LabelsAndOrdersDontMatch” is thrown by step “confirm info

on drug labels matches info on chemo orders”)

404



}

MCS 4 (2 events):

{

Step “handle LabelsAndOrdersDontMatch” produces wrong “ChemoDrug”,

!(Exception “LabelsAndOrdersDontMatch” is thrown by step “confirm info

on drug labels matches info on chemo orders”)

}

MCS 5 (2 events):

{

Step “handle LabelsAndOrdersDontMatch” produces wrong “ChemoOrder”,

!(Exception “LabelsAndOrdersDontMatch” is thrown by step “confirm info

on drug labels matches info on chemo orders”)

}

MCS 6 (3 events):

{

Step “print chemo orders (pharmacist)” produces wrong “ChemoOrders”,

!(Exception “DosagesDontMatch” is thrown by step “confirm

manually-calculated drug volume matches the added volume by tech”),

!(Exception “LabelsAndOrdersDontMatch” is thrown by step “confirm info

on drug labels matches info on chemo orders”)

}

MCS 7 (4 events):

{
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Step “mix drugs” produces wrong “ChemoDrug”,

!(Exception “DosagesDontMatch” is thrown by step “confirm

manually-calculated drug volume matches the added volume by tech”),

!(Exception “LabelsAndOrdersDontMatch” is thrown by step “confirm info

on labels matches info on chemo orders”),

!(Exception “LabelsAndOrdersDontMatch” is thrown by step “confirm info

on drug labels matches info on chemo orders”)

}

MCS 8 (4 events):

{

Step “handle LabelsAndOrdersDontMatch” produces wrong “ChemoDrug”,

!(Exception “DosagesDontMatch” is thrown by step “confirm

manually-calculated drug volume matches the added volume by tech”),

!(Exception “LabelsAndOrdersDontMatch” is thrown by step “confirm info

on labels matches info on chemo orders”),

!(Exception “LabelsAndOrdersDontMatch” is thrown by step “confirm info

on drug labels matches info on chemo orders”)

}

MCS 9 (4 events):

{

Step “handle LabelsAndOrdersDontMatch” produces wrong “ChemoOrder”,

!(Exception “DosagesDontMatch” is thrown by step “confirm

manually-calculated drug volume matches the added volume by tech”),

!(Exception “LabelsAndOrdersDontMatch” is thrown by step “confirm info

on labels matches info on chemo orders”),
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!(Exception “LabelsAndOrdersDontMatch” is thrown by step “confirm info

on drug labels matches info on chemo orders”)

}

MCS 10 (5 events):

{

Step “pull out box with medications” produces wrong “ChemoDrug”,

!(Exception “LabelsAndOrdersDontMatch” is thrown by step “confirm info

on chemo orders matches with info on drug labels”),

!(Exception “DosagesDontMatch” is thrown by step “confirm

manually-calculated drug volume matches the added volume by tech”),

!(Exception “LabelsAndOrdersDontMatch” is thrown by step “confirm info

on labels matches info on chemo orders”),

!(Exception “LabelsAndOrdersDontMatch” is thrown by step “confirm info

on drug labels matches info on chemo orders”)

}

MCS 11 (6 events):

{

Step “submit verified order in MedManager” produces wrong “ChemoOrder”,

!(Exception “BSAMismatch” is thrown by step “evaluate blood counts”),

!(Exception “PatientDeferred” is thrown by step “evaluate blood counts”),

!(Exception “PatientNotInRoster” is thrown by step “check patient in roster”),

!(Exception “DosagesDontMatch” is thrown by step “confirm

manually-calculated drug volume matches the added volume by tech”),

!(Exception “LabelsAndOrdersDontMatch” is thrown by step “confirm info

on drug labels matches info on chemo orders”)
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}

MCS 12 (6 events):

{

Step “fill in rest of the fields in MedManager” produces wrong “ChemoOrder”,

!(Exception “BSAMismatch” is thrown by step “evaluate blood counts”),

!(Exception “PatientDeferred” is thrown by step “evaluate blood counts”),

!(Exception “PatientNotInRoster” is thrown by step “check patient in roster”),

!(Exception “DosagesDontMatch” is thrown by step “confirm

manually-calculated drug volume matches the added volume by tech”),

!(Exception “LabelsAndOrdersDontMatch” is thrown by step “confirm info

on drug labels matches info on chemo orders”)

}

MCS 13 (6 events):

{

Step “access patient info using account number” produces wrong “ChemoOrder”,

!(Exception “BSAMismatch” is thrown by step “evaluate blood counts”),

!(Exception “PatientDeferred” is thrown by step “evaluate blood counts”),

!(Exception “PatientNotInRoster” is thrown by step “check patient in roster”),

!(Exception “DosagesDontMatch” is thrown by step “confirm

manually-calculated drug volume matches the added volume by tech”),

!(Exception “LabelsAndOrdersDontMatch” is thrown by step “confirm info

on drug labels matches info on chemo orders”)

}
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MCS 14 (6 events):

{

Step “put sticker on armband” produces wrong “PatientArmband”,

!(Exception “BSAMismatch” is thrown by step “evaluate blood counts”),

!(Exception “PatientDeferred” is thrown by step “evaluate blood counts”),

!(Exception “PatientNotInRoster” is thrown by step “check patient in roster”),

!(Exception “DosagesDontMatch” is thrown by step “confirm

manually-calculated drug volume matches the added volume by tech”),

!(Exception “LabelsAndOrdersDontMatch” is thrown by step “confirm info

on drug labels matches info on chemo orders”)

}

MCS 15 (6 events):

{

Step “locate sticker with patient name and DOB that match the

obtained patient name and DOB” produces wrong “ArmbandSticker”,

!(Exception “BSAMismatch” is thrown by step “evaluate blood counts”),

!(Exception “PatientDeferred” is thrown by step “evaluate blood counts”),

!(Exception “PatientNotInRoster” is thrown by step “check patient in roster”),

!(Exception “DosagesDontMatch” is thrown by step “confirm

manually-calculated drug volume matches the added volume by tech”),

!(Exception “LabelsAndOrdersDontMatch” is thrown by step “confirm info

on drug labels matches info on chemo orders”)

}

MCS 16 (6 events):

{
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Step “obtain name and DOB from patient” produces wrong “PatientBirthday”,

!(Exception “BSAMismatch” is thrown by step “evaluate blood counts”),

!(Exception “PatientDeferred” is thrown by step “evaluate blood counts”),

!(Exception “PatientNotInRoster” is thrown by step “check patient in roster”),

!(Exception “DosagesDontMatch” is thrown by step “confirm

manually-calculated drug volume matches the added volume by tech”),

!(Exception “LabelsAndOrdersDontMatch” is thrown by step “confirm info

on drug labels matches info on chemo orders”)

}

MCS 17 (6 events):

{

Step “obtain name and DOB from patient” produces wrong “PatientName”,

!(Exception “BSAMismatch” is thrown by step “evaluate blood counts”),

!(Exception “PatientDeferred” is thrown by step “evaluate blood counts”),

!(Exception “PatientNotInRoster” is thrown by step “check patient in roster”),

!(Exception “DosagesDontMatch” is thrown by step “confirm

manually-calculated drug volume matches the added volume by tech”),

!(Exception “LabelsAndOrdersDontMatch” is thrown by step “confirm info

on drug labels matches info on chemo orders”)

}

MCS 18 (6 events):

{

Step “accept patient” produces wrong “Patient”,

!(Exception “BSAMismatch” is thrown by step “evaluate blood counts”),

!(Exception “PatientDeferred” is thrown by step “evaluate blood counts”),
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!(Exception “PatientNotInRoster” is thrown by step “check patient in roster”),

!(Exception “DosagesDontMatch” is thrown by step “confirm

manually-calculated drug volume matches the added volume by tech”),

!(Exception “LabelsAndOrdersDontMatch” is thrown by step “confirm info

on drug labels matches info on chemo orders”)

}

MCS 19 (7 events):

{

Step “cross off non-chemo patients from patient roster” produces

wrong “PatientRoster”,

!(Exception “MissingOrdersForPatient” is thrown by step “confirm existence

of orders for patient”),

!(Exception “BSAMismatch” is thrown by step “evaluate blood counts”),

!(Exception “PatientDeferred” is thrown by step “evaluate blood counts”),

!(Exception “PatientNotInRoster” is thrown by step “check patient in roster”),

!(Exception “DosagesDontMatch” is thrown by step “confirm

manually-calculated drug volume matches the added volume by tech”),

!(Exception “LabelsAndOrdersDontMatch” is thrown by step “confirm info

on drug labels matches info on chemo orders”)

}

MCS 20 (7 events):

{

Step “print out patient roster” produces wrong “PatientRoster”,

!(Exception “MissingOrdersForPatient” is thrown by step “confirm existence

of orders for patient”),
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!(Exception “BSAMismatch” is thrown by step “evaluate blood counts”),

!(Exception “PatientDeferred” is thrown by step “evaluate blood counts”),

!(Exception “PatientNotInRoster” is thrown by step “check patient in roster”),

!(Exception “DosagesDontMatch” is thrown by step “confirm

manually-calculated drug volume matches the added volume by tech”),

!(Exception “LabelsAndOrdersDontMatch” is thrown by step “confirm info

on drug labels matches info on chemo orders”)

}

MCS 21 (7 events):

{

Step “print roster” produces wrong “PatientRoster”,

!(Exception “MissingOrdersForPatient” is thrown by step “confirm existence

of orders for patient”),

!(Exception “BSAMismatch” is thrown by step “evaluate blood counts”),

!(Exception “PatientDeferred” is thrown by step “evaluate blood counts”),

!(Exception “PatientNotInRoster” is thrown by step “check patient in roster”),

!(Exception “DosagesDontMatch” is thrown by step “confirm

manually-calculated drug volume matches the added volume by tech”),

!(Exception “LabelsAndOrdersDontMatch” is thrown by step “confirm info

on drug labels matches info on chemo orders”)

}

MCS 22 (7 events):

{

Step “build roster based on location” produces wrong “PatientRoster”,

!(Exception “MissingOrdersForPatient” is thrown by step “confirm existence
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of orders for patient”),

!(Exception “BSAMismatch” is thrown by step “evaluate blood counts”),

!(Exception “PatientDeferred” is thrown by step “evaluate blood counts”),

!(Exception “PatientNotInRoster” is thrown by step “check patient in roster”),

!(Exception “DosagesDontMatch” is thrown by step “confirm

manually-calculated drug volume matches the added volume by tech”),

!(Exception “LabelsAndOrdersDontMatch” is thrown by step “confirm info

on drug labels matches info on chemo orders”)

}

MCS 23 (8 events):

{

Step “take bags with solutions” produces wrong “Solution”,

!(Exception “BSAMismatch” is thrown by step “evaluate blood counts”),

!(Exception “PatientDeferred” is thrown by step “evaluate blood counts”),

!(Exception “PatientNotInRoster” is thrown by step “check patient in roster”),

!(Exception “LabelsAndOrdersDontMatch” is thrown by step “confirm info

on chemo orders matches with info on drug labels”),

!(Exception “DosagesDontMatch” is thrown by step “confirm

manually-calculated drug volume matches the added volume by tech”),

!(Exception “LabelsAndOrdersDontMatch” is thrown by step “confirm info

on labels matches info on chemo orders”),

!(Exception “LabelsAndOrdersDontMatch” is thrown by step “confirm info

on drug labels matches info on chemo orders”)

}
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MCS 24 (8 events):

{

Step “put labels in the ”day folder“” produces wrong “ChemoDrugLabel”,

!(Exception “BSAMismatch” is thrown by step “evaluate blood counts”),

!(Exception “PatientDeferred” is thrown by step “evaluate blood counts”),

!(Exception “PatientNotInRoster” is thrown by step “check patient in roster”),

!(Exception “LabelsAndOrdersDontMatch” is thrown by step “confirm info

on chemo orders matches with info on drug labels”),

!(Exception “DosagesDontMatch” is thrown by step “confirm

manually-calculated drug volume matches the added volume by tech”),

!(Exception “LabelsAndOrdersDontMatch” is thrown by step “confirm info

on labels matches info on chemo orders”),

!(Exception “LabelsAndOrdersDontMatch” is thrown by step “confirm info

on drug labels matches info on chemo orders”)

}

MCS 25 (8 events):

{

Step “attach labels to solutions” produces wrong “Soution”,

!(Exception “BSAMismatch” is thrown by step “evaluate blood counts”),

!(Exception “PatientDeferred” is thrown by step “evaluate blood counts”),

!(Exception “PatientNotInRoster” is thrown by step “check patient in roster”),

!(Exception “LabelsAndOrdersDontMatch” is thrown by step “confirm info

on chemo orders matches with info on drug labels”),

!(Exception “DosagesDontMatch” is thrown by step “confirm

manually-calculated drug volume matches the added volume by tech”),

!(Exception “LabelsAndOrdersDontMatch” is thrown by step “confirm info
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on labels matches info on chemo orders”),

!(Exception “LabelsAndOrdersDontMatch” is thrown by step “confirm info

on drug labels matches info on chemo orders”)

}

MCS 26 (8 events):

{

Step “print labels” produces wrong “ChemoDrugLabel”,

!(Exception “BSAMismatch” is thrown by step “evaluate blood counts”),

!(Exception “PatientDeferred” is thrown by step “evaluate blood counts”),

!(Exception “PatientNotInRoster” is thrown by step “check patient in roster”),

!(Exception “LabelsAndOrdersDontMatch” is thrown by step “confirm info

on chemo orders matches with info on drug labels”),

!(Exception “DosagesDontMatch” is thrown by step “confirm

manually-calculated drug volume matches the added volume by tech”),

!(Exception “LabelsAndOrdersDontMatch” is thrown by step “confirm info

on labels matches info on chemo orders”),

!(Exception “LabelsAndOrdersDontMatch” is thrown by step “confirm info

on drug labels matches info on chemo orders”)

}

MCS 27 (8 events):

{

Step “put solutions into a patient bin” produces wrong “PatientBin”,

!(Exception “BSAMismatch” is thrown by step “evaluate blood counts”),

!(Exception “PatientDeferred” is thrown by step “evaluate blood counts”),

!(Exception “PatientNotInRoster” is thrown by step “check patient in roster”),
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!(Exception “LabelsAndOrdersDontMatch” is thrown by step “confirm info

on chemo orders matches with info on drug labels”),

!(Exception “DosagesDontMatch” is thrown by step “confirm

manually-calculated drug volume matches the added volume by tech”),

!(Exception “LabelsAndOrdersDontMatch” is thrown by step “confirm info

on labels matches info on chemo orders”),

!(Exception “LabelsAndOrdersDontMatch” is thrown by step “confirm info

on drug labels matches info on chemo orders”)

}

MCS 28 (8 events):

{

Step “prime solutions” produces wrong “Solution”,

!(Exception “BSAMismatch” is thrown by step “evaluate blood counts”),

!(Exception “PatientDeferred” is thrown by step “evaluate blood counts”),

!(Exception “PatientNotInRoster” is thrown by step “check patient in roster”),

!(Exception “LabelsAndOrdersDontMatch” is thrown by step “confirm info

on chemo orders matches with info on drug labels”),

!(Exception “DosagesDontMatch” is thrown by step “confirm

manually-calculated drug volume matches the added volume by tech”),

!(Exception “LabelsAndOrdersDontMatch” is thrown by step “confirm info

on labels matches info on chemo orders”),

!(Exception “LabelsAndOrdersDontMatch” is thrown by step “confirm info

on drug labels matches info on chemo orders”)

}
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MCS 29 (8 events):

{

Step “take labels from printer” produces wrong “ChemoDrugLabel”,

!(Exception “BSAMismatch” is thrown by step “evaluate blood counts”),

!(Exception “PatientDeferred” is thrown by step “evaluate blood counts”),

!(Exception “PatientNotInRoster” is thrown by step “check patient in roster”),

!(Exception “LabelsAndOrdersDontMatch” is thrown by step “confirm info

on chemo orders matches with info on drug labels”),

!(Exception “DosagesDontMatch” is thrown by step “confirm

manually-calculated drug volume matches the added volume by tech”),

!(Exception “LabelsAndOrdersDontMatch” is thrown by step “confirm info

on labels matches info on chemo orders”),

!(Exception “LabelsAndOrdersDontMatch” is thrown by step “confirm info

on drug labels matches info on chemo orders”)

}

MCS 30 (8 events):

{

Step “take labels for next day” produces wrong “ChemoDrugLabel”,

!(Exception “BSAMismatch” is thrown by step “evaluate blood counts”),

!(Exception “PatientDeferred” is thrown by step “evaluate blood counts”),

!(Exception “PatientNotInRoster” is thrown by step “check patient in roster”),

!(Exception “LabelsAndOrdersDontMatch” is thrown by step “confirm info

on chemo orders matches with info on drug labels”),

!(Exception “DosagesDontMatch” is thrown by step “confirm

manually-calculated drug volume matches the added volume by tech”),

!(Exception “LabelsAndOrdersDontMatch” is thrown by step “confirm info
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on labels matches info on chemo orders”),

!(Exception “LabelsAndOrdersDontMatch” is thrown by step “confirm info

on drug labels matches info on chemo orders”)

}

MCS 31 (8 events):

{

Step “bring labels over to medication counter” produces

wrong “ChemoDrugLabel”,

!(Exception “BSAMismatch” is thrown by step “evaluate blood counts”),

!(Exception “PatientDeferred” is thrown by step “evaluate blood counts”),

!(Exception “PatientNotInRoster” is thrown by step “check patient in roster”),

!(Exception “LabelsAndOrdersDontMatch” is thrown by step “confirm info

on chemo orders matches with info on drug labels”),

!(Exception “DosagesDontMatch” is thrown by step “confirm

manually-calculated drug volume matches the added volume by tech”),

!(Exception “LabelsAndOrdersDontMatch” is thrown by step “confirm info

on labels matches info on chemo orders”),

!(Exception “LabelsAndOrdersDontMatch” is thrown by step “confirm info

on drug labels matches info on chemo orders”)

}

MCS 32 (8 events):

{

Step “calculate volume of chemo drug to be added to solution” produces

wrong “ChemoDrugLabel”,

!(Exception “BSAMismatch” is thrown by step “evaluate blood counts”),
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!(Exception “PatientDeferred” is thrown by step “evaluate blood counts”),

!(Exception “PatientNotInRoster” is thrown by step “check patient in roster”),

!(Exception “LabelsAndOrdersDontMatch” is thrown by step “confirm info

on chemo orders matches with info on drug labels”),

!(Exception “DosagesDontMatch” is thrown by step “confirm

manually-calculated drug volume matches the added volume by tech”),

!(Exception “LabelsAndOrdersDontMatch” is thrown by step “confirm info

on labels matches info on chemo orders”),

!(Exception “LabelsAndOrdersDontMatch” is thrown by step “confirm info

on drug labels matches info on chemo orders”)

}

MCS 33 (8 events):

{

Step “arrange patient drug bins alphabetically by patient name”

produces wrong “PatientBin”,

!(Exception “BSAMismatch” is thrown by step “evaluate blood counts”),

!(Exception “PatientDeferred” is thrown by step “evaluate blood counts”),

!(Exception “PatientNotInRoster” is thrown by step “check patient in roster”),

!(Exception “LabelsAndOrdersDontMatch” is thrown by step “confirm info

on chemo orders matches with info on drug labels”),

!(Exception “DosagesDontMatch” is thrown by step “confirm

manually-calculated drug volume matches the added volume by tech”),

!(Exception “LabelsAndOrdersDontMatch” is thrown by step “confirm info

on labels matches info on chemo orders”),

!(Exception “LabelsAndOrdersDontMatch” is thrown by step “confirm info

on drug labels matches info on chemo orders”)
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}

MCS 34 (13 events):

{

Step “leave stapled treatment plan package in Practice RN’s tray ”

produces wrong “ChemoOrder”,

!(Exception “TreatmentPlanInconsistentWithOrders” is thrown by step

“perform Practice RN verifications”),

!(Exception “TreatmentPlanNeedsToBeReentered” is thrown by step

“perform Practice RN verifications”),

!(Exception “HeightWeightDontMatch” is thrown by step “perform Practice

RN verifications”),

!(Exception “DosagesDontMatch” is thrown by step “perform Practice

RN verifications”),

!(Exception “StickyNotesTasksNotCompleted” is thrown by step

“perform Practice RN verifications”),

!(Exception “Exception” is thrown by step “obtain patient informed

consent and install portacath ”),

!(Exception “MissingOrdersForPatient” is thrown by step “confirm existence

of orders for patient”),

!(Exception “BSAMismatch” is thrown by step “evaluate blood counts”),

!(Exception “PatientDeferred” is thrown by step “evaluate blood counts”),

!(Exception “PatientNotInRoster” is thrown by step “check patient in roster”),

!(Exception “DosagesDontMatch” is thrown by step “confirm

manually-calculated drug volume matches the added volume by tech”),

!(Exception “LabelsAndOrdersDontMatch” is thrown by step “confirm info

on drug labels matches info on chemo orders”)
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}

MCS 35 (13 events):

{

Step “staple everything together” produces wrong “ChemoOrder”,

!(Exception “TreatmentPlanInconsistentWithOrders” is thrown by step

“perform Practice RN verifications”),

!(Exception “TreatmentPlanNeedsToBeReentered” is thrown by step

“perform Practice RN verifications”),

!(Exception “HeightWeightDontMatch” is thrown by step “perform Practice

RN verifications”),

!(Exception “DosagesDontMatch” is thrown by step “perform Practice

RN verifications”),

!(Exception “StickyNotesTasksNotCompleted” is thrown by step

“perform Practice RN verifications”),

!(Exception “Exception” is thrown by step “obtain patient informed

consent and install portacath ”),

!(Exception “MissingOrdersForPatient” is thrown by step “confirm existence

of orders for patient”),

!(Exception “BSAMismatch” is thrown by step “evaluate blood counts”),

!(Exception “PatientDeferred” is thrown by step “evaluate blood counts”),

!(Exception “PatientNotInRoster” is thrown by step “check patient in roster”),

!(Exception “DosagesDontMatch” is thrown by step “confirm

manually-calculated drug volume matches the added volume by tech”),

!(Exception “LabelsAndOrdersDontMatch” is thrown by step “confirm info

on drug labels matches info on chemo orders”)
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}

MCS 36 (13 events):

{

Step “put signatures box on treatment plan ” produces wrong “TreatmentPlan”,

!(Exception “TreatmentPlanInconsistentWithOrders” is thrown by step

“perform Practice RN verifications”),

!(Exception “TreatmentPlanNeedsToBeReentered” is thrown by step

“perform Practice RN verifications”),

!(Exception “HeightWeightDontMatch” is thrown by step “perform Practice

RN verifications”),

!(Exception “DosagesDontMatch” is thrown by step “perform Practice

RN verifications”),

!(Exception “StickyNotesTasksNotCompleted” is thrown by step

“perform Practice RN verifications”),

!(Exception “Exception” is thrown by step “obtain patient informed

consent and install portacath ”),

!(Exception “MissingOrdersForPatient” is thrown by step “confirm existence

of orders for patient”),

!(Exception “BSAMismatch” is thrown by step “evaluate blood counts”),

!(Exception “PatientDeferred” is thrown by step “evaluate blood counts”),

!(Exception “PatientNotInRoster” is thrown by step “check patient in roster”),

!(Exception “DosagesDontMatch” is thrown by step “confirm

manually-calculated drug volume matches the added volume by tech”),

!(Exception “LabelsAndOrdersDontMatch” is thrown by step “confirm info

on drug labels matches info on chemo orders”)
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}

MCS 37 (13 events):

{

Step “print chemo orders ” produces wrong “ChemoOrder”,

!(Exception “TreatmentPlanInconsistentWithOrders” is thrown by step

“perform Practice RN verifications”),

!(Exception “TreatmentPlanNeedsToBeReentered” is thrown by step

“perform Practice RN verifications”),

!(Exception “HeightWeightDontMatch” is thrown by step “perform Practice

RN verifications”),

!(Exception “DosagesDontMatch” is thrown by step “perform Practice

RN verifications”),

!(Exception “StickyNotesTasksNotCompleted” is thrown by step

“perform Practice RN verifications”),

!(Exception “Exception” is thrown by step “obtain patient informed

consent and install portacath ”),

!(Exception “MissingOrdersForPatient” is thrown by step “confirm existence

of orders for patient”),

!(Exception “BSAMismatch” is thrown by step “evaluate blood counts”),

!(Exception “PatientDeferred” is thrown by step “evaluate blood counts”),

!(Exception “PatientNotInRoster” is thrown by step “check patient in roster”),

!(Exception “DosagesDontMatch” is thrown by step “confirm

manually-calculated drug volume matches the added volume by tech”),

!(Exception “LabelsAndOrdersDontMatch” is thrown by step “confirm info

on drug labels matches info on chemo orders”)
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}

MCS 38 (13 events):

{

Step “print face sheet” produces wrong “FaceSheet”,

!(Exception “TreatmentPlanInconsistentWithOrders” is thrown by step

“perform Practice RN verifications”),

!(Exception “TreatmentPlanNeedsToBeReentered” is thrown by step

“perform Practice RN verifications”),

!(Exception “HeightWeightDontMatch” is thrown by step “perform Practice

RN verifications”),

!(Exception “DosagesDontMatch” is thrown by step “perform Practice

RN verifications”),

!(Exception “StickyNotesTasksNotCompleted” is thrown by step

“perform Practice RN verifications”),

!(Exception “Exception” is thrown by step “obtain patient informed

consent and install portacath ”),

!(Exception “MissingOrdersForPatient” is thrown by step “confirm existence

of orders for patient”),

!(Exception “BSAMismatch” is thrown by step “evaluate blood counts”),

!(Exception “PatientDeferred” is thrown by step “evaluate blood counts”),

!(Exception “PatientNotInRoster” is thrown by step “check patient in roster”),

!(Exception “DosagesDontMatch” is thrown by step “confirm

manually-calculated drug volume matches the added volume by tech”),

!(Exception “LabelsAndOrdersDontMatch” is thrown by step “confirm info

on drug labels matches info on chemo orders”)
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}

MCS 39 (13 events):

{

Step “write chemotherapy orders” produces wrong “ChemoOrder”,

!(Exception “TreatmentPlanInconsistentWithOrders” is thrown by step

“perform Practice RN verifications”),

!(Exception “TreatmentPlanNeedsToBeReentered” is thrown by step

“perform Practice RN verifications”),

!(Exception “HeightWeightDontMatch” is thrown by step “perform Practice

RN verifications”),

!(Exception “DosagesDontMatch” is thrown by step “perform Practice

RN verifications”),

!(Exception “StickyNotesTasksNotCompleted” is thrown by step

“perform Practice RN verifications”),

!(Exception “Exception” is thrown by step “obtain patient informed

consent and install portacath ”),

!(Exception “MissingOrdersForPatient” is thrown by step “confirm existence

of orders for patient”),

!(Exception “BSAMismatch” is thrown by step “evaluate blood counts”),

!(Exception “PatientDeferred” is thrown by step “evaluate blood counts”),

!(Exception “PatientNotInRoster” is thrown by step “check patient in roster”),

!(Exception “DosagesDontMatch” is thrown by step “confirm

manually-calculated drug volume matches the added volume by tech”),

!(Exception “LabelsAndOrdersDontMatch” is thrown by step “confirm info

on drug labels matches info on chemo orders”)
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}

MCS 40 (13 events):

{

Step “use a careset to generate treatment plan” produces

wrong “TreatmentPlan”,

!(Exception “TreatmentPlanInconsistentWithOrders” is thrown by step

“perform Practice RN verifications”),

!(Exception “TreatmentPlanNeedsToBeReentered” is thrown by step

“perform Practice RN verifications”),

!(Exception “HeightWeightDontMatch” is thrown by step “perform Practice

RN verifications”),

!(Exception “DosagesDontMatch” is thrown by step “perform Practice

RN verifications”),

!(Exception “StickyNotesTasksNotCompleted” is thrown by step

“perform Practice RN verifications”),

!(Exception “Exception” is thrown by step “obtain patient informed

consent and install portacath ”),

!(Exception “MissingOrdersForPatient” is thrown by step “confirm existence

of orders for patient”),

!(Exception “BSAMismatch” is thrown by step “evaluate blood counts”),

!(Exception “PatientDeferred” is thrown by step “evaluate blood counts”),

!(Exception “PatientNotInRoster” is thrown by step “check patient in roster”),

!(Exception “DosagesDontMatch” is thrown by step “confirm

manually-calculated drug volume matches the added volume by tech”),

!(Exception “LabelsAndOrdersDontMatch” is thrown by step “confirm info

on drug labels matches info on chemo orders”)
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}

MCS 41 (13 events):

{

Step “pick up newly printed treatment plan” produces wrong “TreatmentPlan”,

!(Exception “TreatmentPlanInconsistentWithOrders” is thrown by step

“perform Practice RN verifications”),

!(Exception “TreatmentPlanNeedsToBeReentered” is thrown by step

“perform Practice RN verifications”),

!(Exception “HeightWeightDontMatch” is thrown by step “perform Practice

RN verifications”),

!(Exception “DosagesDontMatch” is thrown by step “perform Practice

RN verifications”),

!(Exception “StickyNotesTasksNotCompleted” is thrown by step

“perform Practice RN verifications”),

!(Exception “Exception” is thrown by step “obtain patient informed

consent and install portacath ”),

!(Exception “MissingOrdersForPatient” is thrown by step “confirm existence

of orders for patient”),

!(Exception “BSAMismatch” is thrown by step “evaluate blood counts”),

!(Exception “PatientDeferred” is thrown by step “evaluate blood counts”),

!(Exception “PatientNotInRoster” is thrown by step “check patient in roster”),

!(Exception “DosagesDontMatch” is thrown by step “confirm

manually-calculated drug volume matches the added volume by tech”),

!(Exception “LabelsAndOrdersDontMatch” is thrown by step “confirm info

on drug labels matches info on chemo orders”)
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}

MCS 42 (13 events):

{

Step “staple everything together” produces wrong “FaceSheet”,

!(Exception “TreatmentPlanInconsistentWithOrders” is thrown by step

“perform Practice RN verifications”),

!(Exception “TreatmentPlanNeedsToBeReentered” is thrown by step

“perform Practice RN verifications”),

!(Exception “HeightWeightDontMatch” is thrown by step “perform Practice

RN verifications”),

!(Exception “DosagesDontMatch” is thrown by step “perform Practice

RN verifications”),

!(Exception “StickyNotesTasksNotCompleted” is thrown by step

“perform Practice RN verifications”),

!(Exception “Exception” is thrown by step “obtain patient informed

consent and install portacath ”),

!(Exception “MissingOrdersForPatient” is thrown by step “confirm existence

of orders for patient”),

!(Exception “BSAMismatch” is thrown by step “evaluate blood counts”),

!(Exception “PatientDeferred” is thrown by step “evaluate blood counts”),

!(Exception “PatientNotInRoster” is thrown by step “check patient in roster”),

!(Exception “DosagesDontMatch” is thrown by step “confirm

manually-calculated drug volume matches the added volume by tech”),

!(Exception “LabelsAndOrdersDontMatch” is thrown by step “confirm info

on drug labels matches info on chemo orders”)
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}

MCS 43 (13 events):

{

Step “leave stapled treatment plan package in Practice RN’s tray ”

produces wrong “TreatmentPlan”,

!(Exception “TreatmentPlanInconsistentWithOrders” is thrown by step

“perform Practice RN verifications”),

!(Exception “TreatmentPlanNeedsToBeReentered” is thrown by step

“perform Practice RN verifications”),

!(Exception “HeightWeightDontMatch” is thrown by step “perform Practice

RN verifications”),

!(Exception “DosagesDontMatch” is thrown by step “perform Practice

RN verifications”),

!(Exception “StickyNotesTasksNotCompleted” is thrown by step

“perform Practice RN verifications”),

!(Exception “Exception” is thrown by step “obtain patient informed

consent and install portacath ”),

!(Exception “MissingOrdersForPatient” is thrown by step “confirm existence

of orders for patient”),

!(Exception “BSAMismatch” is thrown by step “evaluate blood counts”),

!(Exception “PatientDeferred” is thrown by step “evaluate blood counts”),

!(Exception “PatientNotInRoster” is thrown by step “check patient in roster”),

!(Exception “DosagesDontMatch” is thrown by step “confirm

manually-calculated drug volume matches the added volume by tech”),

!(Exception “LabelsAndOrdersDontMatch” is thrown by step “confirm info

on drug labels matches info on chemo orders”)
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}

MCS 44 (13 events):

{

Step “write treatment plan from scratch” produces wrong “TreatmentPlan”,

!(Exception “TreatmentPlanInconsistentWithOrders” is thrown by step

“perform Practice RN verifications”),

!(Exception “TreatmentPlanNeedsToBeReentered” is thrown by step

“perform Practice RN verifications”),

!(Exception “HeightWeightDontMatch” is thrown by step “perform Practice

RN verifications”),

!(Exception “DosagesDontMatch” is thrown by step “perform Practice

RN verifications”),

!(Exception “StickyNotesTasksNotCompleted” is thrown by step

“perform Practice RN verifications”),

!(Exception “Exception” is thrown by step “obtain patient informed

consent and install portacath ”),

!(Exception “MissingOrdersForPatient” is thrown by step “confirm existence

of orders for patient”),

!(Exception “BSAMismatch” is thrown by step “evaluate blood counts”),

!(Exception “PatientDeferred” is thrown by step “evaluate blood counts”),

!(Exception “PatientNotInRoster” is thrown by step “check patient in roster”),

!(Exception “DosagesDontMatch” is thrown by step “confirm

manually-calculated drug volume matches the added volume by tech”),

!(Exception “LabelsAndOrdersDontMatch” is thrown by step “confirm info

on drug labels matches info on chemo orders”)
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}

MCS 45 (13 events):

{

Step “staple everything together” produces wrong “TreatmentPlan”,

!(Exception “TreatmentPlanInconsistentWithOrders” is thrown by step

“perform Practice RN verifications”),

!(Exception “TreatmentPlanNeedsToBeReentered” is thrown by step

“perform Practice RN verifications”),

!(Exception “HeightWeightDontMatch” is thrown by step “perform Practice

RN verifications”),

!(Exception “DosagesDontMatch” is thrown by step “perform Practice

RN verifications”),

!(Exception “StickyNotesTasksNotCompleted” is thrown by step

“perform Practice RN verifications”),

!(Exception “Exception” is thrown by step “obtain patient informed

consent and install portacath ”),

!(Exception “MissingOrdersForPatient” is thrown by step “confirm existence

of orders for patient”),

!(Exception “BSAMismatch” is thrown by step “evaluate blood counts”),

!(Exception “PatientDeferred” is thrown by step “evaluate blood counts”),

!(Exception “PatientNotInRoster” is thrown by step “check patient in roster”),

!(Exception “DosagesDontMatch” is thrown by step “confirm

manually-calculated drug volume matches the added volume by tech”),

!(Exception “LabelsAndOrdersDontMatch” is thrown by step “confirm info

on drug labels matches info on chemo orders”)
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}

MCS 46 (14 events):

{

Step “perform patient consultation” produces wrong “ConsultNote”,

!(Exception “PathologyReportDoesNotIndicateCancer” is thrown by step

“review pathology report (if haven’t done so yet)”),

!(Exception “TreatmentPlanInconsistentWithOrders” is thrown by step

“perform Practice RN verifications”),

!(Exception “TreatmentPlanNeedsToBeReentered” is thrown by step

“perform Practice RN verifications”),

!(Exception “HeightWeightDontMatch” is thrown by step “perform Practice

RN verifications”),

!(Exception “DosagesDontMatch” is thrown by step “perform Practice

RN verifications”),

!(Exception “StickyNotesTasksNotCompleted” is thrown by step

“perform Practice RN verifications”),

!(Exception “Exception” is thrown by step “obtain patient informed

consent and install portacath ”),

!(Exception “MissingOrdersForPatient” is thrown by step “confirm existence

of orders for patient”),

!(Exception “BSAMismatch” is thrown by step “evaluate blood counts”),

!(Exception “PatientDeferred” is thrown by step “evaluate blood counts”),

!(Exception “PatientNotInRoster” is thrown by step “check patient in roster”),

!(Exception “DosagesDontMatch” is thrown by step “confirm

manually-calculated drug volume matches the added volume by tech”),

!(Exception “LabelsAndOrdersDontMatch” is thrown by step “confirm info

432



on drug labels matches info on chemo orders”)

}

MCS 47 (15 events):

{

Artifact “Tests” is wrong when step “chemotherapy process” is posted,

!(Exception “PathologyReportDoesNotIndicateCancer” is thrown by step

“confirm all necessary information is present”),

!(Exception “PathologyReportDoesNotIndicateCancer” is thrown by step

“review pathology report (if haven’t done so yet)”),

!(Exception “TreatmentPlanInconsistentWithOrders” is thrown by step

“perform Practice RN verifications”),

!(Exception “TreatmentPlanNeedsToBeReentered” is thrown by step

“perform Practice RN verifications”),

!(Exception “HeightWeightDontMatch” is thrown by step “perform Practice

RN verifications”),

!(Exception “DosagesDontMatch” is thrown by step “perform Practice

RN verifications”),

!(Exception “StickyNotesTasksNotCompleted” is thrown by step

“perform Practice RN verifications”),

!(Exception “Exception” is thrown by step “obtain patient informed

consent and install portacath ”),

!(Exception “MissingOrdersForPatient” is thrown by step “confirm existence

of orders for patient”),

!(Exception “BSAMismatch” is thrown by step “evaluate blood counts”),

!(Exception “PatientDeferred” is thrown by step “evaluate blood counts”),

!(Exception “PatientNotInRoster” is thrown by step “check patient in roster”),
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!(Exception “DosagesDontMatch” is thrown by step “confirm

manually-calculated drug volume matches the added volume by tech”),

!(Exception “LabelsAndOrdersDontMatch” is thrown by step “confirm info

on drug labels matches info on chemo orders”)

}

MCS 48 (15 events):

{

Artifact “Scans” is wrong when step “chemotherapy process” is posted,

!(Exception “PathologyReportDoesNotIndicateCancer” is thrown by step

“confirm all necessary information is present”),

!(Exception “PathologyReportDoesNotIndicateCancer” is thrown by step

“review pathology report (if haven’t done so yet)”),

!(Exception “TreatmentPlanInconsistentWithOrders” is thrown by step

“perform Practice RN verifications”),

!(Exception “TreatmentPlanNeedsToBeReentered” is thrown by step

“perform Practice RN verifications”),

!(Exception “HeightWeightDontMatch” is thrown by step “perform Practice

RN verifications”),

!(Exception “DosagesDontMatch” is thrown by step “perform Practice

RN verifications”),

!(Exception “StickyNotesTasksNotCompleted” is thrown by step

“perform Practice RN verifications”),

!(Exception “Exception” is thrown by step “obtain patient informed

consent and install portacath ”),

!(Exception “MissingOrdersForPatient” is thrown by step “confirm existence

of orders for patient”),
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!(Exception “BSAMismatch” is thrown by step “evaluate blood counts”),

!(Exception “PatientDeferred” is thrown by step “evaluate blood counts”),

!(Exception “PatientNotInRoster” is thrown by step “check patient in roster”),

!(Exception “DosagesDontMatch” is thrown by step “confirm

manually-calculated drug volume matches the added volume by tech”),

!(Exception “LabelsAndOrdersDontMatch” is thrown by step “confirm info

on drug labels matches info on chemo orders”)

}

MCS 49 (15 events):

{

Artifact “PathologyReport” is wrong when step “chemotherapy process”

is posted,

!(Exception “PathologyReportDoesNotIndicateCancer” is thrown by step

“confirm all necessary information is present”),

!(Exception “PathologyReportDoesNotIndicateCancer” is thrown by step

“review pathology report (if haven’t done so yet)”),

!(Exception “TreatmentPlanInconsistentWithOrders” is thrown by step

“perform Practice RN verifications”),

!(Exception “TreatmentPlanNeedsToBeReentered” is thrown by step

“perform Practice RN verifications”),

!(Exception “HeightWeightDontMatch” is thrown by step “perform Practice

RN verifications”),

!(Exception “DosagesDontMatch” is thrown by step “perform Practice

RN verifications”),

!(Exception “StickyNotesTasksNotCompleted” is thrown by step

“perform Practice RN verifications”),
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!(Exception “Exception” is thrown by step “obtain patient informed

consent and install portacath ”),

!(Exception “MissingOrdersForPatient” is thrown by step “confirm existence

of orders for patient”),

!(Exception “BSAMismatch” is thrown by step “evaluate blood counts”),

!(Exception “PatientDeferred” is thrown by step “evaluate blood counts”),

!(Exception “PatientNotInRoster” is thrown by step “check patient in roster”),

!(Exception “DosagesDontMatch” is thrown by step “confirm

manually-calculated drug volume matches the added volume by tech”),

!(Exception “LabelsAndOrdersDontMatch” is thrown by step “confirm info

on drug labels matches info on chemo orders”)

}

MCS 50 (15 events):

{

Artifact “Patient” is wrong when step “chemotherapy process” is posted,

!(Exception “PathologyReportDoesNotIndicateCancer” is thrown by step

“confirm all necessary information is present”),

!(Exception “PathologyReportDoesNotIndicateCancer” is thrown by step

“review pathology report (if haven’t done so yet)”),

!(Exception “TreatmentPlanInconsistentWithOrders” is thrown by step

“perform Practice RN verifications”),

!(Exception “TreatmentPlanNeedsToBeReentered” is thrown by step

“perform Practice RN verifications”),

!(Exception “HeightWeightDontMatch” is thrown by step “perform Practice

RN verifications”),

!(Exception “DosagesDontMatch” is thrown by step “perform Practice
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RN verifications”),

!(Exception “StickyNotesTasksNotCompleted” is thrown by step

“perform Practice RN verifications”),

!(Exception “Exception” is thrown by step “obtain patient informed

consent and install portacath ”),

!(Exception “MissingOrdersForPatient” is thrown by step “confirm existence

of orders for patient”),

!(Exception “BSAMismatch” is thrown by step “evaluate blood counts”),

!(Exception “PatientDeferred” is thrown by step “evaluate blood counts”),

!(Exception “PatientNotInRoster” is thrown by step “check patient in roster”),

!(Exception “DosagesDontMatch” is thrown by step “confirm

manually-calculated drug volume matches the added volume by tech”),

!(Exception “LabelsAndOrdersDontMatch” is thrown by step “confirm info

on drug labels matches info on chemo orders”)

}

MCS 51 (16 events):

{

Step “measure height/weight in standard fashion” produces

wrong “PatientWeight”,

!(Exception “PathologyReportDoesNotIndicateCancer” is thrown by step

“confirm all necessary information is present”),

!(Exception “PathologyReportDoesNotIndicateCancer” is thrown by step

“review pathology report (if haven’t done so yet)”),

!(Exception “PatientUnableToStand” is thrown by step “measure

height/weight in standard fashion”),

!(Exception “TreatmentPlanInconsistentWithOrders” is thrown by step
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“perform Practice RN verifications”),

!(Exception “TreatmentPlanNeedsToBeReentered” is thrown by step

“perform Practice RN verifications”),

!(Exception “HeightWeightDontMatch” is thrown by step “perform Practice

RN verifications”),

!(Exception “DosagesDontMatch” is thrown by step “perform Practice

RN verifications”),

!(Exception “StickyNotesTasksNotCompleted” is thrown by step

“perform Practice RN verifications”),

!(Exception “Exception” is thrown by step “obtain patient informed

consent and install portacath ”),

!(Exception “MissingOrdersForPatient” is thrown by step “confirm existence

of orders for patient”),

!(Exception “BSAMismatch” is thrown by step “evaluate blood counts”),

!(Exception “PatientDeferred” is thrown by step “evaluate blood counts”),

!(Exception “PatientNotInRoster” is thrown by step “check patient in roster”),

!(Exception “DosagesDontMatch” is thrown by step “confirm

manually-calculated drug volume matches the added volume by tech”),

!(Exception “LabelsAndOrdersDontMatch” is thrown by step “confirm info

on drug labels matches info on chemo orders”)

}

MCS 52 (16 events):

{

Step “measure height/weight in standard fashion” produces

wrong “PatientHeight”,

!(Exception “PathologyReportDoesNotIndicateCancer” is thrown by step
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“confirm all necessary information is present”),

!(Exception “PathologyReportDoesNotIndicateCancer” is thrown by step

“review pathology report (if haven’t done so yet)”),

!(Exception “PatientUnableToStand” is thrown by step “measure

height/weight in standard fashion”),

!(Exception “TreatmentPlanInconsistentWithOrders” is thrown by step

“perform Practice RN verifications”),

!(Exception “TreatmentPlanNeedsToBeReentered” is thrown by step

“perform Practice RN verifications”),

!(Exception “HeightWeightDontMatch” is thrown by step “perform Practice

RN verifications”),

!(Exception “DosagesDontMatch” is thrown by step “perform Practice

RN verifications”),

!(Exception “StickyNotesTasksNotCompleted” is thrown by step

“perform Practice RN verifications”),

!(Exception “Exception” is thrown by step “obtain patient informed

consent and install portacath ”),

!(Exception “MissingOrdersForPatient” is thrown by step “confirm existence

of orders for patient”),

!(Exception “BSAMismatch” is thrown by step “evaluate blood counts”),

!(Exception “PatientDeferred” is thrown by step “evaluate blood counts”),

!(Exception “PatientNotInRoster” is thrown by step “check patient in roster”),

!(Exception “DosagesDontMatch” is thrown by step “confirm

manually-calculated drug volume matches the added volume by tech”),

!(Exception “LabelsAndOrdersDontMatch” is thrown by step “confirm info

on drug labels matches info on chemo orders”)
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