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This month marks my 17th
year with Communications. During
that time this magazine has chroni-
cled the evolution of practically
every known—and heretofore
unknown—discipline within com-
puter science. Indeed, we watched
the computing field itself evolve

into a global arena of unprecedented triumphs and
erratic spirals. But with it all, it’s still difficult to accept
that events would one day warrant the coverage we
feature here—U.S. homeland security.  

Naïve? Perhaps. ACM is indeed a global village; we
are well aware there are many readers of and authors
in this magazine who live in parts of the world where
homeland security—or lack thereof—has always been
a tangible part of everyday life. For many more of us,
however, terrorism on home soil is fresh ground. In its
aftermath, governments worldwide have turned to
their science and technology communities to build the
tools and intelligence capabilities to better secure their
citizens and defend their borders against attack.

The U.S. government has drawn upon a vast uni-
verse of technologists from all disciplines to develop
new digital techniques for defending national borders
and interests. Although homeland security incorpo-
rates myriad research branches, this month’s special
section introduces some of the information and com-
munications technologies that have emerged as a

result, particularly as they pertain to intelligence gath-
ering, protecting the global network infrastructure,
and enhancing emergency response. Guest editor John
Yen says such protective efforts require “tremendous
science” and that major challenges remain, given the
secretive nature of terrorist activities and daunting
environmental constraints. We hope this section
prompts the IT community—worldwide—to help
develop the solutions together.

Also in this issue, Wang et al. contend the criminal
mind is no match for a new record-linkage method
designed to match different, deceptive criminal identi-
ty records. And Escudero-Pascual and Hosein argue
that government attempts to create a one-size-fits-all
technology policy to protect communications infra-
structures do not translate on an international scale.

Dalal et al. describe a framework for enterprise
process modeling that should enhance the design of
the next generation of ERP systems. Kim and
Schneiderjans offer a unique interpretation of distance
learning, asserting success of Web-based education
programs may depend on the personality characteris-
tics of employees. And Sethi interprets a series of stud-
ies on stress among IS professionals and how it affects
productivity and costly employee turnover.  
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Blurred Vision
The U.S. Government, bowing to repeated Secret Ser-
vice requests, is now deliberately obscuring its highest-
quality aerial photographs over Washington in an effort
to hide visible objects on the roofs of the White House,
Capitol, and Treasury
departments. The
Associated Press
reports this blurring
policy also includes
views of the Naval
Observatory where
the Vice President
lives. Experts are con-
cerned the unusual
decision reflects a
troublesome move
toward new govern-
ment limits on com-
mercial satellite and
aerial photography.
Moreover, the effec-
tiveness of blurring
one set of govern-
ment-funded photos is questionable since tourists can
see the roofs of these noted buildings from dozens of
taller buildings in downtown D.C. Secret Service
spokesperson John Gill explained the agency worried
that high-altitude photographs, so detailed that pedes-
trians can been seen on crosswalks, “may expose security
operations.” Interestingly, the policy does not extend to
detailed pictures of the Pentagon, Supreme Court, Jus-
tice Department, or FBI and CIA headquarters.     

(Keep) Phone Home
An increasing number of companies are joining the
ban on camera phones. Health clubs and popular
gambling casinos were quick to forbid the discrete pic-
ture-taking devices for obvious reasons of patron pri-

News Track
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vacy and security. Now major employers are banning
camera phones on the job amid growing fears these
devices pose serious threats to company secrets and
worker privacy, reports USA Today. Firms worry
employees will use the phones to send images of new

products or other company information,
or else take pictures of unsuspecting co-
workers in locker rooms or bathrooms,
which may lead to business or legal risks.
General Motors, Texas Instruments,
DaimlerChrysler, BMW, and Samsung are
a few of the recent corporations to issue
“no camera phone” zones in the work-
place. U.S. courthouses are also starting to
adopt the ban fearing camera phones can
be used to photograph jurors or under-
cover agents serving as witnesses.     

Love/Hate Relationship
In other phone news, the cell phone topped
the list of the annual Lemelson-MIT Inven-
tion Index as the invention users love to
hate. Unlike recent U.K. surveys that found
the majority of users developing a strong,

sentimental attachment to their phones, the U.S.-
based study concluded that cell phones have become a
necessary part of life, but the devices in fact drive most
users crazy. “The interconnections you get from the
cell phones is a very positive thing. The downside is
that you sometimes want to be alone,” explained
Lemelson Center Director Merton C. Fleming.
Among the other inventions getting a collective rasp-
berry: the alarm clock, television, razor, microwave
oven, computer, and answering machine. 

Image Makeover
The image of the stereotypical Internet user, long
characterized as an antisocial geek with no friends
and no interest in the real world, has been shattered
by a new survey that finds the typical Web surfer one



that shuns TV and is quite the social animal. The
UCLA World Internet Project (ccp.ucla.edu/pages/
internet-report.asp), a three-year survey of Net and
non-Net users in 14 countries, produced global
comparisons data on social, political, and economic
effects of the Net. The survey shows a digital gen-
der gap in all participating countries and surpris-
ingly high levels of online use among the poorest
citizens of the surveyed countries. The gender gap
is most prevalent in Italy where 41.7% of the users
were men; 20.1% women. The lowest gap was in
Taiwan (where user makeup is 25% men, 23.5%
women). Internet users in all surveyed countries
spend more time socializing and exercising. In fact,
Net surfers also read more books (except in Ger-
many and the U.S.). South Koreans
trust Net info the most; Swedes are the
most skeptical. And China boasts the
most active Net socializers.   

Robot Scientist
A robot that can formulate theories,
perform experiments, and interpret
results (and does all more cheaply than
its human counterpart) has been cre-
ated by a team of scientists at the Uni-
versity of Wales in Aberystwyth, U.K.
Nature magazine reports the Robot
Scientist isn’t as intelligent as, say, the
leading chess-playing computer, but
combining the smarts of a computer with the
agility to perform real scientific problems is a major
engineering feat. In a recent test against human
competitors, the robot worked out which genes in
yeast are responsible for making vital amino acids;
even beating out a biologist who claims he hit the

wrong key at one point.
The robot was also
more sensitive in finan-
cial concerns; human
players were penalized
for overspending. Ron
Chrisley, University of
Sussex, is quick to point
out that having robots
work in research labs is

really nothing new. “We’ve had robot scientists for
a long time now. But in the past we’ve always called
them ‘grad students’.”      

Rooms with a View
A million-dollar two-story home constructed of
walls made mostly of windows that turn from clear
to opaque, or to computer screens, to speakers, or
to television screens was a main attraction at the
recent Sundance Film Festival. The 6,000 square-
foot prototype house, built in Park City, UT, is the
creation of Anderson Windows and Time Warner
and considered by both a research project. The
windows, found inside and out including the roof,
between rooms, stacked atop each other in bed-

rooms and bathrooms, are
fitted with a microfiber LCD
screen, which makes them
opaque or able to display
light from a TV projector.
Touch-screen computer mon-
itors are fully integrated into
each window, allowing them
to receive and display infor-
mation without projection.
Architect Michael James
Plutz designed the abode
with “wall plans,” not floor
plans. Of the resulting struc-
ture, he says: “We are a mul-

titasking species. We want to do everything in
every room. We should expect our windows to do
the same.” c

News Track
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Simone Santini’s comment
(Forum, Dec. 2003) brought
to mind something I con-

stantly tell my students: There is
nothing new about computers;
they simply mechanize the applica-
tion of logical principles that have
been around since Socrates, a logic
that can be formally expressed
through the mathematics invented
by George Boole.

The two best courses I ever
took for learning to work with
computers were formal logic and
Boolean algebra. The former was
taught by the philosophy depart-
ment, the latter by the mathemat-
ics department. Neither professor
knew much about computers.
Indeed, the subject of computers
never came up. Yet my experience
suggests that everything a com-
puter does is based on the princi-
ples expressed in these two
courses.

Thus, Santini’s assertion
appears to be correct: The mind
should be developed first; techni-
cal details should come later. It’s a
mistake to sit people in front of a
computer as the first step in teach-
ing them how to program it to do
something useful.

I have found that people using
their brains get ahead further and
faster than people who know only
technical details. In the end, it is
not the computer that is impor-
tant but the results they help
achieve. Knowing what to do with
the machine is far more important
than knowing how to do things
with the machine. Well-consid-
ered definitions of what things to
do inspire us to greater accom-
plishments than trivial applica-
tions. Applying basic principles of
logical thought shields us from
being overwhelmed by technical
detail.

Peter G. Raeth
Fairborn, OH

The notion that we’re
going to fix, or even help,
U.S. educational problems

by putting a computer on every
desk or even in every classroom is
ridiculous. Simone Santini’s
Forum comment (Dec. 2003) was
eloquent on this point. 

Computers in the classroom are
what the law calls an “attractive
nuisance,” like a swimming pool
in your neighbor’s backyard. The
definition is “any inherently haz-

ardous object ... that can be
expected to attract children to
investigate or play.” In the case of
classroom computers, the hazards
are encouragement for superficial
thinking, facilitation of general
academic laziness up to and
including plagiarism, ease of access
to materials children ought not to
see, and general time wasting,
including game playing and aim-
less Web surfing.

As Santini pointed out, com-
puters are useful in a school
library, but their value in the class-
room is far from proven. If Aristo-
tle, Newton, and Einstein were
educated without computers, how
much of a handicap is not having
one?

My one disagreement with
Santini concerns is over the issue
of school funding. I do not
lament “the idea that public fund-
ing of education is destined to
decrease.” I embrace it. When it
decreases to zero, children now
confined to public schooling will
finally get the same chance to
excel as the U.S.’s seven million
private school and home-schooled
children have had for decades.
The best alternative to public

Principles of Logical Thought
Before Technical Details
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funding is not corporate sponsor-
ship but self-funding. 

For decades, government has
brainwashed parents into trusting
the bureaucrats to educate their
children. The result has been a
disaster. The only way they can
take back control is to pay fully
for their children’s schooling
themselves.

Mark Wallace
Irvine, CA

Why Reinvent When We
Have Open Source?

Robert L. Glass’s Practical
Programmer column “A
Sociopolitical Look at Open

Source” (Nov. 2003) discounted the
practicality of users fixing their own
source, since the only users capable
of doing so are interested only in
system programs. Application end
users hire consultants to do the fix-
ing for them, and open source
works out very nicely indeed.

I’d like to understand the rea-
sons software developers insist on
reinventing the wheel despite the
availability of open source solu-
tions. As pointed out in Eric
Steven Raymond’s The Art of 
Unix Programming
(www.faqs.org/docs/artu/), the
notion of “not invented here” is
not simply a response to the lack
of transparency in proprietary
solutions. The consequence in the
open source world of program-
mers’ roll-your-own tendencies is
that, except for a few areas with
category-killer solutions, most
problems are covered with
haystacks of partial solutions of
questionable utility.

David Hawley
Tokyo, Japan

Still Seeking Software 
Productivity

In our article “Measuring
Software Productivity in the
Software Industry” (Nov.

2003), we developed a rationale
for measuring the productivity of
development and support environ-
ments as a first step toward solving
the problem of software produc-
tivity.

A 1995 BusinessWeek article sur-
veyed productivity in 25 indus-
tries, deriving percent productivity
change over the previous five years
while reaching some astounding
conclusions outlined in another
article in Software Developer &
Publisher (July 1996). Computers
(hardware) were first (�153%),
semiconductors second (�84%),
and software dead last (�11%).
Independently, the Standish
Group in Feb. 1995 published a
report on the software industry,
further supporting the negative
productivity findings.

These facts were at odds with
the implications of a 1991 Busi-
nessWeek article “Software Made
Simple,” which interviewed key
players in the world of object-ori-
ented programming. The article
cited the naysayers who compared
OOP to artificial intelligence as
just another computer industry
buzzword. Defending this com-
parison, the authors wrote that,
unlike AI, object technology
would have “an immediate, practi-
cal payoff.”

Much more recently, Business-
Week (Jan. 12, 2004) discussed the
annual percent productivity gains
of various major industries from
1998 to 2001. Computer chips
(�19%) and consumer electronics

(�18%) had the greatest gains.
Software was last (�1%).

These facts continue to support
our observations, measures, and
rationale about low productivity
using current software technology,
as well as the steps needed to turn
it around. This has not seemed to
stop the software industry from
continuing to put itself further
behind in the productivity race
each year.

Donald Anselmo
Phoenix, AZ

Henry Ledgard
Toledo, OH

Spare Me the Self-Service

The News Track item
“Checked Out” (Jan. 2004)
cited the skyrocketing use of

self-service kiosks. I, for one, am
not convinced that the 14.5 mil-
lion passengers statistic really
means what it suggests. As a recent
first-class passenger on a major air-
line, I was directed to the self-ser-
vice kiosk. Glancing at the
counter, I noticed that all passen-
gers were being directed to the
“self-service” line; there was no
personal service. This is just
another way station on the road to
eliminating personal (but costly)
face-to-face service without lower-
ing the price to the consumer. It
didn’t cost me any less in effort
(checking in) or money (ticket
price), but it most certainly saved
the airline some of both. 

Personally, I would prefer if the
self-serve kiosks at airlines and
grocery stores (along with tele-
phone menu systems corporations
use to punish us) would go away.

Dwayne Nelson
Washington, D.C.

Forum



COMMUNICATIONS OF THE ACM March  2004/Vol. 47, No. 3 13

Lineage of the Internet’s
Open Systems Foundation

I’d like to point out an
important contradiction in
Coskun Bayrak’s and Chad

Davis’s “The Relationship
between Distributed Systems and
Open Source Development”
(Dec. 2003), which stated: “The
original specifications of a layered
protocol stack upon which het-
erogeneous distributed systems
could build their communication
systems, and upon which TCP/IP
was closely modeled, is of course
the Open Systems Interconnect
model [5].” Reference 5 is Peter-
son’s and Davie’s Computer Net-
works: A Systems Approach, which
stated: “The Internet and
ARPANET were around before
the OSI architecture, and the
experience gained from building
them was a major influence on
the OSI reference model.”

Though this obvious contra-
diction was made by the authors,
a thorough review should have
caught it.

Yitzchak Gottlieb
Princeton, NJ

The article by Coskun
Bayrak and Chad Davis
would have been more

informative and more interesting
had it let us in on the mechanisms
the Linux community uses to sort
the good from the bad features
and code so we “can bet the prod-
uct will be substantially better in
only a few weeks,” as they say.

Moreover, the authors assert
that TCP/IP was closely modeled
on ISO’s OSI. Vinton Cerf and
Robert Kahn began their work
on TCP in 1973, whereas OSI

came out in 1983. What is the
basis for the authors’ claim?

Alex Simonelis
Montreal, Canada

Authors Respond:

Though we acknowledge
our semantic error we were
lax not to catch prior to

publication, it shouldn’t be
viewed as an indictment of the
general line of our argument. A
key part of our purpose, and of
this citation in particular, was to
highlight the open system nature
of the Internet’s technological
foundations, at the core of which
is the TCP/IP suite. 

From a historical perspective,
the evolution of OSI vs. TCP/IP
is a subjective issue. One may be
interested in the invention of
specific protocols or, alternatively,
the invention of open system
concepts, including layering and
interoperability. However, the
citation reinforced the openness
of the Internet’s core communi-
cations mechanisms. The notion
of what won—OSI or TCP/IP—
is not relevant in this sense. Rele-
vant is the nonproprietary, open
system qualities of the Internet
protocol suite. 

We do not support the sugges-
tion that the protocols within the
TCP/IP suite were derived from
OSI. We would, however, like to
know whether anyone finds fault
with our characterization of the
TCP/IP stack as an essentially
and significantly open system. In
regards to history and our discus-
sion of openness, the OSI project
was meant to clarify the role of
openness in the Internet’s devel-
oping infrastructure. 

The lineage of the individual
protocols in the TCP/IP stack
clearly predate the concept of the
standardized and layered stack
itself; TCP itself dates to the
1960s. However, the notion of
the TCP/IP protocol stack isn’t
the same as the individual proto-
cols themselves. It wasn’t until
1989 that the architecture of
Internet communications was
written into RFCs 1122 and
1123, long after OSI and other
projects brought attention to the
significance of openness and
interoperability.

We appreciate the opportunity
to revisit these issues. The history
of these systems had been on the
margins of our thinking prior to
this reexamination of our topic.
We thank Gottlieb and Simonelis
for initiating this dialogue,
encouraging us to delve further
into the genealogical elements of
our topic. We also hope to hear
more about our discussion of the
Internet’s fundamental reliance on
communication systems demon-
strating high levels of openness. 

Concerning the mechanisms
of development utilized by open
source projects, including Linux
itself, we were unable in the con-
text of the article to fully explore
the inner structures of the open
source development model and
its intriguing similarities to the
inner structures of distributed
software systems. 

Coskun Bayrak
Chad Davis

Little Rock, AR

Please address all Forum correspondence to the
Editor, Communications, 1515 Broadway, New
York, NY 10036; email: crawfordd@acm.org.
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A
dvances in high-perfor-
mance computing have
found their counterpart
in new security threats.

Yet there is an interesting twist in
that computational expansion
tends to be relatively pre-
dictable, whereas security chal-
lenges are typically
introduced and mitigated
(when possible) in a
more chaotic fashion.
Few would have
surmised, for
example, that spam would
have exceeded
60% of all
email trans-
missions by the
end of 2003, nor
that detection
software would require
sophistication approaching Tur-
ing Test intelligence levels. It is
useful, therefore, to consider
some of the impacts of scaled-up
computing on our overall secu-
rity environment.

Certain rules continue to apply
to computational evolution.
Moore’s Law (which anticipates
processing power doubling
approximately every 18 months
while the equivalent price halves

in the same amount of time) has
continued to endure. It is likely to
surpass even Gordon Moore’s
own 1997 prediction [5] that it
will “run out of gas” around
2017, as new materials and fabri-

cation technologies emerge
(including those intro-

duced through
the recur-
sive appli-

cation of
improved

computers
into the manu-

facturing
process). In 2003,

Moore told the Inter-
national Solid-
States Circuit
Conference “I

remember thinking
one micron (a milestone the
industry passed in 1986) was as
far as we could go because of the
wavelength of visible light used
at the time. Engineers then
switched to ultraviolet light.” 

But as advancements in hard-
ware continue to occur, security
appears to be declining (although
not necessarily at an equivalent
rate). As Paul Kocher of Cryptog-
raphy Research, Inc. asserted,

“Moore’s Law, coupled with the
business imperative to be more
competitive, is driving vendors to
build systems of exponentially
increasing complexity without
making security experts exponen-
tially smarter to compensate.”
“The current trend is to build sys-
tems that conceptually are secure,
but in practice and probability
the systems’ ability to resist the
efforts of a creative attacker are
less,” said Kocher in a pre-
USENIX 2002 interview. “The
idea is that security should be get-
ting better, however, design flaws
are becoming an increasingly cata-
strophic problem” [2]. 

Some believe that cryptography
can help reverse this trend, and
cryptosystems are playing a signif-
icant role in providing security
assurances. Yet each generation of
computers brings with it an obso-
lescence of some earlier crypto-
graphic methods, usually
considerably sooner than has been
predicted. This will likely con-
tinue to be the case, and may
even accelerate as new paradigms
for algorithmic attacks, including
distributed techniques, evolve. So
this implies that if cryptography is
used to sign and protect data and

Superscaled Security

PE
TE

R
 H

O
EY

Rebecca T. Mercuri

Exponential increases in computational speed, memory capacity, and
bandwidth impose futuristic security demands and challenges.
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software (especially for archival
purposes) then a systematic
method for updating these wrap-
pers will need to be devised, lest
trust in content be undermined. 

Cryptography, though, cannot
be expected to solve all security
problems. PGP encryption guru
Phil Zimmerman told London’s
2003 Infosec security conference
that Moore’s Law is a “blind
force” for undirected technology

escalation. He explained that “the
human population does not dou-
ble every 18 months, but its abil-
ity to use computers to keep track
of us does,” and added, “you can’t
encrypt your face.” He fears the
series of initiatives in U.S. home-
land security have far-reaching
effects on privacy because “it has
more inertia and is more insidi-
ous. When you put computer
technology behind surveillance
apparatus, the problem gets
worse.” We already yield a
tremendous amount of personal
information to our PDAs and
permit tracking of our movements
in exchange for continuous
incoming telephone service, so the
devices we voluntarily adopt may
ultimately prove more untrust-
worthy than the monitoring being
imposed. The increasing ability of
computers to store and analyze

vast quantities of information also
increases the likelihood that this
data will eventually be used for
heretofore unknown and poten-
tially nefarious purposes.

We may have no choice regard-
ing such data dissemination, since
global economic forces may be
driving us toward total intercon-
nectivity of all humans on the
planet. This is ultimately feasible,
since in the networking world,

Gilder’s Law dictates that the total
bandwidth of communication sys-
tems will triple every 12 months.
(By comparison, the number of
humans is only expected to dou-
ble from 6 to 12 billion by 2100.)
Metcalfe’s Law rates the value of a
network as proportional to the
number of nodes squared, so the
merit of connectivity increases
exponentially as units are intro-
duced, while costs tend to remain
stable. But this supposition of
continually increasing payback is
not necessarily correct. Jake Brod-
sky reminds us of Newton’s Third
Law (“For every action, there is an
equal and opposite reaction”),
noting that events are “going on
under our noses this very minute:
Security holes, hacking, and
phreaking. The very tools that
make this ‘revolution’ [in technol-
ogy] possible are also being used

against us.” Whether the negatives
will eventually outweigh the posi-
tives, in terms of adverse impacts
on connectivity and usability, is
yet to be determined. 

There is a storehouse of data
that we are looking forward to
having online, which is currently
located in libraries, recordings,
and research databases. As David
Sarnoff predicted in an article he
wrote for the New York Herald in

1922, “It is inconceivable that the
development of the transmission
of intelligence will go forward at a
leisurely pace; everything points to
a very great acceleration.” One
wonders whether Sarnoff might
have imagined that such accelera-
tion would, within the next
decade, make it feasible for a lap-
top computer to hold the contents
of the entire Library of Congress.
Certainly it is imperative to ensure
that all information will be repli-
cated correctly in such compendia.
Imagine an insidious virus that
permutes documents such that
history eventually reflects that
Thomas Jefferson was the first
president of the United States.
This might not be so damaging,
but other transformations could
have dire results. Even if data is
maintained intact, accessibility to
powerful search and logic engines

Security Watch

The ultimate question must be whether or not there will someday be a
computational system that can prevent all forms of nefarious attack.



might (justifiably or inappropri-
ately) result in different interpreta-
tions of the “truth” than are
currently commonplace. 

Knowledge acquisition, as we
know, is not merely equivalent to
information gathering. Knowl-
edge involves analysis and conjec-
ture, whereas information can be
obtained in a brute force fashion.
For a long time, the sheer power
of bulk data provided by the
information age has prevailed, but
as our chess-playing machines
have demonstrated, progress even-
tually must include an “artificial
intelligence” component. As Fred-
erick Friedel, Gary Kasparov’s
assistant exclaimed, “As Deep Blue
goes deeper and deeper, it displays
elements of strategic understand-
ing. Somewhere out there, mere
tactics are translating into strategy.
This is the closest thing I’ve seen
to computer intelligence. It’s a
weird form of intelligence. But,
you can feel it. You can smell it!” 

The combination of human
reasoning with computer-based
data can be extremely powerful.
Once the Library of Congress is
reduced to the size of a microchip,
we might choose to directly
implant it into our heads so the
contents would be immediately
accessible to our thought
processes. I recall a conversation
with Princeton mathematician
John Conway in which we mused
about Matrix-style cyber-brain
enhancements and whether peo-
ple might eventually be discrimi-
nated against in employment if
they refused to submit to elec-

tronic augmentation. Although I’d
prefer to retain my Luddite status,
Conway indicated his willingness
to enter this Brave New World of
embedded micro-technologies.
Ethics and security issues
abound—for example, recalls for
bug fixes might become a bit
daunting. Recent vendor specula-
tions have included weaving chips
into our clothing or concealing
them in medicines, foods, and
beverages. The phrase “I’ve got
you under my skin” may take on
an eerie meaning in the not-too-
distant future.

Back in the world of large com-
putational systems, as these con-
tinue to expand, von Neumann
architectures will eventually be
superceded by or augmented with
neural networks, genetic algo-
rithms, and DNA “soups” where
even NP-complete problems may
someday become solvable. Instead
of using detection and eradica-
tion, security systems will contain
adaptive features—enabling them
to encapsulate and incorporate
malware into themselves, thus
evolving to resist new threats. Of
course, viruses will be smarter as
well, learning about the systems
they infect, beyond basic exploita-
tion of known vulnerabilities.
Rather than downloading patches,
inoculation software may be
injected into networks to counter
the effects of currently circulating
deleterious code. One might go so
far to say that such a mutational
process imposed on computa-
tional systems will be a necessary
aspect of its development, beyond

that which humans would be able
to provide through programming
and intentional design. 

Clues to the manner in which
architectural expansion may be
mitigated are found in a Mead
and Conway principle earlier
intended for VLSI, as follows:
“The task of designing very com-
plex systems involves managing,
in some highly structured way, the
space and time relationships
between the various levels of sys-
tem building blocks so that the
entire system will function as
intended when it is finished.” Cit-
ing that statement, a 1998 NSF
workshop report [1] concluded
that “the software research litera-
ture is replete with design princi-
ples, from the highest to the
lowest levels. In virtually all cases,
the principles have neither been
carefully classified for applicability
nor validated for practical effec-
tiveness.” Clearly more work is
necessary. Scalability must be con-
sidered. As well, form and func-
tionality in large-scale computing
have not kept pace with each
other for a number of years, and
their disparity introduces the
potential for a panoply of adverse
consequences.

This disparity includes the rela-
tionship of our concept of trust to
the necessity that computer sys-
tems maintain fundamentally
deterministic behavior patterns by
disallowing the use of self-modify-
ing code. So if we relinquish con-
trol and allow evolutionary
processes to occur, it becomes less
clear how to assess trustworthi-
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ness. Ultimately, we might want
to permit systems to adjudicate
among themselves whether or not
they are to be trusted, since it
may not be possible for scientists
and engineers to appropriately
assess a breed of computers with
constantly changing logical infra-
structures. But then how can we
trust them to make the right deci-
sions about each other?

Perhaps this can be understood
by examining some concepts from
complexity science. As Jim Pinto
explained to the Chaos in Manu-
facturing Conference [6], critical
complexity occurs when process-
ing power becomes intelligence,
and when connected intelligence
becomes self-organizing. Emer-
gent behavior results from orga-
nized complexity, such as can be
found in mutations, selection,
and evolution. William Roet-
zheim defines complexity science
as “the study of emergent behav-
ior exhibited by interacting sys-
tems operating at the threshold of
stability and chaos.” 

It would appear that such a
threshold occurs whenever secu-
rity breaches reach the point of
threatening the stability of com-
putational systems. For example,
Gilder’s Law has allowed faster
bandwidth to overcome the
adverse impacts of spam. As well,
Moore’s Law has provided
increased computational speeds to
allow background virus detection.
As attacks have become more
sophisticated, new levels of hard-
ware exponentiation have arrived,
pushing the instability threshold

back. But this will soon be insuf-
ficient, since attacks that include
emergent behavior will likely only
be able to be thwarted through
intelligence and mutation. Self-
modifying processes could there-
fore become the panacea rather
than the plague, if we can deter-
mine how to deploy them effec-
tively in our security toolkits.

So, the ultimate question
must be whether or not there
will someday be a computational
system that can prevent all forms
of nefarious attack. To simplify
this issue, let us restrict our con-
sideration to breaches initiated
by humans. Ray Kurzweil refers
to the time when computers
exceed human intelligence as
“The Age of Spiritual Machines”
[4] and believes we will be enter-
ing this era within the next two
decades. He conjectures that by
the end of this century, self-
replicating hardware, decentral-
ization, and redundancy will
remove security concerns, for all
practical purposes. 

On the other hand, Seton 
Hall’s philosopher/physicist Stan-
ley Jaki, using Gödel’s incom-
pleteness theorem, concludes that
“the fact that the mind cannot
derive a formal proof of the con-
sistency of a formal system from
the system itself is actually the
very proof that human reasoning,
if it is to exist at all, must resort in
the last analysis to informal, self-
reflecting intuitive steps as well.
This is precisely what a machine,
being necessarily a purely formal
system, cannot do, and this is

why Gödel’s theorem distin-
guishes in effect between self-con-
scious beings and inanimate
objects” [3]. The extrapolation
from this must be that self-modi-
fying code, without the ability to
perform introspection, cannot
surpass human intelligence, hence
systems will remain vulnerable. 

Which answer is correct? With
any luck, we shall all live long
enough to see how things turn out.
If not, then perhaps future readers,
happening across this article in
their Library of Congress brain
chips, will hopefully have retained
the ability to either laugh, or shake
their heads and sigh.  
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T
he ACM Fellows Program was established
by Council in 1993 to recognize and honor
outstanding ACM members for their
achievements in computer science and infor-

mation technology and for their significant contri-
butions to the mission of the ACM. The ACM
Fellows serve as distinguished colleagues to whom
the ACM and its members look for guidance and
leadership as the world of information technology
evolves.

The ACM Council endorsed the establishment of
a Fellows Program and provided guidance to the
ACM Fellows Committee, taking the view that the
program represents a concrete benefit to which any
ACM Member might aspire, and provides an impor-
tant source of role models for existing and prospec-
tive ACM Members. The program is managed by an
ACM Fellows Committee as part of the general
ACM Awards program administered by Calvin C.
Gotlieb and James J. Horning.

The men and women honored as ACM Fellows
have made critical contributions toward and con-
tinue to exhibit extraordinary leadership in the
development of the Information Age and will be

inducted at the ACM Awards Banquet on June 5,
2004 at the Plaza Hotel in New York City. These 30
new inductees bring the total number of ACM Fel-
lows to 498 (see www.acm.org/awards/fellows/ for
the complete listing of ACM Fellows). 

Their works span all horizons in computer sci-
ence and information technology: from the theoreti-
cal realms of numerical analysis, combinatorial
mathematics and algorithmic complexity analysis;
through provinces of computer architecture, inte-
grated circuits and firmware spanning personal com-
puter to supercomputer design: into the limitless
world of software and networking that makes com-
puter systems work and produces solutions and
results that are useful—and fun—for people 
everywhere. 

Their technical papers, books, university
courses, computing programs and hardware for the
emerging computer/communications amalgam
reflect the powers of their vision and their ability
to inspire colleagues and students to drive the field
forward.  The members of the ACM are all partici-
pants in building the runways, launching pads, and
vehicles of the global information infrastructure. c

ACM Fellows

ACM Fellows

Rakesh Agrawal, IBM Almaden Research Center
Mostafa Ammar, Georgia Institute of Technology
Victor Bahl, Microsoft Research
Bonnie Berger, Massachusetts Institute of Technology
Elisa Bertino, University of Milano
John Carroll, Pennsylvania State University
Richard DeMillo, Georgia Institute of Technology
Barbara J. Grosz, Harvard University
Brent Hailpern, IBM Thomas J.Watson Research Center
Jiawei Han, University of Illinois at Urbana-Champaign
Mary Jean Harrold, Georgia Institute of Technology
Peter E. Hart, Ricoh Innovations, Inc.
Mark Horowitz, Stanford University
Paul Hudak, Yale University
H.V. Jagadish, University of Michigan
Anil Jain, Michigan State University

Ramesh Jain, Georgia Institute of Technology
Niraj Jha, Princeton University
Dexter Kozen, Cornell University
Yi-Bing Lin, National Chiao Tung University
Kathleen McKeown, Columbia University
Thomas P. Moran, IBM Almaden Research Center
Eugene W. Myers, University of California, Berkeley
Craig Partridge, BBN Technologies
Daniel A. Reed, University of North Carolina, 

Chapel Hill
Stuart J. Russell, University of California, Berkeley
William H. Sanders, University of Illinois at 

Urbana-Champaign
Scott Shenker, University of California, Berkeley
Gurindar Sohi, University of Wisconsin
Cornelis J. van Rijsbergen, University of Glasgow
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Call For 2004 ACM Fellows Nominations

The designation “ACM Fellow” may be conferred
upon those ACM members who have distinguished
themselves by outstanding technical and professional
achievements in information technology, who are
current professional members of ACM and have
been professional members for the preceding five
years.  Any professional member of ACM may nom-
inate another member for this distinction. Nomina-
tions must be received by the ACM Fellows
Committee no later than Sept. 7, 2004, and must be
delivered to the Committee on forms provided for
this purpose (see below).

Nomination information organized by a principal
nominator includes:

1) Excerpts from the candidate’s current curriculum
vitae, listing selected  publications, patents, techni-
cal achievements, honors, and other awards.

2) A description of the work of the nominee, drawing
attention to the contributions which merit desig-
nation as Fellow.

3) Supporting endorsements from five ACM 
members.

ACM Fellows nomination forms and endorsement 

forms may be obtained from ACM by writing to:

ACM Fellows Nomination Committee

ACM
1515 Broadway
New York, New York 10036-5701, USA

nominate-fellows@acm.org 

The forms can also be accessed from:     
www.acm.org/awards/nomination_packet/

Completed forms should be sent by Sept. 7,
2004 to one of the following:

ACM Fellows Committee
ACM
1515 Broadway
New York, New York 10036-5701, USA

or
nominate-fellows@acm.org 

or
+1-212-869-0824 - fax

ACM Fellows
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B
y far the most common
software sizing metric is
source Lines of Code
(LOC). When we count

LOC we are trying to “size” a sys-
tem by counting how many pre-
compiled source lines we have
created, or expect to create, in the
final system. Since one of the pri-
mary purposes of counting LOC
is to determine how big a system
might be before we go and build
it—say as an input to a project
estimation process—we are pre-
sented with a dilemma. Before we
build a system, we don’t have any
lines of code yet, so how can we
count them? Once we have writ-
ten the lines of code and we can
count them, we don’t need to
estimate since we have the actual
values. LOC counts for estima-
tion, it seems, are only accurate

when we don’t need them and are
not available when we do.

So how about using another
sizing method, say Function
Points (FPts) [1]? The standard
International Function Points
User Group (IFPUG) FPts
approach involves counting and
weighting input, output, and
data storage elements with an
adjustment thrown in for some
aspects of the environment in
which the system will operate.
The hope is that such counts are
available early on in a project,
around the time when an esti-
mate is needed. But there are a
number of observations we can
make. The first is that a common
step of the FPts sizing procedure
involves translating between FPts
and LOC through a process
called “backfiring” [2]. Given

that the original purpose of FPts
was to get away from LOC alto-
gether, this seems a little ironic.
Another issue is that FPts as a
software product measure suffers
from a few drawbacks. Depending
on which FPts convention we use,
they may not count transform
behavior (what many people actu-
ally mean when they say “func-
tion”), state behavior, platform
interaction, design dependence,
time-related activity, requirements
volatility, and a number of other
attributes that legitimately affect
the “size” of a system. Some esti-
mation procedures advertise the
ability to size a system by module,
component, object, business rule,
or any number of other aggrega-
tions of requirements, design and
executable software elements.
However, in most cases, these
counts must be accompanied by a
factor that determines how many
LOC there are per whatever is
being counted. The procedure
simply multiplies the input count
by this factor and we are back at
LOC again.

Clearly, in order to measure
the putative size of a system, we
must count something, but it
seems every metric leads back to
LOC. Some of the estimation

Beware of Counting LOC
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Seeking a better method for estimating system size in an 
attempt to measure knowledge content.  

The Business of Software



22 March  2004/Vol. 47, No. 3 COMMUNICATIONS OF THE ACM

tools available are very good at
converting a size into a projected
estimate including schedule,
headcount, effort, even predicting
defect discovery and risk—pro-
vided, of course, we can give
them an “accurate” size in LOC.
Since many methods employ
exponential equations based on
size input, any variance on the
input predicted size tends to be

compounded on the projected
output.

Why We Can’t Count

T
here are two reasons why
counting LOC (or their
equivalent) is difficult and
may be ineffectual:

• We actually want to count how
much knowledge there is (will be)
in the system and there is no way
to empirically measure knowl-
edge.
• Even worse, what we really
want to count is not the knowl-
edge we have, but the knowledge
we don’t have, since it is this (lack
of ) knowledge that really takes
the time in building systems.

Interestingly, if we look at any
of our software size measures, we
see we are not counting knowl-
edge at all—we are really sizing
the substrate on which the

knowledge is placed. We are actu-
ally measuring how much room
the knowledge would take up if
we put it somewhere. A LOC
count assesses the amount of
paper the system would consume
if we printed it out. In fact, given
an average figure for paper den-
sity, we could conceivably pro-
duce a weight-based metric for
system size(!). Other metrics such

as requirements counts, memory
size, object size, even FPts, really
count how much space the
knowledge would take up if we
deposited it in different locations.

Since the days of Plato, we
have pondered the subject of
knowledge and wondered how to
measure it. Plato believed that all
knowledge was simply “remem-
bered” from a previous life, as
described in The Republic. In that
regard, he predated most estima-
tion methods, which look to his-
torical calibration as the source of
“accurate sizing.” But there is still
no such metric as a “knowledge
unit.” We can determine the
number of pages or lines in a
book, or even weigh it, but there
is no way to empirically measure
its knowledge content. The same
is true, unfortunately, for com-
puter systems.

Compounding this is the fact
that we really don’t want to mea-
sure knowledge anyway. What we
really want to measure is our lack
of knowledge which, of course,
we don’t know.1

Measurement and Indication
The art of sizing systems is not
really measurement as we usually
know it. The metrics we collect,

such as LOC and FPts, are really
indicators of the likely knowledge
content and so, we expect and
hope, of the time and effort nec-
essary to build the system. The
medical profession understands
the difference between measures
and indicators quite well. If I
walk into a doctor’s office with a
fever of 101°F, what is wrong
with me? Well, we don’t know.
This single metric does not diag-
nose my condition. What most
doctors will do is collect further
metrics: blood pressure, chem-
istry, and various other symp-
toms. When “sufficient” metrics
have been collected, members of
the medical profession use a spe-
cific phrase to describe their

The Business of Software

We have to count something and executable LOC are countable, 
albeit too late to really be useful in early estimating.

1We really want to count our Second Order Ignorance
(what we don’t know we don’t know), which is the
major component of effort. Armour, P.G. The Laws of
Software Process, Auerbach, 2003, p. 8



analysis: “…these metrics indicate
a particular condition.” Some-
times, metrics will contra-indicate
the condition and must be
explained. So it is with LOC or
any other system size measure. If
one system is expected to have
twice as many LOC as another, it
indicates it will take a lot longer
to create (generally proportional
to the exponent of the size). But
it may not.

Other Factors

W
e have long recog-
nized that size is not
everything in estima-
tion. For instance,

certain types of systems require
much more effort than others.
Embedded real-time systems typi-
cally require a lot more effort, and
usually more time, than business
systems. Many estimation
approaches qualify the size by
assigning a “productivity factor”
related to the type of system. This
name is misleading. People who
create real-time systems are not
less productive than people who
create business systems even
though their “productivity factors”
are usually lower. The factors do
not address productivity, they
address knowledge density. Real-
time systems factors are lower
because such systems have a higher
density of knowledge than busi-
ness systems—we have to learn
more about them to make them
work. Anyway, the work, and the
knowledge, in these domains are
quite different and any attempt to
equate them is suspect.

LOC is Not Line of Code
If we look more closely at what
LOC represents we see there is a
fundamental misassumption. For
sizing and estimation purposes it
does not actually mean “Line of
Code.” Let me explain. Some esti-
mation methods allow you to cal-
culate a “productivity rate.” This
is the average rate at which the
sizing metric is created, which is
derived by dividing the total sys-
tem size by the total effort. Using
LOC, this unit would be LOC
per staff month. If we then deter-
mine which phase of the life cycle
is most productive by dividing the
total size by the effort expended
in that phase, it sometimes turns
out that the most productive
phase is project management and
the least productive is program-
ming due to the high effort in
that phase. Clearly this is bogus,
since the only phase that actually
produces LOC is the program-
ming phase. LOC is an indicator
of system size, but it is not the
system size. In fact, if we consider
the activity as knowledge acquisi-
tion rather than transcribing
LOC, it is entirely possible that
programming would be less effi-
cient than planning at uncovering
systems knowledge.

Another indicator of the true
nature of LOC is the way we
count them. A company I work
with created a voluminous book
just on how to count LOC:
ignore comments, one source
statement per line (what about
Lisp?), don’t count test code (say
for stubs), only count the invoca-

tion of reused code, and so forth.
The question is why? Why don’t
we count comments or test code?
If we need comments or need test
code, why should they be left
out? The usual response to this is
“they are not included in the final
product delivered to the cus-
tomer.” But so what? Comments
require work, in a manner similar
to actual LOC. If we need to
write test code, we need to write
it just as we need to write the
final code. Anyway, what if we
write executable code that doesn’t
work, is redundant, or is written
to support a future release that
this customer will not use. Why
do we count those?

Fully Burdened LOC
The “…not included in the prod-
uct” criterion is not relevant. The
real reason we don’t count com-
ments is scalability. We make the
assumption that the comments
and test code (and redundant and
future code) are scalable with
respect to the executable lines of
code. Therefore, we don’t need to
count them separately if we
assume that the executable LOC
contains them. The same is true
for requirements, designs, and
plans, none of which we deliver
to the customer either, but all of
which we must create if we want
to build executable LOC that will
actually execute. We assume that
if the LOC include all of these,
then they are the LOC we are
looking for. The concept is identi-
cal to the idea of “fully burdened
labor rate.” The cost of an
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employee to a company is not just
that employee’s salary, it is the
salary plus the apportioned over-
head of all the expenses necessary
to allow that employee to function
in the workplace. This includes
costs such as lighting, heating, and
rent, none of which accrue to the
employee, but are necessary. The
employee does not work alone in
a field, but in a building with
other employees and an infrastruc-
ture that allows each employee to
be effective within a system. 

The same is true for LOC. A
line of code doesn’t do anything,
unless it is included with all the
overhead necessary to make it
work with all the other LOC in a
real system. For estimation pur-
poses LOC does not mean “line
of code,” it means “line of com-
mented, test-code-written,
requirements gathered, planned,
designed…code.” This is not the
same as LOC.

The Count is Not the Code
We can cheat and produce more
LOC by not commenting, not
planning, and other tactics. But
then we are not talking about the
same LOC. In reality, an exe-
cutable LOC count is simply a
count of something we assume
will scale proportionally to the
knowledge content of the system.
But it is not the knowledge and it
is not the system. Function
Points are not particularly special;
they simply count other count-
able things. The estimation
processes we have created are all
tunable to some degree to get

over the issues that limit the
LOC -> knowledge content
relationship. If we have experi-
enced developers, we have less
effort. The LOC count is not
actually smaller, but because they
are experienced, they have less to
learn. If we reuse code, we can
build a bigger system (more
LOC) at the same level of effort,
since we can borrow the knowl-
edge without having to get it for
ourselves. Real-time systems have
a higher knowledge density than
IT systems, so the knowledge-
per-LOC is higher and the num-
ber of LOC is usually lower.

Doctor the Numbers
The trick is to take a page from
the medical profession’s metrics
book. Simply collecting one met-
ric rarely gives us the answer—on
the contrary, it usually gives us
the question. What we should do
is collect a bunch of sizing met-
rics and track them to see what
the set of them indicate. A com-
pany I worked with did this. In
collecting around 20 metrics to
see how useful they might be in
predicting performance, they
found only 12 that seemed to
have any correlation at all. Only
eight had a strong correlation.
The winner? The strongest inde-
pendent correlating indicator was
the number of customer-initiated
change requests received in the
first month of the project.
Clearly, this number has very lit-
tle to do with the actual final size
of the system, but proved to be a
powerful guide to the overall

effort that would be expended
and the time it would take, for
reasons that are quite intuitive.

We have to count something
and executable LOC are count-
able, albeit too late to really be
useful in early estimating. But we
must have some common metric
that helps us size systems, and if a
couple of millennia of epistemol-
ogy haven’t come up with a unit
of knowledge or a way of count-
ing it, I guess we’ll have to make
up our own. 

A LOC by Any Other Name
I have thought for a long time that
the worst thing about LOC is the
name. If we had just thought to
call it “System Sizing Metric” or
“Knowledge Unit” which (coinci-
dentally!) has a nearly 1:1 ratio
with a count of the executable
LOC (allowing of course, for levels
of commenting, type of system,
amount of test code, and so forth)
we might be closer to counting
what we really need to count.  
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L
ast October, the New York
Times published a story on
a lawsuit in California
being launched against

Microsoft in the State Superior
Court [3]. The suit, which is try-
ing to get class-action status,
claims Microsoft violated Cali-
fornia consumer protection
laws by “selling software
riddled with security
flaws.” One concern is
that, so far, software
companies have pro-
tected themselves from
product liability lawsuits
by selling customers a
license to use their software
rather than the actual product
and by requiring customers to
sign off on a lengthy list of
caveats and disclaimers. But this
mode of licensing has come
under fire as the computing
world has become deluged with
viruses that exploit flaws in soft-
ware products. 

When a reporter asked me to
comment on this story, I found
myself deliberating over several
questions: One is whether or not
software companies should
indeed be held responsible for
the quality of their products, like

other companies. If General
Motors or Ford sell faulty auto-
mobiles, you can be sure the
courts will hold them liable

when people or property are
damaged. Why not software
companies? Second, even if soft-
ware companies are liable for
product quality, can they realisti-
cally be expected to eliminate
security flaws as well as more
common defects? A third ques-
tion is why has Microsoft
become the focus of the latest
lawsuit. Is the world’s largest

software company particularly
bad at quality and security?

The potential damage to indi-
viduals and organizations from
software defects is real and costly.
The National Institute of Stan-
dards and Technology (NIST),
for example, issued a study in
July 2002 that claimed software
quality cost the industry nearly

$60 billion a year. Users bear
about two-thirds of that cost,
so this is clearly an issue for
everyone [2]. 

First, as for whether software
companies should be held
accountable for product quality,
the answer has always been yes,
to a degree. The issue is really to
what extent software companies
are being held financially liable.
Successful firms, including
Microsoft, have learned how to
respond to customer complaints
and fix bugs in their products,
either in special “point releases”
or new versions. So far, though,
no court of law seems to have
found Microsoft legally liable for
flawed software, and that is why
there is a new lawsuit in Califor-
nia [3]. In other cases, however,
customers have received large
financial settlements from soft-
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ware companies. For example, in
February 2003, the manufactur-
ing company Doskocil won $2.3
million in damages in an arbitra-
tion case against J.D. Edwards
for shipping a “defective prod-
uct” [4]. This case is not
unusual. Almost every enterprise
software company has faced cus-
tomer lawsuits, and there are no
doubt more on the way, with

security flaws a rising issue. In
fact, there is an entire industry of
expert witnesses and law firms
that deals primarily with cus-
tomer liability claims and desires
to hold software companies more
responsible. 

Most of the legal debates I
know of center not around
whether there is product liability,
but around what is “acceptable”
industry practice—such as for
making delivery dates as
promised or producing features
that meet or do not meet original
specifications in a customer con-
tract, as well as for the type and
levels of defects. The general phi-
losophy held by software cus-
tomers, software vendors, the
American Arbitration Associa-
tion, and the U.S. courts seems
to be that software is a uniquely
complex product that will proba-

bly always have some defects. But
companies delivering software
that exceeds the bounds of com-
mon industry practice are vulner-
able to penalties. Because some
software companies are much
better than others at preventing,
detecting, and fixing defects, it
seems to me that many firms can
do better and that courts should
hold software firms more

accountable for what they license
or sell. 

As for whether software com-
panies can ever make their prod-
ucts error-free or invulnerable to
security flaws, I think the answer
is clear: no, they cannot. My own
research suggests that companies
have made remarkable progress
in reducing defects, but they are
still far from perfect. In a sample
of 104 software projects from
around the world, collected dur-
ing 2002–2003, my colleagues
and I found a median level of
0.15 defects per thousand lines
of code as reported by customers
in the 12 months after receiving
a product. 

In a smaller sample of 40 proj-
ects from the U.S. and Japan,
reported on in 1990, we found a
median level of about 0.6 defects
[1]. But, despite the improve-

ment, even 0.15 defects per
thousand lines of code translates
into 150 bugs for a million-line
software program. Given that
many software products today
contain tens of millions of lines
of code, it is no surprise to see
hundreds of bugs in even the
best-quality software from the
best companies. 

Moreover, when it comes to

Web software, we have another
problem: The Internet is an open
system, like a mass-transit net-
work in a city or like the world
airline system. Sure, companies
can make subways and airplanes
more secure, and they are doing
so, but at great cost and inconve-
nience to users. And, despite
everyone’s best efforts, a deter-
mined villain—a terrorist or
hacker—will find a way into the
system. So unless software devel-
opers and users go back to closed
systems with very limited access,
they will always have to deal with
the inconveniences of criminal
activity. Nonetheless, as the
industry continues to establish
more demanding norms for what
are acceptable levels of quality
and security, software companies
will have to respond—on their
own or under pressure from gov-
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ernment and the courts.
Finally, when it comes to

whether Microsoft’s products are
particularly riddled with bugs
and other security flaws, I think
not. Again, when products like
Windows 2000 have upward of
30 million of lines of code, hun-
dreds of bugs are inevitable.
Microsoft is also the most vulner-
able software company because
Windows and Internet Explorer
constitute a ubiquitous platform
for the desktop, its server prod-
ucts are inexpensive and gaining
in popularity, and the other flag-
ship product, Office, has some
95% of the applications produc-
tivity market. But I also think
Microsoft is still struggling to fig-
ure out how to design more
secure software in an open, inse-
cure world. Since Internet
Explorer appeared in 1995, fol-
lowed by an array of server prod-
ucts, Microsoft has no longer
been developing software simply
for the desktop PC.

A little bit of research con-
firms that security flaws are
hardly a Microsoft-only problem.
I did a search of approximately
100 articles appearing in Com-
puterword on the subject during
2002–2003, and approximately
half related to Microsoft products
(various versions of Windows,
Office, Passport, Windows
Media, SQL Server, Commerce
Server, and Internet Explorer).
The other articles pointed out
actual or potential flaws in a
wide variety of commercial and
open source products. Software

developers have been busy fixing
these problems, but the number
and scope are still worrisome.

For example, nearly every ver-
sion of Unix and Linux distrib-
uted by Sun Microsystems, IBM,
and Red Hat, as well as Apple’s
Mac OS X server software, which
is based on Unix, had security
problems in how they transferred
data between different systems.
Linux also had problems in its
compression library. Cisco’s
Internetworking Operating Sys-
tem (IOS) had a flaw in how it
processed data packets that could
lead to a hacker attack. Sun
Microsystems reported flaws in
its Java Virtual Machine that
could allow hackers to take con-
trol of Web browsers and steal
user identifications and pass-
words. Netscape reported similar
problems with its browser as well
as JavaScript. Sun also reported
problems in its XDR library
product and user authentication
software. Oracle warned of secu-
rity flaws in its e-business suite of
applications that could allow
hackers to create a buffer over-
flow and cripple the browser
interface program. IBM had to
fix security problems in its iNotes
product and Domino servers,
made by its Lotus division. 

In the open source commu-
nity, Apache, the leading Web
server, had flaws related to a
potential stack buffer overflow
and remote access features. Send-
mail, the commonly used Inter-
net email server, didn’t properly
check long email addresses and

this flaw could allow a hacker to
gain control over the server. The
Secure Sockets Layer (SSL)
encryption software had an
extensive list of problems that led
to insecure implementations.
Even the antivirus software com-
pany Symantec had a security
flaw due to a feature that allowed
users to access a free online ser-
vice to check their computers. 

In sum, software companies
should be held responsible for
security flaws and other defects,
but within reason. Software
products are complex to design
and harder to test. No one has
yet built a flawless software prod-
uct of any size on the first try.
And it will take more than a
class-action lawsuit to fix human
behavior when we live in an
imperfect and open world.
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D
iscussions with hundreds
of students at the Univer-
sity of Texas at Austin have

convinced me that computer
and video games, particularly
when they involve role play-

ing, do in fact ruin the social
and scholastic lives of many

students. I don’t claim this is the world’s top social
malady, but many students—particularly those in
computer science at my university—are addicted to
these games, and it can be inferred that students at
other institutions face the same problem. The evi-
dence for my claim is anecdotal, so it suffers from
all the shortcomings of any unscientific investiga-
tion. Despite this caveat, I am convinced of the
negative effect games have on college students’ aca-
demic performance and social relationships.

My methodology was simple: I asked students—
all computer science majors in an undergraduate
program—whether they knew someone whose
scholastic or social life had been harmed by com-
puter games. About 90% answered affirmatively,
describing students whose fascination chained them
to their apartments or dorm rooms for days, weeks,
even semesters. Many admitted to having or having
had this problem themselves. The effect is exacer-
bated by so-called role-playing games like Age of
Kings, Dark Age of Camelot, and Everquest, with
addictive power so great some call it Ever-crack.
Players create characters and alter egos in cyberspace,

living out their personal fantasies, usually by adopt-
ing the traits they believe they lack in the real world.
My informal surveys suggest there is something par-
ticularly addictive, if not sinister, about role-playing
games. 

Students have told me of parents withdrawing
financial support from their children who play
games at the expense of their studies; of intimate
relationships undermined by an obsession with vir-
tual worlds; and of roommates who no longer
respond to human interaction while playing, trans-
fixed as they are by the interface bridging virtual
experience and human mind.1

Escapism is the primary appeal. Moreover, as the
graphics get better and the game play more sophisti-
cated, playing becomes even more engrossing.2 It is
easy to understand why anyone would want to
escape our difficult and complicated world and fall
into a vivid, compelling game environment. One
can live there with little or no interaction with the
ordinary world. With money, online bill paying, and
groceries delivered to the door, one can peer almost
full time into a computer screen. 

Why would anyone choose to live as a character
in a game instead of in the real world? Virtual real-
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ity, increasingly indistinguishable from real reality, is
almost here, and many like it. Today’s students are
among the first generation to experience these
games, and their life choices—or rather, the choice
of a cyberlife—may herald the future choices of the
general population.

How can I convince them not to compulsively
play such games? One strategy is to point out the

negative consequences games can have. Suppose they
don’t care. Suppose they say their lives are terrible,
especially compared to their counterparts in cyber-
space. Suppose further they claim role-playing games
allow them to be courageous heroes they cannot be
in real life or that communication with online
friends teaches them something about relationships
they would otherwise never know. 

It is easy enough to imagine college students who
don’t care about their coursework and other schol-
arly pursuits. But a committed gamer might say that
familiarity with the fast-paced computer world is
actually job preparation for the 21st century. In
short, if they prefer playing games to studying, find-
ing an effective rejoinder is difficult. I could assert
my preference for reading over gaming, but this
would only reveal my subjective preference. Who
am I to say anything about their preferences, espe-
cially when they don’t seem to hurt anyone, other
than possibly the players themselves? Gamers could
claim that role-playing games make their lives better
than the ones they live in the real world; thus, they
might add, the consequences of playing are in fact
positive.

If gamers deny the harm games might do to
them—about which they may be correct—we could
argue that they harm others. For example, real-life
human relationships are more difficult to maintain
with people who play games, since they spend so
much time chained to their computers. To this

objection, gamers might say they aren’t worthy of
others’ interest or want time alone. But even if we
acknowledge the validity of such claims, what of the
disappointment they cause their parents? Here,
gamers might question whether college students
should make decisions based on whether or not they
disappoint their parents. 

Parental approval/disapproval may be a considera-

tion, but it is hardly the only or even most impor-
tant one. If it were indeed the most important, how
many of us would still have disappointed our par-
ents? And how many of us would choose to live in
accord with our parents’ desires? Most of us would
grant that personal autonomy holds sway over oth-
ers’ preferences, even those of our parents. 

What about students who depend on their par-
ents for financial support for their habit? In this
case, parents are likely justified in pulling back from
a project they deem worthless. Students who are
financially independent can circumvent this obsta-
cle. In fact, it is now possible to make a living from
role-playing computer games, my students tell me,
by creating and developing characters with special
powers or virtues, then selling them for profit. One
can expect entrepreneurs to find yet other ways to
make money via role-playing and other computer
games. Short of financial dependence on people who
frown on compulsive game playing, there seems no
conclusive argument concerning either harming one-
self or others against a gamer’s personal fixation. So,
without good reason, we have failed to convince
either the gamer or ourselves to give up a potentially
addictive habit.

The Gamer’s Lament
Gamers could ask whether all role-playing games
are really as bad as I claim. First, I doubt the bene-
fits can possibly outweigh the costs in terms of per-
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sonal time and energy. It is possible that games do
facilitate social interaction, since many require
players play together as a team and get to know
each other. For the shy or the friendless, this is
surely a comfort. Still, games’ addictive effects—I
feel justified in calling them that—suggest they
may be more pleasant and engaging than real life;
otherwise their appeal wouldn’t be as great as it is. 

In defending their habit, gamers might yet cite
several more arguments: 

• Most gaming experience doesn’t lead to the col-
lapse of one’s social life; 

• Gaming offers at least some positive lessons, espe-
cially as it relates to human-computer interaction;
and

• Some gaming might actually aid a computer sci-
ence education illustrating, say, the lessons of
proper design for human-computer interaction.

Strong counterarguments can be made against all
of them. The first concerns how much time might
be spent gaming before the gamer’s social relation-
ships begin to break down. Determining with accu-
racy is difficult, but given my anecdotal evidence,
the social and academic lives of people playing sev-
eral hours a day are affected. As for positive lessons,
some could involve cooperation and strategy, as
well as how to design yet more games. But the fact
is that games, especially those involving role play-
ing, target primal areas of the brain satisfying prim-
itive needs in the (primarily male) psyche. 

As for the claim that at least some amount of
gaming rounds out a contemporary computer sci-
ence education, I simply reject it. Students can take
all the interface/game design courses they want. 

Games and the Addictive Personality
If it could be shown scientifically that gamers
become addicted to role-playing games, the case
against them would be stronger. Why? Because
addictions involve compulsive behavior that harms
the lives of the people doing it. The key to under-
standing why we view addictions as harmful is the

conjunction of compulsivity and negativity. If only
one, but not the other, is present we’d likely not
refer to a particular behavior as an addiction. It
may measurably hurt me to smoke a cigarette, but
I’m hardly an addict if I quit immediately after-
ward. Likewise, I may be compulsive about many
things without being addicted to them in a nega-
tive sense. I may be compulsive about eating
healthy meals and exercising 30 minutes a day, but
few would label me an addict. Compulsivity by
itself doesn’t make someone an addict—at least not
in the negative sense. And the reason we aren’t
likely to view such people as addicts is primarily
because there isn’t anything negative about eating
or exercising in moderation. However, if I did
nothing but breath, eat, and exercise, it might be
said I was compulsive in the negative sense, pre-
cisely because my behavior doesn’t reflect modera-
tion or temperance.

I have now introduced another idea—modera-
tion—in my effort to understand this harmful
addiction. Thus, I define addiction as a compulsive
behavior, engaged in without moderation, that
directly harms one’s life.

Compulsive gamers are therefore addicts. While it
would be difficult for them to deny their behavior is
compulsive, they might still claim it affects their lives
only in positive ways. Cigarettes, which may seem
good to smokers, really are harmful to human health,
independent of anyone’s desire for a smoke. Similarly,
role-playing games may appear challenging and fun
to those playing them—because they may be so
uncomfortable with or fearful of the world as it is. 

We can only hope gamers begin to recognize that
the real world holds much more reward for those
with the courage to face it, promising more positive
experience, knowledge, joy, and love than any world
of computer-generated reality.

John G. Messerly (messerly@cs.utexas.edu) is a lecturer in the
Department of Computer Sciences at The University of Texas at
Austin.
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T
he catastrophic events of September 11, 2001, dramati-
cally demonstrated the reach and effects of terrorism and
made protecting the security of citizens a top priority and
a major challenge for many governments worldwide. The
formation of the Department of Homeland Security is an
exemplar response by the U.S. to such a challenge, draw-

ing upon the intellectual and technological capabilities of scholars,
scientists, and technologists. In this special section, we highlight
some of the key emerging technologies related to several critical
areas in the realm of homeland security. 

As outlined in The National Strategy for Homeland Security,1 the
scope of U.S. homeland security is quite broad. Six of the mission
areas considered critical include: intelligence and warning; border
and transportation security; domestic counterterrorism; protect-
ing critical infrastructures; defending against terrorism; and emer-
gency preparedness and response. The first three areas focus on,
among other things, preventing terrorist attacks against the U.S.,
the next two on reducing vulnerabilities within the U.S., and the
last area on minimizing the damage and recovering from terrorist
attacks that have occurred in the U.S. Information and communi-
cation technologies (ICTs) must play a pervasive, central role in
overcoming the many inherent informational challenges embod-

EMERGING TECHNOLOGIES 
FOR HOMELAND SECURITY

illustration by 
robert neubecker

By John Yen

1National Strategy for Homeland Security. U.S. Office of Homeland Security, July 2002;
www.whitehouse.gov/homeland/book/.
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ied within these six mission areas. Due to this wide
scope, this special section seeks to provide a snap-
shot of some of the key emerging ICTs related to
three of the mission areas (intelligence, protecting
infrastructure, and emergency response). These
three areas were selected because their informational
challenges are not only critical but also highly inter-
related.

The special section includes three articles on tech-
nologies to support intelligence and warning (includ-
ing a summary by authors from the Defense
Advanced Research Project Agency), two articles
about protecting critical infrastructure, specifically
cyber infrastructures (including an overview about
technology and strategy for cyber security), and two
articles regarding ICTs for enhancing emergency 
preparedness and response.

Intelligence and Warning

T
he article by Popp et al. surveys several
DARPA-sponsored research thrusts for
counterterrorism. These include: center-
edge collaboration, analysis and decision
support tools to support multi-agency
information sharing and collaborative

problem solving; ICTs involving transcription,
machine translation, cross-language information
detection and retrieval, and summarization, whose
use will help to exploit the wealth of available for-
eign language speech and text; and pattern analysis
tools intended to detect terrorist signatures from
textual sources, representing and detecting patterns
indicative of terrorist plots, and learning new ter-
rorist patterns. The authors describe experiments
conducted jointly by DARPA and several agencies
within the U.S. intelligence and counterterrorism
communities. The experiments, conducted by real
intelligence analysts solving actual foreign intelli-
gence problems using their own foreign intelli-
gence data, indicated that analysts were far more
productive using the IT tools provided by DARPA
as opposed to using manually driven conventional
means. Specifically, analysts spent much less time
searching and preprocessing data (preparing data
for analysis) and generating intelligence reports
(summarizing analysis for decision makers) and
much more time on doing the actual analysis
(thinking about the problem).

Coffman, Greenblatt, and Marcus elaborate on
one of the DARPA research thrusts for counter-ter-
rorism: pattern analysis. More specifically, two
graph-based techniques for detecting suspicious
activities of terrorist groups are described: sub-
graph isomorphism algorithms (graph matching),

and social network analysis (SNA). To better deal
with the complex nature of terrorist activities, the
authors enhanced traditional algorithms using
these techniques to operate on graphs whose nodes
and edges are labeled by attributes. Moreover,
because intelligence data is often incomplete,
ambiguous, and/or unreliable, these enhanced
algorithms also consider inexact matches between
the intelligence data and the pattern graphs. Based
on the difference of social interactions between
normal non-terrorist groups and those between ter-
rorists, SNA metrics can be defined to characterize
suspicious activities. Bayesian classifiers are then
used to classify suspicious activity graphs and time-
varying graphs.

Kogut et al. describe a research effort designed to
support counterterrorism analysts using software
agents that can dynamically anticipate their infor-
mation needs. The approach is inspired by psycho-
logical studies suggesting effective human team
behaviors are based on maintaining a shared mental
model of the team. The authors use an agent archi-
tecture called CAST (Collaborative Agents Simulat-
ing Teamwork) to support a computational shared
mental model about the structure and the process of
the team, enabling software agents to dynamically
anticipate information needs of analysts, and to
assist them by finding and delivering information
relevant to their needs.

Protecting Cyber Infrastructures

B
oth government agencies and global
enterprises rely on a secure network
infrastructure for sharing critical infor-
mation and conducting business transac-
tions; therefore protecting IT
infrastructures from cyber attacks is criti-

cal. The article by Saydjari provides a general
overview of the components of cyber defense, dis-
cussing a variety of challenges and issues ranging
from strategies and technologies to performance
assessment. One of the challenges discussed is the
lack of an experimental infrastructure and rigorous
scientific methodologies for developing and testing
next-generation cyber security technology in sup-
port of deploying large-scale cyber security systems.
The article by Bajcsy et al. describes a project with
an extensive research agenda to address this very
challenge. The goal of the project, which involves
nine teams from academia and industry, is to create
an experimental infrastructure network to support
the development and demonstration of next-
generation information security technologies for
cyber defense.
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Emergency Preparedness and Response

W
hen a terrorist attack occurs, emer-
gency response organizations and
agencies at the federal, state, and
local levels must quickly collaborate
to assess the nature, severity, and
effects of the attack, as well as to plan

and coordinate their response actions. One of the two
articles in this area focuses on wireless technology in
support of first responders, while the other article
describes the use of robotics technology for rescue
operations. The article by Sawyer et al. describes a
field study of police in Pennsylvania using mobile
access technology to access an integrated justice infor-
mation system. The goal of the study is to assess the
potential impacts of 3G wireless networks on first
responders. The authors’ observations suggest that
introducing wireless technology is unlikely to change
existing organizational links within the legacy com-
mand, control, and communications infrastructure. 

Murphy’s article describes the use of robots after
Sept. 11 in searching for victims and in assisting first
responders in assessing the structural integrity of the
World Trade Center foundation. The article discusses
several research issues identified as a result of the expe-
rience: fundamentally, rescue robots must function
within the physical constraints of complex environ-

ments and require special considerations for their
mobility, sensing, and communication capabilities.
Additionally, rescue robots must have good human-
robot interaction to ultimately be accepted by the 
rescue workers. 

Conclusion 
It is fortunate the U.S. is able to utilize a wide range of
technological bases to develop ICTs for homeland
security purposes. This ability is tempered by the new
problems and challenges raised by contemporary ter-
rorist activities. In the articles that follow you will see
both the tremendous science and the problems of
operations that will bind the efforts to make the U.S.
safer. Some of the challenges are due to the complex
and secret nature of terrorist activities, while others are
due to environmental constraints. The widely varying
yet highly interrelated homeland security challenges
discussed in this section are intended to help spur the
global IT community in designing and developing
novel and creative multidisciplinary solutions for such
challenges.

John Yen (jyen@ist.psu.edu) is a University Professor of Information
Sciences and Technology and the professor in charge of the School of
Information Sciences and Technology at Pennsylvania State University.
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S
eptember 11, 2001 might have been just another day if
the U.S. intelligence agencies had been better equipped
with information technology, according to the report of
Congress’s Joint Inquiry into the events leading up to
the Sept. 11 attacks [9]. The report claims that enough
relevant data was resident in existing U.S. foreign intel-

ligence databases that had the “dots” been connected—that is, had
intelligence analysts had IT at their disposal to access and analyze
all of the available pertinent information—the worst foreign ter-
rorist attack to ever occur on U.S. soil could have been exposed
and stopped.1

In the aftermath of the Sept. 11th terrorist attack, the U.S.
Defense Advanced Research Projects Agency (DARPA)—the U.S.
Defense Department agency that engages in high-risk/high-payoff
research for the defense department and national security commu-
nity—focused and accelerated its counterterrorism thrust. The over-
arching goal was to empower users within the foreign intelligence
and counterterrorism communities with IT so they could anticipate
and ultimately preempt terrorist attacks by allowing them to find and
share information faster, collaborate across multiple agencies in a
more agile manner, connect the dots better, conduct quicker and bet-
ter analyses, and enable better decision making [5, 8].

COUNTERING TERRORISM   
INFORMATION TECHNOLO  

By Robert Popp,
Thomas Armour, 
Ted Senator, and 
Kristen Numrych

1It is important to point out the implicit assumption—and the resultant misconception—that all the dots were
unambiguously preexisting; a significant portion of them were created by some a priori context, which may or
may not have been correct. Moreover, when the Sept. 11 terrorist event shifted into the past, that ambiguous
context became much clearer because the event then became part of the historical record [6].
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  THROUGH 
O  GY

T
he world has changed dramatically since the Cold War
era, when there were only two superpowers (see Table
1). During those years, the enemy was clear, the U.S.
was well postured around a relatively long-term stable
threat, and it was fairly straightforward to identify the
intelligence collection targets. Today, we are faced with

a new world in which change occurs very rapidly, and the enemy
is asymmetric and poses a very different challenge; the most signif-
icant threat today is foreign terrorists and terrorist networks whose
identities and whereabouts we do not always know.

What is the nature of the terrorist threat? Historically, terrorism
has been a weapon of the weak characterized by the systematic use
of actual or threatened physical violence, in pursuit of political
objectives, against innocent civilians. Terrorist motives are to cre-
ate a general climate of fear to coerce governments and the broader
citizenry into ceding to the terrorist group’s political objectives [7].
Terrorism today is transnational in scope, reach, and presence, and
this is perhaps its greatest source of power. Terrorist acts are
planned and perpetrated by collections of loosely organized people
operating in shadowy networks that are difficult to define and
identify. They move freely throughout the world, hide when nec-
essary, and exploit safe harbors proffered by rogue entities. They
find unpunished and oftentimes unidentifiable sponsorship and
support, operate in small independent cells, strike infrequently,
and utilize weapons of mass effect and the media’s response in an
attempt to influence governments [1].

Developing the information-analysis tools for an effective 
multi-agency information-sharing effort. 
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There are numerous chal-
lenges to counterterrorism today.
As we noted earlier, identifying
terrorists and terrorist cells whose
identities and whereabouts  we
do not always know is difficult.
Equally difficult is detecting and
preempting terrorists engaged in
adverse actions and plots against
the U.S. Terrorism is considered
a low-intensity/low-density form
of warfare; however, terrorist
plots and activities will leave an
information signature, albeit not
one that is easily detected. In all
cases, and as certainly has been
widely reported about the Sept.
11 plot, terrorists have left
detectable clues—the significance of which, how-
ever, is generally not understood until after an
attack. The goal is to empower analysts with tools to
detect and understand these clues long before an
attack is scheduled to occur, so appropriate measures
can be taken by decision- and policymakers to pre-
empt such attacks.

Key Information Technologies for 
Counterterrorism 

T
he ballistic missiles and satellite surveil-
lance systems that were considered so effec-
tive at ending the Cold War are not
sufficient to counter this new threat. There
are many technology challenges, but per-
haps few more important than how to

make sense of and connect the relatively few and

sparse dots embedded within massive amounts of
information flowing into the government’s intelli-
gence and counterterrorism apparatus. As noted in
[7, 9], IT plays a crucial role in overcoming this chal-
lenge and is a major tenet of the U.S. national and
homeland security strategies. The U.S. government’s
intelligence and counterterrorism agencies are
responsible for absorbing this massive amount of
information, processing and analyzing it, converting
it to actionable intelligence, and disseminating it, as
appropriate, in a timely manner. It is vital that the
U.S. enhance its Cold War capabilities by exploiting
its superiority in IT by creating vastly improved tools
to find, translate, link, evaluate, share, analyze, and

act on the right infor-
mation in as timely a
manner as possible. 

Figure 1 identifies
some of the core IT 
areas we consider crucial
for counterterrorism,
namely: collaboration,
analysis and decision
support tools; foreign
language tools; pattern
analysis tools; and pre-
dictive (or anticipatory)
modeling tools. We
focus on only the first
three here, recognizing,

Figure 1. Critical information
technology thrust areas for
counterterrorism.

Bipolar world

* Communist threat
* Nation states rely on treaty 
  based internationalism to
  maintain peace (NATO, 
  UN, World Bank, and IMF)

* Nuclear deterrence
* Contain spread of Communism
* Pursue superior technology

Collection oriented: Penetrate 
and observe physical objects in 
denied areas

Advanced technology sensors 
(IMINT, SIGINT, and MASINT)

World in transition

* Israel-Palestine
* Regional conflicts due to 
  collapse of Soviet Union 
  (the Balkans)
* WMD proliferation
* Terrorism (conventional 
  IEDs)

* Nuclear disarmament
* Two wars
* Contain spread of WMD
* Precision conventional 
  weapons
* Information dominance

Production oriented: Analyze,
produce, and disseminate

Information technology 
(databases, networks, and
applications)

Cold War
1950–1990

Transition
1991–2003

Increasing global cacophony???

* North versus South
* Israel-Palestine and the 
  Middle East
* Continued regional conflicts
* Continued WMD proliferation
* Terrorism (conventional, 
  WMD, and cyber)

* Homeland defense
* Preemptive force
* Flexible coalitions
* Ultra-precise conventional
  weapons
* Transformation of intelligence

Knowledge oriented: Co-
creation, learning

Cognitive technology:
methodology, models, epistimology.
Collaborative technology: center-
edge integration

Global futures
2004 and Beyond

(Notional)

Courtesy of General Dynamics Advanced Information Systems, used with permission.

Global
Situation

Security Policy
Environment

National Security
Strategy

Intelligence
Strategy

Key Intelligence
Technologies

Table 1. The world has changed dramatically since the 
Cold War era.



COMMUNICATIONS OF THE ACM March 2004/Vol. 47, No. 3 39

however, there are numerous other information tech-
nologies that are equally important. Table 2 identifies
and describes some of these core areas.

Figure 2 shows how the three core IT areas map
onto a typical intelligence analysis process. These
technologies will allow users to: search, query, and
exploit vastly more foreign speech and text than
would otherwise be possible by human translators
alone; automatically extract entities and relationships
from massive amounts of unstructured data and dis-
cover terrorist-related relationships and patterns of
activities among those entities; and collaborate, rea-
son, and share information, so analysts can hypothe-
size, test, and propose theories and mitigating
strategies about possible futures, and to enable deci-
sion- and policymakers to effectively evaluate the
impact of current or future policies and prospective
courses of action.

We discuss each of these areas in more detail later in
this article. Before doing so, however, we first underscore
their critical importance by describing some promising

results recently obtain-
ed through experiments 
via partnerships that
DARPA conducted with
several entities within 
the U.S. intelligence and
counterterrorism com-
munities.

The purpose of the
experiments was for
analysts to assess the
merits of several IT tools
developed and inte-
grated under DARPA
sponsorship applied to
various foreign intelli-
gence problems. The
experiments involved
real analysts solving real
foreign intelligence
problems using their
own lawfully collected
foreign intelligence
data. The tools pro-
vided by DARPA
spanned the three 
core IT areas: peer-to-
peer collaboration

tools, structured argumentation and analytical tools, for-
eign language tools for audio searching/indexing and 
text and audio filtering/categorization, and statistical
graph-based pattern analysis tools.

As Figure 3 shows, when doing traditional intelli-
gence analysis, an analyst spends the most time on
the major processes broadly defined as research,
analysis, and production. The pink “bathtub curve”
represents the distribution of time one typically
sees.2 This shows that analysts spend too much time
doing research (searching, harvesting, reading, and
preprocessing data for analysis), too much time
doing production (turning analytical results into
reports and briefings for the decision maker), and
too little time doing analysis (thinking about the
problem). The objective of the experiment was to see
if intelligence analysis could be improved through

Information 
Technology

Description

Biometrics

Categorization,
Clustering

Database Processing

Event Detection and 
Notification

Geospatial 
Information
Exploitation

Information
Management and 

Filtering

Infrastructure

Knowledge 
Management, Context 

Development

Predictive Modeling

Publishing

Searching

Semantic Consistency,
Resolving Terms

Video Processing

Visualization

Workflow 
Management

Identify and or verify human terrorist (or watchlist) subjects using 2D and 3D modeling approaches over a variety of biometric 
signatures: face, gait, iris, fingerprint, voice. Also exploit multiple sensor modalities: EO, IR, radar, hyper-spectral.

Employ numerous technical approaches (natural language processing,  AI, machine learning, pattern recognition, statistical 
analysis, probabilistic techniqes) to automatically extract meaning and key concepts from (un)structured data and categorize 
via an information model (taxonomy, ontology). Cluster documents with similar contents.

Ensure platform, syntactic and semantic consistency and interoperability of multiple types of data stored on multiple storage 
media (disk, optical, tape) and across multiple database management systems. Desirable aspects include flexible middleware 
for: data location transparency and uncertainty management, linguistically relevant querying tuned for knowledge discovery 
and monitoring, scalability and mediation, schema evolution and metadata management, and structuring unstructured data.

Monitor simple and complex events and notify users (or applications) in real time of their detection. Monitoring can be scheduled 
a priori, or placed on an ad hoc basis driven by user demands. When an event is detected, automatic nofications can range from 
simple actions (sending an alert, page, or email) to more complex ones (feeding information into an analytics system).

Fuse, overlay, register, search, analyze, annotate, and visualize high-resolution satellite and aerial imagery, elevation data, GPS
coordinates, maps , demographics, land masses, political boundaries to deliver a streaming 3D map of the entire globe.

Collect, ingest, index, store, retrieve, extract, integrate, analyze, aggregate, display, and distribute semantically enhanced information 
from a wide variety of sources. Allow for simultaneous search of any number of information sources, sorting and categorizing 
various items of information according to query relevance. Provide an overall view of the different topics related to the request, 
along with the ability to visualize the semantic links relating the various items of information to each other.

Provide comprehensive infrastructure for capturing, managing, and transfering knowledge and business processes that link 
enterprise software packages, legacy systems, databases, workflows, and Web services, both within and across enterprises. 
Important technologies include Web services, service-oriented grid-computing concepts, extensible component-based modules, 
P2P techniques, and platforms ranging from enterprise servers to wireless PDAs, Java, and Microsoft, NET implementations.

Use Semantic Web, associative memory, and related technologies to model and make explicit (expose via Web services) an 
analyst's personal preferences, intellectual capital, multidimensional knowledge, and tacit understanding of a problem domain.

Predict future terrorist group behaviors, events, and attacks, based on past examples and by exploiting a variety of promising 
approaches, including neural networks. AI, and behavioral sciences techniques, subject matter expertise, and red teams.

Generate concise accurate summaries of recent newsworthy items, ensuring users see topics only once, regardless how 
many times the item appears in data or in the press.

Allow users to perform more complete and meaningful searches (free text, semantic, similarity, partial or exact match) across a 
multitude of geographically dispersed, multilingual and diverse (un)structured information repositories within and across enterprises 
(any document type located on file servers, groupware systems, databases, document management systems, Web servers).

Exploit ontologies, taxonomies, and definitions for words, phrases, and acronyms using a variety of schemes so users have a 
common and consistent understanding of the meaning of words in a specific context. Resolve semantic heterogeneity by 
capitalizing on Semantic Web technologies.

Analyze, detect, extract, and digitally enhance (reduce noise, improve image color and contrast, and increase resolution in 
selected areas) user-specified behaviors or activities in video (suspicious terrorist-related activities).

Provide graphical displays, information landscapes, time-based charts, and built-in drill-down tools to help analysts and 
investigators discover, discern, and visualize networks of interrelated information (associations between words, concepts,
people, places, or events) or visually expose non-obvious patterns, relationships, and anomalies from large data sets.

Create optimized workflows and activities-based business process maps using techniques, such as intelligent AI engines by 
watching, learning, and recording/logging the activities of multiple users using multiple applications in multiple sessions.

Table 2. Other 
information technologies
considered important for 
counterterrorism.

2The three numeric values associated with the pink curve are based on a real-world
problem that will be described in more detail here. To interpret the curve, each value
denotes the percentage of time—out of 100% total—an analyst spends on research,
analysis, or production. 



IT by reversing this trend and inverting the bathtub
curve.

In this experiment, the intelligence question the
analysts were asked to analyze was “What is the
threat posed by Al Qaeda’s Weapons of Mass
Destruction capabilities to several cities in the
U.S.?” The data was drawn from a variety of classi-
fied intelligence sources, foreign news reports, and
Associated Press wire service reports.

The results of the experiment were impressive. As
the yellow curve in Figure 3 shows, an inverted bath-
tub curve, allowing for more and better analysis in a
shorter period of time, resulted when analysts used
IT to aid their analysis. Results included an impres-
sive savings in analyst labor (half as many analysts
were used for the analysis), and five reports were
produced in the time it ordinarily took to produce
one. Moreover, the time spent in the research phase
was dramatically reduced due mainly to using col-
laboration and foreign language tools to share and
preprocess the foreign news and AP wire service data
in 76 hours versus the 330 hours it took previously
using more traditional manually driven methods.

Collaboration, Analysis, and Decision
Support 

C
ollaboration, analysis, and decision support
tools allow humans and machines to ana-
lyze (think) and solve complicated and
complex problems together more effi-
ciently and effectively. These tools are what
transform the massive amounts of data

flowing into the government’s intelligence and coun-
terterrorism communities into intelligence. Specifi-

cally, tools are needed to address each element of the
“cognitive hierarchy,” namely, tools to transform data
(discriminations between states of the world) into
information (dots, or evidence, which is data put into
context), and information into knowledge (useful and
actionable information to decision makers).

Enable center-edge collaboration. Combating the
terrorist threat requires all elements of the govern-
ment to share information and coordinate opera-
tions. No one organization now has nor will ever
have all the needed information or responsibility for
counterterrorism. In addition to breaking down
organizational barriers and sharing data, collabora-
tion is also about sharing the thinking processes.
Sharing of the thinking processes is about multiple
perspectives and conflictive argument, and embrac-
ing paradox—all which enable humans to find the
right perspective lenses in which to properly under-
stand the contextual complexity though which cor-
rect meaning is conveyed to data. Collaboration
tools permit the formation of high-performance
agile teams from a wide spectrum of organizations.
These tools must support both top-down, hierarchi-
cally organized and directed, “center-based” teams,
as well as bottom-up, self-organized and directed ad-
hocracies—“edge-based” collaboration. These two
modes of operation must also be able to interoper-
ate: “center-edge” coexistence.

Manage policies. The U.S. is a nation of laws, and
all activities of government are conducted within the
bounds of existing laws, policies, and regulations.
But the policies and regulations vary tremendously
across the variety of organizations that must collab-
orate to counter today’s threats. Tools are needed to
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Figure 2. Three
core information
technology thrust
areas mapped
onto a typical
intelligence 
analysis process.



allow policy and regulation to be unambiguously
defined and understood at all levels, to permit teams
to reconcile their differing policies and reglations
into a single coherent regime, to consistently and
reliably apply that regime to its operations, and to
identify any deviations from policy and regulation to
prevent abuses.

Supporting process. Teams, especially so-called ad-
hocracies, need support in designing and executing
strategies embodied in procedures to accomplish
their goals. Tools are needed to allow them to
develop and execute appropriate processes and pro-
cedures throughout their life cycles, and to ensure
these processes and procedures are consistent with
applicable policy.

Amplify human intellect. To effectively deal with
the terrorist threat, it is not sufficient for well-
informed experts to simply be able to communicate
and share information. The counterterrorism prob-

lem is an intrinsically difficult
one that is only compounded
by unaided human intellect.
Humans as individuals and in
teams are beset by cognitive

biases and limitations that have been partially
responsible for some intelligence failures [3]. Ana-
lysts must be given assistance in the form of struc-
tured analytic approaches and methodologies to
amplify their cognitive abilities and allow them to
think together [11]. Additionally, rich toolsets are
needed to allow users to understand the present,
imagine the future, and generate actionable options
for the decision maker.

Reinvent policy/intelligence interface. As U.S. Secre-
tary of Defense Donald Rumsfeld has indicated, pol-

icymakers must not be simply passive consumers of
intelligence. Instead, senior policymakers must
“engage analysts, question their assumptions and
methods, seek from them what they know, what they
don’t know, and ask them their opinions [10].” Also,
because the current policy/intelligence interface
model was developed in the Cold War era during a
time of information scarcity (unlike today’s informa-
tion-abundant environment), some of the basic
assumptions that underlie it are no longer optimal.
Novel technology is needed to reinvent the interface
between the worlds of policy and intelligence, allow-
ing for intelligence that is, for example: aggressive,
not necessarily cautious; intuitive, not simply fact-
based; metaphor-rich, as opposed to concrete; col-
laborative, in addition to hierarchical;
precedent-shattering, not precedent-based; and
opportunistic, as well as warning-based.

Explanation generation. It is not enough to simply
connect the dots. The fact that the dots are con-
nected must be persuasively explained and communi-
cated to decision- and policymakers. Traditional
methods, such as briefings and reports, lack on both
counts and also demand a significant amount of ana-

lysts’ time to produce (recall the bathtub
curves in Figure 3). Explanation-generation
technology is critical to producing tradi-
tional products, as well as making possible
newer forms of intelligence products.

Foreign Languages

F
oreign language speech and text
are indispensable sources of intel-
ligence, but the vast majority is
unexamined: Volumes are huge
and growing; processing is labor
intensive; and the U.S. intelli-

gence and counterterrorism communities
have too few people with suitable lan-
guage skills. Because it would be impossi-
ble to find, train, or pay enough people,
creating effective foreign language tech-
nology is the only feasible solution. New

and powerful foreign language technology is needed
to allow English-speaking analysts to exploit and
understand vastly more foreign speech and text than
is possible today.

Transcription. Automatic transcription technology
is needed to produce rich, readable transcripts of for-
eign news broadcasts—despite widely varying pro-
nunciations, speaking styles, and subject matter. The
two basic components of transcription are speech-
to-text conversion (finding the words) and metadata
extraction (pulling out more information). Inter-
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Figure 3. Early results are
promising, showing more
and better analysis in a
shorter period of time by
way of collaboration, mod-
eling, and analysis tools.



ested readers can find more information on basic
speech-to-text technology in [12]. Recent achieve-
ments include word error rates of 26.3% and
19.1% at processing speeds seven and eight times
slower than real-time rates on Arabic and Chinese
news broadcasts. The goal is 10% or less at real-
time rates.

Translation. A key finding in [9] was that the
intelligence community was not adequately pre-
pared to handle the challenge it faced in translating
the multitude of foreign language intelligence data it
collected. The challenges to contend with are
numerous, including massive amounts of foreign
text from an ever-growing number of foreign data
sources, large unconstrained vocabularies, and
numerous domains and languages with limited lin-
guistic resources. Although the problem is far from
solved, researchers are making considerable progress
on the automatic translation of text. Table 3 shows
the promising results obtained recently in translat-
ing an Arabic news article.

Detection. Advanced techniques to detect and dis-
cover the exact information a user seeks quickly and
effectively and to flag new information that may be
of interest are needed. Cross-language information
retrieval is the current focus of the research commu-
nity, with recent results showing it works approxi-
mately as well as monolingual retrieval.

Extraction. More sophisticated ways to extract key
facts from documents are needed. Although name
translation remains problematic, automatic name
extraction (or tagging) works reasonably well in
English, Chinese, and Arabic. Researchers are now
focusing on sophisticated techniques for extracting
information about entities, relationships, and
events.

Summarization. Substantially reducing the
amount of text that people must read in order to
perform analysis is absolutely critical. Researchers
are now working on techniques for automatic head-
line generation (for single documents) and for
multi-document summaries (of clusters of related
documents).

Language independence. Researchers are pursuing
a wide variety of approaches that are substantially

language-independent and empirically driven.
Algorithms are exploiting the continuing
advances in computational power plus the large
quantities of electronic speech and text now
available. The ultimate goal is to create rapid,
robust technology that can be ported cheaply

and easily to other languages and domains.

Pattern Analysis 

M
any terrorist activities consist of ille-
gitimate combinations of otherwise
legitimate activities. For example,
acquisition of explosives, selection of a
location, and financing of the acquisi-
tion by external parties are all legiti-

mate activities in some contexts, but when
combined or when performed by individuals known
to be associated with terrorist groups or when the
location is not, for example, a demolition/construc-
tion site but a landmark or other public building,
suggest that further investigation may be warranted.
While examples of terrorist activities are rare, exam-
ples of the component activities are not. Pattern
analysis tools, therefore, must be able to detect
instances of the component activities involving
already suspicious people, places, or things and then
determine if the other components are present to
separate situations warranting further investigation
from the majority that do not. Comprehensive
overviews of some of the key technologies are avail-
able in [2, 4].

Graphical representations. One key idea that
enables connecting the dots is representing both
data and patterns as graphs. Patterns specified as
graphs with nodes representing entities, such as
people, places, things, and events; edges represent-
ing meaningful relationships between entities; and
attribute labels amplifying the entities and their
connecting links are matched to data represented in
the same graphical form. These highly connected
evidence and pattern graphs also play a crucial role
in constraining the combinatorics of the iterative
graph processing algorithms, such as directed
search, matching, and hypothesis evaluation.

Relationship extraction. The initial evidence
graph is comprised of entities and their relation-
ships extracted from textual narratives about suspi-
cious activities, materials, organizations, or people.
Advanced techniques are needed to efficiently and
accurately discover, extract, and link sparse evidence
contained in large amounts of unclassified and clas-
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Cairo, April 6 (AFP) - An
Egypt Air official announced,
on Tuesday, that Egypt Air
will resume its flights to Libya
as of tomorrow, Wednesday,
after the UN Security Council
had anounced the
suspension of the embargo
imposed on Libya.

Arabic Human Translation

Cairo 4-6 (AFP) - said an
official at the Egyptian
Aviation Company today that
the company egyptair may
resume as of tomorrow, 
Wednesday its flights to Libya
after the International Security
Council resolution to the
suspension of the embargo
imposed on Libya.

Machine Translation

Egypt Air May Resume its
Flights to Libya Tomorrow

Egyptair Has Tomorrow to
Resume Its Flights to Libya

Table 3. Recent machine translation results of Arabic news
text show great promise. 



sified data sources, such as public news broadcasts
or classified intelligence reports.

Link discovery. Starting from known or suspected
suspicious entities, patterns are used to guide a
search through the evidence graph. Patterns can be
obtained from intelligence analysts, subject matter
experts, and intelligence or law enforcement tips,
and are subject to extensive verification and testing
before use. Statistical, knowledge-based, and graph-
theoretic techniques are used to infer implicit links
and to evaluate their significance. Search is con-
strained by expanding and evaluating partial
matches from known starting points, rather than the
alternative of considering all possible combinations.
The high probability that linked entities will have
similar class labels (often called autocorrelation or
homophily) can be used to increase classification
accuracy.

Pattern learning. Pattern learning techniques can
induce a pattern description from a set of exemplars.
Such pattern descriptions can assist an analyst to dis-
cover unknown terrorist activities in data. These pat-
terns can then be evaluated and refined before being
considered for use to detect potential terrorist activ-
ity. Pattern learning techniques are also useful to
enable adaptation to changes in terrorist behavior
over time.

Conclusion
The results shown in Figure 3, based on the three
core IT areas discussed in this article, represent the
tip of the iceberg. Many other information tech-
nologies are important for successfully conducting
the global war on terror (see Table 2). Experiments,
such as the one described here, will help validate the
merits and utility of these tools. Ultimately, such
tools will create a seamless environment where ana-
lysts and decision- and policymakers can come
together to collaborate, translate, find, link, evaluate,

share, analyze, and act on the right information
faster than ever before to detect and prevent terrorist
attacks against the U.S.
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W
hen intelligence analysts are required to understand
a complex uncertain situation, one of the tech-
niques they use most often is to simply draw a dia-
gram of the situation. Natural language processing
has matured to the point where the conversion of
freeform text reports to these diagrams can be

largely automated. The diagrams are attributed relational graphs
(ARGs), an extension of the abstract directed graph from mathemat-
ics. In these ARGs, nodes represent people, organizations, objects, or
events. Edges represent relationships like interaction, ownership, or
trust. Attributes store the details of each node and edge, like a person’s
name or an interaction’s time of occurrence. ARGs function as exter-
nal memory aids, which are crucial tools for arriving at unbiased con-
clusions in the face of uncertain information [4].

The intelligence community’s focus over the past 20 years on
improving intelligence collection has come at the cost of improving
intelligence analysis [4]. The problem today is often not a lack of
information, but instead, information overload. Analysts lack tools to
locate the relatively few bits of relevant information and tools to sup-
port reasoning over that information. Graph-based algorithms help
security analysts solve the first problem—sifting through a large
amount of data to find the small subset that is indicative of threaten-
ing activity. This activity is often suspicious not because of the char-
acteristics of a single actor, but because of the dynamics between a
group of actors. In contrast with databases and spreadsheets, which

GRAPH-BASED TECHNOLOGIES 
FOR INTELLIGENCE ANALYSIS
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tend to facilitate reasoning over the characteristics of
individual actors, graph representations facilitate rea-
soning over the relationships between actors. Subgraph
isomorphism and social network analysis are two
important graph-based approaches that will help ana-
lysts detect suspicious activity in large volumes of data.

Subgraph isomorphism algorithms search through
large graphs to find regions that are instances of a spe-
cific pattern graph [8]. The analyst defines, as a graph,
activity patterns that are believed to be indicative of

threatening activity. Once
those patterns are defined,
the algorithm identifies

regions of observed activity that match the patterns.
One possible pattern is shown in the figure here, along
with an inexact match to that pattern embedded in an
activity graph containing both threatening and innocu-
ous activity. Supporting evidence may come from
many different sources, but once evidence is incorpo-
rated into the global activity graph, the algorithm lets
the analyst quickly pinpoint subsets of activity that
warrant further attention. Without advanced search
algorithms like these, the analyst’s task of identifying
suspicious activity within a huge body of evidence is
much more difficult.

Being able to find inexact pattern matches is critical.
Foremost, analysts operate in an environment with lim-
ited observability. In addition, the analyst might need to
match a general pattern without knowing all of the

details, or the analyst may have defined some aspects of
the pattern incorrectly. Finding inexact matches also
alerts the analyst to activity that “breaks the mold” of
previous threats, and can prevent the kind of surprises
for which intelligence agencies have been criticized.

In our work, we have developed a set of genetic algo-
rithms that solve the exact and inexact subgraph iso-
morphism problem. The search algorithm distributes
nicely, allowing it to run on a server farm for improved
performance. This enables efficient searches for pat-

terns containing as many as
75 nodes and 107 different
possible realizations.

Social network analysis
(SNA) is the study of human
social interaction. Graph rep-
resentations are ubiquitous
throughout SNA—sequences
of interactions between peo-
ple are usually represented as
an ARG. SNA metrics quan-
tify different aspects of the
ARG’s topology, and the met-
ric values can be used to char-
acterize the roles of
individuals within a group, or
the state of a group or organi-
zation as a whole. The key
opportunity for intelligence
analysis is that “normal” social
interaction and the social
interaction of illicit groups
tend to exhibit significantly
different SNA metric values.

The geodesic assumption
and the redundancy assumption state that for human
interaction, “People with strong relationships usually
communicate via the shortest path” and “Normal social
networks are redundant.” Studies have shown that
both of these assumptions are typically false for groups
trying to hide their activities [1]. For those groups,
information compartmentalization and robustness to
the compromise of group members overrule the effi-
ciency concerns that otherwise lead to the geodesic and
redundancy assumptions. The resulting differences in
the groups’ structures can be quantified by SNA met-
rics. The SNA theory of homophily argues that most
human communication occurs between people similar
to each other. Thus people pursuing illicit activities are
likely to be found communicating with others pursu-
ing illicit activities. This “relational autocorrelation”
further drives these groups’ SNA metrics toward anom-
alous values [5]. 

Our work combines SNA metrics with statistical

Match to a pattern graph in 
an activity graph.
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pattern classification to give the analyst a tool for auto-
matically pinpointing suspicious group dynamics
within large volumes of data [2]. This combination will
yield algorithms that constantly scan incoming infor-
mation, alerting the analyst to anomalous social pat-
terns that might indicate threatening activity. Some
illicit groups (for example, terrorist cells moving from a
“sleeper” to an “active” state) finish in a relatively nor-
mal configuration, but the history of how they arrived
there is highly abnormal [6]. Therefore, it is also impor-
tant to develop techniques to classify activity based on
the evolution of a group’s SNA metric values [3].
Because analysts have imperfect visibility into these
interactions, we must also consider the sensitivity of
various SNA metrics to limited observability [7].

Subgraph isomorphism and statistical classification
via SNA metrics are two important classes of techniques
that operate on attributed relational graphs, a represen-
tation familiar to the intelligence analyst. These two
techniques help the analyst solve one of today’s most
common intelligence problems: finding significant
combinations of events in a deluge of information.  
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I
magine a software assistant agent (AA) that proactively provides
relevant concise personalized information to an analyst or first
responder and collaborates with other AAs to share knowledge
and arrange person-to-person contact. The following descriptive
scenario provides an example application of this concept. A
report of an explosion at a chemical plant is received by a home-

land security (HLS) analyst, local firefighters, and state police. The
AA for the analyst “reads” the report and immediately retrieves infor-
mation about what chemicals exist in the plant and a map of nearby
dangerous and vulnerable facilities. 

The firefighters arrive on the scene and identify the sector from
which flames and smoke are emanating. An AA provides the fire-
fighters with information on what chemicals are likely to be burning,
how to extinguish the fire, and the potential health hazards of the
smoke. The AA notifies the HLS analyst that it is a harmless gas. Plant
personnel tell state police they saw a suspicious individual in a car in
the parking lot. The police enter the license plate number of the sus-
picious car and the analyst AA immediately searches for aliases of the
owner and links to terrorist organizations. A link is found and the
HLS analyst’s AA searches for an AA of an expert on that terrorist
group. The terrorist expert AA notifies the HLS AA that an associate
of the suspicious person is a chemical engineer that works in a nearby
plant where another explosion has just been reported. The HLS AA
discovers that if the two smoke plumes intersect they will create a
deadly acid mist. The AA plots the smoke plumes on a map and noti-
fies the HLS analyst that the combined plume will reach a crowded
sports stadium in approximately 15 minutes. The AA immediately
initiates a phone call between the HLS analyst and stadium security.

This scenario illustrates how a team of software agents could sup-
port a team of people to accomplish a time-critical task related to U.S.
homeland security activities. One of the major technical issues in
designing software agents with these capabilities is they need to be
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able to anticipate and reason about information needs of teammates
in a highly dynamic environment. 

Realization of the Vision

L
ockheed Martin and Pennsylvania State University’s School of
Information Sciences and Technology are collaborating on a
project to realize this vision using CAST (Collaborative
Agents for Simulating Teamwork) agent technology [4–6].
There are several similar agent research efforts: CoABs (see
coabs.globalinfotek.com/) and STEAM [3] are two examples.

One of the major features distinguishing CAST from these
approaches is that CAST enables an agent to dynamically infer infor-
mation needs of its teammates from a
shared mental model about the structure
and the process of the team, which is
expressed in the knowledge representation
language MALLET (Multi-Agent Logic-
based Language for Encoding Teamwork). 

Figure 1 shows the overall architecture of
using CAST agents to assist homeland
security teams. The user guides the creation
of the shared mental model (that is, MAL-
LET knowledge of CAST agents) by select-
ing components from an ontology that
pertain to the user’s role in the team.
Incoming messages and documents are pre-
processed by the M&DS Intelligent Infor-
mation Factory (see mds.external.lmco.com/mds/products/
gims/iif/index.html) to extract important entities, relations, and
events. Based on the shared mental model captured in MALLET, the
extraction results trigger appropriate information gathering actions by
the CAST agent. The CAST agent then interacts with the reasoning
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infrastructure/world knowledge base (RIWKB) or
other CAST agents to retrieve and present relevant
concise personalized information to the user. Hetero-
geneous knowledge from various sources is loaded into
the RIWKB by techniques such as Web scraping,
information extraction, and importing Semantic Web

markup [2]. The output to the
user is the original text with

superimposed hyperlinks to fine-grained information
(with drill-down links to original source documents). 

Agents for Proactive Information
Exchange 

A
s mentioned earlier, CAST is an agent archi-
tecture that empowers agents in a team to
have a shared mental model about the struc-
ture and the process of the team so they can
anticipate potential information needs of
teammates and proactively deliver it to

them. Psychologists who studied teamwork have identi-
fied overlapping shared mental models as an important
characteristic of high- performance teams [1]. 

To enable agents with such capabilities, CAST pro-
vides four key features. First, it uses a high-level lan-
guage, MALLET, to capture knowledge about the
team structure and the team process. Second, each
agent establishes a computational shared mental model
by transforming its teamwork knowledge in MALLET
into a Prolog-like knowledge base and a predicate tran-
sition nets—a process representation that extends Petri
Nets. Agents maintain their shared mental models
about team states by dynamically updating the knowl-
edge base and the predicate transition nets. Third, the
CAST kernel provides domain-independent algo-
rithms that enable agents to dynamically allocate
responsibilities among members of the team, to infer
information needs of teammates, and to proactively
deliver relevant information to them. Finally, each
agent uses a decision-theoretic communication strategy

for determining how it should assist teammates regard-
ing their information needs. 

The CAST agents play the role of AAs by establish-
ing and maintaining shared mental models with the
human analysts as shown in Figure 2. The shared men-
tal models contain knowledge about the responsibili-
ties, information-seeking processes, and information-
processing methods of human users. The notion of
shared mental model extends the concept of user pro-
files in two ways. Fundamentally, it broadens the scope
of user profiles to include dynamic process, tasks, roles,
and responsibilities about human users. Additionally, it
extends the profile of an individual user to a team.

Conclusion 
CAST-enabled AAs will profoundly change the way
HLS teams perform their missions. The architecture
we have described here can be tailored to support appli-
cations in other domains such as teams of institutional
and individual investors in the financial domain and
enterprise knowledge management in large corpora-
tions with diverse technologies. The architecture could
also be augmented with machine learning for auto-
mated adaptation of information needs.  
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I
magine that you lead an organization under cyber attack on
your critical information systems. What questions are you likely
to ask?

Am I under attack; what is its nature and origin?
What are the attackers doing; what might they do next?
How does it affect my mission?
What defenses do I have that will be effective against this attack? 
What can I do about it; what are my options?
How do I choose the best option?
How do I prevent such attacks in the future?

Unfortunately, today we must often answer, “We don’t know
and we have no way of knowing.” Informally, it is in being able to
answer these basic questions that we find the meaning of the term
cyber defense. 

More formally, we can define cyber defense from its component
words. Cyber, short for cyberspace, refers to both networked infra-
structure (computers, routers, hubs, switches, and firewalls) and
the information assets (critical data on which an organization
depends to carry out its mission). Defense is the act of making safe
from attack. Therefore, cyber defense refers to an active process of
dependably making critical function safe from attack.

CYBER DEFENSE: ART TO SCIENCE

illustration by 
robert neubecker

BY O. SAMI SAYDJARI

Seeking the knowledge and means to more methodically detect, defend against,
and better understand attacks on networked computer resources.
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Elements of Cyber Defense
Defense in cyberspace is as complex as traditional
warfare—it has the same key elements, corresponding
to the basic questions listed at the beginning of this
article: sensors and exploitation; situation awareness;
defensive mechanism; command and control; strat-
egy and tactics; and science and engineering. Simply
put, one needs the knowledge and means to defend
oneself, detect and understand attacks, and make
good decisions about defense configuration. Each of
the six elements are discussed in more detail here.

Cyber sensors and exploitation are the “eyes” of
the system; they determine the attack capability,
plans, and actions of an adversary—the essential
first step to any dynamic defense. A primitive form
of determining adversary actions is what we today
call intrusion detection. To succeed we must
acknowledge that attacks will sometimes succeed
and adversaries will get inside the system. To assume
otherwise is foolish.  

Cyber situation awareness is a process that
transforms sensed data into a decision aid by inter-
preting mission consequences and the context of
other activity. For example, situation awareness
might tell us that attack A will disable the organiza-
tion’s logistics function for three days and that the
attack is pandemic and is thus not targeting our
organization specifically. 

Cyber defensive mechanism is technology to
counter threats. Historically, cyber defense has its
roots in this element, with cryptography countering
intercepted secret messages, virus scanners counter-
ing viruses, and firewalls countering hacker exploita-
tions. Although this element is an important
building block, professionals must extend their
understanding beyond the cyber defense mechanism
to see the bigger picture.  

Cyber command and control is the process of mak-
ing and executing decisions—orchestrating defensive
systems, based on input from the situation awareness
element. Command decision making requires an
understanding of options based on the situation, and
the means to evaluate them quickly [12]. Control
requires a system to communicate the decisions and
execute them reliably throughout the system.

Cyber strategies and tactics is knowledge of what
constitutes a good decision in terms of initial defen-
sive policies and configurations as well as changes
needed during operations because of attack situations.
Ideally, such knowledge is based on a wealth of his-
torical experiences, but we prefer not to sustain the
damages required to gain real cyber battlefield experi-
ence. As a substitute, we must begin developing
strategies and tactics and testing them experimentally

in models of real systems with mock adversaries.
Cyber science and engineering is the foundation

yielding an understanding of design, composition,
building, and maintenance of effective defense sys-
tems. Currently, this foundation is dangerously
weak to the extent that it exists at all.

Dynamic Defense Is Imperative

S
tatic preventive techniques, while impor-
tant, are inadequate. In the design of
trustworthy cyber defense systems, there
is a three-way trade-off among security,
performance, and functionality. The
security dimension itself has at least three

components: confidentiality, data integrity, and
availability. One cannot statically optimize all
dimensions with respect to all attacks. For exam-
ple, although spreading many copies of data
around a system can hinder denial-of-service
attacks, it exacerbates the confidentiality problem
by creating more targets of opportunity for the
attacker. At the higher level, security functions
often degrade both performance and functionality.
One would rather not have to incur these costs
unless under attack, just as soldiers do not put on
chemical suits unless there is a known threat of
chemical attack on the battlefield.

We need to create systems that make explicit
trade-offs within this space both at design time and
at operation time—dynamically moving within the
trade-off space depending on the situation. We
also, therefore, need systems capable of quickly
ascertaining the situation so the correct trade-offs
can be made. 

The Art of War—Strategy and Tactics

C
yber attacks are becoming sophisticated;
attackers routinely use attack design
toolkits, apply stealth techniques, and
target an increasing spectrum of proto-
cols and applications. Cyber attackers are
learning to actively evade countermea-

sures. Soon they will develop sophisticated tactics
and will evolve toward strategic campaigns using
multi-pronged attacks against strategic objectives.
Moreover, attackers have the advantage because they
can carefully plan and choose the best time and the
weakest points at which to attack. Creating defenses
capable of thwarting such attacks will take years; we
cannot afford to wait until we see cyber attack meth-
ods evolve to this level.

At the same time, defensive mechanisms are prolif-
erating and becoming increasingly complex—exceed-
ing our ability to understand how best to configure
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each mechanism and the aggregate of mechanisms.
To effectively manage all the defensive elements,

one needs strategy and tactics. Because we have little
history in cyberspace, we must look to analogy. We
can apply analogies from the
battlefield [9]. For example,
the battlefield concept of forc-
ing an adversary into disad-
vantageous terrain has a
cyberspace analogue of
arranging one’s defensive
architecture to force adver-
saries into the “sweet spots” of
their intrusion detection algo-
rithms. The battlefield con-
cept of deception has the
cyberspace analogue of creating false cyber targets
(also known as honey pots) and misleading configu-
rations.

Similarly, one may borrow from the realm of strate-
gic game playing. The “game” of war is extraordinar-
ily complex because of the great variety of moves,
changing rules, and changing capabilities. Yet, some
general principles apply, especially as a human deci-
sion aid [3]. Determining the right strategic decisions
is best performed by creative well-informed humans.
This makes cyber defense a matter of art, supported
by science, not a matter for total automation. There-
fore, we should focus on
automating the mundane tasks
and providing decision aids to
qualified humans for the
strategic decision making.

To develop strategy and tac-
tics we accumulate hypotheses
based on analogy, and then val-
idate them. We can gain expe-
rience through simulation on
accurate models of our critical
systems interacting with
human decision makers. We
must engage in many scientific
experiments within these models. Adversaries must
be accurately modeled using our best red teams. Our
strategy and tactics—our cyber defense playbook—
need to be validated in such simulations to yield the
knowledge to defend our critical cyberspace from
sophisticated attack. We must learn how to defend
against how real attackers will attack.

Although there is much to be learned from phys-
ical war strategy and tactics, there are other areas
where the differences are big enough to require a
completely new way of thinking about strategy and
tactics in cyberspace. As a word of caution, consider

some of the key differences. Physical space is three-
dimensional; cyberspace is hyper-dimensional, mak-
ing maneuvering complex. Physical weapon effects
are predictable and constrained by physics; cyber

weaponry is difficult to pre-
dict, often having non-linear
damaging effects. Physical
attacks occur at human-per-
ceptible speeds; some cyber
attacks may aggregate too
slowly to be perceived, while
many others could occur in
milliseconds, making all of
them outside the realm of
possible human reaction
times. Physical attacks often
have clear manifestations;
cyber attacks can be difficult
to detect, making damage
assessment problematic.

Science and Technology Deficits
To achieve a viable cyber defense capability, we need
many advances in both science and technology. Here
are a few.

We must learn how to create trustworthy systems
from untrustworthy components [1]. Trustworthy sys-
tems are the building blocks of good cyber defense.

The need to create them
from untrustworthy compo-
nents arises from two
sources: the vulnerable com-
puter systems that consumers
habitually choose and basic
system engineering limita-
tions. Trustworthiness, like
reliability, is not just in the
components, but in the
“glue” that holds the compo-
nents together. Therefore, we
need to understand how to
achieve trustworthiness
through architectures. With-
out this, we will be building

castles in the sand. Some viable approaches have
been identified [5] and should be pursued with
vigor.

Intrusion detection needs to get a whole lot better. It
is inadequate to employ a detect-respond paradigm.
Recent attacks such as Slammer and Code-Red are
just too fast for today’s systems, which are based on
detecting signatures of previously detected attacks.
Experimental schemes to identify attacks based on
detecting anomalies deviating from “normal” activity
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have unacceptably high false-alarm rates and rela-
tively poor coverage of the attack space [2].  Further,
these schemes often use data from sensors originally
designed for auditing security-relevant events, not for
detecting attacks. Viable detection requires ground-
up analysis of how attacks manifest, custom design of
sensors that exploit these manifestations, proper clas-
sification algorithms for categorizing relevant events,
and detection algorithms that measurably [11] cover
the entire attack space.

Intrusion response must be developed so that actions
are timely and effective. We need some degree of
autonomic response for attacks that are too fast for
the human decision cycle. We also must develop
decision aids for enumerating situation-dependent
courses of action, as well as means to evaluate those
courses of action. Using human anatomy as an anal-
ogy, we need both the autonomic and the central
nervous system, and they must work together to 
create a systematic defense.

Defending against distributed denial-of-service
attacks is needed to ensure availability. Cutting off the
many attack paths available to attackers often cuts
off the very availability that one is trying to preserve.
Further, traditional security and reliability remedies
often worsen the problem. Solutions will almost cer-
tainly require that quality of service capabilities are
added to the Internet.

Countering life-cycle attacks is essential to trustwor-
thiness. If adversaries can infiltrate software develop-
ment teams and insert malicious code into systems
while the software is developed, they can subvert what-
ever trust that was established. For modern software,
the development process and the resulting code are
very complex, therefore making preventing and
detecting subversion extraordinarily difficult.
Nonetheless, we must develop techniques to detect
and eradicate malicious code embedded in our code,
or find ways to architecturally neutralize it.

Scientific experimental computer science is needed to
make real progress. Much of the knowledge in cyber
defense today has the status of hypothesis rather
than fact. Some have significant evidence in their
favor, yet they are still hypotheses. We need experi-
mental methods, based on solid metrics, isolating
single variables at a time, to convert these hypothe-
ses into knowledge. Only this will create the firm
research foundation needed to enable a sound
research track.

Controlled information sharing is needed more than
ever. Computer security has its roots in the require-
ment for Multilevel Security (MLS) processing. The
need continues for controlled sharing among groups
of differing trust relationships. Further, the need is

rapidly growing as collaboration becomes the norm in
accomplishing organization goals.

On a final note, even if we make the required sci-
entific and technological advances, we still must find
ways to better integrate technology results into main-
stream products and systems. Industry’s and govern-
ment’s track record of employing useful technology
results from research has been poor so far. For exam-
ple, solutions to defend the vulnerable Domain Nam-
ing Service and the Border Gateway Protocol have
been available for several years now, but have yet to be
incorporated into the network infrastructure.

Creating a Systems Engineering Discipline

T
oday, the process of designing a well-
defended system is matter of black art. One
simply hopes designers were adequately
knowledgeable about the range of relevant
attacks and that they did an adequate job of
defending against those attacks. We must

evolve toward a systems engineering discipline, which
urgently requires several elements.

What gets measured gets done. Without adequate
metrics to assess the performance of cyber defense
systems, progress is impossible to judge. Some prim-
itive metrics have been proposed [10], but much
more work remains to be done.

We need a spectrum of system models and an
engineering framework analogous to the
CAD/CAM framework used by hardware engineers.
The community needs adequate threat models,
adversary models [7], mission models, and counter-
measure effectiveness models. Each type of model
will require tremendous energy to produce, yet little
effort is under way in these arenas.

Finally, a methodology to quantitatively trade off
design factors and achieve a specified system result is
needed. A vision for such a framework should be
established and it should be realized with dispatch.

Achieving a National Cyber Defense
Capability 

S
o far, I’ve described cyber defense in the
abstract, the principles of which apply at
all scales. Here, I examine and discuss
cyber defense at the macro scale of
defending the national critical informa-
tion infrastructure. To understand what

suffices as a defense, one needs to understand vul-
nerabilities and the consequences of failure. That
the threat is serious has been established [6]. If the
reader has any doubts as to the gravity of the prob-
lem, consider the major damage done by acciden-
tal failures of the telephone system, the power grid,
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and banking. Any failures that can happen by acci-
dent can likely be induced by an attacker, with sig-
nificantly more damage potential [4]. The degree
of that risk is hotly debated among leading profes-
sionals, but, unfortunately, opinions are founded
almost entirely on speculation, as scientific study of
this question has yet to be seriously undertaken.
Such a study is a matter of utmost urgency to our
government because the nature and scope of a
national cyber defense capability must be grounded
in a full comprehension of the susceptibility of our
systems.

Engineering Cyber Defense—Manhattan Project.
The National Strategy to Defend Cyberspace
(released in February 2003) implies that market
forces will be adequate to defend at the national
scale. This is unlikely to be true [8]. By the same rea-
soning, market forces would be adequate to defend
people, buildings, and towns against kinetic war. We
can wish for that to be true. We can observe that we
need a certain level of strength to survive normal
stresses of life and that this strength provides some
measure of defense against trivial attacks. The
notion that such protection levels would withstand a
nation-state attack is obviously absurd. Why then
would this be different in cyberspace? Only a
national scientific study will tell us for sure, but intu-
ition tells us that an engineering capability is almost
certainly needed.

How might a national cyber defense capability be
engineered? What is clear is that this is a very diffi-
cult problem. Some of the requisite technology does
not yet exist. Yet, all indications are that such a capa-
bility is urgent. It therefore seems reasonable to ded-
icate the finest scientific and engineering minds
toward a concerted effort to develop the capability
within three years. We need a project in the style of
the Manhattan Project with the requisite national
priority, resource levels, and structure. Anything less
will likely stumble. History has shown us that a dis-
tributed lower-priority investment has failed to cre-
ate the needed capability despite more than three
decades of research and development.

Sound National Cyber Defense Policy. Sound
national cyber defense policy depends on under-
standing the problem, its solutions, and the nature
of cyber conflicts from economic, behavioral, and
political perspectives. Unfortunately, our under-
standing is currently quite limited. In such a cir-
cumstance, a sound policy would be to place high
priority and urgency on gaining a deep understand-
ing of all these areas.  

Furthermore, the U.S. would benefit by acknowl-
edging that its survival and function now depend on

its information infrastructure. Sound policy would
reduce the rate at which that dependency is increas-
ing and find ways to minimize the risk as an interim
measure. 

Finally, I note that achieving a national cyber
defense capability has the potential of infringing on
citizen privacy in the effort to detect malicious net-
work-based activity. The U.S. national policy must
be to avoid abrogating the very rights it is intending
to protect.  

Conclusion
Cyber defense poses serious technical and policy
challenges for the U.S. Much work lies ahead in cre-
ating a stronger scientific foundation, the required
technology for national-scale cyber defense, and an
engineering discipline to provide the means. Policy
should follow scientifically based knowledge and
understanding; gaining that understanding should
now be the primary objective.
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A
s the Internet has become pervasive and our critical infra-
structures have become inextricably tied to information
systems, the risk for economic, social, and physical dis-
ruption due to the insecurities of information systems has
increased immeasurably. Over the past 10 years there has
been increased investment in research on cyber security

technologies by U.S. government agencies (including NSF, DARPA,
the armed forces) and industry. However, a large-scale deployment of
security technology sufficient to protect the vital infrastructure is lack-
ing. One important reason for this deficiency is the lack of an experi-
mental infrastructure and rigorous scientific methodologies for
developing and testing next-generation cyber security technology. To
date, new security technologies have been tested and validated only in
small- to medium-scale private research facilities, which are not repre-
sentative of large operational networks or of the portion of the Inter-
net that could be involved in an attack. 

To make rapid advances in defending against attacks, the state of
the art in evaluation of network security mechanisms must be
improved. This will require the development of large-scale security
testbeds [3] combined with new frameworks and standards for testing
and benchmarking that make these testbeds truly useful. Current defi-
ciencies and impediments to evaluating network security mechanisms
include lack of scientific rigor [6]; lack of relevant and representative
network data [5]; inadequate models of defense mechanisms; and
inadequate models of the network and both the background and
attack traffic data [1]. The latter is challenging because of the com-
plexity of interactions among traffic, topology, and protocols [1, 2].

To address these shortcomings, we will create an experimental
infrastructure network to support the development and demonstra-
tion of next-generation information security technologies for cyber
defense. The Cyber Defense Technology Experimental Research net-
work (DETER network) will provide the necessary infrastructure—
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networks, tools, and supporting processes—to support national-scale
experimentation on emerging security research and advanced devel-
opment technologies. In parallel, the Evaluation Methods for Internet
Security Technology (EMIST) project will develop scientifically rig-
orous testing frameworks and methodologies for representative classes
of network attacks and defense mechanisms. As part of this research,
approaches to determining domains of effective use for simulation,
emulation, hardware, and hybrids of the three are being examined.

The goal of this joint effort1 is to create, operate, and support a
researcher- and vendor-neutral experimental infrastructure open to a
wide community of users. It is intended to be more than a passive
research instrument. It is envisioned to serve as a center for inter-
change and collaboration among security researchers, and as a shared
laboratory in which researchers, developers, and operators from gov-
ernment, industry, and academia can experiment with potential cyber
security technologies under realistic conditions, with the aim of accel-
erating research, development, and deployment of effective defenses
for U.S.-based computer networks. 

Information Security Challenges

T
o develop a testbed framework for evaluating security mech-
anisms, the project focuses on a select subset of the overall
problem space. Several different types of attacks and defenses
will be studied with two goals: to elevate the understanding
of the particular attack or defense by thoroughly evaluating
it via different testing scenarios; and to further the under-

standing of the degree to which these evaluations can be unified into a
single framework that spans the diversity of the problem space.

Creating an experimental infrastructure for 
developing next-generation information security technologies. 

1There are nine teams involved in the joint effort: U.C. Berkeley, U.C. Davis, University of Southern Cali-
fornia-Information Sciences Institute (USC-ISI), Pennsylvania State University, NAI Laboratories, Interna-
tional Computer Science Institute (ICSI), Purdue, SPARTA Inc., and SRI International. The project also
includes an industrial advisory board consisting of equipment vendors, carriers, and ISPs including AOL,
Cisco, Alcatel, Hewlett-Packard, IBM, Intel, Juniper, and Los Nettos.
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Three different classes of attacks are focus areas for
our research: denial-of-service, worms, and attacks on
the Internet’s routing infrastructure, as well as attacks
that are coordinated combinations of these three
types. Together they span a broad range of general
types of attacks. In addition, the project will closely
monitor new Internet security breaches in order to
analyze how new attack scenarios can be incorporated
into the developing testing methodology. The focus
of this effort will be on attacks targeting network
infrastructure, server end-systems, and critical end-
user applications. Such attacks are difficult to accu-
rately simulate using existing testing frameworks
because of the major challenges in accurately simulat-
ing Internet phenomena in general [2, 4]. 

Security Testing Methodologies

T
esting frameworks will be adapted for dif-
ferent kinds of testbeds, including simula-
tors such as NS (see www.isi.edu/
nsnam/ns), emulation facilities such as
Emulab [8], and both small and large hard-
ware testbeds. The frameworks will include

attack scenarios, attack simulators, generators for
topology and background traffic, data sets derived
from live traffic, and tools to monitor and summarize
test results. These frameworks will allow researchers
to experiment with a variety of parameters represent-
ing the network environment including attack behav-
iors, deployed defense technology, and the
configuration of the defense mechanisms under test.
It will be critical to make progress on the very difficult
problems, particularly:

• How to construct realistic topologies, including
bandwidth and inter-AS policies, 

• How to generate realistic cross-traffic across these
topologies, 

• How to quantify how accurate the models need to
be, and

• How to select the best metrics for evaluating vari-
ous defense mechanisms. 

Conducting these tests will require incorporating
defense mechanisms into a testbed (either as models
or as operational code), and applying and evaluating
the frameworks and methodologies. Conducting
these tests will also help to ensure the testbed frame-
work allows other researchers to easily integrate and
test network defense mechanisms of their own design.
Furthermore, the documentation of the tests will
serve as a tutorial for users of the testbed framework as
they confirm their results or evaluate their own mech-
anisms and techniques.

Testbed Architecture and Requirements

T
he preliminary requirements for the DETER
Testbed are drawn from four sources: a
DARPA-funded study of security testbed
requirements [3], input from network secu-
rity researchers, general considerations on
network research testbeds through a NSF

workshop [4], and experience with a variety of earlier
experimental and test networks. High-level require-
ments are briefly described here. 

The general objectives for the testbed design require
that it must be fully isolated from the Internet and all
experiments must be soundly confined within the
DETER network. Furthermore, it is expected the net-
work will be subjected to destructive traffic and that
experiments may temporarily damage the network.
Therefore, there must also be mechanisms for rapid
reconstitution of the testing environment. 

The scale of the testbed will be approximately 1,000
PCs, each with multiple network interface cards, and a
significant number of commercial routers and pro-
grammable switches. Within this environment, the
network must provide sufficient topological complex-
ity to emulate a scaled down but functionally accurate
representation of the hierarchical structure of the real
Internet, and to approximate the mixing of benign traf-
fic and attack traffic that occurs. Initially, the network
will be formed using a homogeneous network of exist-
ing technology. Carefully chosen hardware heterogene-
ity—commercial router boxes—will be added as the
effort progresses. Finally, conducting experiments with
large-scale denial-of-service attacks and defense tech-
nologies to protect the Internet infrastructure will
require high-bandwidth componentry. 

In addition to the preceding infrastructure require-
ments, there are various requirements for software to
facilitate experimentation. The utility of DETER will
depend on the power, convenience, and flexibility of its
software for setting up and managing experiments
including registration, definition, generation control,
monitoring, check-pointing, and archiving. An impor-
tant aspect of the management software will be the
requirement for sophisticated network monitoring and
traffic analysis tools for both experimenters and
DETER network operators. Experimenters will also
require traffic generation software to generate attack
traffic and typical day-to-day (legitimate use) traffic. 

Preliminary Architecture. DETER will be built as
three permanent hardware clusters, located at ISI in
Los Angeles, ISI-East in Virginia, and UC-Berkeley. To
provide the earliest possible service to experimenters,
initial development during the first six months focuses
on building software and configurations for cyber secu-
rity experimentation on PlanetLab and/or Emulab [8].
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The architecture will also deploy aspects of the 
X-bone (see www.isi.edu/xbone) to allow topologies
with revisitation, where, for example, a 10-node ring
can be used to emulate a 100-node ring by visiting the
same node multiple times. During the early stages of
the testbed, this will enable the simulation of topologies
that are larger than can be supported with one-to-one
mapping of physical resources. Meanwhile, a phased
development effort, moving from carefully controlled
emulation environments to a mix of emulation and real
network hardware will occur. 

Conclusion 

T
he development of testing methodologies
complemented by an experimental infra-
structure will support the realistic and consis-
tent evaluation of mechanisms purported to
mitigate large-scale attacks. This is an
extremely challenging undertaking—no

existing testbed or framework can be claimed to be
effective. The research described here requires signifi-
cant advances in the modeling of network attacks and
the interactions between attacks and their environ-
ments, including deployed defense technology, back-
ground traffic, topology, protocols, and applications. It
will also require advances in the understanding of met-
rics for evaluating defense mechanisms. 

Our results will provide new scientific knowledge to
enable the development of solutions to cyber security
problems of national importance. This will be accom-
plished through experimentation and validation of
cyber defense technologies using scientific methods.
The lack of open, objective, and repeatable validation
of cyber defense technologies has been a significant fac-

tor hindering wide-scale adoption of next-generation
solutions. Results obtained using the DETER testbed
will contribute to the development of innovative new
technologies that increase commercial availability and
viability of new production networks and services, pro-
viding true cyber protection.  
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H
ow can information and communications technologies be
better used to support the more then eight million first
responders in U.S. homeland security? First responders are
members of organizations and agencies such as emergency
communications centers; emergency medical services; fire,
rescue, and hazardous material response teams; law

enforcement agencies; the Red Cross, and other disaster relief organi-
zations [1]. In most cases first responders are those people who, dur-
ing an event or incident, are the prime evaluators of threat and risk to
homeland security. These people become the primary link in a chain
of information exchanges that lead to making critical, perhaps lifesav-
ing, decisions. 

A typical first responder’s work is characterized by routine occur-
rences punctuated by periodic emergencies. First responders’ work is
often structured around responding to incidents and events, the cause,
severity, and consequences of which are not readily discernable. These
incidents rarely occur at predetermined places or times. Thus, the rou-
tine patrol of a police officer can shift to emergency mode as a result
of a single call from the police dispatcher. Many first responders are
mobile as part of their routine work and must relocate to an incident
site in an emergency, which means they must bring what they need
with them or function with what they have to contain the situation
[6]. However, some assessments of U.S. homeland security lament that
first responders’ needs for information access and sharing are not well
supported, and are often disconnected from both the information sys-
tems and databases central to effective homeland security [5, 8]. 

Our interests in first responders, homeland security, and uses of
computing motivated us to conduct a field trial of mobile access to the
Commonwealth of Pennsylvania’s Justice Network (JNET). For the
purposes of this trial, mobile access meant using third-generation
(3G) public wireless networks. A 3G network provides enough band-
width to transmit photos and other large files securely to mobile and
remote users. Several commercial wireless service providers (such as
Horizon PCS, a Sprint subsidiary used for our trials) have built out
their 3G networks and one goal of the field trial was to assess whether
first responders could effectively use this public telecommunications
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infrastructure for their routine and emergency needs. 
We partnered with JNET because this application provides a secure

means to search more than 20 public-safety-related databases1 [2]. A key
aspect of the JNET architecture is the access it provides to residents’ dri-
ver’s license photos. Secure (and authorized) access to this range of avail-
able criminal justice data has been considered both critical and not
possible for most public safety and police officers to date. The JNET
approach—federated databases connected through a Web-based appli-
cation/portal—reflects the new range of systems being developed to
support criminal justice and homeland security work [2]. JNET’s
fixed-site desktop access currently experiences 45,000 hits and
2,000 interagency notifications per month and has been a sig-
nificant asset to Pennsylvania’s criminal justice efforts [7].
Thus, a second goal of the field trial was to better
understand the technical needs, operational uses,
and strategic opportunities of first responders’
mobile access to JNET (and to the Web more
generally) via  laptop computers and PDAs
using public 3G networks—see the sidebar,
“The Field Study Method.” 

Observations from the 
Field Trials
The four observations we discuss are drawn from
interviews, time diaries, observations, and ride-
alongs, call logs, and unobtrusive traffic records. 

Mobile access to JNET is a ‘killer application’ for first
responders. Driver’s license photos were the most requested
information, just as they are for fixed-site JNET users. Dri-
ver’s license photos provide a means of identifying and
linking people (and their pictures) to vehicle registra-
tion, addresses, and other activities such as warrants,
tickets, and other criminal justice incidents. JNET’s

Supporting secure wireless 
access to databases via public 
telecommunications infrastructure.  Responder

1The JNET program is operated by the Pennsylvania Office of IT and 15 Pennsylvania criminal justice 
agencies. For more on JNET and its role in both public safety and U.S. homeland security, 
see www.pajnet.state.pa.us.  
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value to trial participants is evident even though they
had to grapple with the constraints of limited coverage
on, and unstable access to, the 3G wireless network.
For example, trial participants are highly conscious of
security of information and they valued the steps taken
by JNET to keep information secure during the field
trial even though it added several steps to the log-in
process.

We learned that connection reliability is more impor-
tant to officers than is data download speed. When offi-
cers need identity or criminal justice data during an
incident, they radio the police dispatcher. The dis-
patcher’s proxy query takes place in parallel with the
officer’s incident management at the scene. Thus, there
is no time penalty during a situation in which officers at
the scene typically cannot divert their attention to deal
with a query/response. Therefore, officers depend on
the dispatcher to return information. More generally,
we realize that the dispatch model is so central to cur-
rent first-responder processes that it should be consid-
ered an integral aspect of new applications and not seen
as an organizational work structure to be changed.

This observation suggests two things. First, that the
value of high-speed access to data for trial participants
is not tied to how much or how often, it is a matter of
connectivity when it is needed. The common concep-
tualizations of value being measured by volume or use
time are incorrect. Second, that future developments of
JNET (and applications to support first responders)
should be designed to work with existing dispatcher
schemes. For example, if a JNET request was initiated
by an officer (perhaps as a voice-driven query) and this
request was completed and sent through dispatch, the
officer would continue to have hands-free (and eyes-
free) operations, the current working dispatch-centric
model would be supported, and the query’s results
could be easily sent on to other units as needed.

Trial participants have welcomed the mobile devices
and advanced information and communications tech-

nologies in general. Participants are hopeful about the
roles that mobile devices and wireless access can play in
making their work life safer and also better enable them
to perform their duties. They see the devices as part of
a larger ensemble that could include local printers, dig-
ital cameras, driver’s license scanners, and the ability to
file reports via wireless connectivity: they want more.
The officers in our trial are patient and willing to wait
until something is proven to work before incorporating
it as part of their daily routine. Based on the positive
results of the laptop trial both the participants and
study team expected significant usage of the PDA.
However, the PDA battery life was not sufficient to
maintain connectivity with the 3G network over long
periods and this led trial participants to stop using their
PDAs for mobile access. Instead, officers used PDAs
for scheduling, contacts, note-taking and many other
tasks. Our experience indicates first responders are will-
ing to take on new tools, but will not compromise their
(or anyone else’s) safety if the device or application does
not work. The JNET applications that are very useful
for deskbound workers are neither fast enough nor
focused on the needs of mobile workers, making use
difficult during incident response.

We also note that the value of mobile access seems
to be tied to particular aspects of their work. Mobile
access and JNET use seems important to only certain
tasks and events in the work of our participants. For
example, in the eight-hour shifts we observed during
ride-alongs, officers typically were engaged in informa-
tion-seeking tasks for less then 15% of the total shift
time. Self-reported time-diaries corroborate that infor-
mation-seeking activities are a small but very critical
aspect of police officer’s work.

Use of mobile JNET does not alter existing organiza-
tional links. We imagined at the trial’s outset that
increased access to information might lead to changed
interactions among personnel; there is no evidence of
this in our experience. One possible artifact of the field

The trial was designed in two phases. The first was
limited to five participants and focused on lap-

top usage. The second involved 13 participants and
focused on PDA usage. Both phases lasted three
months. Participants were police and other public-
safety officers from within one Pennsylvania county.
We used a four-pronged mixed-method approach to
gather data: interviews and focus groups; ride-alongs
and direct observation; pre- and post-trial survey
data; and unobtrusively collected data on actual Web
use, JNET use, and wireless connection use. This com-
bination of methods allowed us to answer questions

about where, when, and why this technology was used
and why not. These methods also allowed us to
answer important questions about first responders’
and criminal justice organizations’ unique use of
mobile technology. The field trial arises from an
ongoing partnership among: Pennsylvania state gov-
ernment (Office of Information Technology and Jus-
tice Network Project); Lucent Technologies; Boston
University’s Institute for Leading in a Digital Econ-
omy; Pennsylvania State University’s School of Infor-
mation Sciences and Technology; Horizon PCS; and
Novatel. c

The Field Study Method
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trial is that it created a reason for a number of local and
county units to work together, and this has had an unin-
tended but welcome positive effect of collaboration.
These newly exercised links have led to demonstration
efforts for other county public safety offices and local
police units and interest in developing community
policing grant proposals. But, in the short span of our
six-month, two-phase trial, involving the day-to-day
work of policing and public safety, JNET and mobile
access has not changed communication patterns.

First-responder organizations have limited IT support
and diverse IT infrastructures. The officers in our trial
relied chiefly on themselves and on each other to learn
to use and troubleshoot the laptops and PDAs. Each of
the three units participating in the trial had different IT
infrastructures and often these were supported through
a variety of contracts to different third-party vendors.
This is common in public-sector IT: limited IT support
and piecemeal IT infrastructures [4]. During the trial we
dedicated 20 hours per week of technical support for the
participants and we were always over-tasked. It could be
that production deployment may be easier to support if
the systems are extremely reliable and devices/applica-
tions are designed for specific use by first responders.
However, increased local IT support is crucial.

Implications and Issues

w
ireless communication devices may
have a role in facilitating communica-
tions between criminal justice person-
nel, but in this case they do not reduce
the number of people involved in the
process of completing any task,

change the roles that any person currently plays, or
reduce the number of steps in any process. The real
implication for wireless computing is using the current
people and processes—but allowing information to flow
more quickly from repositories to people, and from per-
son to person, at very important critical moments. 

Successful systems in support of first responders will
be driven by their users [3]. Our trial experience indi-
cates laptop computers are too big and too tethered to
the officer’s car while PDAs are too small and have a
limited amount of battery life. We learned that these
officers must have adequate power and screen size to
use the graphic data they require and cannot always be
tethered to their cars to acquire this data. Thus, future
trials should test pen-based tablets that are ruggedized
to meet first responders’ work conditions. In addition,
all future devices should be designed to load photos and
maps quickly since they are in the highest demand. 

In order for wireless access to find a place on the offi-
cers’ tool belts, it needs to be reliable, as it could be nec-
essary to save their lives or the lives of those they

protect. The data these officers require is time- and
task-specific—just as always-on Internet connections
are replacing dialup  modem connectivity, first respon-
ders need an always-on network. In addition, they must
know this access will be there whether they need it once
a week or once a year. To achieve this, IT security mea-
sures must be made more streamlined, seamless, and
immediate to provide officers with the information
they require on demand.

Beyond the technical constraints and opportunities
identified by our trial, we have four findings reflecting
the role of this trial in strategic experimentation involv-
ing mobility. First, applications like JNET will be key
elements in any information system to support first
responders. Second, the use of public 3G networks to
support U.S. homeland security is possible only if cov-
erage and reliability goals are met. Third, such systems
will require a federated view of the entire enterprise,
demanding a focus on interoperability. There are too
many critical and unique information systems support-
ing so many disparate organizations to imagine one
large system. Instead, our experience suggests that por-
tal and broker models such as JNET are the proper
architecture to support first responders. Finally, we have
learned that future trials should rely more on current
dispatch and local control models with a focus on coor-
dination. These are some of the issues to be tested in
the next strategic experiment.  
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O
ne aspect of homeland security is response: what to do
when disaster occurs? Rescue robotics is gaining increas-
ing attention as the first new advance in emergency
response since the advent of boroscopes and cameras on
poles 15 years ago. The attention is due in part to the
use of rescue robots at the site of the collapse of the

World Trade Center towers in New York. The WTC response was
an example of an urban search and rescue (USAR) mission. USAR
deals with man-made structures, has a different emphasis than 
traditional wilderness rescue or underwater recovery efforts, and
can be even more demanding on robot hardware and software
design than military applications.

Robots were used from Sept. 11–Oct. 2, 2001 to search for vic-
tims and help assess the structural integrity of the WTC foundation
under the direction of the Center for Robot-Assisted Search and
Rescue (CRASAR). Teams from DARPA, Foster-Miller, iRobot,
U.S. Navy SPAWAR, the University of South Florida, and Picatinny
Arsenal operated small robots, some small enough to fit into back-
packs. The robots were used for tasks that rescuers or canines could-
n’t perform, for example, to either go into spaces that are too small
for a human or to pass through an area on fire or without breath-
able air in an attempt to reach a survivable void. In the two years
since the WTC incident, CRASAR has expanded the utility of res-
cue robots to include victim management (adding two-way audio,
sensors for triage, mechanisms for fluid delivery, remote reachback
to medical specialists) and is working to use robots for shoring up
structures to speed up extrications of survivors.

The roots of the WTC response can be traced back to the Okla-
homa City bombing in 1995, which motivated our interest in the
domain of rescue robotics for urban search and rescue. In 1996,
we established a small cache of rescue robots with funding from
the National Science Foundation, and in 1999 we began extensive
field studies and technical search specialist training with Florida
Task Force 3, a state regional response team. Also in 1999, both
the American Association for Artificial Intelligence and the
RoboCup Federation started rescue robot competitions to foster

By Robin R. Murphy

Applying hard-earned
lessons to improve
human-robot interaction
and information 
gathering. 
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research in this humanitarian
application of mobile robots.
But good theory does not neces-
sarily lead to good practice.
None of the algorithms demon-
strated by CRASAR or other
groups at various rescue robot
competitions or at related
DARPA programs were actually
usable on robots that could
withstand the rigors of real rub-
ble. As a result, all the robots
used at the WTC site had to be
teleoperated.

I
n the aftermath of Sept.
11, CRASAR has taken on
the role of midwife to
smooth the transition of
key research from laborato-
ries all over the world to

the hands of responders. We
became an independent center
at the University of South
Florida and created a formal
response team with scientists
and medical personnel trained for USAR. Recently we were
awarded a NSF planning grant with the University of Minnesota
for an Industry/University Cooperative Research Center on Safety,
Security, and Rescue Robotics to further encourage investment by
companies in this critical area. 

As a result of our expertise as both researchers and users, we
have identified many major research issues. The physical attributes
of the robot itself require improvement. Currently, no robots are
made specifically for USAR. Mobility experts often make the mis-
take of developing platforms that can climb over rubble, not crawl

A view of the Inuktun micro-VGTV robot
being inserted into a sewer pipe at the
World Trade Center site in an attempt to
locate an entry to the basement. Note the
small size of the robot, the use of a tether
as a safety line for the vertical entry, and
the use of a camcorder to display the
video because of better resolution than
the manufacturer’s display. This is the
only external view of the robots that was
allowed to be photographed at the 
WTC site.

H  omeland Security
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vertically into the interior. We find a more signifi-
cant limitation is the lack of sensors that can be
mounted on the robots. Many navigation and map-
ping algorithms exist that are likely to be useful for
USAR but require multiple sensors approximately
the size of an average countertop coffee maker.
Given the most useful robot size is about the dimen-
sions of a shoebox, these sensors can’t be used. The
complexity of the environment—highly confined,
cluttered—viewed with video and FLIR (forward-
looking infrared) cameras mounted only a few
inches above the ground present a formidable chal-
lenge for autonomous control and especially percep-
tion. Indeed, several sets of victims’ remains were
missed at the WTC due to these issues in perception. 

Communications remains a huge issue. Micro-
sized robots require a tethered connection back to a
power and control source. The tether tangles but
also serves as a safety line as the robot descends
down into the pile. Wireless robots are larger and
more mobile, but still require a safety line and com-
munications is easily lost in the dense rubble.
Indeed, the only robot lost in the rubble at the
WTC and not recovered was a wireless robot, which
lost its control link and did not have any onboard
intelligence to attempt to move and reacquire the
signal. Trade-offs between tethers and wireless con-
nectivity must be explored. All of these issues will be
exacerbated by chemical, biological, or radiological
events. Robots will have to be hardened, easy to
operate from protective gear, and easy to decontam-
inate (or be inexpensive enough to be disposed of ).

I
n the rush to contribute their particular areas
of expertise, it is easy for researchers to forget
that security, especially emergency response, is
a human endeavor. Robots and agents will not
act alone but rather in concert with a spectrum
of trained professionals, cognitively and physi-

cally fatigued individuals, motivated volunteers, and
frightened victims. One impact of the human side is
that rescue workers today refuse to consider fully
autonomous systems designed to act as “yes/no
there’s something down there” search devices. Sce-
narios where a swarm of hundreds of robot insects
are set loose to autonomously search the rubble pile
and report to a single operator not only appear
impractical for search (and certainly for structural
assessment, victim management, and extrication as
well), but also ignore the organizational context of
USAR, which has a hierarchy of operators who
check and verify any findings from dogs, search
cameras, or other sources. As a result, we believe
good human-robot interaction (HRI) is critical to

the acceptance and success of rescue robot systems. 
In the USAR domain, the robot exists to provide

information to rescue workers as well as interact
with the victim. While these groups may not oper-
ate the robot, they must interact with it. On the
other hand, HRI is not about all the other members
of the team, it can also yield insights into traditional
robot-operator relationships. We’ve encountered
some surprises as well when we examined the inter-
action of the robot operator and robot in the field,
both from our tapes of the Sept. 11 WTC response
and our numerous field studies. Working with cog-
nitive scientists and industrial psychologists, we’ve
discovered strong evidence that it takes two people
to operate one robot: one operator focused on the
robot (how to navigate through this vertical drop
without tangling the safety rope?) and what David
Woods and his team at Ohio State refers to as 
a problem-holder (am I looking at signs of a 
survivor?). 

CRASAR has many publications and reports on
rescue robotics, most of which are available on our
Web site, www.crasar.org. We also have limited
opportunities for researchers to accompany us into
the field and collect data with fieldable robots and res-
cue professionals as part of the NSF-funded R4: Res-
cue Robots for Research and Response project.
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AUTOMATICALLYDETECTING
DECEPTIVE CRIMINAL

IDENTITIES

THE CRIMINAL MIND IS NO MATCH FOR SOME OF
THE LATEST TECHNOLOGY DESIGNED TO DETERMINE

FACT FROM FICTION IN SUSPECT IDENTITIES.

Here, we focus on uncovering pat-
terns of criminal identity deception
based on actual criminal records and
suggest an algorithmic approach to
revealing deceptive identities.

Interpersonal deception is defined as
a sender knowingly transmitting mes-
sages intended to foster a false belief or
conclusion by the receiver [1]. Methods
have been developed to detect deception

using physiological measures (for exam-
ple, polygraph), nonverbal cues, and
verbal cues. Nonverbal cues are indica-
tions conveyed through communication
channels such as micro-expression (for
example, facial expression), eye move-
ment, and body language. Verbal cues
are linguistic patterns exhibited in mes-
sages that may include deception. The
veracity of verbal cues can be measured

by GANG WANG, HSINCHUN CHEN,
and HOMA ATABAKHSH

Fear about identity verification reached new heights since the 
terrorist attacks on Sept. 11, 2001, with national security issues
related to detecting identity deception attracting more interest
than ever before. Identity deception is an intentional falsification
of identity in order to deter investigations. Conventional investi-
gation methods run into difficulty when dealing with criminals
who use deceptive or fraudulent identities, as the FBI discovered
when trying to determine the true identities of 19 hijackers
involved in the attacks. Besides its use in post-event investigation,
the ability to validate identity can also be used as a tool to pre-
vent future tragedies. 
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by empirical techniques (for example, Statement
Validity Assessment and Criteria-Based Content
Analysis) [7]. Police officers are trained to detect lies
by observing nonverbal behaviors, analyzing verbal
cues, and/or examining physiological variations.
Some are also trained as polygraph examiners.
Because of the complexity of deception, there is no
universal method to detect all types of deception.
Some methods, such as physiological monitoring and
behavioral cues examination, can only be conducted
while the deception is occurring. Also, there is little
research on detecting deception in data where few
linguistic patterns exist (for example, profiles con-
taining only names, addresses, and so on). Therefore,
existing deception detection techniques developed
for applications in communication and physiology
are not suitable for discovering deception in identity
profiles.

It is a common practice for criminals to lie about
the particulars of their identity, such as name, date of
birth, address, and Social Security number, in order to
deceive a police investigator. For a criminal using a
falsified identity, even if it is one quite similar to the
real identity recorded in a law enforcement computer
system, an exact-match query can do very little to
bring up that record. In fact, criminals find it is easy
and effective to escape justice by using a false identity.

A criminal might either give a deceptive identity or
falsely use an innocent person’s identity. There are
currently two ways law enforcement officers can
determine false identities. First, police officers can
sometimes detect a deceptive identity during interro-
gation and investigation by repeated and detailed
questioning, such as asking a suspect the same ques-
tion (“What is your Social Security number?”) over
and over again. The suspect might forget his or her
false answer and eventually reply differently. Detailed
questioning may be effective in detecting lies, such as
when a suspect forgets detailed information about the

person whose identity he or she is impersonating.
However, lies are difficult to detect if the suspect is a
good liar. Consequently, there are still many deceptive
records existing in law enforcement data. Sometimes
a police officer must interrogate an innocent person
whose identity was stolen, until the person’s inno-
cence is proven.

Second, crime analysts can detect some deceptive
identities through crime analysis techniques, of which
link analysis is often used to construct criminal net-
works from database records or textual documents.
Besides focusing on criminal identity information,
link analysis also examines associations among crimi-
nals, organizations, and vehicles, among others. How-
ever, in real life crime analysis usually is a
time-consuming investigative activity involving great
amounts of manual information processing. 

Record Linkage Algorithm
A literature survey was conducted to identify
research that could contribute to our understanding
of criminal profile analysis. In his review of this
field, Winkler [8] defined record linkage as a
methodology for bringing together corresponding
records from two or more files or for finding dupli-
cates within a file. Record linkage originated from
statistics and survey research. Newcombe [5] pio-
neered this work in a study designed to associate a
birth record in a birth profile system with a marriage
record in a marriage profile system if information in
both records pointed to the same couple. His work
enabled the first computerized approach to record
linkage. In recent years, record linkage techniques
have incorporated sophisticated theories from com-
puter science, statistics, and operations research [8].
Work on library holdings duplication is also a
related field.

Two basic components in record linkage are the
string comparator and the weight determination

we focus on uncovering patterns of criminal 
identity deception based on actual criminal records 

and suggest an algorithmic approach to 
revealing deceptive identities.
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method. The string comparator can determine the
degree of agreement between corresponding attrib-
utes, such as names, in two records. The weight deter-
mination is a mechanism to combine agreement
values of all fields and of results in an overall degree
of agreement between two records. The performance
of a string comparator is very important because it is
the key component in computing agreement values.
Although current string comparator methods
employed in record linkage have different limita-
tions, they can be improved significantly for various
applications.

Phonetic string comparator. To compute agree-
ment values between surnames, Newcombe [5]
encoded surnames using the Russell Soundex Code,
which represented the phonetic pattern in each sur-
name. According to the rules of Soundex coding, sur-
names were encoded into a uniform format having a
prefix letter followed by a three-digit number. Sur-
names having the same pronunciation in spite of
spelling variations should produce identical Soundex
codes. For example,
“PEARSE” and
“PIERCE” are both coded
as “P620.” However,
Soundex does not work
perfectly. In some cases,
names that sound alike
may not always have the
same Soundex code. For
example, “CATHY” (C300) and “KATHY” (K300)
are pronounced identically. Also, names that do not
sound alike might have the same Soundex code; for
example, “PIERCE” (P620) and “PRICE” (P620). 

Spelling string comparator. A spelling string
comparator compares spelling variations between two
strings instead of phonetic codes. In another pioneer-
ing record linkage study, Jaro [3] presented a string
comparator dealing with typographical errors such as
character insertions, deletions, and transpositions.
This method has a restriction in that common char-
acters in both strings must be within half of the length
of the shorter string. 

String comparison, whether string distance mea-
sures or string matching, has also attracted the inter-
est of computer scientists. A common measure of
similarity between two strings is defined by Leven-
shtein as “edit distance” [4], that is, the minimum
number of single character insertions, deletions, and
substitutions required to transform one string into
the other. The edit distance measure outperforms
Jaro’s method because it can deal with all kinds of
string patterns. Since edit distance is designed to
detect spelling differences between two strings, it

does not detect phonetic errors. 
Porter and Winkler [6] showed the effect of Jaro’s

method and its several enhanced methods on last
names, first names, and street names. In order to com-
pare the Soundex coding method, Jaro’s method, and
edit distance, we calculated several string examples
(used in [6]) using Soundex and edit distance respec-
tively. Table 1 summarizes a comparison of the results
from Soundex, Jaro’s method, and edit distance. Each
number shown in the table represents a similarity
measure (a scale between 0 and 1) between the corre-
sponding strings. We noticed that Soundex measures
gave improper ratings when two strings happened to
be encoded similarly, such as “JONES” (J520) and
“JOHNSONS” (J525), “HARDIN” (H635) and
“MARTINEZ” (M635). Edit distance measures were
capable of reflecting the spelling differences in cases
where Soundex measures were improper. Jaro’s
method could also detect spelling variations between
strings. However, it was unable to compare certain
string patterns (with scores of zero). In order to cap-

ture both phonetic and
spelling similarity of
strings, a combination of
edit distance and
Soundex was selected for
our research.

A Taxonomy 
of Criminal 
Identity Deception
In order to identify
actual criminal decep-
tion patterns, we con-

ducted a case study on the 1.3 million records at
Tucson Police Department (TPD). Guided by a vet-
eran police detective with over 30 years of service in
law enforcement, we identified and extracted 372
criminal records involving 24 criminals—each hav-
ing one real identity record and several deceptive
records. The 24 criminals included an equal number
of males and females, ranging in age from 18 to 70.
Records contained criminal identity information,
such as name, date of birth (DOB), address, identi-
fication numbers, race, weight, and height. Various
patterns of criminal identity deception became
apparent when we compared an individual’s decep-
tive records to his or her real identity record. 

Or discarded physical description attributes (for
example, height, weight, hair color, eye color) that
had little consequence for deception detection. With
visual scrutiny, suspects apparently do not lie about
their height or weight. Eye color and hair color are too
unreliable to be of any real importance. Criminals can

A pair of strings Soundex Jaro’s Edit distance

JONES

MASSEY

SEAN

HARDIN

JON

JOHNSONS

MASSIE

SUSAN

MARTINEZ

JAN

0.75

1.00

0.50

0.75

1.00

0.79

0.889

0.783

0.00

0.00

0.50

0.66

0.60

0.50

0.66

Table 1. Comparison between
Soundex, Jaro’s method, and
Edit distance.



easily make changes to those attribute. 
In the remaining attributes we found different pat-

terns of deception in each one. Consequently, we cat-

egorized criminal identity deception
into four types: name deception,
residency deception, DOB decep-
tion, and ID deception. The taxon-
omy of criminal identity deception was built upon
the case study and is summarized in Figure 1.

Name deception can take on a variety of options:

• Partly deceptive name: 62.5% of the criminal
records in the sample data set had more than
once given either a false first name or a false last
name. For example, “Ed Garcia” might have been
changed to “Ted Garcia.” 

• Using a completely different name: 29.2% of the
records had completely false names. Both first
name and last name were false. 

• Changing middle initial: Instead of a full middle
name, only middle initials are shown in the police
profiles. 62.5% of the records had modified mid-

dle initials, while the first name
and last name remained intact.
Criminals either left out or
changed their middle initials.
Also, they sometimes fabricated
a middle initial when there was
none. 

• Abbreviation and add-on:
29.2% of the criminal records
had abbreviated names or
additional letters added to
their real names. An example
of this is using “Ed” instead of
“Edward,” or “Edwardo”
instead of “Edward.” 

• Similar pronunciation: This
means using a deceptive name
having the same or similar
pronunciation, but spelled
differently. In our sample,

42% of the criminals used this method of
deception. For example, “Cecirio” can be altered
to “Cicero.” 

• Name exchange: 8% of the criminals transposed
last and first names. For example, “Edward
Alexander” might have become “Alexander
Edward.” 

DOB deception is easier than name deception to
define simply because it consists of year, month, and
day. By studying the deceptive cases, we found that
suspects usually made only slight changes to their
DOBs. For example, “02/07/70” might have been
falsified as “02/08/70.” Changes to month or year
also were frequent in the sample. In all DOB decep-
tion cases in our sample, 65% only falsified one por-
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Criminal Identity
Deception

Name Deception Residency
Deception

ID Deception DOB Deception
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Street type deception

Partly deceptive ID
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Birth date deception
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onth deception

Birth year deception

Figure 1. Taxonomy
of criminal identity

deception.

We present a record-linkage method based on string 
comparators to associate different deceptive 

criminal identity records. The experimental results 
have shown the method to be promising. 



tion of their DOB, 25% made
changes on two portions of their
DOB, and 10% made changes to
all three portions.

ID deception. A police
department uses several types of
identification numbers, such as
Social Security number (SSN) or
FBI ID number if one is on
record. Most suspects, excluding
illegal aliens, are expected to have
a SSN. Therefore, we only
looked into SSN records in our
sample data and found 58.3% of
the suspects used a falsified SSN.
Also, in the falsified SSNs, 96%
had no more than two digits different from the cor-
responding correct ones, for example, “123-45-
6789” may be falsified as “123-46-6789” or
“123-46-9789.” We found it rare for criminals to
deceive by giving a totally different SSN. In our sam-
ple data, only one suspect used a deceptive SSN
completely different from his real one. 

It is possible for a suspect to forget his or her SSN
and unintentionally give
an incorrect SSN. It is
important to note that giv-
ing a false SSN does not
automatically flag a decep-
tive record. It just tells
police officers to investi-
gate further. When we
compared SSNs between
two records, we examined
other fields as well. If the
SSN was the only altered
field in a comparison, the person who reported those
two records may have simply forgotten his or her
number. This was not considered as deception in our
case study and we only considered ID deceptions that
were accompanied by deception in other fields. 

Residency deception. Suspects usually made
changes to only one portion
of the full address; street
numbers and street types
were typically altered. In our
sample, 33.3% of the crimi-
nals had changed one portion of the address. Decep-
tion in more than one component of the address was
not found. 

Deception Detection Algorithm Design
and Experimental Results
To detect the deceptions identified in the taxonomy,

we chose the four most signifi-
cant fields (name, DOB, SSN,
and address) for our analysis.

The idea was to compare each corresponding field of
every pair of records. Disagreement values for each
field were summed up to represent an overall dis-
agreement value between two records. 

As previously discussed, we used a combination of
edit distance and Soundex
string comparators. To
detect both spelling and
phonetic variations between
two name strings, edit dis-
tance and Soundex disagree-
ment values were computed
separately. In order to cap-
ture name exchange decep-
tion, disagreement values
were also computed based
on different sequences of
first name and last name. We
took the disagreement value
from the sequence that had

the least difference (the minimum disagreement
value) between two names. Edit distance itself was
used to compare nonphonetic fields of DOB, SSN,

and address. Each disagree-
ment value normalized
between 0 and 1. The dis-
agreement value over all four
fields was calculated by a nor-
malized Euclidean distance
function. According to our
expert police detective, each

field may have equal importance for identifying a sus-
pect. Therefore, we started by assigning equal weights
to each field. 

Experiment data collection. In order to test the
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Training Results

Rate

100%

80%

60%

40%

20%

0%
0.40 0.45 0.48 0.50 0.55

Accuracy

False Negative

False Positive

Threshold

Figure 2. Training
accuracy comparison
based on different
threshold values.

Threshold

* False negative: consider dissimilar records as similar ones
** False positive: consider similar records as dissimilar ones

Accuracy False Negative* False Positive**

0.4

0.45

0.46

0.47

0.48

0.49

0.5

76.60%

92.20%

93.50%

96.10%

97.40%

97.40%

97.40%

23.40%

7.80%

6.50%

3.90%

2.60%

2.60%

2.60%

0.00%

0.00%

2.60%

2.60%

2.60%

6.50%

11.70%

Table 2. Accuracy comparison
based on different threshold
values.

Threshold Accuracy False Negative False Positive

0.48 94.0% 6.0% 0.0%

Table 3. The accuracy of
linkage in the testing data
set.



feasibility of our algorithm, a sample set of data
records with identified deception was chosen from
the police database. At the time, we were not consid-
ering records with missing fields. Therefore, we drew
from police profiles another set of 120 deceptive
criminal identity records with complete information
in the four fields. Our veteran Tucson police detective
verified that all the records had deception informa-
tion. The 120 records involved 44 criminals, each of
whom had an average of three records in the sample
set. Some data was used to train and test our algo-
rithm so that records pointing to the same suspect
could be associated with each other. 

Training and testing were validated by a standard
hold-out sampling method. Of the 120 records in the
test bed, 80 were used for training the algorithm,
while the remaining 40 were used for testing pur-
poses. 

Training results. A disagreement matrix was built
based upon the disagreement value between each pair
of records. Using the disagreement values in the
matrix, threshold values were tested to distinguish
between the in-agreement pairs of records and the dis-
agreement pairs. Accuracy rates for correctly recog-
nizing agreeing pairs of records using different
threshold values are shown in Table 2. When the
threshold value was set to 0.48, our algorithm
achieved its highest accuracy of 97.4%, with relatively
small false negative and false positive rates, both of
which were 2.6% (see Figure 2). 

Testing results. Similarly, a disagreement matrix
was built for the 40 testing records by comparing
every pair of records. By applying the optimal thresh-
old value 0.48 to the testing disagreement matrix,
records having a disagreement value of less than 0.48
were considered to be pointing to the same suspect
and were associated together. The accuracy of linkage
in the testing data set is shown in Table 3. The result
shows the algorithm is effective (with an accuracy
level of 94%) in linking deceptive records pointing to
the same suspect. 

Conclusion
We have presented a record-linkage method based
on string comparators to associate different decep-
tive criminal identity records. The experimental
results have shown the method to be promising. The
testing results also show that no false positive errors
(recognizing related records as unrelated suspects)
occurred, which means the algorithm has captured
all deceptive cases. On the other hand, all the errors
occurred in the false negative category, in which
unrelated suspects were recognized as being related.
In that case, different people could mistakenly be

considered the same suspect. This might be caused
by the overall threshold value gained from the train-
ing process. The threshold value was set to capture
as many true similar records as possible, nonetheless,
a few marginal dissimilar pairs of records were
counted as being similar. Currently, an investigator-
guided verification process is needed to alleviate
such a problem. An adaptive threshold might be
more desirable for making an automated process in
future research.

The proposed automated deception detection sys-
tem will also be incorporated into the ongoing
COPLINK project [2] under development since
1997 at the University of Arizona’s Artificial Intelli-
gence Lab, in collaboration with the TPD and the
Phoenix Police Department (PPD). It continues to be
funded by the National Science Foundation’s Digital
Government Program.
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QUESTIONING
LAWFUL ACCESS

TO TRAFFIC DATA

The path to technology-neutral policy is fraught 
with danger as more legislation is updated to
deal with new communications infrastructures.

Access to traffic data for law enforce-
ment purposes is a traditional tool for
investigation and intelligence gathering.
Traffic data is an elusive term, due in
part to technology variances. The poli-
cies regarding lawful access to traffic
data, however, are increasingly set in
technology-neutral language, while the
language and policies are often negoti-
ated at closed international fora. 

Even while policy changes are argued
as necessary due to international obliga-
tions and new technological realities,
these policies tend to ignore technolog-
ical details. Just as cryptography policies
of key escrow were misinterpreted by
government as updates “to maintain the

status quo” [8]; updating legal defini-
tions of traffic data while not acknowl-
edging the increased sensitivity of the
data is problematic. 

In the days of plain old telephone
systems (POTS), the content of com-
munications was considered sensitive
and therefore any interception required
constraint, for example, judicial war-
rants in the U.S. and politician-autho-
rized warrants in the U.K. The same
rule did not apply to traffic data: num-
bers called, calling numbers, and so on.
This data was considered less invasive,
and therefore only required minimal
constraint. An additional factor was
that traffic data was stored by telephone

< By Alberto Escudero-Pascual and Ian Hosein

A
fter some successes and many missteps, the regula-
tory environment surrounding technology policy is
transforming. Lessons taken from content, copy-
right, and cryptography policy processes, among
others, have resulted in the emergence of technol-
ogy policy innovations. Two particular innovations

are the internationalization of policy-making, and technology-neu-
tral policies. However, these concepts come with risks that are par-
ticularly apparent when we look at policies on lawful access to
traffic data.
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companies and in turn was available for access by law
enforcement agencies, while content was not: traffic
data was available, legally less sensitive, and so, law-
fully accessible. 

The traffic data records collected by telephone
companies are generally of a form similar to:

19991003070824 178 165 0187611205 46732112106------001----

003sth 46 4673000----0013 14 10260

The most significant fields are date and time of the
start of the call, duration of the call, and caller and
receiver phone numbers. 

Traditional investigative powers of access to traffic
data were established with traditional technological
environments in mind. Governments are now updat-
ing these policies to apply to modern communica-
tions infrastructures. If governments insist on
applying traditional powers to these new infrastruc-
tures, the new policies must acknowledge that the
data being collected now is separate from tradition.

Many policy initiatives have involved articulations
regarding the importance of being technology neu-
tral. When the Clinton Administration first
announced its intention to update lawful access pow-
ers, it proposed to “update the statutes in outmoded
language that are hardware specific so that they are
technologically neutral” [7]. Meanwhile, as noted by
the Earl of Northesk in tempestuous debates in the
U.K.’s House of Lords regarding the Regulation of
Investigatory Powers Act 2000: “One of the many
difficulties I have with the Bill is that, in its strident
efforts to be technology neutral, it often conveys the
impression that either it is ignorant of the way in
which current technology operates, or pretends that
there is no technology at all” [9].

Technology-neutral policy is seen as a way to deal
with concerns of governments mandating a specific
type of technology. While this is favorable in the case

of some policies that affect market developments,
technology-neutral lawful access policies may contain
hazardous side effects. Indeed, technology-neutral
language may be used to ignore the challenges and
risks to applying powers to different infrastructures.

Defining Traffic Data
Intergovernmental organizations, particularly the
Group of 8 (G8) and the Council of Europe (CoE),
have been working for a number of years to ensure
lawful access to traffic data. Both the G8 and the
CoE have been criticized by industry and civil soci-
ety because of their ambiguous and problematic
approaches, and the closed nature of their processes.
Yet policies continue to be decided there, and
brought to national parliaments under the guises of
harmonization and international obligations.

The G8 formed a senior experts group in 1995 to
develop an international cooperation regime to
address transnational organized crime. This Lyon
Group has since been active on high-tech surveil-
lance-related policies, including three meetings with
industry representatives throughout 2000 and 2001.
Arising from that work, the G8 working-definition
of traffic data is “non-content information recorded
by network equipment concerning a specific com-
munication or set of communications” [10].

The CoE, a 45-member intergovernmental orga-
nization, has convened closed meetings since 1997 to
develop a treaty establishing lawful access powers
across borders. The CoE Convention on Cybercrime
defines traffic data as “any computer data relating to
a communication by means of a computer system,
generated by a computer system that formed a part in
the chain of communication, indicating the commu-
nication’s origin, destination, route, time, date, size,
duration, or type of underlying service” [2]. In the
convention’s Explanatory Report [3], the CoE states
that traffic data should be defined so as “to not refer”

The policies regarding lawful access to 

traffic data, however, are increasingly set in 

TECHNOLOGY-NEUTRAL LANGUAGE, while 

the language and policies are often negotiated at 

CLOSED INTERNATIONAL FORA. 
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to the content of a communication; but this is a non-
binding interpretation. 

One is left to wonder what is included and what is
excluded by these vague definitions. While subject
lines in email may be content, uncertainty arises as to
whether the name of files requested (for example,
HTTP requests), URLs (for example, www.com-
puter.tld), search parameters, TCP, or IP headers, and
other such data is considered content or traffic data.
A report of a transaction by an individual with server
158.143.95.65 may be considered traffic data; but
the name of the Web site(s) run on a server may dis-
close more information (for example,
aidshelpline.org). Search parameters in the URLs and
the name of files accessed may refer to the content of
the communications. If we consider the next-genera-
tion Internet, mobility bindings or routing informa-
tion included in the IPv6 extended header will
include absolute or relative location information.
The location information is part of the mobility sig-
naling protocol and hence fits into the definitions of
traffic data discussed here.

Some states have tried to deal with this challenge
in their legislative language. The U.K.’s Regulation of
Investigatory Powers Act 2000 went through much
iteration, particularly in the so-called “Big Browser”
debates, before the language was agreed upon. Traffic
data is defined in theory as data about the source and
destination of a transaction, and data about the rout-
ing and the tying of separate packets together. This
definition is complemented by the legal definition of
communications data, that is, data used by the net-
work; or exists within logs; or other data collected by
service providers. However the definitions are also
quite clear about the extent of information that qual-
ifies: this data does not include URLs per se, and may
only include the name of the computers running a
service, while the specific resource used qualifies as
content, and accorded greater protection. Therefore,
the IP address in the U.K. is traffic data, while
www.url.tld/file.html is tantamount to content.

Other states have failed to respect this level of
technological awareness. Previous U.S. policy differ-
entiated between traffic data from cable and tele-
phone communications. The Cable Act once
protected traffic data to a greater degree than tele-
phone traffic data, as viewing habits were considered
sensitive. Now that cable infrastructure is also used
for Internet communications (which were previously
used over telephone lines, and thus traditional laws
applied), successive White House administrations
worked to erase this cable traffic distinction, finally
succeeding with the USA Patriot Act. Rather than
deal with the specifics of digital communications

media and services, the changes in U.S. law reduce
the protections of traffic data for cable Internet com-
munications to what had previously existed for tele-
phone communications data. 

This can be interpreted as a boon to law enforce-
ment. According to U.S. Attorney General John
Ashcroft: “Agents will be directed to take advantage
of new, technologically neutral standards for intelli-
gence gathering. ...Investigators will be directed to
pursue aggressively terrorists on the Internet. New
authority in the legislation permits the use of devices
that capture senders and receivers addresses associ-
ated with communications on the Internet” [1].

Traffic data blurs with the content of communica-
tions as new communications infrastructures are
encompassed under existing practices. The legal pro-
tection of this data is reduced as distinctions applied
are based on categorical decisions established under
older technologies. The separation of content and
traffic remains elusive, even in policy language.

Categorical Determinants
Traffic data under the POTS as considered derivative,
and while informative, it did not necessarily disclose
the sensitive details of an individual’s life. Under the
Cable Act, Congress accepted that the disclosure of
individual viewing habits deserved greater protection;
but such protections were later deemed unnecessary
for the Internet.

Traffic data’s constitution differs by communica-
tions medium. Here, we present dial-in records, wire-
less LANs, and search engines to preview what can
accessed by technology-neutral law enforcement
powers.

Dial-in records. The Remote Authentication Dial-
In User Service (RADIUS) is a client/server security
protocol, designed to manage dispersed modem
pools for large numbers of users. This tends to
involve managing a single database of users, allowing
for authentication (verifying user name and pass-
word) as well as configuration information detailing
the type of service to deliver.

Many ISPs are outsourcing the access network to
big operators that provide dial-up connectivity
worldwide. Internet users dial into a modem pool
attached to a Network Access Server (NAS) that
operates as a client of RADIUS. The client is respon-
sible for passing user information to designated
RADIUS servers (managed by the ISP) and then act-
ing on the response returned.

The RADIUS server stores usage information for
dial-in users, often for billing purposes. When the
user is authenticated and the session has been config-
ured according to the authorization information, an



accounting start record is created. When the user’s
session is terminated, an accounting stop record is
created.

The most significant fields of the start/stop
records are:

Start and Stop Timestamps 
Timestamp records the “Start” and “Stop” time
on the RADIUS accounting host. The duration 
of a session “Acct-Session-Time” is computed 
by subtracting the “Start” and “Stop” timestamps. 

Call(ed,ing)-Station-Id 
Called-Station-Id records the telephone number
called by the user. 
Calling-Station-Id records the  number the user is 
calling from. 

Figure 1 depicts part of the start and stop
RADIUS records.

From this log we can extract a
limited amount of information
regarding the content of the com-
munications transactions that took
place. The user has been identified
(aep@somedomain.org), the num-
ber of the caller (01223555111,
which is a Cambridge number)
and the location being called
(02075551000, London), IP
address assigned (62.188.17.227),
the duration (21s), number of
bytes and packets sent and
received, type of connection, date
and time. The traffic data over
time identifies the change in loca-
tion of a user despite the common
dialed number. As users roam glob-
ally with different access telephone
numbers, the user identification
remains static. In this sense, the col-
lected traffic data is mildly more

sensitive than traditional telephone data: where
POTS traffic data pivots around a given
telephone/ID number, RADIUS data pivots around
a user ID regardless of location; therefore disclosing
location shifts. The ISP now knows everywhere their
customers connect from; information that may be
useful to other parties.

Wireless LAN association records. Such mobility
becomes more problematic within wireless environ-
ments. In a standard wireless LAN environment
using IEEE 802.11b, a radio cell size can vary from
hundreds of meters in open air, to a small airport
lounge. Before the mobile station (STA) is allowed to
send a data message via an access point (AP), it must
first become associated with the AP. The STA learns
what APs are present and then sends a request to
establish an association. 

The significant records of a centralized association
system log are illustrated in Figure 2 and include:

time_GMT 
Time when a mobile node 
associates with a base station 

Cell_ID 
Base station unique identifier in
the LAN 

MAC_ID 
A unique identifier of a mobile 
device.

In our analysis of collected logs
we identified moments where two
individuals were alone within a cell,
and whether they arrived together. It
is tempting to analyze these logs by
drawing an analogy with the POTS,
that is, a registration of a mobile

node with an access point could be seen as the estab-
lishment of a phone call between both parties. This
analogy is simplistic as it doesn’t consider the
Cell_IDs represent places (airport, conference room,
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The landscape for lawful access powers 

REMAINS QUITE FRAGMENTED.

Fri Oct 19 11:30:40 2001
   User-Name = "aep@somedomain.org"
   NAS-IP-Address = 62.188.74.4
   Acct-Status-Type = Start
   Acct-Session-Id = "324546354"
   Acct-Authentic = RADIUS
   Calling-Station-Id = "01223555111"
   Called-Station-Id = "02075551000"
   Framed-Protocol = PPP
   Framed-IP-Address = 62.188.17.227 
   
Fri Oct 19 11:31:00 2001
   User-Name = "aep@somedomain.org"
   NAS-IP-Address = 62.188.74.4
   Acct-Status-Type = Stop
   Acct-Session-Id = "324546354"
   Acct-Authentic = RADIUS
   Acct-Session-Time = 21
   Acct-Input-Octets = 11567
   Acct-Output-Octets = 3115
   Acct-Input-Packets = 96
   Acct-Output-Packets = 74
   Calling-Station-Id = "01223555111"
   Called-Station-Id = "02075551000"
   Framed-Protocol = PPP
   Framed-IP-Address = 62.188.17.227

Figure 1. RADIUS
start and stop

records.



restaurants) and the registration timestamps can
reveal if two nodes are (moving) together. Data min-
ing of association records (registration and deregistra-
tion) can provide sufficient information to draw a
map of human relationships [4].

HTTP requests to a search engine. The media dis-
cussed here may involve
further traffic data in the
form of Internet proto-
cols. The GET and
POST methods in the
Hypertext Transfer Pro-
tocol (HTTP) allow a
Web client to interact
with a remote server. In
the most common search
engines, the keywords are included in the HTTP
header as part of a GET method. All the Web logs
can be transformed to a W3C common log file for-
mat that contains the IP address of the client, the
connection time, the object requested and its size (see
Figure 3). 

If traffic data residing in logs
is analyzed, a great deal of intelli-
gence can be derived. Observing
the logs we can see for example,
that 212.164.33.3 has requested
(in a short period of time) infor-
mation about
“railway+info+London” and
“union+ strike” in two different
requests. We may identify not
only the patterns of an individu-
al’s movements online, but also
interpret an individual’s inten-
tions and plans. Or more dan-
gerously, one could derive false
intentions (“child+pornography”
may be a search for studies on
the effects of pornography on children). Much more
can be ascertained with some data mining, even if IP
addresses are assigned dynamically, allowing for trace-
ability based on habits and interests; and com-
pounded with location data, previous NAS data, a
comprehensive profile can be developed.

The Shape of Things
Even the COE acknowledges, in passing, that the
breadth of possible traffic data may be problematic.
“The collection of this data may, in some situations,
permit the compilation of a profile of a person’s inter-
ests, associates and social context. Accordingly Parties
should bear such considerations in mind when estab-
lishing the appropriate safeguards and legal prerequi-

sites for undertaking such measures” [3].
However, no such safeguards or prerequisites are

mandated nor discussed in detail. The convention
text is mute on this matter.

Shifting between infrastructures gives different
data; but converging infrastructures is even more

worrisome. Mobile com-
munications systems
magnify the sensitivity of
traffic data; wireless
LANs were presented as
an indication of the
shape of things to come
as we encounter new pro-
tocols and infrastruc-
tures, for example,

third-generation wireless systems
running IPv6. 

Yet governments want access
to this information. The collection and access meth-
ods currently under consideration are preservation
(access to specified data of a specific user collected by

service providers for business purposes), retention
(requiring all logs for all users be stored beyond their
business purpose), and real-time (government access
to real-time data flows). These powers are enshrined
in G8 and CoE agreements; and will be appearing in
national laws near you, if they are not already there.

The national laws that enshrine these collection
and access powers differ remarkably, despite being
established under the umbrella/guidance of the G8
and the CoE. Neither organization places require-
ments on countries to require safeguards such as lim-
itation on access, or specified purposes for collection,
and authorizations through judicial warrants. We
believe that national deliberation on these matters
will be limited because governments will claim, as
they already have, that the policy changes are
required due to international obligations, or worse,
technological imperatives. These international policy
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Time_GMT=20010810010852 Cell_ID=115 MAC_ID=00:02:2D:20:47:24
time_GMT=20010810010852 Cell_ID=115 MAC_ID=00:02:2D:04:29:30
[..]
time_GMT=20010810010854 Cell_ID=129 MAC_ID=00:02:2D:04:29:30
time_GMT=20010810010854 Cell_ID=129 MAC_ID=00:02:2D:20:47:24
[..]
time_GMT=20010810010856 Cell_ID=41 MAC_ID=00:02:2D:04:29:30
time_GMT=20010810010856 Cell_ID=41 MAC_ID=00:02:2D:20:47:24
[..]
time_GMT=20010810010900 Cell_ID=154 MAC_ID=00:02:2D:20:47:24
time_GMT=20010810010900 Cell_ID=154 MAC_ID=00:02:2D:04:29:30

Figure 2. Wireless LAN
data logs.

295.47.63.8 - - [05/Mar/2002:15:19:34 +0000]
  "GET /cgi- bin/htsearch?config=htdigx&words=startrek HTTP/1.0"  200 2225
295.47.63.8 - - [05/Mar/2002:15:19:44 +0000] 
  "GET /cgi-bin/htsearch?config=htdig&words=startrek+avi HTTP/1.0" 200 2225
215.59.193.32 - - [05/Mar/2002:15:20:17 +0000] 
  "GET /cgi-bin/htsearch?config=htdig&words=Modem+HOWTO HTTP/1.1" 200 2045
192.77.63.8 - - [05/Mar/2002:15:20:35 +0000] 
  "GET /cgi bin/htsearch?config=htdig&words=conflict+war HTTP/1.0" 200 2225 
211.164.33.3 - - [05/Mar/2002:15:21:32 +0000]
  "GET /cgi-bin/htsearch?config=htdigx&words=railway+info HTTP/1.0" 200 2453
211.164.33.3 - - [05/Mar/2002:15:21:38 +0000] 
  "GET /cgi-bin/htsearch?config=htdigx&words=tickets HTTP/1.0" 200 2453
211.164.33.3 - - [05/Mar/2002:15:22:05 +0000] 
  "GET /cgi-bin/htsearch?config=htdigx&words=railway+info+London HTTP/1.0" 200 8341
212.164.33.3 - - [05/Mar/2002:15:22:35 +0000] 
  "GET /cgi-bin/htsearch?config=htdigx&words=union+strike HTTP/1.0" 200 2009
82.24.237.98 - - [05/Mar/2002:15:25:29 +0000] 
  "GET /cgi bin/htsearch?config=htdigx&words=blind+date HTTP/1.0" 200 2024

Figure 3. Sample
search engine traffic

data.



dynamics thus reduce deliberation and our ability to
inform policy discourse.

The landscape for lawful access powers remains
quite fragmented. U.K. law separates URLs from
traffic data, and yet practices very weak access con-
straints (any number of government agencies may
access this data); and later proposed retention
regimes for periods ranging from four days (Web
cache), six months (RADIUS, SMTP, and IP logs),
and seven years [5]. The U.S. recently introduced
technology neutrality to its laws thus reducing earlier
protections, but the U.S. has stronger access protec-
tions than the U.K.; and has no retention require-
ments. 

With over 30 signatory states including the U.S.,
Canada, Japan, Romania, France, and Croatia, we
can rest assured that there will be selective interpreta-
tion in implementation of the CoE cybercrime con-
vention. Even among the G8 countries, the
protections afforded to citizens’ communications in
Italy, Germany, the U.S., and Russia vary greatly. 

While policies may vary, the sensitive nature of the
data produced does not. Traffic data analysis gener-
ates more sensitive profiles of an individual’s actions
and intentions, arguably more so than communica-
tions content. In a communication with another
individual, we say what we choose to share; in a
transaction with another device, for example, search
engines and cell stations, we are disclosing our
actions, movements, and intentions. Technology-
neutral policies continue to regard this transactional
data as POTS traffic data, and accordingly apply
inadequate protections. 

The Canadian government, claiming its intention
to ratify the CoE convention, has already proposed
to consider all telecommunications services as equiv-
alent. “The standard for Internet traffic data should
be more in line with that required for telephone
records and dial number recorders in light of the
lower expectation of privacy in a telephone number
or Internet address, as opposed to the content of a
communication” [6]. This is disingenuous: the civil
servants who wrote this policy are the same as those
who participated in drafting the CoE and the G8
agreements. Select components of these agreements
are thus brought home for ratification while the rec-
ommended protections are not.

This is not faithful to the spirit of updating laws
for new technology. We need to acknowledge that
changing technological environments transform the
policy itself. New policies need to reflect the totality
of the new environment. 

These technology policy innovations fail to do so.
Governments seek technology-neutral policy, and are

doing so at the international level. This appears to be
to the advantage of policy-setters. New powers are
granted through technological ambiguity rather than
clear debate. International instruments, such as those
from the Group of 8 and the Council of Europe, har-
monize language in a closed way with little input and
debate. These problems will grow as more countries
feel compelled to ratify and adopt these instruments;
or feel it is in their interests to do so. Implementa-
tion, however, will still be fragmented and will likely
be in the interests of increasing access powers of the
state.

Attempts to innovate policy must be interrogated,
lest we reduce democratic protections blindly.  
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Toward an Integrated 
Framework for Modeling
Enterprise Processes

Enterprise process modeling is the
most important element in the design
of next-generation ERP systems.

Since the mid-1990s, many large- and
mid-size enterprises have implemented
off-the-shelf enterprise software packages
(also called enterprise resource planning,
or ERP, systems) to integrate their busi-
ness activities, including human resource
management, sales, marketing, distribu-
tion/logistics, manufacturing, and
accounting. Enterprise systems promise
not only information integration but the
benefits of reengineered and radically

improved business processes as well. “The
business world’s embrace of enterprise
systems,” according to [4], “may in fact
be the most important development in
the corporate use of information technol-
ogy in the 1990s,” an assessment that’s
just as valid today. However, despite a few
dramatic successes, many companies still
reportedly fail to realize these benefits
while incurring huge cost and schedule
overruns.

By Nikunj P. Dalal, Manjunath Kamath,
William J. Kolarik, and Eswar Sivaraman

I
magine that a large company has spent hundreds
of millions of dollars and three years implement-
ing an enterprisewide information system. But
when the system goes live, the company discovers
the system is incapable of supporting the volume
and price structure of its distribution business.

The project fails, and the company suffers monumental
losses and is ultimately driven into bankruptcy. The com-
pany sues the vendor of the software package, blaming it
for its losses. A hypothetical situation? Hardly. This disas-
ter story is as true as it is regrettable and avoidable [4].
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Given these mixed results, what should companies
do? Rejecting enterprise software as an enterprise-inte-
gration solution altogether would be foolhardy, given
the multimillion-dollar investments many companies
have made in the software and the partial success many
of them have realized. Moreover, next-generation enter-
prise software from such vendors as SAP, Oracle, and
PeopleSoft is evolving rapidly, promising to improve
flexibility, implementation, and support for the
extended enterprise through modules for customer
relationship management, advanced planning systems,
supply chain management, and collaborative com-
merce in a Web-based environment. Consulting firm
Gartner Group estimates that by 2005, this next gen-
eration of ERP it calls ERP II [11] will replace current
ERP systems, thus requiring companies to upgrade.
Enterprise process modeling is crucial to the design of
ERP II systems.

A common source of difficulty implementing enter-
prise software involves management’s understanding of
its own business processes [6]. A business process,
which is different from a traditional business function,
is typically cross-functional and involves the reciprocal
or simultaneous flow of information between two or
more functional areas, as well as among the functions
within these areas. For example, the order-fulfillment
process involves inputs from sales, logistics, manufac-
turing, and finance, as it progresses from sales order
entry, to delivery of the product, to the final step of col-
lecting cash payment from customers. Business
processes, including order-fulfillment, procurement,
and product development, hold the key to the financial
success of an enterprise. In theory, an enterprise system
is ready to support business processes because it encap-
sulates best business practices, or the tried and success-
ful approaches to implementing business processes, and
is hence the ideal vehicle for delivering the benefits of
an integrated cross-functional approach. 

However, “As many companies get ready to imple-
ment standard software, they encounter the problem of
how to simplify and model the enormous complexity
of their business processes” [6]. The result is that com-
panies often face the dilemma of whether to adapt to
the software and radically change their business prac-
tices or modify the software to suit their specific needs. 

Even if they decide to modify the software, they still
face maintenance and integration issues. Many enter-
prise systems today are notably inflexible with respect
to process specification and implementation [4]. More-
over, the packages are difficult to change and extend
due to their complex proprietary application program
interfaces and database schemata—a far cry from pro-
posed open standards of e-commerce [8]. Even if a
company were to overcome this barrier, modify its soft-

ware, and painstakingly build complex interfaces with
other information systems, its maintenance and inte-
gration issues would still not be completely resolved.
The modification trauma is reexperienced every time
the enterprise software vendor issues a new release of its
software. To be sure, leading ERP vendors are working
to resolve these issues, though much remains to be
done to realize the ERP II vision.

A holistic solution approach garnering considerable
researcher attention calls for renewed focus on enter-
prise process models instead of on technologies alone.
It envisions enterprises having the flexibility to redesign
enterprise processes—regardless of whether the new
processes are derived from clean-sheet process reengi-
neering unhindered by technological considerations or
whether industry-standard best practices are incorpo-
rated into the software. From this perspective, process
models that are easily created, modified, and analyzed
greatly aid process-reengineering efforts to realize the
promised benefits of enterprise systems. Hence,
researchers and managers are increasingly interested in
techniques, existing and new, for business-process
modeling, specification, implementation, mainte-
nance, and performance improvement [9]. 

We’ve developed an enterprise process-modeling
framework that can serve as the foundation for next-
generation enterprise systems. Here, we outline some
limitations of existing enterprise modeling techniques
and architectures, describe a prototype implementation
of the framework, and conclude with the significance
of this work. 

Enterprise Process Modeling Techniques
Many techniques for modeling enterprise processes,
including Data Flow Diagrams (DFDs), Integration
Definition for Function Modeling (IDEF0), and activ-
ity diagrams in the Unified Modeling Language, have
their roots in process modeling for software develop-
ment. In 1992, [3] reported “Process modeling work is
still young, and the span of the research agenda is still
being formulated. Nevertheless, work to date holds
promise for benefits in management, process-driven
environments, and process reengineering.” However,
this promise has been only partially realized with the
evolution of a number of techniques, architectures, and
frameworks focusing on modeling the enterprise in
general and business processes in particular. Such
approaches focus on modeling the enterprise in order
to reengineer or redesign business processes with the
help of information technology. In a broader context,
the technology itself is but a part of a greater whole,
including the enterprise, the supply chain, and entire
groups of related industries. Techniques include the
Computer Integrated Manufacturing Open System
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Architecture business process modeling approach, the
Integrated Enterprise Modeling approach, the Purdue
Enterprise Reference Architecture, the predicate-logic-
based Toronto Virtual Enterprise method, Baan’s
Dynamic Enterprise Modeling method, and SAP’s adap-
tation of the Event-driven Process Chain method (part of
the Architecture of Integrated Information Systems).
Each provides a basic set of constructs to model enter-
prise functionality [5] but also involve four major gaps: 

Need for a theory base.
Existing process models
are descriptive but lack
prescriptive capabilities.
That is, they do not pro-
vide business modelers or
system architects a formal
theoretical base from
which business processes
can be analyzed in a rigor-
ous, quantitative manner.
This gap is serious; formal
analysis is essential for
learning the effect of
changes in process logic and parameters on business
performance measures in the interests of making better
business decisions. Moreover, an underlying formalism
would help the enterprise system architect generate
multiple, whole-process views of the enterprise at vari-
ous levels of abstraction. Such a capability is essential
for managing the enterprise.

Need for modeling and implementing distributed com-
puting. Many existing process modeling techniques do
not explicitly incorporate the distributed computing
paradigm of the Internet and lack the syntax and
semantics necessary for modeling the distributed enter-
prise and for designing and implementing the process
model in an Internet-based environment. Still needed
are modeling techniques compatible with the distrib-
uted infrastructure of the Internet. Companies using
mid- and large-scale ERP systems are dispersed geo-
graphically, making it imperative that their users be able
to collaborate in creating, modifying, and analyzing
process models from any location at any time. The
need for distributed access to process models is even
greater for next-generation extended enterprises and
virtual organizations. The process models in the enter-
prise software toolkit have not kept pace with other
developments in the computing paradigm.

Need for new process redesign semantics. Many process
modeling techniques, especially those originally
designed for software development, including DFDs,
are general-purpose by design. As a result, they lack
explicit semantics for enterprise-oriented concepts like
cost and time. While enterprise modeling architectures

and workflow software for process redesign allow for
these concepts, they are not generally tied to enterprise
software. Moreover, information on cost drivers and
process performance measures, including time, quality,
and efficiency, are not readily captured in existing
enterprise modeling systems. The challenge for the
architect is to create a simple and usable process-mod-
eling technique that also represents enterprise-oriented
semantics. 

Need to link business and
engineering processes. Con-
ventional wisdom points to
the fact that business results
are tied to physical
processes, whereby resources
are converted to products
satisfying market demand.
However, contemporary
process modeling approaches
do not adequately reflect the

interrelationships between business and production engi-
neering. Engineering approaches generally focus on phys-
ical conversion at one end of the process spectrum, while
business approaches focus on market and financial strate-
gies at the other end. To be effective, process design,
control, and improvement demand the use of modeling
methods with scalable and dynamic properties provid-
ing seamless links between business and technical
process issues.

Holistic Management
Together these four needs support the case for an inte-
grated process modeling framework. Our framework
thus takes an interdisciplinary approach, with inputs
from information systems, accounting, computer sci-
ence, industrial engineering, and business disciplines
(see Figure 1).

Any modeling approach must keep the user in the
loop. The strengths of popular process modeling tech-
niques, including DFDs and IDEF0, reflect their sim-
plicity; even novice end users readily understand the
associated graphical symbols and terminology. The
framework emphasizes business users and specialized
modelers who create, modify, analyze, and use enter-
prise process models. 

These models have at least two layers: front-end
graphical and back-end formal. A theoretical base is
established by well-defined mappings between the user-
oriented graphical model at the front end and its corre-
sponding formal representation at the back end. The
mapping is two-way; a formal representation can be
generated from a user’s graphical model and vice versa.
Note that the mappings are more than translations.
Analysis performed at the back end may provide inputs

Front-end layer

Back-end layer

Two-way
mapping

Enterprise Process
Models

Process Improvement
Linkages

Economic/Accounting
(such as Activity Based

Management)

Business Process
Reengineering

(such as Fishbone Analysis)

Engineering/Design
(such as Value Chain)

Distributed Computing
(such as XML)

User-oriented
graphical representation

Formal representation
(Petri nets)

Business
Users

Modelers

Figure 1. Conceptual model of
the framework.



to modify the front-end graphical
model and vice versa. The framework
entails a process modeling language

incorporating various process improvement methods, as
shown in Figure 1.

Implementation. We demonstrated the framework’s
feasibility with a proof-of-concept
implementation at the Center of
Computer Integrated Manufac-
turing at Oklahoma State Univer-
sity with four components: a
graphical process modeling tech-
nique; Petri net theory providing a
formal theory base; XML for map-
ping the front-end graphical layer
to the formal Petri net layer; and a
Web-based software prototype. 

The front-end modeling layer
is based on our newly developed
graphical process modeling lan-
guage—the Enterprise Process
Modeling Language, or EPML
[1]—which builds on such exist-
ing process modeling techniques
as DFDs, IDEF techniques, and
SAP’s Event-driven Process Chain
technique. Figure 2 outlines a
model created in EPML involving approval of purchase
requisitions. A requisition is first assigned to an
approver; if no approver is available, the requestor is
prompted to take appropriate action. If an approver is
available, the requestor is informed, and a record is
maintained of the status of the requisition. Once the
approver processes the requisition, the requestor is noti-
fied of the rejection or approval outcome.

The graphical models created through EPML are
then formalized as Petri net models. Although Petri net
theory is used here, the framework is general-purpose,

allowing for the coexistence of
other formalisms as well. Petri
nets provide a strong mathemati-
cal foundation for modeling and
analyzing concurrency, choice,
asynchronous completion [7],
state transitions, and other aspects
of business processes [2, 9]. Petri
net-based analysis results in such
quantitative summary measures as
throughput and response time.
Petri nets have also been used for
modeling workflows and verifying
the correctness of control flow in
business processes [2, 9, 10]. 

The translation between the
front-end EPML model and the back-end Petri net
representation is achieved through an XML-based
markup language; Figure 3 outlines this approach
using a subset of a larger model we created for a repre-
sentative next-generation enterprise involved in the
direct selling of computers to end customers.

Mapping a graphical process model to Petri net rep-
resentation is achieved in two steps, as shown in the fig-
ure. First, the elements necessary for specifying flow of
control in a business process—the tasks, their sequenc-
ing, and the logical transitions among them—are rep-
resented using a Petri net model that maintains nearly
one-to-one correspondence with its equivalent EPML
graphical model; we call this model the Task Specifica-
tion Diagram, or TSD, which is used to verify the cor-
rectness of the control flow specification. Verification is
essential for automated control and coordination of
business processes, because the control flow drives the
scheduling, sequencing, resource assignment, and allo-
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cation needed to create the final product or service.
Once correctness of control flow is established, it is nec-
essary to ensure the correctness of the resource assign-
ment policies and input-output specifications. This
second step involves enrichment of the TSD with the

details of each task’s input, output,
and resource requirements; we call
this resulting Petri net representa-

tion a Task Execution Diagram, or TED. The table here
includes sample analysis questions addressable through
the TSD and the TED. The analysis questions relate to
correctness of control flow (studied using the TSD) and
execution correctness and run-time performance met-
rics (studied using the TED).

Conclusion
Enterprise integration remains a challenging problem
for many organizations. Enterprise systems, once
viewed as a technological panacea for dealing with
information fragmentation, have produced mixed
results. Building better enterprise systems requires
putting the enterprise back into enterprise systems [4],
along with enterprise process modeling. The frame-
work we developed addresses several modeling con-
cerns relating to theory, distributed computing, process
semantics, and links between business and engineering
processes. With Petri net theory underlying the frame-
work’s graphical process models, managers and design-
ers get both ease-of-use of graphical process modeling
and the ability to perform rigorous quantitative and
qualitative performance analysis. An XML-based
markup language for mapping from the front end to
the back end (and vice-versa) enables a standard layer
for communicating with the existing systems of cus-
tomers, partners, and suppliers. 

Still needed is a comprehensive theoretical foundation
to drive the design and construction of next-generation
enterprise systems. Practitioners and researchers from
computing, business management, engineering, and

related areas must collaborate to develop effective tools,
techniques, and methods for ERP II. Architectural issues
underscored by this work include: building holistic
process models that link business and technical parame-
ters; integrating—semantically, logically, and physi-

cally—process submodels created
by distributed users; linking
descriptive models to underlying
formal analytic models; and linking
process models with the overall
logic of enterprise systems.
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Type of Analysis Sample QuestionsRepresentative Analysis Issues

Design. To verify the 
correctness of the 
flow of control in the 
process definition.

Performance. To 
evaluate the execution 
correctness and  
run-time performance 
of the process.

Can the customer assemble all valid 
system configurations?

Can the user's dialogue reach undesirable 
intermediate dead-end states from which 
there are no more options to proceed?

Is it possible for the system to charge a 
customer twice?

Can the order-fulfillment process get stuck
 indefinitely in some intermediate process?

What are the bottleneck resources? What 
is the average time to complete a customer 
order? What are the odds the customer 
order is delivered in two weeks?

1. Termination. Can a process attain all 
terminal state(s)?

2. Deadlock. Can a process attain a non-
terminal state from where the flow of control 
ceases, that is, is the process deadlocked?

3. 1–Boundedness. Is the task specification 
diagram safe, or1-bounded?

1. Resource assignment policies. Can the 
assignment of resources to various tasks lead 
to a deadlocked state?

2. Summary measures. Can important 
business questions be addressed using summary 
measures derived from the task execution 
diagram (TED)? Metrics, including resource 
utilization levels, response times, and estimated 
costs, can be derived either from TEDs or from 
additional queuing/simulation models based on 
the TED.

Representative 
Petri-net-based 
analysis.
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How to Manage Your Software 
Product Life Cycle with 

MAUI monitors multiple software engineering metrics and milestones to 
analyze a software product’s development life cycle in real time.

The following steps outline a hypothetical
software product life cycle:

Customer data. The sales force collects and
enters customer data into a Siebel Systems’ cus-
tomer relationship management system.

Product requirements. The customer data is
converted by product architects into product

requirements and entered into a Borland Cal-
iberRM collaborative requirements manage-
ment system for high-level product definition.

Development. Project management tools
(such as MS Project, ER/Studio, and Artemis)
are used by product development managers
during product design and engineering. At the

By Luigi Suardi

Software vendors depend on writing, maintaining, and selling quality software 

products and solutions. But software product conception, planning, development, 

and deployment are complex, time-consuming, and costly activities. While the market

for commercial software demands ever higher quality and ever shorter product 

development cycles, overall technological complexity and diversification keep increasing.

One result is that the rate of project failure is increasing, too. Software products consist

of bytes of data, functions, files, images; companies’ exclusive resources are human

beings. Development organizations thus require ways to measure human code-writing 

productivity and quality-assurance processes to guarantee the continuous 

improvement of each new product release. 

MAUI
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same time, source code development is supported by
the Concurrent Versioning System [2], allowing pro-
grammers to track code changes and support parallel
development.

Testing. Concluding the coding phase, the quality-
assurance team uses various testing tools (such as
Purify, PureCoverage, and TestDirector) to isolate
defects and perform integration, scalability, and stress
tests, while the build-and-packaging team uses other
tools to generate installable CD images and burn
CDs. In this phase of product development the Van-
tive system tracks product issues and defects. Testers
open Vantive tickets, or descriptions of problems,
that are then examined and eventually resolved by
product developers. Robohelp and Documentum
support their documentation efforts.

Release and maintain. The software product itself
is finally released to the market, where its mainte-
nance process begins a more simplified customer-
support life cycle with the help of such tools as MS
Project, Concurrent Versions System (CVS), and
Vantive.

What happens when something goes wrong, as it
inevitably does, milestones slip, or productivity, qual-
ity, or customer satisfaction falls off? How does the
development company address and solve these prob-
lems? Critical questions the product developer
should be able to answer include:

• How much does product development, mainte-
nance, and support cost the company? How does
quality relate to cost and stability to milestones?;

• Why does a particular product’s schedule keep
slipping while other product schedules stay on
track? Is resource allocation adequate and manage-
ment stable?; 

• How many worker-hours have gone into a partic-
ular product? How are they apportioned among
requirements management, planning, design,
implementation, testing, and support? How long
does it take to resolve customer complaints?; 

• How stable is each software artifact? What is the
appropriate level of quality? What is the extent of
the quality assurance team’s test coverage?; and

• What can be done to minimize the rate of failure
and the cost of fixing defects, improving milestone
accuracy and quality and optimizing resource allo-
cation? (see Figure 1). 

Those struggling to find answers include product-line
and quality-assurance managers, process analysts,
directors of research, and chief technology officers. 

One approach they might take is to change the
product development process by adopting a more

formal product life cycle [4], possibly introducing an
integrated product development suite (such as those
from Rational Software, Starbase, and Telelogic),
leveraging embedded guidelines, integration, and
collaboration functions. It may be their only option
when the degree of software product failure is so
great that the software product development life
cycle must be completely reengineered. However,
this approach is too often subjective and politically
driven, producing culture shock yet still not solving
problems in such critical areas as project manage-
ment and customer support.

Another approach is to maintain the current
process, acquire a much better understanding of life
cycle performance, and take more specific actions
targeting one or more phases of the life cycle. The
resulting data is used to plan and guide future
changes in a particular product’s life cycle. It is highly
objective, involving fewer opportunities for subjec-
tive decision making while minimizing change and
culture shock and promising extension to other
phases of the product life cycle.

Measuring Critical Features
Software product life cycle management starts by
measuring the critical features of the product and the
activities performed in each phase of its life cycle.
Useful life cycle metrics [1, 3] include:

• Changes of scope; 
• Milestone delays; 
• Rate of functional specification change; 
• Percent of test coverage;
• Defect resolution time;
• Product team meeting time;
• Customer problem response time; and
• Critical systems availability.

Ideally, the data is aggregated and summarized in a
product life cycle data warehouse where it is then
available for generating views, automated alerts, and
correlation rules from day-to-day operations, prod-
uct status summaries, and top-level aggregated and
executive data. These views, alerts, and rules sup-
port a variety of users, from the product line man-
ager to the process analyst, and from the software
test engineer to the chief technology officer. Figure
2 outlines an agent-based data acquisition, alert,
and correlation architecture for the hypothetical life
cycle described earlier.

Much of this work is performed by software agents
autonomously mining the data and providing auto-
mated alerts based on thresholds and correlation
rules. Phase-specific alerts are generated in, for exam-
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ple, engineering, when fixing defects would take too
long or require too many new lines of code. Global
alerts are generated when, for example, the research
and development expenses are not proportional to
the sales levels for a specific product or when new

requirements crop up
toward the end of the
development cycle. Such

a system might alert develop-
ment managers to the following
situations:

Too much time to resolve prod-
uct defects. The managers drill
into details provided by the 
system and notice that some
components keep changing,
prompting them to organize a
code review of the components
and identify and order improve-
ments to their design and modu-
larity. As a result, the product
becomes more stable, and the
time to resolve defects decreases.

Too many defects. The system
reports that many more defects
are generated for product X than
for the other, say, eight products
for which the quality assurance
managers are responsible. After
analyzing the current resource
allocation with their direct reports they move
resources from the most stable products to product X
and notify the development organization of the situ-
ation. Focusing on the right products and quickly
reacting to alerts increases overall product quality.

Missed milestones. The system reports the correla-
tion of metrics (such as rate of defect generation, time
needed to resolve a support issue, and overall stability
and quality) indicates a product’s next release mile-

stones are likely to slip. Further analysis shows the
entire development staff is busy addressing current
release problems. An analyst prepares a detailed
report to alert company executives, who might then
decide to: assign an expert product architect to assess

the situation and propose a recov-
ery plan; notify customers the
next release is delayed (quantified
based on the assessment); and
review the product team’s techni-
cal and management skills to
determine whether and which
actions (such as training and
adjusting responsibilities) are
needed to increase product quality
and customer satisfaction.

Enter MAUI
In 2002, BMC Software imple-
mented a prototype life cycle

management approach called Measure, Alert, Under-
stand, Improve, or MAUI, to manage several prob-
lematic software projects. Focusing on the

engineering phase of the software product life cycle,
it was designed to monitor development activities
carried out through CVS and Telelogic’s Synergy
Configuration Management (SCM) system. Several
months of daily monitoring revealed trends and pat-
terns in the metrics and parameters of these projects’
life cycles. The tables here summarize this data, along
with the advice we generated for a number of critical
BMC projects and teams.

The metrics in Table 1 help the development team
analyze project activities. The software engineering
monitor (SEM) agent collects them daily at the file
level, aggregates them into directories and projects

MAUI Approach

- Collect metrics
- Measure against thresholds
- Automatic alert and notify
- Analyze, compare, predict
- Improve and optimize
- Verify improvement

Benefits

- No immediate change
- Better knowledge
- Objective judgment
- Scalable solution
- Justify and optimize change
- More deterministic
- Continuous improvement
- Proactive

Questions

- Why need to change?
- What to change?
- How to change?
- What is the gain?
- How to minimize change?

Problems

- Change is difficult
- One-step solution
- Trial and error
- More art than science
- Very subjective
- Difficult to verify
- Culture shock
- Reactive

Life Cycle X

Life Cycle Y

Life Cycle X

Life Cycle Y

Life Cycle X
Managed

Classic Life Cycle Improvement Life Cycle Improvement with MAUI

Figure 1. Software product life
cycle improvement scenarios.

Agent 1

Global alerts and
correlation

- Scope changes
  - Milestones and delays
   - Resource allocation
     - Quality and stability
       - Sales attainment
         - Budget utilization
           - Customer satisfaction

Phase-specific alerts
and correlation

- Siebel
- Caliber RM

- Siebel - CVS
- Vantive

- Oracle Apps - CVS
- Purify
- PureCoverage
- MS Project
- Documentum
- Robohelp

Agent 6

Agent 7

Agent 5Agent 4Agent 3Agent 2

Software Product Life Cycle Data Warehouse

Product
Inception and

Planning

Resource and
Budget

Allocation

Engineering
Testing

Documentation

Sales and 
Professional

Services

Maintainance
Support

Enhancement

Figure 2. Managed
software product life

cycle.



according to the hierarchies defined
in the underlying SCM tools, and
stores them in a metric history data-

base for later use [5]. The SEM agent generates alerts
and events and notifies development team members

automatically when metric
thresholds are crossed.

For any given metric collec-
tion cycle the observation win-

dow is 200 days, so all activities older than 200 days
from collection time are ignored by the SEM agent.
The indexes are special metrics defined by the
development team with BMC’s project managers in
light of their own criteria for stability and quality.
The indexes are defined as weighted sums of basic

metrics and calculated using a
formula normalizing their value
from 0 to 10.

Table 2 indicates the SEM
agent has reported an overall
alarm status for a project called
Jupiter due to the low number of
lines of code (LOC) per devel-
oper, thus supporting the follow-
ing analysis: 

• The significant level of code
turmoil suggests the product is
unstable and therefore not yet
ready for testing;

• The defect-complexity trend suggests immaturity
and a related lack of well-defined components; 

• The low number of LOC per developer suggests
too many developers may still be changing the

code; and
• Low average time spent by

developers on the project could
indicate a lack of ownership
within the development team
or the reshuffling of resources.

This analysis allows project
managers to proactively review
resource allocation and task assign-
ments and perform targeted code
reviews of the aspects of the prod-
uct that change most often and

that involve an unacceptably high number of defects.
Long-term savings of time and money in customer
support and maintenance are potentially significant.

Table 3 indicates that the SEM agent has reported
an overall OK status for another project, this one
called Saturn, supporting the following analysis: 

• The product is fairly stable and evolving toward
even greater stability;

• Quality is improving, and the documentation
level is good;

• Decreased defect complexity
and lack of complexity fixes
suggest the product is becoming
mature and will soon be ready
for release to customers; and

• High numbers of LOC per
developer and time spent by
developers on the project indi-
cate project ownership and
resource allocation are well
defined.
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Metric Definition

Stability index

Quality index

Documentation level
Weekly turmoil
Defect complexity
Average time spent by 
  developers on project
Average lines of code 
  per developer
Team size

Last week percent change – 70%
Last week active users – 10
Avg. LOC per active user – 10
Avg.  active user life span – 10
Avg. defect line changes – 40
Documentation level – 30
Active defects – 20
Avg. routine length – 10
Number of LOC per every line of comment
Percent or the source code that changes in a week
Average LOC needed to fix a defect
Average length of time a developer has been working on the project or component. 

How many LOC each developer on the team is responsible for (total LOC/team size)

Number of developers active in the last six months

percent of the code that has changed in a week
number of developers that made changes in a week
average number of LOC per developer
average time spent by a developer on the project
average number of LOC needed to fix a defect
number of LOC per every line of comment
number of defects
average length of a routine

Table 1. Metrics 
definitions; LOC = 
lines of code.

Overall status

Data acquired with SEM. Observation window: 200 days; monitoring period: 90 days.

Alarm

Stability
Quality
Documentation level
Weekly turmoil
Total lines of code
Defect complexity
Last month line changes
Average lines of code per developer
Average time spent by developers on project
High complexity fixes

6.8
6
2
0.55%
25,098 LOC
170 LOC
2,083 LOC
2,091 LOC
92 days
278,618, 283,336,
294,694
246,419

average + no trend
average + trend to lower quality
good (two LOC for every line of comment)
very low but higher on average
small project size
high + trend to higher (avg. 170 LOC per fix)
trend to more changes
very low
low (about three months)
1,183 LOC 12/20/01
2,135 LOC 08/15/01

Table 2. Project Jupiter
engineering activities
monthly analysis, 
Jan. 2002.

Overall status

Data acquired with SEM. Observation window: 200 days; monitoring period: 200+ days.

OK

Stability
Quality
Documentation level
Weekly turmoil
Total lines of code
Defect complexity
Last month line changes
Average lines of code per developer
Average time spent by developers on project
High complexity  fixes

8
6
4
0.29%
94,585 LOC
57 LOC
694 LOC
31,528 LOC
167 days
none

good + trend to higher stability
average + trend to higher quality
good (four LOC for every line of comment)
low and stable
small project size
average + trend to lower (avg. 57 LOC per fix)
trend to fewer changes
very good
good (more than five months)

Table 3. Project Saturn engineering activities monthly analysis,
June 2002.



This analysis shows that project managers are doing a
good job. Further analysis might also suggest these
managers would probably be comfortable releasing
the product earlier than predicted, even beating the
schedule. Benefits from reinvesting immediate rev-
enue into product improvements are potentially sig-
nificant.

These early experiments in MAUI real-time devel-
opment monitoring demonstrate the value of contin-
uously measuring software engineering metrics (see
Figure 3). The MAUI prototype provides a real-time
feedback loop that helps teams and managers quickly
identify problem areas and steer software develop-
ment projects in the right direction.

BMC’s adoption of MAUI
has been limited by three main
concerns:

No instant results. Monitoring
must be done for at least two to three months
before meaningful patterns emerge;

Novelty of the approach. Most people still feel other
more important things must be done first; and

Misuse of data. Some people see the risk of a Big
Brother syndrome, where both managers and pro-
grammers fear their work is constantly being mon-
itored, evaluated, and criticized.

Future MAUI improvements include:

Pattern identification. New project behavior could be
compared to previous project behavior, helping
pinpoint required changes in direction;

Adjustable metric thresholds depending on current
project phase. Integration of components, testing,
and maintenance would make it possible for
MAUI to generate better alerts;

Adjustable metric thresholds depending on type of
product or component. Core APIs, user interfaces,

utilities, and other components would be adjusted
to generate more meaningful alerts and provide
tighter control of critical components; and

Determine how the MAUI approach might be used
with standard framework metrics. Monitoring met-
rics from such frameworks as the Capability
Maturity Model developed by the Carnegie Mel-
lon Software Engineering Institute and the ISO
9000 software quality standard developed by the
International Organization for Standardization
would help software development teams make bet-
ter decisions about the critical steps needed to
ensure delivery of software products to market.

Conclusion
Most of the value of life cycle management follows
from automating data acquisition, providing alerts
and correlation rules, identifying bottlenecks,
increasing quality, optimizing critical processes, sav-
ing time, money, and resources, and reducing risk
and failure rate. Key benefits include:

Improved product-development processes. The knowl-
edge, repeatability, and performance of the prod-
uct-development process already being used can be
improved without dramatically changing the
process itself;

Automated alerts. Data is acquired from various
phases of the product life cycle, monitored against
predefined thresholds and correlation rules, and
used to automatically alert users to problems;

Proportional scaling. The complexity and cost of the
management infrastructure needed to solve prob-
lems is proportional to the difficulty of solving the
problems;

Improved evaluation. Having numeric and quantita-
tive data is a good starting point for producing a
more objective evaluation of the software being
developed while helping justify and optimize
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Total
6 months
Month
Week
Day

Total
6 months
Month
Week
Day

Stability Quality DocLevel

Indexes
10

8

6

4

2

0

Stability Quality DocLevel

Indexes
10

8

6

4

2

0

10/10 10/29 11/15 12/05 01/01

Weekly Turmoil: 0.55
5.9

4.0
3.0

2.0
1.0
0.0

12/10 01/22 02/23 04/01 05/23

Weekly Turmoil: 0.29
3.7

3.0

2.0

1.0

0.0

10/10 10/29 11/19 12/10 01/05

Defect Complexity: 170 Line Changes

Line Changes

187

150

125

100

61

12/10 01/22 03/04 04/11 06/03

Defect Complexity: 57
168

140
120
100
80

52

Month: 694

Figure 3. Project Jupiter
and project Saturn
trends viewed through
the SEM Web interface.



changes to the process;
Improved predictability of results. Analyzing historical

data helps reveal patterns and predict future
results.

Happier people. Because life cycle management
makes it possible to accomplish tasks through
best-of-breed solutions and tools, the people
responsible for the tasks are happier; 

Critical tool availability. Uptime of critical tools is
monitored to ensure tool availability; and

Continuous monitoring. The product development
process is continuously monitored, measured, and
improved.

A software product life cycle that is stable, pre-
dictable, and repeatable ensures timely delivery of
software applications within budget. A predictable
life cycle is achievable only through continuous
improvement and refinement of the processes and
their tools. The real-time MAUI approach to prod-
uct life cycle monitoring and analysis promises the
continuous improvement and refinement of the soft-

ware product life cycle from initial product concept
to customer delivery and beyond.  
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THE ROLE OF
PERSONALITY
in Web-based Distance 

Education Courses

Before investing in a Web-based education program, managers should consider 
how effective it will be when paired with employee personality traits.

The MIS Field requires its participants
to engage in continuous education to remain up
to date. One approach to meeting this demand
is through the use of a Web-based virtual learn-
ing environment (VLE). One type of VLE is
totally Web-based education (TWE), which
requires no class meetings and little instructor
contact. When we consider the conveniences of
TWE courses to today’s globally expanding
firms, the ever-increasing bandwidth of the
Internet leading to improvements in TWE
course interactivity and quality, and the pennies-
to-dollars cost of operating TWE course offer-
ings, it is obvious that TWE courses are
necessary, and will be more pervasive with each
passing year [10].

The recent evolution in the delivery of edu-
cation has resulted in much debate on the effec-
tiveness of distance education via TWE courses
[1, 3, 9]. While both pro and con positions of
this debate raise important issues, in our view,
both sides of this debate have overlooked an
important factor, one that involves the personal-
ity characteristics of prospective students.
Research dating back to the 1960s demonstrates
that an individual’s personality characteristics
are good predictors of future training and learn-
ing performance [11]. Inspired by this research,
we believe that the personality characteristics

that contribute to student learning should be
assessed in order to determine who is most cer-
tain to benefit from TWE courses. Just as stu-
dents must qualify for college, so too should
prospective students be qualified to take TWE
courses by their personality characteristics.

As a study by Mount and Barrick [8] illus-
trates, much research has been directed at estab-
lishing relationships between individual
personality characteristics and learning perfor-
mance. These researchers found that character-
istics such as “stability,” “openness,”
“conscientiousness,” “agreeableness,” and “extra-
version” (referred to as the “big five” personality
characteristics) are all related to some type of
learning performance. 

Most of the prior research on VLE learning is
focused on issues such as learner satisfaction,
interface design, or attitude of learners [2].
However, some researchers suggest that effective
learning in a VLE, compared to traditional
classrooms, has been observed for mature and
motivated learners while less motivated learners
tend to suffer [5]. A VLE, especially Web-based
courses, has inherent problems in settings where
users lack the abilities required to take full
advantage of the medium [4]. But no research to
date has directly examined whether students’
personality characteristics caused them to have

By Eyong B. Kim and Marc J. Schniederjans
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trouble with a TWE course. If there is a significant per-
formance difference among TWE course students
depending on personality, it may be desirable to evalu-
ate personality characteristics in advance to determine
if a TWE program is the most appropriate educational
format for them.

Testing Personality
Is there a relationship between personality characteris-
tics and grade performance in TWE courses? If so, can
the relationship be used to discriminate between high-
performing and low-performing students for the pur-
pose of selecting candidates for TWE courses?

To answer these questions it was necessary to have
measures for comparison on both subject personality
characteristics and on learning performance. For this
job we selected the Wonderlic Personality Characteris-
tics Inventory (PCI) survey assessment instrument
[12], a measuring instrument whose 50-year history of
applications would be unquestionably reliable and
valid to academic researchers. This instrument was also
easily attainable (and affordable) for commercial use by
practitioners. The PCI has been widely used among
psychology researchers to provide measurement scales
of the “big five” personality characteristics dimensions
shown in Table 1. The PCI also provides a further
breakdown of the characteristics with a series of 12 sub-
scales measures (see Table 1), each providing a unique
glimpse of components of an individual’s personality.
The survey instrument consists of 150 questions, cover-
ing the “big five” scale, the 12 subscales, and an addi-
tional measurement scale for “success” characteristics

such as teamwork, integrity, com-
mitment to work, and learning ori-
entation (see Table 2). All of the
scales and subscales are based on an
index score ranging from 0 to
100%, where 100% represents a
high degree of the particular per-
sonality characteristic. The PCI
instrument’s scales are designed to
be used individually or together in
models for predicting an individual’s
potential for handling particular
jobs or training. Comparisons with
the PCI instrument scales and sub-
scales are the basic measures of per-
sonality characteristics used in this
study.

To obtain measures of learning
performance, we selected junior-

level college students taking their first introductory
MIS course as the sample for this research. We felt these
students represented a less biased sample since they had
no previous MIS education or experience to cause
learning dissonance. The course was a TWE self-paced
course and was delivered to students via the Web using
the Blackboard Educational Software System. Students
were required to use a textbook [6], its supplementary
materials (which included a CD-based workbook that
provided sample test questions, interactive learning
simulators, and additional problem solutions), and an
instructor-prepared Web-based MS PowerPoint slide
presentation on each chapter as preparation for the
exams. The slide presentation provided extensive text-
book content with animated diagrams structured in a
programmed-learning format to make it easy for stu-
dents to learn on their own. The exams were available
to be taken at the convenience of the student online
through the Blackboard Web delivery system during
the semester. The exam scores were combined into a
percentage as a learning achievement measure used to
guage their learning performance. Achievement
reflected in grades is important because the Web-course
effectiveness of learning is measured in terms of stu-
dents’ achievement and satisfaction [7]. These learning
achievement scores are hereafter referred to as “grade
performance” measures, and are used in statistical com-
parisons with the personality characteristic measures
from each student.

A total of 140 students were randomly selected as
the subjects from a single class of over 200 who partic-
ipated in the survey. These students ranged in age from

Wonderlic  
Personality 
Characteristics 
Inventory (PCI)
Scales

Definitions Relationship
with Grade
Performance
(Statistical 
significance)

Corresponding 
Subscales

Subscale 
Relationship with 
Grade Performance
(Statistical 
significance)

Agreeableness 

Extraversion 

Conscientiousness 

Stability 

Openness

A tendency to be courteous, 
helpful, trusting, good-
natured, cooperative, 
tolerant, and forgiving.

A tendency to be sociable, 
gregarious, talkative, 
assertive, adventurous, 
active, energetic, and 
ambitious.  

A tendency to be 
hardworking, dependable, 
efficient, and achievement 
striving.

A tendency to handle stress, 
to maintain an even 
temperament, and to have a 
high degree of composure 
and self-confidence across 
most situations.

A tendency to be 
imaginative, cultured, 
curious, polished, original, 
broadminded, intelligent, and 
artistically sensitive.

High 
(p<0.001)

Moderate 
(p=0.044)

Moderate 
(p=0.014)

High 
(p<0.001)

High 
(p<0.001)

Cooperation

Consideration

Sociability  

Need for recognition

Leadership orientation 

Dependability  

Achievement striving

Efficiency

Even-temperament  

Self-confidence

Abstract thinking       

Creative thinking

Moderate (p=0.039)

High (p<0.002)

Low (p=0.332)

Low (p=0.441)

High (p<0.001)

Low (p=0.586)

High (p<0.003)

Low (p=0.456)

Moderate (p=0.029)

Moderate (p=0.040)

Low (p=0.616)

High (p<0.001)

Table 1. Personality characteristics and
their relationships with grade performance.
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20 to 30 years, with a mean of 22.5 years. Participation
and use of the PCI instrument by the students met all
the requirements suggested by the Wonderlic Organi-
zation for a valid and reliable survey experience. Also,
Wonderlic consistency statistics built into the survey
instrument confirmed the validity of the student’s
answers.

Survey Results
Is there a relationship between
personality characteristics and
grade performance in TWE
courses? To answer this question
correlations coefficients were com-
puted between the personality
characteristic measures and the
grade performance measures for
all 140 students. Having met all
the necessary and sufficient conditions for an accurate
statistical application, the resulting significant relation-
ships (a value of p < 0.05) between the five personality
characteristics in Table 1 are listed as either “high” or
“moderate.” All “low” relationships represent statisti-
cally insignificant or non-relationships (a value of p >
0.05). Since all five of the characteristic measures
turned out to be significantly related to grade perfor-
mance but had differing degrees of signif-
icance (high to moderate), we computed
the correlations with each of the 12 sub-
scales to see if any subscale personality
characteristics might differentiate grade
performance. 

Interestingly, but not surprisingly, the
subscales measuring personality character-
istics that tend to support the learning climate in a tra-
ditional classroom setting, such as “sociability” and the
“need for recognition” appear not to be related to grade
performance. Also, the “abstract thinking” subscale is
logically not required in TWE courses, since the content
was presented in a more “programmed learning” format.
The subscale personality characteristics of “dependabil-
ity” and “efficiency” also dropped out. Since the TWE
in this study was self-paced with only one deadline for
all exam grades, the usual need to be efficient and
dependable in meeting multiple semester deadlines on
exams and homework typical of the traditional class-
room appears not to be a personality characteristic
requirement in a successful prospective TWE student in
our study. 

We further examined the use of the PCI “success”
scales to determine if these personality characteristics
show any relationship with grade performance. As
shown in Table 2, we found that while, logically, “com-
mitment to work” and “learning orientation” were

highly related to grade performance, the personality
characteristics of “teamwork” and “integrity” were not.
The TWE course in this study was performed by indi-
vidual effort, not requiring team effort, and it is virtu-
ally impossible to show altruistic behavior in the TWE
course environment of this study. Those students

whose high scores centered on the
characteristics of “teamwork” and
“integrity” might need these types
of personality expression as outlets
for their educational growth, but

they may not be ideal prospective TWE course students
in our introductory MIS course. 

In summary, we found a student’s grade performance
of this TWE course does
show a significant rela-
tionship with a number
of personality character-
istics. The ideal prospec-
tive TWE student for
the introductory MIS
course in this study is
compliantly cooperative,
considerate, even-tem-
pered, self-confident, a
creative thinker, com-

mitted to work, shows leadership, needs to achieve, and
has a positive learning orientation.

Our findings may be limited in terms of other types
of distance education pedagogy. That is, TWE courses
that use other types of educational methodologies, like
interactive chat sessions, where a characteristic like
“teamwork” may be a significant factor, might show dif-
fering statistical results. Since this study is the first of its
kind dealing with TWE and personality characteristics,
we sought only to establish the connection personality
characteristics and student grade performance, rather
than to define the relationship with all possible educa-
tional pedagogy. Indeed, due to the interactive effects of
differing pedagogy on the learning experience of stu-
dents and the differing types of educational content
that can be taught in TWE, it may be impossible to

Wonderlic
PCI Success 
Scales

Definitions Relationship
with Grade
Performance

Teamwork

Integrity

Commitment 
to work

Learning 
orientation 

The tendency of how well an individual might work with others and cooperate 
in groups. 

The tendency of altruistic behavior.   

The tendency to remain on a job for a long time, and not be undependable, 
irresponsible, impulsive, disorganized, or lack persistence.

The tendency of an individual to be willing to engage in activities to acquire 
knowledge, skills, and behaviors and to learn new methods and procedures to 
improve job effectiveness, how interested they are in developing themselves, 
seek opportunities to learn new and different ways of doing things, and enrolled 
in training programs that they are likely to be active and fully engaged participants.  

Low (p=0.456)

Low (p=0.881)

High (p<0.001)

High (p<0.001)

Table 2. Success
scales and their 
relationship with 
grade performance.

High 
Performer 
Identified

Total 
Comparisons

Actual High 
Performer

Actual Low 
Performer

125 (99.2%)

2 (01.6%)

126 (100.00%)

126 (100.00%)

Low 
Performer 
Identified

1 (00.8%)

124 (98.4%)

Table 3. Accuracy of personality
characteristics in discriminating
between high and low performers.



determine which pedagogy and personality characteris-
tics are the best combination for improving grade per-
formance.

Can the relationship between personality characteris-
tics and grade performance be used to distinguish
between high- and low-performing students for the
purpose of selecting candidates for TWE courses? A
simple comparative test is used to determine discrimi-
nation, or selection, accuracy. We took the 14 students
whose grade performance was in the top 10% of the
sample and designated them as “high performers” for
this test and we took the 14 students whose grade per-
formance was in the bottom 10% and designated them
as “low performers.” We then computed the mean sub-
scale scores for all seven of the significant personality
characteristics in Table 1 and the mean of the two suc-
cess scale scores in Table 2, based on the student sample
of 140. If the personality characteristics do in fact dis-
criminate between the high- and low-performers, then
each of the high-performing students should have all
nine (7 + 2) scores fall above average, and the low per-
formers should have their nine scores fall below average. 

The results of the 126 comparisons (14 students
times 9 scores each) for both the high and low per-
formers (a grand total of 252 comparisons) are pre-
sented in Table 3. With little exception, the resulting
scale scores distinguished exactly as they should—those
students who can expect to have high grades in a TWE
course from those who will have low grades. Clearly in
this study, the personality characteristics of the students
can easily discriminate for purposes of selection
between the highest performing and lowest performing
students in the TWE course.

While the age range of the undergraduate students in
this study was limited to young adults, the potential
market for TWE courses clearly includes older adults.
In response to this limiting factor of our study, a small
sampling of 23 students taking a TWE quantitative
methods graduate MBA course was examined. These
students ranged in age from 28 to 52 years, with a mean
of 34.7 years. In this TWE MBA course, the education
materials were slightly different, and included Web-
based reading material (no textbook), with supporting
technology like pop-up windows for tables and ani-
mated diagrams and figures. All other educational mate-
rials and environmental factors, including the means of
testing this older group sample, were similar to the
undergraduate study. Running the same set of statistics
on this subsequent group resulted in the same five per-
sonality characteristics being significant, although 
not as statistically significant (at the moderate level of 
p < 0.040) as the larger undergraduate result. Given the
smaller sample size, the loss of statistical significance is
quite understandable. 

We feel this smaller subsequent sample of a graduate
class helps to confirm the importance the five person-
ality characteristics found in the undergraduate study,
and supports the reliability and validity of our study’s
claims. 

Conclusion
While the single class sample of this study limits its
generalizability, the obvious strengths of these analyses
still demonstrate that a student’s personality character-
istics, as measured by the PCI survey instrument, can
be a strong indicator of resulting grade achievement. As
such, we feel that personality characteristics are worth
measuring as qualifying criteria to take TWE courses. 

Using the methodology presented here for other
TWE courses requires a careful analysis of the learning
skills desired, and their relationship with the scales and
subscales of the PCI survey instrument. Our statistics
presented here can be used as a beginning point for that
analysis. Such an analysis might help prospective stu-
dents get some idea of their future learning perfor-
mance in a TWE course, and provide companies who
fund the TWE courses some idea as to how well these
courses might warrant their investment of time and
money.  
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WHAT CAUSES STRESS IN 
INFORMATION SYSTEM 

PROFESSIONALS?
Job stress can lead to burnout and turnover, costing IT 

organizations countless dollars in replacement costs, and making methods 
for measuring and minimizing stress a business benefit.

S
tress among information system
(IS) professionals is long recog-
nized as a key factor affecting IS
productivity and turnover and
leading to substantial associated
costs. It is estimated that, on aver-

age, IS employees work 50 hours per week;
almost half work an average of six hours on
Saturdays and Sundays; and about 70%
have worked while sick [2]. It has
also been recently proposed that
high stress levels affect the productiv-
ity of IS employees. In a recent
survey of 16,000 international
technology professionals in 28
nations, the productivity of
U.S. programmers was shown
to be on average 7,700 lines of
code, compared to 16,700
lines for non-U.S. program-
mers [1]. One reason cited for
this difference is job stress from
“putting in 70-hour work weeks
to meet business pressures and
deliver IT projects faster.” Some employ-
ees are opting to switch careers as a result of
job stress. It is estimated the average replace-
ment cost for an IS employee runs between
$32,000 and $34,000. Stress and the

turnover it can cause may thus be a costly
problem for an organization.

It is becoming increasingly clear that steps
must be taken to address the problem of high
stress because of its effect on employee pro-
ductivity and turnover. However, before such
strategies can be articulated, it is essential to
examine the key sources of stress for IS

employees. This article reports the results
of a series of studies we have conducted
to understand primary stressors for IS
employees. We conducted in-depth

interviews and collected data using
an open-ended questionnaire.

This resulted in a list of 33
stressors cited as most com-
mon. We categorized the
stressors based on their
association with one of
seven factors, described as

follows: 

• Training. Two stressors
were associated with this fac-

tor, involving the need for appro-
priate training and skills development to
complete tasks.

• Deadlines. Five stressors were associated
with the pressures of meeting time dead-
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lines and the need to complete projects within
schedule. 

• Coworkers. Five stressors were associated with this
factor, involving the pressures of working with
coworkers and elements of power struggles and
conflicts that may result from working with oth-
ers. 

• Performance evalua-
tions. Three stressors
were associated with
performance evalua-
tions.

• Job security. Six stres-
sors were associated
with this factor, which
involves concerns
about job loss due to
downsizing, mergers,
or other factors. 

• Career development.
Four stressors were
associated with the
needs of IS employees
to keep up with devel-
opments in the field
and pressures that
result from continuing skill development. 

• User demands. Eight stressors were associated
with pressures put on IS staff by users, such as
dealing with the IS user interface.

The averages of each factor (see the table
on the next page) show their relative
intensity on a 1–7 scale, with 1 implying
a nonstressor and 7 associated with high
stress. As the table illustrates, the pressure
to meet specific deadlines was rated as the
single most important factor associated
with stress, closely followed by user
demands. In addition, all 33 items were
combined into a single scale, referred to as the Stress
measurement and determination inventory (SMDI).
Its average value for the current sample is 4.3.

Stress Variations
In order to understand whether stress levels are
equal across various organizational characteristics,
we examined seven demographic variables: 

• Number of employees in the IS group, 
• Years worked in the IS field,
• Years employed at current job,
• Number of IS jobs held previously,
• Hierarchical level of the respondent, 

• Age group of respondent, and
• Gender of respondent.

We split the sample in quartiles for three of the
demographic variables: number of employees, years
worked in IS, and age. For the remaining demo-

graphic variables, we split
the sample into three
equal groups. Next, we
conducted an ANOVA
followed by a Scheffe’s test
(for pair-wise compar-
isons) to examine how
stress levels (as indicated
by the SMDI) differed
from the intensity of indi-
vidual stressor compo-
nents. The results are
shown in Figure 1.

Each demographic vari-
able axis in Figure 1 is
divided into seven equal
segments, representing the
seven stressors described

previously. In general, we found that increases in
the demographic variables resulted in higher SMDI
scores. We also found SMDI scores to be higher in
female employees. These higher scores appear to be
mediated by stressors involving coworkers and ade-

quacy of training. Female respondents
who worked in organizations with more
than 180 employees reported higher
stress scores than those with fewer
employees, for example. Respondents
employed at their current jobs for more
than 11 years had significantly higher
stress scores in the area of job security
than those employed for shorter periods.
In general, as the number of years in their
current employment and their number of

years in IS increased, respondents became increas-
ingly concerned about job security. With an
increasing number of IS jobs held, the stress drivers
were job security, evaluations, coworkers, and user
demands. Upper-level employees were more likely
to express job security concerns than employees
working at lower hierarchical levels. Increasing age
was also associated with stress over job security, as
well as career development stress. 

Connecting the stress drivers for the demographic
variable axes resulted in the shaded areas of Figure 1
that we call the organizational stress band, which
illustrates the regions where stressors are reported to
be high and significantly different within different
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segments of each demographic variable. It shows that
higher values of each demographic variable are associ-
ated with higher SMDI scores, and specific compo-
nents of the SMDI vary across different levels of the
demographic variable.
Finally, this analysis
demonstrates that respon-
dents with the following
characteristics report
higher stress levels: those
working in organizations
with a large number of
employees (>180), those
employed at the organiza-
tion for more than 11
years, those who have held
more that 15 jobs previously, those at upper levels of
the organizational hierarchy, and those who are more
than 40 years old and female. The stress band also
shows the differentiating characteristics of stress com-
ponents.

We also discovered an interesting trend in the
reported career development stress
scores within the demographic
variable of number of employees.
We found stress levels to be higher
at the low and high levels of the
variable than at the intermediate
levels. This is also shown in Figure
2 and is called the stress dip. We
found similar trend lines in other
demographic variables: number of
years with the organization, num-
ber of IS jobs held previously, num-
ber of years in IS, and age. 

Stress and Burnout
We investigated whether the stressors identified in this
study were related to negative organizational conse-
quences such as burnout, job satisfaction, and inten-
tion-to-quit. We measured burnout by using the
emotional exhaustion subscale of the Maslach
Burnout Inventory (MBI) [3]. We also collected data
to measure job satisfaction and an individual’s inten-

tion to quit his or her job. 
The correlation coefficients for these variables are

shown in the table here. We had expected a high negative
correlation between the SMDI (and its components) and

burnout, job satisfaction,
and intention-to-quit. All
of the coefficients were as
expected with the excep-
tion of those between sat-
isfaction and user
demands and between
deadlines and intention-
to-quit. 

Preventive 
Strategies
We designed the studies
reported here with two
fundamental objectives:

to develop an instrument that can assist in an exami-
nation of stressors for IS employees; and through the
development of this instrument, provide directions

for appropriate inter-
vention strategies [5]. 

In this regard, the
cross-sectional data used in this study may be used to
develop tentative standards. Percentile scores for the
SMDI and its factors are shown in the table. These
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statistics may be used in a more precise evaluation of
stress measurement. The data reported in the table
represents pooled results from all studies.

While the measurement and determination of
stress factors is the first step, the incorporation of
results into active intervention plans is the necessary
second phase of any stress management strategy.
Both the stress band and the stress dip can be inte-
grated into an organizational intervention strategy
that includes both prevention and management tac-
tics (see Figure 3).

Recalling the message of the stress band—that
higher levels of variables such as age, tenure, and size
of the organization are associated with higher stress
in areas such as employment security, performance
evaluation, and career development—preventive
strategies may include developing clear growth paths
within the IT field, establishing open evaluation sys-
tems, and committing to continuous stress audits
within the organization. Planning ahead for
employee transfer in case of outsourcing or mergers
may be useful in addressing the core stressor of job
security. Helpful approaches may include sessions
with employees to explain the possibility of organiza-
tional changes, avoiding surprise news, and the pro-
viding a clear schedule of forthcoming changes.

The stress dip indicates that stress levels are high
when variables such as age, tenure, and size of the
organization are at their lowest. For example, new
employees generally exhibit higher stress levels. Pre-
ventive tactics may include the use of formal social-
ization programs to allow new employees to learn the
“rules of the game.” The primary stressors for new
employees involve concerns about performance and
career development. Building a suitable socialization
program where clearly defined opportunities for
advancement are explained can be useful. Clear com-
munications about performance and reward expecta-
tions were noted by many of our respondents as
useful in reducing stress levels. 

In addition, creating formal retention strategies
built around training can address both the stress
band and stress dip. Higher stress levels in older

employees are not a new phenomenon in the IT
world. Scalet [6] reports that only about 6.8% of the
IT workforce in the U.S. is over the age of 55, com-
pared to 11.7% of the general work force, and asso-
ciations such as the Information Technology
Association of America (ITAA) have received numer-
ous reports of age discrimination. One reason for this
is that the search for newer technical skills makes hir-
ing younger employees more attractive. However, a
formal and intensive retraining program may be used
to leverage the business experience of older employ-
ees and reduce their stress levels. Finally, psychologi-
cal intervention and counseling can assist employees
who have been diagnosed with high stress levels. 

Conclusion
There can be no doubt of the need to adequately
measure, determine the causes of, and manage the
stress syndrome. Falling somewhere between a mea-
surement and a diagnostic instrument, the SMDI
can prove useful in isolating some of the stressors
that may negatively affect IS employees.
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WHILE THE MEASUREMENT AND 
DETERMINATION OF STRESS FACTORS IS THE FIRST STEP,

THE INCORPORATION OF RESULTS INTO ACTIVE 

INTERVENTION PLANS IS THE NECESSARY SECOND PHASE

OF ANY STRESS MANAGEMENT STRATEGY.
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The W32/Blaster worm burst onto the Internet
scene in August of 2003. By exploiting a
buffer overflow in Windows, the worm was
able to infect more than 1.4 million systems

worldwide in less than a month. More diversity in the
OS market would have limited the number of suscep-
tible systems, thereby reducing the level of infection.
An analogy with biological systems is irresistible.

When a disease strikes a biological system, a sig-
nificant percentage of the affected population will
survive, largely due to its genetic diversity. This holds
true even for previously unknown diseases. By anal-
ogy, diverse computing systems should weather cyber
attacks better than systems that tend toward mono-
culture. But how valid is the analogy? It could be
argued that the case for computing diversity is even
stronger than the case for biological diversity. In bio-
logical systems, attackers find their targets at random,
while in computing systems, monoculture creates
more incentive for attack because the results will be
all the more spectacular. On the other hand, it might
be argued that cyber-monoculture has arisen via nat-
ural selection—providers with the best security prod-
ucts have survived to dominate the market. Given
the dismal state of computer security today, this
argument is not particularly persuasive.

Although cyber-diversity evidently provides secu-
rity benefits, why do we live in an era of relative com-
puting monoculture? The first-to-market advantage
and the ready availability of support for popular prod-
ucts are examples of incentives that work against
diversity. The net result is a “tragedy of the (security)
commons” phenomenon—the security of the Internet
as a whole could benefit from increased diversity, but
individuals have incentives for monoculture.

It is unclear how proposals aimed at improving com-
puting security might affect cyber-diversity. For exam-
ple, increased liability for software providers is often
suggested as a market-oriented approach to improved
security. However, such an approach might favor those
with the deepest pockets, leading to less diversity.

Although some cyber-diversity is good, is more
diversity better? Virus writers in particular have used
diversity to their advantage; polymorphic viruses are
currently in vogue. Such viruses are generally
encrypted with a weak cipher, using a new key
each time the virus propagates, thus confounding

signature-based detection. However, because the
decryption routine cannot be encrypted, detection is
still possible. Virus writers are on the verge of
unleashing so-called metamorphic viruses, where the
body of the virus itself changes each time it propa-
gates. This results in viruses that are functionally
equivalent, with each instance of the virus containing
distinct software. Detection of metamorphic viruses
will be extremely challenging.

Is there defensive value in software diversity of the
metamorphic type? Suppose we produce a piece of
software that contains a common vulnerability, say, a
buffer overflow. If we simply clone the software—as
is standard practice—each copy will contain an iden-
tical vulnerability, and hence an identical attack will
succeed against each clone. Instead, suppose we cre-
ate metamorphic instances, where all instances are
functionally equivalent, but each contains signifi-
cantly different code. Even if each instance still con-
tains the buffer overflow, an attacker will probably
need to craft multiple attacks for multiple instances.
The damage inflicted by any individual attack would
thereby be reduced and the complexity of a large-
scale attack would be correspondingly increased. Fur-
thermore, a targeted attack on any one instance
would be at least as difficult as in the cloning case.

Common protocols and standards are necessary in
order for networked communication to succeed and,
clearly, diversity cannot be applied to such areas of
commonality. For example, diversity cannot help pre-
vent a protocol-level attack such as TCP SYN flooding.
But diversity can help mitigate implementation-level
attacks, such as exploiting buffer overflows. As with
many security-related issues, quantifying the potential
benefits of diversity is challenging. In addition, meta-
morphic diversity raises significant questions regarding
software development, performance, and maintenance.
In spite of these limitations and concerns, there is con-
siderable interest in cyber-diversity, both within the
research community and in industry; for an example of
the former, see www.newswise.com/articles/view/502136/
and for examples of the latter, see the Cloakware.com
Web site or Microsoft’s discussion of individualization in
the Windows Media Rights Manager.

Mark Stamp (stamp@cs.sjsu.edu), an assistant professor of computer
science at San Jose State University, recently spent two years working on
diverse software for MediaSnap, Inc.
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