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ABSTRACT
TOWARDS SECURE AND SCALABLE TAG SEARCH APPROACHE®R
CURRENT AND NEXT GENERATION RFID SYSTEMS

Farzana Rahman

Marquette University, 2010

The technology behind Radio Frequency Identifica{i@FID) has been around for a
while, but dropping tag prices and standardizagifforts are finally facilitating the expansion of
RFID systems. The massive adoption of this techgyoie taking us closer to the well known
ubiquitous computing scenarios. However, the witesp deployment of RFID technology also
gives rise to significant user security issues. Possible solution to these challenges is the use
of secure authentication protocols to protect RE®munications. A natural extension of RFID
authentication is RFID tag searching, where a neaéleds to search for a particular RFID tag out
of a large collection of tags. As the number oEtagthe system increases, the ability to search
for the tags is invaluable when the reader requieta from a few tags rather than all the tags of
the system. Authenticating each tag one at a timiéthe desired tag is found is a time
consuming process. Surprisingly, RFID search has@en widely addressed in the literature
despite the availability of search capabilitiesyipical RFID tags. In this thesis, we examine the
challenges of extending security and scalabilisyés to RFID tag search and suggest several
solutions.

This thesis aims to design RFID tag search prosoitalt ensure security and scalability
using lightweight cryptographic primitives. We idiénthe security and performance
requirements for RFID systems. We also point odtexplain the major attacks that are typically
launched against an RFID system. This thesis miakgsnain contributions. First, we propose a
serverless (without a central server) and untrdeesdarch protocol that is secure against major
attacks we identified earlier. The unique featurthis protocol is that it provides security
protection and searching capacity same as an RE@m with a central server. In addition, this
approach is no more vulnerable to a single poiffaibfire. Second, we propose a scalable tag
search protocol that provides most of the idertifiecurity and performance features. The highly
scalable feature of this protocol allows it to epldyed in large scale RFID systems. Third, we
propose a hexagonal cell based distributed ar¢hrefor efficient RFID tag searching in an
emergency evacuation system. Finally, we introdagemonitoring as a new dimension of tag
searching and propose a Slotted Aloha based sedkdpimonitoring protocol for next generation
WISP (Wireless Identification and Sensing Platfotags.
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Chapter 1. Introduction

Radio Frequency IDentification (RFID) (see figuré)lis the classic pervasive
computing technology. RFID is plugged as the repiaent for traditional barcodes and its’
wireless identification capabilities promise tookitionize our industrial, commercial, and
medical experiences. What makes RFID unique isitlatilitates information gathering about
physical objects easy. Information about RFID talyglejects can be read through physical
barriers and from a distance. In line with Mark ¥ézis concept of ubiquitous computing
[Weiser93, Pervasivel, and Pervasive2], RFID tagddcturn our interactions with computing

infrastructure into something subconscious.

Source: [BocchettiOg]
Figure 1.1 Design of an RFID tag

Each RFID system has three main components: tadereand database. An RFID
reader and an RFID tag communicate via a wirekedi® rommunications channel. The base idea
of an RFID technology is an automatic identificattechnique, which relies on storing and
remotely retrieving data about objects we want émage using RFID tags. Some popular
applications of RFID are product tracking in a dymhain [Li07], toll payments [Mayes09],
access control [Juels05b], patient recognitiondspitals [Juels05b], automatic vehicle
identification [Juels05b], point of sale applicatsgJuels05b], library book administration
[JuelsO5b], and e-passports [JuelsO5c].

We envision that low-cost RFID will be attachedeteery object in our daily lives, from
clothes, books, and pens, to very small objectk as@ins and buttons. Annotating objects
around us with tags gives us enormous advantageninecting the physical world with the

cyber-world so that people can easily obtain infation about the environment and physical



objects. We believe that more powerful tags andeesin the future promise many more
applications based on how we may use those tags.

Unit cost per tag is a major consideration for REdDs because some applications need
low cost tags. Cost may be a secondary considaratipassports or credit cards because security
is paramount and these devices may pass thatrasttbe consumer without much concern. In
an application like product tagging, cost is paramgpand the cost per tag needs to be low;
otherwise, the benefits of RFID are outweighedh®ydost. Securing RFID tags and providing
privacy in consumer applications, while limitingstger tag, has been the focus of much
academic work. Due to the constraints on memormwgp@onsumption, and amount of logic on
RFID devices, standard cryptographic primitivesaten unsuitable.

In recent years, numbers of papers have been padligroviding solutions to RFID
security and privacy challenges. One approachdoesding such privacy and security threats is
to use a tag authentication scheme in which astdgth identified and verified in a manner that
does not reveal the tag identity to an attackew®i@r, RFID tags have limited computation
power and storage because of the tag cost requiten#es a result, protocols for RFID systems
should not only be designed to address privacysandrity threats, but should also take into

account the limited capabilities of RFID tags.

1.1. Security and Scalability in RFID Infrastructures

In this section, we explain the meaning of two imt@nt terms in perspective of RFID
systems. These two terms abecurityandScalability Every RFID system must be secure
enough to be used by mass level end users. Saglathian RFID system is related to its
performance and the RFID system must be scalaldatisfy the needs of large number of users.
However, from RFID system'’s perspective, it hasbieend in literature that security and

scalability are two conflicting issues.



1.1.1. Security

Security and privacy of data (and of consumershis of the major concerns that have
hindered the adoption of RFID technology for mapplaeations. The absence of protocols for
privacy and security introduce concerns such asnseg and tracking, cloning, eavesdropping,
and replay attacks. However, a major problem oifgthrsg cryptographically secure RFID
protocols is the lack of computational resourcefB1D tags. This prohibits the use of common
cryptographic operations to enhance privacy andrggen RFID infrastructures. Therefore
RFID protocol designers need to keep in mind aldhallenges to find some new lightweight

alternatives.

1.1.2. Scalability

A protocol is said to be scalable if the numbenadles can be significantly increased
without imposing an unacceptable workload on ariifyeim the network. The interpretation of
scalability will vary depending on the context (ahd size of the network). Any security protocol
deployed in an RFID network should not significgrétffect its scalability. In the context of
secure RFID systems, we would typically require tha workload on the server, to complete a

single transaction, should not be a linear functibthe number of deployed RFID tags.

1.2. Motivation

Recent advances in wireless technologies and edsttions in sensor industries are
causing the entire world to shift toward broad ditopof radio frequency identification (RFID)
technology. Considering the expanding nature o R&pplications, we believe, one important
functionality that an RFID system should providéaig search, where a reader can detect if a
particular tag is present or not. To better undethe situation, we describe some scenarios:

e Scenario 1-Container search within seaportdsually there are hundreds and

thousands of containers within a seaport. Contsiagy parked and stacked by hundreds of



employees and countless drivers who deliver coataifrom remote locations. Moreover,
containers are also unloaded from ships in orddeter them to different customers and
locations. Whether a particular container has diydmeen unloaded from the ship or not, whether
a specific container has arrived at the seapostiggment or not, are some of the major tasks
performed within seaports. But it is quite impossiio search for a particular container manually.
That is why seaports in different countries havelbeen searching for technologies that can
identify specific containers and that can confihma existence of containers within seaports. One
solution to the aforementioned problem can be &REBID tags for container identification. Now
through the use of our serverless search prototeld| be quite easy to search for a particular
container by searching the tag. If a containeigsgdds known, then a search operation can be
invoked with thdd within the seaport. If the container is preserhinithe seaport then

according to our protocol, definitely that partautag will reply. Thus we can be sure about the
container’s existence.

e Scenario 2-Product Search in a warehoudeet us imagine a warehouse full of
tagged items and a manager of the warehouse wakit®tv if a particular item is present in the
warehouse or not. The manager can use a readeety thhe tag attached to that item and listen
for a correct response from the tag to detect thegmce of the item. Using an authentication
technique to securely identify the desired iteweisy inefficient as the reader has to authenticate
each tag one at a time. However, using a searbhitpe within the warehouse can make the
entire operation secure, efficient and easy fontaeager and the reader.

Based on this example application, we define tagcbeproblem and some other terms

related to tag searching as follows:

» Definition 1: Tag Searching

Tag Searchings a process invoked by an RFID reader to determaineng a number of tag

[72)

whether a particular one is present.




» Definition 2: Target Tag or Desired Tag

We define the tag being searched for asTédwget Tagor Desired TagWe assume
that the reader knows the identitgl)(of the target tag and therefore the reader déiatma
search with this id.

(However, initiating the search with the tag ichat secure and therefore the reader

needs to encrypt or apply some other techniquasate the search protocol secure)

From the above mentioned two scenarios and defivstiit is easy to infer that tag
searching poses challenge to security and privacaive search protocol is that the reader
broadcasts the id and the target tag sends badpanse. However, this protocol involves severe
privacy and security problems. For example, an idvg can easily track the location of the tag
using its id he/she overheard, or the attackefaaye the presence of the tag by replaying the
overheard response. To solve these problems, wardemsecure search protocol. By a secure
search protocol between a reader and a tag, we thagthe following two properties should be
satisfied.

Property 1:Only the reader is aware of the identity of thgeatag, but an eavesdropper
cannot infer the tag’s identity from the communigatbetween the reader and the tag.

Property 2:The reader can determine the presence of thbtagn adversary is not able
to forge the tag’s presence if it is not presemwilver, the protocols ensures strong security if
the attacker is not able to determine the presefttee tag.

However satisfying the above two properties willkenghe search protocols secure but
the protocols will not be efficient. If we use aweasearch approach to find a tag, the
computational complexity will increase linearly ivithe number of the tags and this technique
will raise scalability issues.

Suppose we have a large library where each boedupped with a tag. A book can be

easily misplaced by any chance (e.g., becauseisitar’'s negligence or a librarian’s mistake).



Using a randomized authentication protocol to fingbecific book is in efficient as the server
needs to authenticate half of the books in thetypon average. Therefore, designing an efficient,
secure search protocol is essential in an RFIDBesyst

In an efficient search protocol, the server wodezt to only receive a response from a
designated tag. Otherwise, the server would ne&dndle responses from multiple tags. On the
other hand, a tag should not respond before prppethenticating the server since a query may
not be from an authentic server, but from an adaeko wants to track the tag. Therefore, the
protocol should be a one-round protocol, and ategild authenticate the server without giving
any challenge. When designing a secure, anonymotigceable search protocol, we face
scalability problems as it increases computaticoatplexity in the reader/back-end server. In
other words, there is a tradeoff between scalglalitd other security parameters. Search
protocols for RFID systems should not only be desihto address security threats and scalability
issues, but should also consider the little cajgescdf RFID tags.

A wide variety of authentication protocols for RFpstems have been proposed. Each
of the protocols has their own strengths and weskridany of these protocols have privacy,
security, and/or performance drawbacks. Howevgrséarching is a relatively new issue and it
has been mentioned in limited research literatfiran07, Ahamed08b, Kulseng09, and Leel0].

For these reasons, this thesis focuses on thendeSRJFID search protocols that ensure
security and scalability. The thesis begins by fidgng the security, scalability and performance
requirements for such protocols. We aim to propuseel RFID search protocols that meet the
identified requirements. We also aim to proposew type of tag searching that we nameaas
monitoringfor the next generation tags such as WISP (Wisddsntification and Sensing

Platform) tags.

1.3. Major Contributions



In this thesis we consider RFID tag searching mathat ensure security and
scalability. The main contributions of the thegsis as follows:

* We summarize all the possible attacks that camaineched against RFID systems.

* We point out the security requirements that shbelduaranteed by the RFID
protocol designers to protect against the majouriycattacks.

* We also point out the scalability and performarezguirements for RFID protocols.

* We introduce the notion of serverless (without atizé server) RFID tag searching.
From this perspective, we propose a lightweightuse and serverless search proto&#PR) for
RFID systems. The unique feature of this protosdhat it can provide the same level of security
and searching capacity as an RFID system with &k &ad server. Moreover, this protocol is not
vulnerable to single point-of-failure as it does raly on central server.

* We address the tradeoff between security and stglaBrom this perspective, we
propose a secure and scalable RFID tag searchitgcpt S-Searchfor large scale RFID
systems using Slotted ALOHA based technique. Thogogol is also lightweight as makes use of
simple hash function to provide security. The urifeature of this protocol is that it is highly
scalable and therefore it is suitable to be usedrge scale RFID networks, such as supply chain
and inventory control.

* We propose hexagonal cell based distributed seakahitectureEDSA for RFID
tag searching in an emergency evacuation systeis.stdndard architecture can be used in
different RFID applications for scalable tag searghWe analyze and compare our architecture
with a prior work. We also prove that our hexagar@l structure increases the performance of
the RFID systems and outperforms the prior work.

* We introduce the concept tifg monitoringas a hew dimension of tag searching. We

propose a tag monitoring protocM@dnAQ for WISP based sensor networks. To the best iof ou



knowledge, this is the first proposal to addresstdy monitoring approach for a network of Gen
2 tags, i.e. WISP tags based networks.
For the rest of the thesis, we consider typicalORfalgs that are capable of generating

Pseudo Random Number (PRNG), performing simple hasttion and XOR operation.

1.4. ThesisOrganization

The rest of this thesis is structured as follows:

* In chapter 2, we give a brief description of RFHahnology. We compare RFID
systems with the existing barcode technology. Thendiscuss some popular application areas
of RFID technology. Next in this section, we dissd#ferent components of RFID systems and
their constraints. Then, we describe RFID standandispoint out the differences between
different types of EPC class tags. In this chapteralso compare tags of Gen 1 and Gen 2.

* In chapter 3, we start by pointing out the attalojectives and goals of the RFID
system attacker. Then we briefly discuss the sgcrequirements of RFID systems and RFID
protocols. Next we define different types of adaeys This is followed by a detailed discussion
of different types of attacks in RFID systems. Hinave explain the attack intentions of an
adversary who may have various purpose of attadkiegystem.

* In chapter 4, we discuss related works relevaRRtD search techniques. Although
tag search is a major issue for RFID systems, $hertiment of research literature on RFID
searching is inadequate. Since RFID tag searcBiag extension of RFID authentication, we
therefore discuss some famous RFID authenticagidnniques in this section.

* In chapter 5, we address the problem of securedessg tag searching. First, we
describe the problems of central server based REtivorks and illustrate some situations where
serverless RFID searching can be very importantt,Nee describe some trivial approaches to

solve the problem and point out their shortcomings.then continue to present our protocol



(S’PR) for a serverless RFID system. Finally, we perfersecurity analysis of our proposed
protocol.

* In chapter 6, we address the problem of scalabls¢arching. First, we describe the
problem of un-scalable searching approaches fgelacale RFID networks. Next, we present a
secure and scalable search protoSeSgarchusing Slotted ALOHA technique. Finally, we
evaluate our protocol by doing a security analysis.

* In chapter 7, we address the problem of a lackawfdard architecture to perform
scalable tag searching in an RFID system. Thislisvied by a description of an existing
architecture and its shortcomings. Then, we presemnhanced distributed scalable architecture
(EDSA with hexagonal cell. This is followed by the caamison between our proposal and the
prior work. Finally, we explain the application@dr architecture in an emergency evacuation
system.

* In chapter 8, we start by giving a brief introdoatiof a Gen 2 tag (Wireless
Identification and Sensing Platform or WISP). Nex¢, discuss a potential application scenario
of WISP. Then, we introduce a new notion of tagdgag, tag monitoring, for WISP based
networks. This is followed by a brief discussiortiod security and scalability problems that may
occur while WISP tag monitoring. We then proposeamitoring techniqueMonAQ which does
not require the reader to collect ids from each Pi&). Finally, security proofs of our proposed
protocol are presented.

* In chapter 9, we make our conclusions and desoribéuture work in the area of
securing WISP networks and simple RFID networks.

* The appendix contains definitions of different temmentioned within the thesis.

1.5. Publications

This thesis contains material that has been pudaigh [Ahamed08a, Ahamed08b,

Ahamed08d, Hoque09, and Hoquel10]. The content&ladrhed08b] form the basis for chapter
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5, the contents of [Hoque10] form the basis foptea6 and the contents of [Ahamed08a] forms
the basis for chapter 7. The contents of [AhameflB&8be been updated since publication, and an

updated version can be found in [Ahamed08d and El@@ju
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Chapter 2. Overview of RFID Technology

The goal of this chapter is to discuss some badiBs$-1D technology. It starts by
highlighting the current evolution of automaticmdiécation from barcodes to RFID and
compares the existing auto-id systems. Subsequeunttgnt RFID systems are classified and
compared. After a system overview has been giventegchnical background of RFID readers
and tags are discussed. Finally, properties obuarRFID standards are discussed at the end of

this chapter.

2.1. Historical Perspective of RFID

RFID is the acronym of Radio Frequency IDentifioatilt designates a large family of
technologies and devices all having in common threta identify objects or persons with RFID
tags. Even if RFID is often thought of as a verwmmmain, actually it dates back to World War
II. British technology IFF (Identify Friend or Fokas been developed in the late 1930s to help
the Royal Air Force to distinguish between friendhd hostile aircrafts and it is the ancestor of
RFID technology. Basically, the IFF of WWII and $eivera systems used coded radar signals
(called Cross-Band Interrogation, or CBI) to auttoaly trigger the aircraft transponder in an
aircraft “painted” by the radar. An aircraft respng to an IFF request was then considered a
friend, one not responding a foe. This technique iwtended to reduce friend-fire. Since then
RFID has seen new forms and applications.

Starting in the late 80’s battery powered activélR#fevices have been used for
automatic toll collecting on motorwag.g. Telepasm Italy). Nevertheless the big revolution,
bringing RFID to the attention of common people amtia, has certainly been due to the
progresses in miniaturization which leaded to vanall and cheap tags which are well suited for

being applied on single packages of products.

2.2. From Barcodesto RFID
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Barcodes are predominantly used for identifying madking products throughout the
supply chain. Even though they can achieve effagmin the order of 90% [Fin03], they still
show some limits in the technology, for which RR$able to provide a better solution and
further optimization. Bar coding is a cost-effeetiand low-risk method of encoding information.
RFID on the other hand enables users to encodamat®mn for many items simultaneously with
no line-of-sight requirement. Unlike bar codes,drich many standards already exist, RFID is
just at the beginning of standardization. Therecaramon frequency ranges for example, but the
reader power output and specific frequency may grgompany and manufacturer. In addition,
systems within the same frequency range may haredtvn chip set, protocol for memory
storage, air protocol and antenna design. Withardact, no-line-of-sight reading, the RFID
tag’'s position is not as crucial as it is for bates. Furthermore RFID tags are more robust than
barcodes in foggy and dusty environments. Withekesing equipment and tag costs, RFID gains
competitive edge over barcodes.

RFID technology already has started to be apptiegkieral practical situations where
barcodes were used to be applied before. For iostakial-Mart has recently asked to all its
suppliers to embed RFID tags into their productaltmv per item tracing of goods, from the
producer to the final consumer. Similar experimérage been conducted by Gilette and
Benetton. Recently Hitachi has presentegd-ithip (see figure 2.1.2), justmnt big and 60
microns thick. Currently the retail price for a pag RFID tag is about 0.10$ and a further
reduction of the cost is anticipated for the next {fears. Moreover, RFID passive tags are, in
most of the cases, very simple devices with fewmintelligence on board. Nevertheless all the
efforts of the producers are in the direction afugtion of cost more than in that of feature
enhancing. For all these reasons, RFID technol®gping to be in the next years a big player in
logistic, health care, automation and many otheasirAt the same time, the broad diffusion of
RFID devices introduces a problem related to psivaigpersons owning or carrying objects

identifiable by means of tags. Solutions to thesgcerns are far from being trivial especially
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because standard cryptographic tools used to enfisicacy cannot be employed in cheap and

less powerful devices as the ones used for masgdion.

2.3. RFID Applications

Next we discuss some popular application aread~tibRechnology.

2.3.1. EPC

EPC stands for Electronic Product Code. It is psgpldoy EPC Global, a nonprofit
organization made up of several companies and agaslelt aims to standardize the use of RFID
technology for inventory by establishing Blectronic Product Code (EPQetwork as a global
standard for automatic and accurate identificatibany item in the supply chain of any
company, in any industry, and anywhere in the wdrlte EPC global Network was developed
by the Auto-ID Center, an academic research projeatiquartered at the Massachusetts Institute
of Technology (M.I.T) with labs at five leading esgch universities around the globe.

The Electronic Product Code (EPC) is indented tthbevay of providing product
identification. It was intended to standardize ey in which tag’sds are structured and
assigned. Similarly to a bar code its goal is tmntify products but it differs from printed codes
as these usually identify a broad category of peti@.g.1 liter milk box) while EPC links to a
specific item of a produce(g.1 liter milk box, produced on Julyt62006, item n.

21389432287). Like many current numbering schersed in commerce, the EPC is divided into
numbers that identify the manufacturer and protiys#, in addition to a supplementary set of
digits which identifies each specific item. The EBGhe key to the information about the

product it identifies that exists in the EPC gloNatwork.

2.3.2. Access Control

One of the first applications of RFID technologsmobably been to ski pass. Starting

several years ago, skiers in many resorts have fmesided with an RFID contactless card in
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order to quickly gain access to ski lifts. Contesdl cards are lately spreading fast in access
control applications, classical contact chip-cagth substituted by RFID contactless cards.
Figure 2.1.7 shows the né®amiprocard which in 2006 takes the place of the fornuertact
chip-card, which has been in use in the past 1Eyfeaauthentication of students and personnel

at the Swiss Federal Institute of Technology ofdaamne (EPFL), Switzerland.

2.3.3. Anti-counterfeit

Many products are subject to counterfeit and inatatTo reduce this phenomenon,
many producers are starting to embed RFID tagsdin merchandise (clothes, watches, spare

parts,etc). Stolen or counterfeit items can then be eadiniified by RFID scanning.

2.3.4. Implantable Devices

Verichip, an American company manufacturing RFIBstadevelops human implantable
RFID tags. These special tags (see figure 2.1e83passive transponders (it would be extremely
difficult to replace batteries once the tag hasbaglanted) and are injected under skin with a
sort of special needle. The applications of thgpeg of tags may go from access control to

health care (patient identification, infant proteot etc)

2.3.5. Libraries

RFID allows a fast and automatic tracing of itefftsis feature is particularly suited to
applications as library automation. In librariesiRRre starting taking the place of barcodes. The
barcodes need visual contact to be scanned anétbeaasily deteriorated by use. In addition
they cannot perform multiple scan at the same tlmethe other hand, RFID technology (see
figure 2.1.1 and figure 2.1.4) allows autonomouscouts where the patron just passing under
library’s batters is identified (via a contactlessd) and so are the books that are identified. The
system automatically checks if the patron can ette books and updates library’s data base

setting a “lent” flag.
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Figure 2.1.2 Hitachi produces the smallest
RFID tag (just 0.33mm?)

7

Figure 2.1.4 A square label tag

Figure 2.1.5 Baggage tracking with RFID labels Figure 2.1.6 The new Ford keys containing
RFID device to check the authenticity of the

Figure 2.1.7 Camipro contactless card are the Figure 2.1.8 RFID used in Supply Chain
new cards in use at EPFL for access control

Source: [BocchettiOg]

Figure 2.1 Different types of RFID devices used in different RFID systems or applications

2.3.6. Supply Chain

The supply chain is a multi-stage process, whigblires everything from the supplying

of prime materials, used to develop products, ¢opitoducts delivery to customers via
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warehouses and distribution centers. Supply chaiist in service, manufacturing and retail
organizations. Although, the complexity of the chelnanges greatly from one industry branch to
another, its management can be seen as the ortjamiaithe flows of these materials, as they
move through the various processes. The efficieftle supply chain has a direct impact on the
profitability of a company. Therefore any major quany striving for competitive edge needs to
invest in infrastructures to control inventory,dkgroducts and manage associated finance.

By increasing transparency in the supply chainOR#dlows the optimization of logistic
processes. The primary goal is the discovery dfigiencies in the value chain within and
between the companies thus rationalizing the natenformation and financial flows. RFID
(see figure 2.1.8) enables the fine grained trarkinthe entire objects within the network, thus
facilitating the detection and the locating of les&nd shrinkage, the result of misplaced orders,

theft and inefficient stock management.

2.3.7. Car Ignition Control

An RFID tag is embedded in the ignition key (sggife 2.1.6). When starting the car the
tag in the key is used to assure of the key's gemass. If the authentication fails the car does
not start. Companies employing this technology atecthat so far not even one case has been
reported in which this system has been defeatddtdlen cars which employ this technology

have been taken towing the car with a trailer.

2.4. RFID Systems

RFID systems are made up of three main componeRI® tag, RFID reader, and the
back-end database. Figure 2.2 illustrates an exaaf typical RFID system. In the following

subsections, we explain the details of differemhponents of an RFID system.
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Figure 2.2 A simple RFID system

2.4.1. RFID tags or tansponde

In an RFID system, each object will be labiwith a tag. Each tag contains a microc
with some computatioand storage capabilities, ¢ an antennaoil for communication. Tags c:

be classified according three main criteria (see figure 2.3):

RFID Tag Tvpes

|
l

Memory Power
Type Source

| | |

Passive Scmi Passive Active
RFID Tags RFID Tags RFID Tags

P \
Computational
Capacity

‘ SmartTags ’ ‘ Dumb Tags

Figure 2.3 Types of RFID Tags

A) Memory TypeThe memory element serves as writ and nonwritable data storag:
Tags can be programmed tc read-only write-once read-manyor fully rewritable. Depending
on the kind of tag, tag programming can take pidbe manufacturing level or at tf
application level.

B) Power SourceA tag can obtain power from the sig received from the reader, ol
canhave its own internal sour of power. The way the tag gets its power genedsfjnes th
category of the tag.

» Passive RFD tags Passive tags do not have an internal soaf@@wer. They

harvest their power from the reader sends ouglectromagnetic waves. They are restricte
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their read/write range as they rely on RF energgnfthe reader for both power and
communication.

* Semi-passive RFID tagsSemi-passive tags use a battery to run the migotchi
circuitry but communicate by harvesting power fribra reader signal.

» Active RFID tags.Active tags possess a power source that is usechtihe
microchip’s circuitry and to broadcast a signathe reader.

C) Computational capabilityBased on the computational capacity of RFID tuse
are mainly two types [Song09] of them: dumb andréma

* Dumb tags:A dumb tag has very low computation capacity drs a unique
identifier that is of a fixed unique length (usyall0 or 16 hexadecimal digits long) value. The
memory capacity of a dumb tag is likely to be fasiall (i.e. hundred bytes to 2kBytes).

» Smart tags:Smart tags have a small processor built withihat has the capability
do some cryptographic operation [Laurie07]. Theyally have a larger memory capacity
(32kBytes or more) compared to the dumb tags. Stagstcan perform authentication before
allowing access to the stored data. Such a tagmenypt communications to avoid some major

attacks [LaurieQ7].

2.4.2. Constraints on the Tag

1) Tag is passivelt has no batteries. It can operate just wherrrioggted by a reader and
only for a short time after each interrogation.

2) Tag has limited memoryEach tag has on board only a few kilobits of mgntor
store itsid and its secrets. At present the majority of thys tzan just save a fixed 96 it
Nevertheless we consider more sophisticated tagsendome more memory is available
otherwise there would be no space for any crypfuycadata.

3) Tag has limited computational abilitie€ach tag can perform only basic calculations,

hash calculations, PRNG, AES 2. Public-key cryppdy is quite expensive.
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4) Tag provides no physical securitigach tag can be physically opened, thus revealing
the complete contents of its memory.

5) Tag communicates at up to a fixed distandéie tag-to-reader communication is
limited to a few meters but the reader-to-tag comication could be eavesdropped at a greater
distance.

All these choices of tags are arbitrary and onddcfind tags with different

Characteristicsg.g.more expensive). Nevertheless our choice is aeptegiite realistic.

2.4.3. RFID Readers or Transceiver

Source: http://www.thebarcodewarehouse.co.uk/Adsetges/Products/16006.jpg
Figure 2.4 A simple RFID reader
RFID readers are generally composed of an RF mpduwentrol unit, and an antenna

element to interrogate electronic tags via RF conication. Readers may have better internal
storage and processing capabilities, and frequentipection to backend databases. Complex
computations, such as all kind of cryptographicrapens, may be carried out by RFID readers,
as they do not have more limitations than thoseddo modern handheld devices or PDAs.

Figure 2.4 shows an RFID reader.

2.4.4. Constraints on the Reader

While having constraints on the tag seems quitéooisy one could think that no real
concern should arise about characteristics oféhdars. We should therefore explain where the

concerns about the complexity of reader-side algms arise from.
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Many RFID systems are composed by millions of tddgnk, as an example, about a big
library where an RFID tag could be attached to dmxk. While checking out from the library
the system has to recognize, before a patron cdlsaloor, which book he brings with him,
determine if he can borrow it and update its rearé database, stating the “borrowed” status of
the book. Of course all these operations have @cbemplished in a matter of fractions of a
second. Having a high search complexity could teagh unrealistic scenario where the user has
to wait 30 seconds next to the reader at the leait while the system performs its calculations.
Some applications are even more time-critical. €fuee, efficient and scalable search protocols
need to be installed in the reader. However, thi@ g@ncern on the reader is the number of

cryptographic operations to perform to identifysdag

2.4.5. Back-end server

The information provided by tags is usually an ttea back-end server (pointers,
randomizedds, etc.). This limits the information stored indag only a few bits, which is a
sensible choice due to severe tag limitations atg@ssing and storing. It is generally assumed
that the connection between readers and back-datakes is secure, because processing and

storing constraints are not so tight in readers.

2.4.6. Constraints on the RFID System

The constraints on the two main ingredients of &iCRsystem (tags and readers) have
already been highlighted, but still some limitstba characteristics of the whole system should
be delineated.

1) Connection:Unless otherwise specified, transceivers and #dck-bnd server are
interconnected by means of a secure channel withtaot infinite available bandwidth.

2) Scalability:More tags could be added to the system at any time

2.4.7. Cryptography for RFID Systems
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We make the following assumptions about the aviityalof cryptographic functions in
simple RFID tags.
* There are sufficiently secure hash functions whihsuitable for a low-cost tag.

* There is a sufficiently secure pseudo-random nurgbeerator for a low-cost tag.

2.5. RFID Standards

In any technology, lack of standards leads to iciefficies because customers have to
rely on a single equipment provider. Even the wetiwn EPC standard is not yet fully
standardized in its details. Another problem i¢ frequency regulations are not internationally
standardized. EPC Global standardizes differemtgoates of devices, in relation with the
technical characteristics and the functionalities/mled by the tag. Each class includes all the
properties of the previous and adds some new. timenary of EPC class is showed in table 2.1.

Class 0:Class 0 tags are the simplest type of tags, wherdata, which are usually a
simpleid number (EPC), are written into the tag only ongard) manufacture. No further

updates are possible. These tags announce thegnmewhen passing through an antenna field.

Table 2.1 EPC class types

Classtype Specification
Class0 Read only tags
Class1 Write once, read many tags

Class1 Gen 2 Write once, read many tags, UHF Gen 2 protogol

Class 2 Rewritable tags
Class3 Semi-passive tags
Class4 Active tags

Class 1:Class 1 tags are manufactured with no data writtenthe memory. Data can
either be written by the tag manufacturer or byuser, but only once. After this no further

update is possible and the tag can only be read.
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Class 2:Class 2 tags allow users to both, read and waita ihto the tag’s memory. They
are typically used as data loggers, and therefonéachn more memory space than tags which
carry only simple ID numbers.

Class 3:Class 3 tags are just like class 2 tags excepthigitcontain on-board sensors
for recording parameters like temperature and pressvhich are recorded into the tags memory.
As sensor readings must be loaded into memoryserate of the reader, the tags are either semi-
passive or active, thus requiring an on-board psoeerce.

Class 4:Class 4 tags are equipped with integrated transrsitThese tags are similar to
radio devices, which can communicate with othes tagd devices in the absence of a reader.

Presently deployed Gen 1 UHF RFID systems are basednumber of competing
protocols, most notably Matric’s Class 0 and Alie@thnology’s Class 1. There is a problem that
these protocols are proprietary. Beyond that, thely the features, reliability and power to
adequately serve a growing number of applicatipagijcularly when taking worldwide
operability into account. MIT’s Auto-ID Center regiized these problems and created a single
open standard that would firstly create an envireninof interoperability and international
regulatory compliance and secondly would raisebdreon RFID system performance in a
significant way. These two values formed the baokbof the EPC Gen 2 UHF standard. With a
single worldwide specification in place, UHF RFIRded systems are expected to become faster,

easier to use, less costly to deploy and more tobus

2.6. Generation 2 vs Generation 1

The EPC global Class-1 Gen-2 RFID specificatiorafSt1] was adopted by EPC global
in 2004 and was sent to ISO. These specificatiomgge a great advance to consolidate the
adoption of RFID technology. Where previously theere several specifications such as EPC
Class-1 and EPC Class-0, a single UHF specificasiomow established. In order to ease a

worldwide deployment, emerging UHF regulationsiiifiedent regions have been taken into
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account. Additionally, the best features of thecpding specifications have been improved, and a

range of future applications including higher-fuantsensor tags have been foreseen.

2.7. Integration Costs

Currently the prices of tags are still too high fiecany companies to make RFID an
investment. However business analysts projecttiigatag costs will be falling rapidly with
increasing mass production. Moreover, significamestments in the infrastructure have to be
made for the flourish deployment of RFID systemisTihcludes equipment, such as terminals
and networks for the collection, processing, aralweation of the data supplied by the RFID
system. Additionally the restructuring of businpsscess and parallel operation during the initial

phase are also major cost factors.

2.8. Summary

RFID makes use of radio transmission to recogmatsgorize, locate and track objects.
In this chapter, we discuss the components of Riyddems that are: readers, tags and a back-
end database for storage and management of tleetealldata. The tags are attached to the
products and can be read when they enter a reategeana field. We also discuss properties and
capabilities of different categories of RFID taghis is followed by the discussion of constraints
of RFID tags, readers, back-end server, and themsy$Ve also discuss RFID standards and the

details of different types of EPC classes.
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Chapter 3. Attacking RFID Systems

RFID technology is a pervasive technology, pertapsof the most pervasive in history.
However security and privacy concerns are the nay@ivback of this technology. One should be
aware that the ways of collecting, storing andyaial vast amounts of information about
consumers existed even before the appearance bf lREhnology. For example, we usually pay
with credit cards, give our names and address &chandizing, use cookies while surfing the
Internet, etc.

For RFID systems a great variety of attacks cawléatified. Attacks against the RFID
systems opened the door for the development of dlatisical and modern security techniques,
ranging from signal jamming to challenge-respoudsaiification. And it is just as likely that
RFID will continue to inspire progress in secuatyd privacy research in the future, as it has
done for decades.

The major goal of this chapter is to give an ovemwof the primary security
requirements of RFID systems and the traditionathragaisms to fulfill those requirements.
Another objective is to categorize the existing kvessses of RFID systems so that a better

understanding of RFID attacks can be achieved.

3.1. Attack Objectives

In an RFID system the objectives of each attackbzawvery different. It is important to
identify the potential targets in order to undanmstall the possible attacks. The target can be the
complete system (i.e. disrupt the whole of a bussirgystem) or only a section of the entire
system (i.e. a particular item). A great numbeinédrmation systems focus solely on protecting
the transmitted data. However, when designing Rfyiflems, additional objectives, such as
tracking or data manipulation should be considetetius imagine the following example in a

store: an attacker modifies the tag content otem reducing its price from 100 to 9.90 =. This
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leads to a huge loss for the store. In this scentdré data may be transmitted in a secure form
and the database has not been manipulated. Hovedtaark is carried out because part of the
system has been modified. Therefore, in order tkenaasystem secure, all of its components
should be considered. Neglecting one componenttewbathe security level of the remaining
components, could compromise the security of theleveystem. As shown in the above
example, the attack may be perpetrated to stealdoice the price of a single item, while other
attacks could aim to prevent all sales at a staneattacker may introduce corrupt information in
the database to render it inoperative. Some attacks as the active jamming attack, are
inherent in the wireless technology employed. O#itrcks focus on eliminating physical access

control, and ignore the data. Some involve idergigaling from legitimate e-passports, and etc.

3.2. Security Requirements

RFID technology may bring spontaneous risks becafifee proliferation of RFID tags.
Certain security requirements must be addresseddry RFID protocol to maintain the security
and privacy of the overall RFID system. Numberasfaarch literatures [Ahamed08c, Avoine05,
Bringer06, Cai09, Chien07, Choi04, Conti07, CuiBibert05, Henrici04, Hoque09, Hopper00,
Hopper01, Juels05a, JuelsO5b, Juels05c, Juels@&pl &lolnar04, and Ohkubo03] deals with
several privacy and security issues of RFID. Themefwe try to point out the security goals that
should be guaranteed by a protocol:

* Privacy protection A tag cannot be distinguished by an adversary witkeimpering it
and realizing the data stored in the tag.

» Anti-tracking: It is tough for an adversary to track a tag if dtwersary does not have
any information about the tag. But the attackertcack a tag, if the tag replies with a constant
response each time it is queried. So protocolsldimidesigned such that a tag neither reveals

its id nor replies with constant response.
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 Anti-cloning: In order to clone a tag, an adversary needs twkhe secret key shared
between a tag and the authorized reader. So, sedwered against cloning attack, protocols
should never reveal the shared secret key.

» Synchronization Attacker should not able to update the key usethéyag or the
reader to secure the communication.

» DoS resiliency Denial-of-ServicdDoS) attack means an authorized entity is prexent
from accessing its authorized entities. In ordegrisure successful communication between a
reader and its authorized tags, it should be gteedrthat an adversary cannot desynchronize
them.

» Not susceptible to replay attacKecurity must be ensured against replay attacks so
that an adversary cannot impersonate a legitinagt®éy replaying an eavesdropped message.

» Forward secrecyAn adversary compromising a tag will not be ablé&entify the
previous outputs of the tag.

» Backward secrecyAn adversary compromising a tag will be unableack future

transactions even if it has access to the tag'septenternal state.

3.3. Adversary Types

The adversary can be categorized into the followiagses:

* Weak adversaryThis type of adversary cannot corrupt any tags.

» Strong adversaryThis type of adversary has no limitations on cpting tags, and
can do anything at its wish. For each categorydetesary defined above, it is also defined a
narrow variant, where a narrow adversary cannot accessutpeits of the players (i.e., reader
and tags) for any protocol run.

» Forward adversaryThis type of adversary can corrupt tags undetithieation that

once the adversary corrupts a tag, it can do ngthitbsequently except for corrupting more tags.
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» Destructive adversaryThis type of adversary can do anything after actaguption,
but under the limitation that the adversary camaose a tag after corrupting it. Specifically, once
a tag is corrupted it will be virtually destroyed.particular, a destructive adversary cannot
observe or interact with a corrupted tag nor careiiversary impersonate a corrupted tag to the

reader.

3.4. Classfication of Different Attacks

This upcoming section discusses the major cladsatsacks that are usually launched

against RFID systems.

3.4.1. Modification of data

This type of attack deals with the alteration afadsaved within the memory of the tags.
By unauthorized write access, the data stored @tail can be modified. This attack is only
effective if the identifier and security informaticuch as keys remain unchanged. Otherwise this
attack leads to denial-of-service. The attack Iy possible if additional data along with the

identifier are stored.

3.4.2. Deactivation of tags

In this type of attack, the tag is made inoperaltiyexecuting a dedicated command or
by physical intervention. Depending on the degffedeactivation the identity or the presence of

the tag can no longer be determined.

3.4.3. Active jamming

Although passive interference is usually unintamipan attacker can take advantage of
the fact that an RFID tag listens indiscriminat@hall radio signals in its range. Thus, an
adversary may cause electromagnetic jamming byiogea signal in the same range as the

reader in order to prevent tags from communicatiil readers.
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3.4.4. Sniffing or tracking

RFID tags are designed to be readable by any cantpiader. Unfortunately, this
allows unauthorized readers to scan tagged iteftesitomes from great distances. This type is
attack is callegniffing or trackingand this is one of the major attacks launchedastrof the
RFID systems. This type of attack can also be laeddy eavesdropping on the wireless channel
between the tag and the reader. Tracking of RR§S &édlows monitoring of individuals'
whereabouts and actions. RFID readers placedategic locations (like doorways) can record
RFID tags' unique responses, which can then béspamdy associated with a person's identity.
RFID tags without unique identifiers can also fitie tracking by forming collections which are
recurring groups of tags that are associated witimdividual. In such cases, RFID technology
also enables the monitoring of entire groups oppedvoreover, tracking attack will also lead to
unrestricted access to tag data or tagged objeétsnation. Unrestricted access to tag data can
have serious implications and collected tag daghtrieveal information like medical
predispositions or unusual personal inclinationsictv could cause denial of insurance coverage

or employment for an individual.

3.4.5. Spoofing or cloning

In this type of attack, the attackers can creatkesntic RFID tags, by writing
appropriately formatted data on blank RFID tags.éx@mple, thieves could retag items in a
supermarket identifying them as similar, but chegpeducts. Tag cloning is another kind of

spoofing attack, which produces unauthorized copidsgitimate RFID tags.

3.4.6. Replay attack

Replay devices are capable of intercepting andmetnitting RFID queries, which could
be used to abuse a variety of RFID applicationges€hypes of attacks usually occur in situations

where RFID components use a challenge responsd pesicol. RFID tags and readers usually
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share a secret and use a challenge response protacthenticate their identities. Nevertheless,
very often this approach is subject to replay &iam a replay attack, an adversary broadcasts a
tag’'s response recorded from a past transactiordier to impersonate the tag to a reader.
Typical example of this attack is the unauthoriaedess to restricted areas by broadcasting an

exact replay of the radio signal sent from a leggtie tag to the reader that grants access.

3.4.7. Relay attack

In a relay attack an adversary acts as a man-imitldle. An adversarial device is
placed surreptitiously between a legitimate RFI@dad reader. This device is able to intercept
and modify the radio signal between the legitimateand reader. Subsequently, a momentary
connection is relayed from the legitimate tag/redlkeugh the adversarial device to the
legitimate reader/tag. The legitimate tag and readefooled into thinking that they are
communicating directly with each other. To make tiype of attack even more sophisticated,
separate devices could be used, one for the congatiomn with the reader and one for the
communication with the RFID tag.

A number of factors combine to make relay attack&®E1D technology. Tags are read
over a distance and activated automatically whesecto a reader. This allows an attacker to
communicate with a tag without the knowledge obitser. Two devices, as shown in figure 3.1,
are involved in the relay attack: the ghost andakeh [Czeskis08]. The ghost is a device which
fakes a card to the reader, and the leech is ael@hich fakes a reader to the card. A fast
communication channel between the legitimate readdrthe victim card is created by the ghost
and the leech:

1. The legitimate reader sends a message to ttet gho

2. The ghost receives it and forwards this mesgate leech through the fast
communication channel

3. The leech fakes the real reader, and sendsehsage to the legitimate tag
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4. The legitimate tag computes a new message anshtits it to the leech

5. The leech receives it and forwards this mesgages ghost through the fast
communication channel

6. The ghost forwards this message to the reakread

This sort of attack dispels the assumption thadeesaand tags should be very close to
communicate. Additionally, even if communicationsrev encrypted, the attack is feasible
because messages are only relayed through a fastwaication channel, without requiring

knowledge of their contents.

Figure 3.1 Example of relay attack (ghost and leech attack)

3.4.8. Denial-of-Service (DoS)

This is a type of attack in which an attacker calREID tags to reach to such a state
from which they can no longer function properlyisTtesults in the tags becoming either
temporarily or permanently out of operation. Moregsely, in this attack a tag is attacked with
gueries from an illegitimate reader. As a reshkit tag is not able to respond to a further query
from the legitimate reader. In other words, a geaueader cannot communicate with its
legitimate tags. A similar attack is also possiintethe reader, but since the tag is much more
resource constrained than the reader, they are sngoeptible to such attacks than the readers.
Such attacks are often intensified by the mobitengsof the tags, allowing them to be
manipulated at a distance by covert readers. Vhis of attack can be a serious threat to the

integrity of automated inventory and shipping aqgtiions.
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3.4.9. Server impersonation attacks

Server impersonation means that an adversaryestaliinpersonate a valid server to a
tag. One reason that this is a genuine threatdsuse de-synchronization can occur if a tag
updates its stored data when the server does e 8pecifically, an attacker that compromises
a tag's stored secrets can impersonate an autdaezger to the tag. If the attacker executes an
authentication session with the tag, impersonatinglid server, then it can make the tag to
update its stored secrets, although the genuinersdoes not update the secret corresponding to

the tag entry. Then the tag and the real servebeatesynchronized.

3.4.10.Eavesdropping attack

As RFID technology operates through radio charsietommunication can be covertly
overheard. In eavesdropping an unauthorized indalidses an antenna in order to record
communications between legitimate RFID tags ande®sa In this type of attack, the
communication between tag and reader over thet@rface is intercepted, decoded and
interpreted. A passive adversary can eavesdropessages between a reader and a tag and can
keep records of the messages. The informationdedoran be used to perform more
sophisticated attacks later. The feasibility ofthitack depends on many factors, such as the
distance of the attacker from the legitimate RF#Yides.

There are two possible distances at which an adtazdn listen to the messages
exchanged between a tag and a reader. They are:

Forward Channel Eavesdr opping Range: In the reader-to-tag channel (forward
channel) the reader broadcasts a strong signalyialy its monitoring from a long distance.

Backward Channel Eavesdropping Range: The signal transmitted in the tag-to-reader

(backward channel) is relatively weak, and may drdymonitored in close proximity to the tag.

3.5. Attack Intentions
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Table 3.1 Intentions behind attacks in RFID systems

Privacy Access of Denial of service | Spoofing
Protection data

M odification of data

Tag Spoofing

Deactivation of tags

Removal of tags

Eavesdropping

Jamming

Reader Spoofing

Table 3.1 various intentions that an adversary biiglre while attacking an RFID
system. An attacker may want to access sensitfeeniation or exploit an RFID system by
spoofing an RFID tag. An attacker’s intention migbtto make an RFID system unavailable

(DoS attack). Even a user might launch an attackue he feels his right for privacy is violated.

3.6. Summary

Although RFID networks have many advantages, th&y @resent a number of inherent
vulnerabilities with serious potential security iiwgtions. In this chapter, we analyzed the
security issues that arise with RFID. Firstly acdssion of the attack objectives of an adversary
in an RFID system is given. Then the security resquents of RFID systems are pointed out.
After that, some major possible attacks are idieatioind discussed. Finally, attack intentions of

an RFID system attacker are identified.
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Chapter 4. Related Work

There are several attacks in RFID systems thatlastacles to make RFID more popular,
and widespread then before. However, researcheestde®en working for long time to prevent
those attacks in RFID systems and to facilitateettyansion of RFID technology. One key
research area that focuses on securing RFID systgaigst major attacks is to design secure
authentication methodologies. These authenticagioniques are designed to execute while a
reader communicates with an RFID tag for identtfaapurpose.

One extension of RFID tag authentication is knowtag searching. Tag searching
means searching for an RFID tag from a large cidle®f tags. Any RFID authentication
protocol which provides security and privacy carubed for this purpose. However, as the
number of RFID tags increases, the cost of cotigatiata can be very high. More efficient
methods for performing RFID tag search are neefedrch is a basic and invaluable tool for
sifting through large amounts of data. Considertample, a large pharmacy stocked with RFID
embedded medication. A pharmacist wanting to fipdudicular drug can broadcast his query and
receive an answer. Due to the limited broadcagieaf RFID readers, the pharmacist can even
determine the approximate locality of the medicaty directing the RFID reader at different
locations, i.e., towards different shelves.

Though RFID tag searching is an important issuerfost RFID systems, the assortment
of research literature on RFID searching is inadégjur herefore, the goal of this chapter is to

discuss some famous authentication techniques &lidhghe proposed search protocols so far.

4.1. Authentication Related Prior Works

In this section we present some classic identibiodauthentication protocols for RFID.
RFID security based research area can be dividedvio categories. The first category

is protocol based. This category mainly focusesmpiementing protocols using secure,
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lightweight primitives on small RFID tags in orderensure security and privacy. The second
category is hardware based and this category feaus@nproving RFID tag hardware so that it
can provide additional security primitives. All @fir proposed protocols in this thesis fall in the
first category. So we will not discuss about thediaare based category. However, interested
readers can refer to [JuelsO5b] and [RiebackO7irfare details. In this section, we will mainly
discuss the research background related to theqmistbased category. Within the area of the
protocol based category numbers of techniques be®e proposed for ensuring RFID security
and the assortment of authentication protocolsiite ggxtensive. Thus we shall avoid a broad
review and focus on those works that are relatenitaontribution. Interested readers may refer
to [JuelsO5b] and [Juels06].

* The Weis-Sarma-Rivest-Engels Protocdleis et al. [Weis03] proposed
authentication protocol which used back-end dambaperform the authentication. In this
protocol, an RFID tag replies withim@etalD when it is queried by a reader. The reader fora/ard
thismetalD to the back-end database which finds out thelBeaf the tag for the reader. An
RFID tag replies with the sameetalD each time it is queried by a reader. So this pats not
secured against tracking attack which hampers gyigathe tag holder. So the authors proposed
a randomized hash lock scheme to solve this praolilethis scheme, a tag replies W(M‘)

ID @ fk(r)), when it is queried by a reader. Hetas the tag’s secref;, is a pseudorandom
function andr is a random number generated by the tag. The réaeards this reply to the
secure database which then searches for the IB¢tzrgt key pair that matches with the reply.
Under this scheme, an RFID tag replies with a bffie value each time it is queried by a reader
as each reply of the tag involves a random number.

» The Tsudik Protocal Tsudik proposed a protocol, YA-TRAP, in [Tsudik@Bat
ensures high efficiency at the server side. Itfanaous authentication protocol that places little

burden on the back-end server. The principle adeggnof this protocol is that the central
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database avoids any real time processing. Authropoped that YA-TRAP is really
advantageous in situations where tag informatigmasessed in batches rather than in real time.
The fundamental idea of this protocol is based onatonically increasing timestamp which
makes this protocol secured against tracking. tlBeiuse of the timestamp makes this protocol
unsecured against DOS attack. In this protocoREID tag update its timestamp based on a
value provided by the reader. At the same time ¢agistored,, . , where T, is the
maximum value that can be reached by the timestsvingn the timestamp reach&s,,,, atag
does not answer to the reader’s queries. Henceharsary can send the tag a large enough
timestamp so that it goes beydhgl,,. Thus it becomes quite easy for a malicious retmer
create DOS attack. Although the solution to DOS praposed in YA-TRAP+ [Avoine05], this
protocol still lacks forward secrecy.

» The Ohkubo-Suzki-Kinoshita ProtocoAnother lightweight protocol is OSK
[Ohkubo03]. Ohkubo, Suzuki and Kinoshita proposed two hash functioH andG are
sufficient to provide indistinguishability and foand secrecy. Herd] is a one way hash function
andG has random oracle. According to this protocoggis initialized with a shared secset
and the back-end server maintains a list of téafys). The tag updates its secret key after each
guery according to the following formutg, ; = H(s;). And in response to the query from a
reader, the tag replies = G(s;). The server on the other hand usgw identify the tag by
performing a brute force search through the ligags. OSK does not ensure scalability. In
[Avoine05], Avoine and Oechslin modified OSK whidmoved the scalability problem. They
introduced a time-memory tradeoff which reduceddbmmputational complexity for inverting the
hash function. Another problem of OSK is that aionalis reader may easily desynchronize a tag
which eventually results in DOS attack.

« The Henrici-MAuller Protocol: In [Henrici04], Henrici and MAuller relies one-way

hash function to thwart tag tracking attacks. is golution, a tag responses a reader's query with
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two hash values and updates its stored valuesafteccessful authentication. This solution does
not provide full-degree of anti-tracking since g &ways replies with the same response before it
is successfully authenticated. In addition, it doesprovide forward security as a strong
adversary could derive tag identifiers in previsassions from the tag's current identifier and the
server's random number.

* The Molnar-Wagner ProtocolMolnar and Wagner [Molnar04] pointed out that the
randomized hash lock scheme does not defend agairestvesdropper. An adversary can
eavesdrop on the communication between readeragro fearn the tag replies. The adversary
then uses this information to impersonate the R&tPto fool a reader. In this protocol, both the
reader and tag share a secxgt Both reader and tag generate random nofwges,) and share
them. By refreshing the random nonces during ewestantiation of the protocol, replay attacks
through eavesdropping are avoided.

* The Hopper-Blum ProtocolsHopper and Blum propose a secure human
authentication protocol in [HopperOO and Hopper®idre,r,- x andr, @ x represent scalar
product and exclusive-or (XOR) of k-bit binary verstr, andx respectively. The HB protocol
relies on the computational hardness of LearnirrgyPaith Noise (LPN) problem. It is meant
only to be secure against passive attacks, andiitisecure against active attacks. A simple
active attack, where an adversary pretending thdeeader, transmits a fixeg to the tag
several times can retrieve the valuecofWhile humans may get suspicious with repeateidda
login attempts if they are actively queried by anpaiter, a simple tag will blindly reply to active
gueries. In other words, HB would not protect agagkimming attacks.

* The HB+ Protocol:An alternative method for RFID authentication isé@on a
“challenge and response” between a reader and duals et. al. [Juels05a] observed that human
authentication protocols can be applied to RFIB¢csiRFID tags, like humans, have weak

computational capabilities. They introduced HB poat, in which a reader issues a new
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challenge to a tag each time it queries an RFIDTag tag computes the binary inner product
based on the reader’s challenge, and returns swearto the reader. The reader authenticates the
tag by verifying the tag response. The HB+ protagain improvement over the HB protocol by
using an additional binding factor from the tagledend against an active adversary. Later work
by [Piramuthu06], [Gilbert05], [Bringer06] improves this idea.

* The Seo-Kim ProtocolSeo et al. [Seo06] proposed a hash function based
authentication protocol that ensures high scatgbilihis protocol is also untraceable. Here back-
end serveB has the following four fields associated with etaxdt EPCh(ID;), ID; and the
access PIN. Each tag saves the last timesTghgend by an authorize® asTS;,;. Based on its
own timestam@@’S and shared secret kkyreader compuseh(k, TS) and transmits it to the
tag 7, together wik TS. Tag recognizes an authorized read&6Siteceived from the reader is
greater thaff'S;,; and replies witth(ID;). ReadefR forwardsh(ID;) andTS to B and here the
back-end server comes into play. It updateg Ehef corresponding tag and asks the reader to
pass on the message to the tag for synchronizddioon reception of the message, fagipdates
its ID andTS,,,;. The most significant contribution of this papgscalability and forward
secrecy. UpdatingD with a one way hash function ensures forward sgci®calability is
ensured in a sense that back-end server needsdimalexityO () to find a tag in multi tag
environment wherg is the number of tags that have samekeythin the operating range of a
reader. The drawback of this protocol is that owhgrtransfer requires external intervention.

* The Seo-Lee-Kim ProtocolSeo et al. proposed another authentication prbtoco
[Seo06b] that ensures high scalability and ownerhinsfer. It is a lightweight authentication
protocol that employs a proxy in addition to thekeand server. The protocol is based on
Universal Re-encryption which allows the back-eedssr to get the tag identifier only after a
simple decryption. This decryption requires a canstime which makes it one of the highest

scalable authentication protocol. But its applmatarea is restricted because of the use of proxy.
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This protocol is best suited for personal use.iBsiiffers from the problem of traceability and
some other security issues such as DOS attackveaqabsng.

* The Tan-Sheng-Lee Protocoln [Tan07], Chiu et al. proposed a serverless
authentication protocol. In this protocol readeintans an access list which is used for tag
authentication purpose. And each tag has a sewreich is not shared with anyone. Reader and
tag both knowf (r, t), wherer is reader identifier. Here in response to the yéram a reader,
tag replies with some of the bitskoff (r, t) | n; Il n;)) wheren; andn; are two random
numbers generated by the reader and the tag regdgendh(.) is a one way hash function.
Since only a legitimate tag can genetatg(r, t) I n; Il n;)), it works as tag’s certificate to the
reader. At the same time tag queries reader wafileation string. Only a legitimate reader replies
with valid answer string which introduces the raaatean authorized reader to the tag. Tag
releases its data only after realizing that thel@ess legitimate. But here again the reader has to
do a lot of computation to find outl of the required tag. But their protocol 2 is notgly and
strongly anonymous as they return tddy performing XOR operation with hash value for
authentication. Moreover, they didn’t propose agthhique for ownership transfer.

* The Chien-Chen Protocolln [Chien07], Chien and Chen used a challengeeresp
protocol to prevent replay attacks. To prevent aerfi service attacks, both new key and old key
for authenticating a tag are stored in back-endluete. However, a strong adversary can still
identify a tag's fixed EPC code, thus identify tag's past and future interactions after

compromising a tag.
4.2. Search Related Prior Works

Tag searching is different than tag authenticafldraugh a single tag can be searched
using a secure authentication protocol, it willl@ase the performance and response time of the
overall RFID system. There have not been many ati®to produce a secure search protocol for

RFID systems. RFID search protocols have not gathewch attention so far but research
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literature in this area is also in an emergingestatt this section, we will explain different sdarc
protocols that are proposed in research literatiilte®w.

e Hash based Serverless Search Protoc@srverless RFID searching protocols were
also proposed in [Tan07] for the first timiehe authors produced a series of search solutiats t
require very little storage, and can be distribwt@tiout an explicit need for a back-end server.
Their solutions base themselves on the RFID tdglgyato perform hash computations.
According to this protocol, a reader wishes to fd whether a specific tag is within its vicinity

by broadcasting(f (r;, t;)|In,) @ id;,n, andr; . Based on this search query, only the intended

tag, if exists, reply with its encrypted. Other tags within the reader’s vicinity replyaadom
number based on certain probability. Tags authai&ithe reader based on the search query and
reader authenticates tags based on the replyg&tfoth valid query and valid replies are
generated by legitimate parties. In their protdhely used to use noise to mask the tag replies.
Each tag receiving a search query that does natmtla¢ request replies with some probability.
This technique facilitates the protocol to be sedugainst some major attacks, such as tracking,
or physically determining a tag’s location.

e Lightweight Secure Search Protocolkars et al. propose a lightweight secure
search protocol in [Kulseng09]. The authors proddkece lightweight secure search protocols,
all of which can prevent the adversary from leagrtime identity of tags or impersonating tags. In
the basic protocol, the target tag responds tagaeyy, so an adversary may replay any previous
guery and know the presence of a target tag. Byechronization-based protocol mitigates the
impact of replaying attacks by reducing the nundieueries that a target tag should respond.
Their best protocol is the multi-response protdaomin which the adversary learns nothing about
the target tag. Their protocols are built on tofpiokar Feedback Shift Registers (LFSR) and
Physically Unclonable Functions (PUF), which areyedficient for implementation in low-cost

tags. The authors use LFSR to generate random marfdreencrypting communication and reply
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on PUF to authenticate the identity of tags. Thbaualso performed evaluation of their protocol
and the experimental results show that their smhsthave negligible processing time and require
no more than 1400 hardware gates. So, they aresuitable for low-cost RFID systems with at
most 2000 gates available for security purposes.

¢ Lee etal’s Search Protocolee et al. proposed a novel search protocol [Cai09]
which allows for privately querying a particulagtdn their protocol, the server (or a reader) can
efficiently query for a specific tag, without conapmising the tag’s privacy. The authors first
designed a two-round protocol and reduce it toexronind protocol. In order to reduce it to a
one-round protocol, they change the protocol shahthe server generates a challenge instead of
receiving it from a tag. According to their protdda order to prevent replay attack, each tag is
allowed to keep a counter and update it each tinadid message is received. As a result, the
received counter is always bigger than the stored After verifying the message from the
server, a tag can respond to the server. Onlygh@sin their system can generate valid
messages. After the search protocol is executemtdier to make sure that the proper tag is
responding to the server, a tag-to-server authaidit protocol is invoked. The search protocol
itself (without combining it with an authenticatipnotocol) requires the server and a tag to
perform two EC point multiplications each. The authproved the security properties of the
proposed search protocol. The performance restitgeir experiment show the feasibility of the
proposed protocols, even for a passive tag. Acogrth the authors, their protocol outperform

other privacy-preserving protocols.

4.3. Summary

In this section, we have reviewed a number of riig@noposed RFID authentication and
search protocols. We have also assessed theiitgesnunl performance properties against the

requirements identified in chapter 3.
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Chapter 5: A Secure Serverless Search Protocol (S’PR)

5.1. Introduction

Usually an RFID system is composed of three mampmments: tag, reader and back-
end database. Every tag carries an object idemfjfgata. When a tag receives a query from a
reader, the tag transmits information to the readerg RF signals. The RFID reader reads and
sometimes re-writes the stored data in a tag. Afterader queries a tag and receives information
from the tag, the reader forwards the informatma Back-end server. The back-end server is
powerful in computational capacity and managesdbiaformation related to each tag. Actually
in server based system, back-end server playssamt&d role and it is quite easy to check
validity of tags or reader, which is very importémt privacy protection and security issues.

But the major drawback of the central server bagstem is that the readers always have
to be connected to the server, which limits usdgeFdD systems in remote locations where
connectivity with server cannot be ensured. Besikdaging a single database makes the whole
system more vulnerable to privacy attacks. Cesgater has knowledge of all the tag secrets and
tag information. Therefore, if the database isajskd by an adversary, the entire user
community’s privacy is jeopardized.

An alternative, analogous to using central datgkiage store all information of the
central server in the reader. Because of the maohbiigre of readers, they can be stolen. An
adversary with a stolen reader will have accesls@éanformation found in the central database
and the stolen reader can be easily compromisezic@impromised reader may haddand tag
secret pair that can be loaded by an adversanaibtank tag. This fake tag can impersonate a
legitimate tag and a reader cannot distinguish detvwthe two. This is a severe breach in the
security of an RFID system.

Security and privacy protection is a major issuanother situation where a single reader

and multiple tags are present. In all such pralcsitaation, often a reader needs to determine
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whether a particular tag exists within a groupagfst This is referred to as RFID searching. Tag
searching with the help of a central databasetis mballenging issue. However, without the help
of the server, the reader has to search a taghnivy itself. This type of tag searching is a

critical task as it is vulnerable to privacy andwgdty threats. For example, through the broadcast
of a search query, a reader in a warehouse wastsatch for a tag which belongs to a precious
object. Now if the tag exists, it will reply and adversary will become sure that a valuable object
exists around it.

RFID tag searching can be thought as an extensiBifrkd authentication. By
authenticating every tag within a group, we cad fant the desired tag. As the number of tags
increase, the ability to search RFID tags becomesluable when the reader requires data from a
few RFID tags rather than all the tags in the otida. If the reader has to authenticate each tag
one at a time then the entire searching proces®&sbme very time consuming. Though tag
searching is very useful in many RFID applicatisegure searching methods have not received
enough attention in research literatures so farfivitey believe that in near future tag searching
will be a significant issue in RFID based pervasystems.

In this chapter, we try to find solutions to thdddwing questions: alhow can the readers
search for a particular tag without the help of terver?b) how does a tag identify that the
communicating reader is legitimatéfere, we propose a low cost, secured, serveréessls
protocol that provides solutions to the precedingggions. All these characteristics are ensured
without a back end server which makes our propasédble for various application areas. A
version of this proposal has been published in [Ad@08b].

In serverless system, a reader has to searchngigtite as well as provide security
without the server's intervention. This departumnf a server based system may also reduce the
cost for RFID system deployment in many areas wtageearching is done frequently, like
inventory management, retail store product manage&mnsupply chain management, E-passport,

etc.
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5.2. Existing Trivial Solutions

Back-end database played an essential role in @amlst works on RFID security.
Researchers came up with highly secure protocaladithentication was done mostly by the
back-end server rather than the reader itself.

Serverless RFID searching protocols were propas€Ban07] for the first time.

According to this protocol, a reader wishes to fnd whether a specific tag is within its vicinity
by broadcasting(f (r;, t;)|In,) @ id;,n, andr; . Based on this search query, only the intended
tag, if exists, reply with its encryptéd. Other tags within the reader’s vicinity replysandom
number based on certain probability. Tags authai&ithe reader based on the search query and
reader authenticates tags based on the replydg&tfoth valid query and valid replies are
generated by legitimate parties. But here the relaaeto do a lot of computation and their
protocols are not strongly anonymous as they raagid by performing XOR operation with

hash value for authentication.

5.3. Proposed Solution

Our major contributions in this chapter are asolol:

* We propose serverless, forward secure, anonymalsexure searching protocols
for RFID tags. Our protocol makes use of the sinifgeudo random Number Generator (PRNG)
and hash function to ensure security.

» According to the protocols, the tag identifier & passed to the reader in response to
a reader’s query. Here, the tag sends certifyifayination to the reader in such a way that only
the authorized reader is able to find out whethisris the desired tag. One unique feature of our
protocol is that it is not vulnerable to single medf-failure.

» We consider security of both tags and readers thsdam be attacked by adversaries.

We consider all the major attacks and our searatopols are secure against those attacks.



44

5.3.1. System architecture

An RFID system usually consists of three main congmbs: a reader, a tag, and a back-
end database/server. The communication channetbatthe reader and the tag is wireless,
while that between the reader and the databaskecaither wired or wireless. The tag presents
its identification number or other stored infornoatito the reader upon request. The reader will
then communicate with the database. We assuméabmmunication between the reader and
the database is secure due to the use of someksatdndard encryption technique. We further
assume that an adversary can hear all transadt@ingen a reader and a tag.

However, our RFID system is a serverless systerarefare, our serverless RFID system
mainly consist two parties, one of them is the ee&hBnd the other is a set of tags. A
certification authorityCA is involved in the system to certify readers autharize them to
particular tags. In this protocol, we focus on pas$ags, which are low-cost and resource-
constrained. For example, the most popular pasageEPC Class 1 Gen 2, has at most 2000

hardware gates available for security featured$0aa).

5.3.2. Preliminaries

All readers and tags have knowledge of a pseudoramdimber generatd?(.) and a
function M (.). P(.) is a fairly simple random number generator thatloaimplemented at low
cost.P(.) takes a seed as an argument and outputs a pseddoraumber according to its
distribution.M (.) is used by all readers and tags to update theafebd pseudorandom number
generator by passing the current seed as inpuadsiemeM (.) as an irreversible one way hash
function. Therefore a current seed cannot be linkets previous one.

We refer an RFID reader & EachR has a unique identifierand a contact list. We
will describe the contents d@flater.R obtainsr and £ from a certification authorityGA, after

authenticating itself. ThéA is a trusted party who deploys all the RFID tags amthorizes any
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RFID reader. For the sake of simplicity we assuma&R andCA communicate through a secure

channel. Each tafj contains a uniquél and a unique secrein its nonvolatile memory.

Table 5.1 Summary of notations for S°PR Protocols

Symboal Meaning

R; RFID readel which wishes to execute search

Taesired Desired RFID tag that the reader is searching for

seed esirea | S€€d residing in the contact listRyfor the RFID tadlyesirea

seedy sesirea | S€€M residing in the RFID tdQ,gireq

_—— Pseudorandom number generated by the regder tagTesireq.
desired based oneed jo5ireq

T * All tags within the vicinity of the readd®;

seedr, seed residing in each tag that is within the vigiof the reader;

Subscripts are used to describe a partidRlarT and their respective variables. Thus a
particular RFID readerwill be R; with an identifier; and contact list; stored in its nonvolatile
memory. An RFID tag is T; having a secrej. The contact list; contains information about the
tags whichR; has access to. The information about each tag ieespa seed and the id of the
tag. If R; is authorized to access tdys - -, T,,, £; will take the following shape after
authenticating itself t6A,

seedq:id,
g:{ }
seed,:id,

where, for any ta; and1l < j < n, seed; is a seed used R to communicate witlf;
andid; is T;’s identifier. seed; is initialized byseed; = f(r;,t;) = h(r; Il t;) whereh(.) is a one
way hash function anilrepresents concatenate. Note thatloes not know the tag sectgtr;
only knows the outcome of the functiﬁ(m-, tj) asseed;. The initialseed; is computed by'A

and stored ik;. The tagl; will contain only one seed for its only one authed reader;.

While T; is deployed byA, T; will get f (11, t;) = h(r; Il t;) asseedr, from CA. T; storesseedr,
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in its nonvolatile memory. We also assume théaicannot be compromised. We denote an

adversary ag. The notations for serverless search protocolsamemarized in Table 5.1.

5.3.3. Attack model

RFID systems face many threats launched by attacRétiackers can be either active or
passive. Passive attackers mainly launch eavesdgpfiacks to capture the messages
transmitted between the reader and the tag. Thegdrto learn some secret or private
information about the communicating parties. Thisimation can then be used for the purpose
of tracking or finding secrets in other messageathizing bit manipulation or other offline
methods. The active attackers can jam wireless agmuation, send out bogus messages, or
compromise some tags. In our protocol, we focuthermajority of attacks launched by the
active attackers.

The major goal of an adversary in any RFID systeto icounterfeit a real tag such that it
has a small probability of being distinguished frthra real one. Evidently, the fake tag embedded
within the fake product can let the product todeniified as a legitimate one.

For our serverless protocol, we denote an adveesafty The adversary can control a
number of readers and tags. The reader and treotalled by the adversary is denotecRas
andT, respectivelyR is unauthorized to have access to any real taigssasot connected with
the backend server. Similarrﬂ,is not valid as it has no idea ab&4dndID. We assume that the
backend server cannot be compromised. Moreoveisagnge that all the entities such as tags,
readers, adversaries, adversarial tags and adie¢readers have polynomially bounded
resources.

We assume that is more powerful than a passive attacker. Likassjve attacked can
eavesdrop on the channel between a valid readea galid tag. However, like an active
attackerA can install a rouge readBithat can communicate with a valid tag. In additidrzan

install a fake tad’ to communicate with a legitimate reader. In babes the ultimate goal of the



a7

adversary is to counterfeit a tag with the learinéarmation. In spite of these attackscan
launch hardware based physical attacks. A sucddssfdware based physical attack can give
adversaries the ability to create fake tags, oenmspnate a legitimate tag using some other
device. But we will not study such attacks as hamvwbased physical attacks are beyond the

scope of this paper.

5.3.4. Search Protocols

Intuitively, to satisfy the two properties of seewwearch protocol, we need to encrypt
both query and response in order to prevent arsdawgper from learning the identity of the
target tag. Meanwhile, the messages should be el&og each search in order to prevent an
adversary from replaying them. Based on these jdeaslesign several secure search protocols.
Each of our protocols consists of two phases, bngreary setup phase and an online search
phase. In the setup phase, the reader and aligseate preloaded with some secrets. Then, in the
search phase, the reader and the tag exchangsehests for the reader to detect the presence of
the target tag. Next, we discuss the detail obttlne search phase. Suppose, a reRgdex
searching for a tag denotedBs;,.q. One way of searching may be according toSearch

Protocol 1which we name aSimple Search Protoc@ee figure 5.1).

Search Protocol 1Simple Search Protocol

(1) R;—> T = : Broadcastr;

(2) R : Compute Ngesirea = P(s€edgesirea)

(3) T+ : m= P(seedr.)

(4) Ri«<Tx: m

(5) R; : for each m received from each tag in the group
(6) if (M == Ngesirea) then

(7) Tqesirea found

(8) dse

9) Tqesirea ot found

Figure 5.1 Simple Search Protocol
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One main shortcoming of this protocol is that iiene side authenticated search
protocol. In this type of search, tags do not antibate the readers before replying. So tags
cannot know whether they are replying to an advgrsato a valid reader. But the tags should
reply only to the authorized reader. Here the tagl/ upon receiving a search query. So by
querying a group of tags, an adversary may sudoel@d/her attempt of searching a particular
valuable tag, if that tag is present. Therefore,tys need to authenticate the reader before
replying. So wheiR; broadcasts the search query, all tags, includiadag which satisfies the

guery, need to authenticake before replying.

Search Protocol 2Enhanced Sear ch Protocol

1) R ¢ Compute Ngesirea = P(seedgesirea)
(2) R; - T=*: Broadcast Ngesired

(3) T= i a=P(seedr,)

(4) if(a == ngesireq) then

(5) Letk = M (seedr,)

(6) Letx = P(k)

(7) Seedeesired = M(k)

(8) R; & Tyesirea * X

9) else

(10) R; « T; : rand with probablity 1
(11) R;  Lets = M (seedgesirea)

(12) Letm = P(s)

(13) for each response from the group of tags
(14) ff (m is equal to a response) then
(15) seedgesirea = M(S)

(16) Tdesired found

a7 dse

(18) Thesireqa Mot found

Figure 5.2 Enhanced Search Protocol

Moreover, since seeds are not updated in bothegaafter each search, the tags will reply

with the same answers in subsequent search quié@sadversary queries with a previously
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learnedr;, tags will reply with the same values as befoighdugh the adversary will not be able
to figure out which tag the reader was searchingtiie adversary will be sure that the same
search is taking place. By querying several timigs differentr;, the adversary can learn a
pattern for queries and replies.

To solve the problems of simple search protocolcareset up our goals for searching as
follows. A tag should respond only to its authodizeader. A reader should query only the tags it
is authorized to access to. Both parties (i.e. sagkreader) should update their seeds after a
successful search. All these properties are incatpd in our next search protocol which is
Search Protocol 2which we name aBnhanced Search Protoc(dee figure 5.2). In this
protocol, a reader issues a query in a way thatahtgitimate tag can understand and a tag

replies in such a manner that only an authorizadeecan understand.

In this protocol R; computesi.gireq and broadcasts it to find Olif.gireq- All tags
receivingngqsireq cOMpare this number with the pseudorandom numaleat is produced by
using their owrseedr,. If a match occurs, a tag will be sure of the egadauthority. In fact only
legitimateT.5;req Can find a match because only an authorized reztegenerate valid
Ngesired- HENCE after authenticating the readigg;.q Will reply with next pseudorandom
numberx from the sequence and update its eaed;, .. NowR; computes the next
pseudorandom numbert from its sequence and compares it with each redeisponse. If any
response is equal tan, then the reader can be sure that the tag is. \@tidsequently read@s
now updates the seed fy,sireq. Security analysis for this protocol is discussethe next
subsection.

In enhanced search protocol, we let some otherr&galyg in addition to the desired tag to
put the actual reply in disguise. Each tag thagivexs a search query will have some probability
of replying with a random number. So by observimg tag replies, an adversary cannot recognize

the tag that the reader is searching for.
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5.3.5. Interaction diagram

The following figure (see figure 5.3) shows a dethinteraction diagram of enhanced

search protocol.

T,

Contact List L; % ﬂ D T

2
seed, id, 60 D
seed, id, seedr | T,

Reader T

seed, id, R; )) 8 d T; | seedr,
seedg idg n3 65 D
seedq idy

T,
T Cor(nputes |
T. a = P(seed
Contact List L; n T DZ s
10
seed, id, Reader seedr, ﬁ r
seed, id, R; T D3 p
seeds ids = seedr,
seedg idg T.
seedg idq Computes ﬂ

a = P(seedr,)

Step 2: All tagsreceiving the search query, within the vicinity of the reader, compute next
pseudorandom number based on their seeds.

T
, rand T, a matches withns.
Contact List L, [ffd D So seed is updated|
seed; id, Tio
seed, id, Reader seedr,| T,
seed, id, R; Ei r x[ffﬁ
seed ide seedr,
seedq idg

a does not match with| T
nz. So seed is not d
updated.

Step 3: seed isupdated in T3 (black colored tag) as a matcheswith n; . Here, updated seed is
denoted asbold seedr,. T3 replieswith next pseudorandom number x. While some other tags,
with probability 4, reply with random number rand without updating their seed.

T,

- Contact List L; D4
seed is updated T
for tagTs in seed; id; 2
reader’s contact Ty D

d
h seed, id,
list. seed, id, Reedler seedr, ﬁ D
seedg idg R;

*
T.
Z seedq idg ﬁ - seedr,
T. T
Tag is found d d

Step 4: Reader again generates next pseudorandom number for tag T3 and comparesthe number with
thereplies sent by different tags. A match occursfor x. So reader updatesthe seed for tag T3 and it
becomes sure about the existence of the desired tag. Here updated seed is denoted as bold seed;.

Figure 5.3 Interaction diagram of Enhanced Search Protocol when R; is searching tag T3
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5.4. Protocol Analysis

In this section, we analyze our proposed authedititg@rotocol against different types of
attacks. For every attack, we describe how thelatsaperformed by an adversary and we
explain how our protocol protects against the &ttAgandT; are referred to as a legitimate

reader and tag.

5.4.1. Security analysis

Tracking: Tracking attack in searching is slightly differdram the one found in
authentication related security literatures. Inecafstag searching, an adversary cannot pick a
particular tag to track. Rather, the adversaryarady track a tag that has been searched for by a
legitimate reader. For example, through the brostdaofaa search query, a reader in a shopping
mall wants to search for a tagged object, which beworth thousands of dollars. Now if the
object exists within the mall, the tag within thgext will reply and an adversary will become
aware that a valuable object exists around him/Fieerefore, the attacker may be able to track
the location of the object and find out which stor@wner the object belongs to.

Furthermore, the adversary has to iteratively qeeery tag in a group individually
before determining what tag he is tracking. Thessons increase the difficulty of launching a
tracking attack via the RFID search protocol. Teenact of replying to a query can be used to
identify a tag. So as long as a search query pesdaainique reply, the reply becomes an
identifier for a particular tag. Encryption does solve the problem, since encryption only
prevents an adversary from learning the conteatrobssage, but not that a message has been
sent. Our enhanced search protocol is resistamsigeacking.

Let us consider the following attack.eavesdrops on the transaction between a reader
R; and a group of tags. Sbknows the queries and repligswill not be able to reverse compute
the replies or learn the query but it can certabdysure that a searching has been taken place.

HoweverA cannot be sure which tdy,;.q the reader was searching for, since besides the
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desired tag other tags also replied with probabllit Now A can replay previously learned
Ngesirea 10 raCkTyqsireq- After the previous successful searching betweeandT g4, DOth
parties have changed their seedsngQ;.4, Sent by the adversary, does not match with tkee on
computed bYlyogireq- AS @ resultT;.qireq fesponds with a random number. At the same time
other tags will also reply with random numbers ifontinues to query with different;,g;,eq.

all tags including the desired tag will reply randg. Therefored is not able to track a tag.

Cloning: Consider the following cloning attaclR; queries to search a t&ig,ireq- If
Taesireq 1S Present it will reply. At the same time othags will also reply. Suppos4,finds out
the tag the reader was searching for. Nod i able to clon& .., .q, thend can fool R; by not
replying or even giving a false reply. As a resR|jtwill assume that the desired tBg.;-oq dO€S
not exist in this group. In our protocol, this akas impossible ad is unable to find out the tag
the reader was searching for.

Eavesdropping Here4 observes all the queries between a reader anditaggjoal ofd
is to use the data to impersonate a fake re&der a fake tad;. Our protocol is powerful
against this attack. In our protocbwill not be able to find out the expected replytiud reader
as more than one tag will repl§.can only observei’, .., send by the reader. With this little
knowledged cannot impersonate; or T;, because after the last successful searching betie
andTesireq, DOth of them have updated their seeds. So batieof, R; andT.5ireq, are NOW
expecting new values which are not knowndbyherefore by eavesdroppirdgcannot launch a
replay attack by using previous values.

Forward SecrecyfForward secrecy means that an adversary will a@ltbe to realize
any previous output transmitted by the entity eivér@/she compromises that entity. Enhanced
search protocol ensures forward secrecy. The segrétof the desired tad;.qir.q, Shared

between the tag and the reader, is updated eaetusimg irreversible one way hash function.
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After compromising a valid entity] cannot realize earlier responses based on thefasetret
seed as it cannot derive the former seaetds from the current one.

Privacy Protection:Users carrying various tagged items do not wahitoper their own
privacy. If an adversary comes by any private imfation of the tag, by querying or
eavesdropping, it may cause several vulnerabilitighe owner’s day to day life. Our protocol
protects users’ privacy strongly. According to enhanced search protocol, a tag never sends its
ownid to anyone, not even to the authorized readertddnsends its responses in disguise so
that only an authorized reader can identify the kgreover, along with the desired tag,

additional tags also reply to the readers searehyqo preserve anonymity of the desired tag.

5.4.2. Cost analysis of enhanced search protocol

There are only two hash functiorfg;,-) andM (-), involved in our Enhanced Search
Protocol. Howevef (-,+) is used only at the deployment phase of tags W@#edeploys all the
RFID tags and authorizes the reader. So, it iclddgo estimate the cost of our protocol based on
the computation aM (-) hash function. Moreover, since readers have highpeitation capacity,
we calculate the cost of our protocol from the sguerspective. From the Enhanced Search
Protocol described above, we see at) is executed twice, first in line 5 and secondrie I7.

So, the cost for our protocols is little higherrttaternative protocol [Tan07] which require the
tag to perform only one hash function. The addaldrash functions allow our protocols to be
serverless and yet avoid exposing the tag sectketeeader. Considering communication cost,
assuming that both reader and idgyhave the same length, the search protocol requre+

|rand| + |x|) bits, whergn| is the length of random numbetgsorn;. [rand| is the length of

rand; orrand; and|x| is the length o (see Enhanced Search Protocol, figure 5.2).

5.5. Comparison with Other Protocols



There have not been many attempts to produce aessearch protocol for RFID

systems. In [Tan07], Tan et al. produced a sefissarch solutions that require very little
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storage, and can be distributed without an explieéd for a back-end server. Our solutions offer

similar functions as Tan'’s, asking very little @rms of memory usage by tags or readers, and in

addition we provide better security features. Asdearch technique is one type of authentication

and there are few search protocols proposed swéawill compare our proposed search

protocols with some existing famous authenticatemihniques along with other proposed search

protocol [Tan07] based on the security featuresathdr additional features.

Table 5.2 Comparison between different protocols

B otoco| Privacy Anti- Anti- | Synchron | Forward | Serverless | Scalability
rotocols
Protection Tracking | Cloning | ization Secr ecy feature | Assurance
Seo-Lee-Kim
Yes Yes Yes Yes Yes No Yes
[Seo064]
Seo-Lee-Kim
Yes No Yes Yes Yes No Yes
[Seo06b]
OSK
Yes Yes Yes Yes Yes No No
[Ohkubo03]
YA-TRAP
_ Yes Yes Yes No No No Yes
[Tsudik06]
YA-TRAP+
Yes Yes Yes Yes No No Yes
[Molnar04]
Av-
] Yes Yes Yes Yes Yes No Yes
ech[Avoine05]
Chiu-Bo-Qun
Yes Yes Yes Yes Yes No No
[Tan07]
Serverless
Yes Yes Yes Yes Yes Yes No

sear ch protocol

The protocol proposed by Seo et. al [Seo06a] pesvidgh security. However, external

intervention is required in order to perform owingpgransfer, which is considered as a major
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flaw of this protocol. Another highly scalable anighly secure protocol was proposed by the
same authors in [Seo06b]. But this protocol haslpra regarding untraceability and other
security issues such as DoS attack. Another farnotisovel authentication protocol is YA-
TRAP [Tsudik06]. YA TRAP is secure against trackamy cloning attack and it does not require
any computational overhead. However, in YA-TRARjraple DoS attack can be performed,
exhausting the capability of the tag to respond legitimate reader. Moreover, this protocol does
not assure forward secrecy. YA-TRAP+ [MolnarO4)veasl the problem of YA-TRAP, but

inherits from it the inability to provide forwar@srecy. The protocol of Avoine and Oechslin
[Avoine05] guarantees firm security such as untbdgy, forward secrecy, anti - cloning
property. This protocol is also scalable but ieodfno protection against DoS attack. The
protocol proposed in [TanQ7], is highly secure agaimost of the attacks. But this serverless
protocol is not scalable.

Our proposednhanced Search Protocisl secure against tracking, cloning,
eavesdropping, and physical attack. Moreover iteresure forward secrecy, privacy protection,
synchronization between tag and reader. But thgelsigstrength of our protocol is that it is
serverless and it requires much less computatiam tthe techniques mentioned in table 5.2. The
serverless and lightweight nature of our searctopod makes it suitable for application areas
where back-end servers are unreachable or unalailbreover, &R protocol is not

vulnerable to single point-of-failure.

5.6. Application Areasof S’PR

In this section we discuss two potential applicativeas of $R protocol.

1. Mishandled bag search within Airport®?assengers suffer a lot due to inefficient bag
handling system in the airports. Passengers hadealowith customer service representative in
search of their lost baggage. The industry refethis as “Mishandled bag”. Every missing or

mishandled bag costs the responsible airline appaiely $80 to $120, or an average of $100
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per bag. And yearly this figure rises to approxeha$146 million. Moreover, this type of events
degrades the reputation of the responsible airtiteavever a simple, cost-effective, efficient
solution to Mishandled Bag can be achieved usingearch protocol. Whenever a passenger
arrives to customer service representative to tegimut missing bags, the representative can get
the tagids of bags from airport operations database (AODB)@an request a search operation.
Mobile readers can be used to identify the exawtlon of the missing bag by directing those
readers to different location within airport.

2. User Interactions in a smart spac& smart space typically contains multiple smart
objects offering several invisible services. Usgexr'sonal devices are usually used to interact
with the smart space. Discovering invisible sersisecurely and authenticating the users are
interesting research problems in the smart spac&itho Our approach offers promising solutions
to both of these problems. Iconic images embedd#dR¥FID tags can advertise invisible
services and user terminals can be equipped wifRFdD reader. A user can search for a specific
service (tags in this case) or can initiate a serby touching the tag. Considering the pre-
negotiation between the reader and the tags, sd@aevery and searching mechanism can be

easily achieved applying our protocol.

5.7. Summary

The application areas of RFID systems are unlimiredpite of this, secure RFID tag
searching has not gathered much attention till rigwv.it will become very important when RFID
tags will be deployed at a larger scale. Thereforéhis chapter we introduced various problems
incurred while performing secure serverless tagcbe&oreover, we analyzed different attacks
that can be launched against RFID tag searchimglliFiwe proposed a secure serverless RFID

tag search protocol that can safeguard againsh#jer attacks without the server’s intervention.
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Chapter 6: A Scalable and Efficient Search Protocol (S
Sear ch)

6.1. Introduction

RFID holds the potential of changing how businesgesate today but its
implementation is not straightforward. Since RFHg4 are extremely constrained in time and
space, enforcing high level of security with exoessryptographic computation is not possible.
Secured mechanisms for tag authentication have ingbe midst of researcher’s interest for
almost a decade. A number of challenges such asity#grivacy concern, scalability, high cost,
reliability of the technology, efficient performamof the system, and even some more issues
need to be addressed.

In RFID systems, tags equipped within differenteatg have unique identification
information. This information is applicable in vauis fields such as supply chain management,
and product maintenance etc. In all such praditicplementations, often a reader needs to
determine efficiently whether a particular tag &xigithin a group of tags no matter how large
the size of the tag set is. This is referred tecatable RFID tag searching. RFID tag searching is
one sort of extension of RFID authentication, whiels not been given much attention so far. But
with the massive deployment of RFID technology,sagrching will become a very significant
issue.

In practical RFID systems, the number of tags withie system is extensive. Searching a
particular RFID tag among this immense number g$ taeeds to be efficient. Which means that
searching of tags need to be scalable. Scalalikigns that a reader will be able to search a tag
with constant computational time regardless ofrthnber of tags that is owned by it. Non-
scalable tag search protocols are not feasibleegsdare not implementable in real life RFID

systems that consist of large number of tags.
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In this chapter, we try to find solutions to thidwing questions: rhow can a reader
search a particular tag within a set of tags e#ially?b) how can the search protocol maintain
scalability?Here, we propose a scalable, low cost, and seearets protocol that provides

solutions to the preceding questions. A versiothiaf proposal has been published in [Hoquel0].

6.2. Existing Trivial Solutions

The assortment of research literature on RFID $éagds inadequate although it is a
major issue in its real life implementation. Welwilainly concentrate on the search protocols
proposed so far in [Tan07] and [Ahamed08b] thatrelevant to our proposal.

Serverless RFID search protocols were proposetian(7] for the first time. According
to this protocol, a reader wishes to find out wheth specific tag is within its vicinity by
broadcasting (f (;, tj)|In,) @ id;,n, andr;. Based on this search query, only the intended
tag, if exists, reply with its encrypteéd. Other tags within the reader’s vicinity replyaadom
number based on certain probability. Tags authatatithe reader based on the search query and
reader authenticates tags based on the replydg&tfoth valid query and valid replies are
generated by legitimate parties.

Another serverless search protocol was propospshiamed08b]. In this paper, the
authors proposed different search protocols in wkag identifier is not passed to the reader in
response to a reader’s query. Tag sends certifgfiogmation to the reader in such a way that
only the authorized reader is able to find out Whethis is the desired tag. However, both of
these search protocols lack scalability when thabuer of tags increases drastically in the
system.

Another major drawback of both of these protocs)snultiple tags reply at the same
time when reader broadcasts a search query. Téases data and signal collision in the

communication channel between the tag and the reBdeause of collision, those tags whose
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data were distorted, needs to reply again. Astrdmth of these protocols are not efficient with
respect to time.

In an RFID system, a collision occurs when multilgs try to transmit data to the
reader at the same time. This results in the rdagleg unable to obtain any useful information.
Prior works [Bonuccelli06, Cha05, Lee05 and MicikB&ve focused on improving protocols to
reduce collisions. However these solutions arenaltely bounded by the number of tags.

Another approach is to use probabilistic technigoegetermine some features of a large
collection of RFID tags. These include methodsstingate the cardinality of a set of tags
[KodialamO6], and to determine popular categorigsigs [Sheng08]. For a reader to
successfully receive data from multiple tags, anotiision protocols must be designed so that
replied data from multiple tags will not be disaattbecause of collision. In general, two
approaches are used to regulate collision. Theigitsased on the ALOHA protocol [Metcalfe75,
Lee05, Schoute83, Vogt02, and Wieselthier89]. Aasentative protocol used in RFID systems
is the framed ALOHA [Metcalfe75], a variation of AIHA [Abramson70]. In this protocol, a
frame is divided into multiple time slots. The coomication is initialized when the reader
broadcasts a frame size, i.e., the number of sidtse frame. Every RFID tag responds only in a
particular slot in the current frame. The reader sizccessfully receive data in a certain slot if
only one tag picks the slot for transmission. Tir@cess is repeated until all data are collected.

The second approach uses the tree traversal teghj@ipoiO4, and Cidon88]. The reader
broadcasts an ID prefix, and those tags whose l&ishrthe prefix will respond. If a collision is
detected, the reader will append ‘0’ or ‘1’ to fhrefix and send new prefixes again. It is
equivalent to traversing a binary tree, where e¢agls ID is a leaf node. The expansion of prefix
stops if only one tag responds.

In this chapter we propose a scalable tag seaatbqmi using Slotted ALOHA based

communication between legitimate tag and readerpWsent a lightweight solution that does
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not require expensive tag hardware such as anateonm-chip timer or cryptographic MAC

functions which are unavailable on passive RFIBtag

6.3. Proposed Solution

The objective of secure RFID searching shoulderéader will search a specific RFID
tag which he is authorized to access. Tags willyrejith valid answers only if the reader is
legitimate. Our major contributions are as follows:

* We propose scalable, forward secure, anonymouseffingbnt search protocolS¢
Search), for searching RFID tags efficiently within a tsis.

* TheS-Searctprotocol does not require the reader to colidgsfrom each RFID tag,
but is still able to accurately find out a specREID tag.

* The major focus of this search protocol is to kiéepsearching scalable so that it can
implemented efficiently in real life/practical RFEystems.

» Our Searching technique provides privacy protedipneither broadcasting tédp

in public, nor revealingds to the RFID reader.

6.3.1. System architecture

Usually, the RFID system consists of wireless Tagyireless readeR, and back-end
database. A certification authoriBA is involved in the system to certify readers antharize
them to particular tags. We discuss the rolesféémint components of an RFID system and the
communication techniques between them.

Tag: Each tagr is comprised of an IC chip and antenna. Tags eanf bwo types. There
are active tags, which have a battery, and passgs which have no battery. We focus on the
passive tag, which is expected to be the most comtgpe of RFID tags. In our system, each tag

is able to communicate with one reader at a time.
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Reader:A reademR is a device that sends some query using radiaémcy signal to a
tag, receives the information sent by the tag artbpms some important computation on those
data.

Server:By server we mean a secure server. It has a daaval manages various types
of information related to each The server resolves tiekof T from the information sent by
through authenticatel.

Communication: The wireless communications between the readettenthg is
assumed to be vulnerable to eavesdropping. Comiuations between the reader and the
Certification Authority (that we refer d&gusted Authority TC in the rest of the chapter) are

assumed to be conducted over a secure channel.

6.3.2. Problem Definition

We assume that a server has a set of tags. EaéhtRfrhas a unique. A set of tags
once created is assumed to be static which meahadhtags are added or removed from the set.
The problem is to search a particular RFID tag agrtbis set of tags.

Protocol GoalsThe goal of the server is to search a specifie¢agptely, quickly and
efficiently so that the search can be scalable &tnlarge number of tags in the system.

Adversary GoalsThe goal of an adversary in any RFID system isotmnterfeit a real tag
with its real data such that it can only be digtisged from the real one with small probability.
Evidently, this fake tag can let a fake produdbéadentified as an authentic one just by
embedding the fake tag into the fake product. Wetiean adversary is denoteddag he
adversary can control a number of readers and Ezgs reader and tag controlled Abys
denoted agandT, respectivelyR is unauthorized to have access to real tagscasitot get any
tag secret andid (see section 7.3.3) fro@A. Similarly, T is not valid as it does not have secret

and identifying information of any tag. Moreoverg @wssume that all the entities (tags, readers,
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TCincluding adversary, adversarial readers and adviat tags) have polynomially bounded
resources.

Attack Model.We assume that is more formidable than a passive attacker. Iritiad
to eavesdropping on the channel between a valikresnd a valid tagj, like an active attacker,
can install a rogue readBrthat can communicate with a valid tag. Evieoan also install a fake
tagT to communicate with an authorized reader. In loaes, the adversary wants to counterfeit
a tag with the learned information. Furthermdrean launch physical attacks. However

hardware-based defenses against physical attaeksegond the scope of this proposal.

6.3.3. Preliminaries

Table 6.1 Notations for S-Search protocol

Symbol | Meaning
T * Set of RFID tags

Taesirea | RFID tag for which the reader executes a search
operation withinT-

n Number of tags withifT-
h(.) One way hash function
SP Slot position within frame
BR Bit Record generated by the reader with the replies
of tags
t; Tag secret of;

tdesired Tag secret OTdesired

iddesired id of Tdesired
rand,, | First m bits of a random number

Xm First m bits of numbez

Like many other earlier research, here we havenasduhat RFID tags are capable of
performing cryptographic hash function. But cryptgghic hash function requires additional
gates to be implemented within the tag. This ewadhtincreases price per tag. So due to the
higher production cost, most RFID tags do not mtevthese hash function. Some common hash
functions like MD4, SHA-1, SHA-256 requires betwet850 and 10868 additional gates
[Feldhofer06]. So majority of the proposed protsocdn be used with expensive RFID tags

which are likely to be attached with more valudtdens.
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We refer an RFID reader denotedrag heTC s a trusted party who deploys all the
RFID tags and authorizes any RFID reader. Fordke sf simplicity we assume thatandTC
communicate through a secure channel. Accordirmgit@roposal, Each RFID tdgcontains a
unique valuad a unique secrdtin its nonvolatile memory. We denote the frame sigkand the
random number generated by the reader/tagBsth the server and the reader contains a tdble o
tag entries. Each entry of the table contains tlieesponding tagl and the associated tag secret
t. The necessary notations for S-Search protocollarenarized in table 6.1.

Our communication model is based on the slotted AAOWe assume that an RFID
reader is able to distinguish the slots with ndyregingle reply, or multiple replies. We define
these slots as empty slot, single-reply slot, diston slot respectively. In our approach, every
tag does not transfer the loitg but a short random bit string (usually < 10 hitkjch we denote
asm), as long as the RFID reader can detect the presafthe signal. In this proposal, we
assume that RFID tags resolve collisions usingtiesl ALOHA scheme [Hernandez01]. In our
protocol, the server sends a frame $iaed a random numbetto the reader. The reader
broadcast¢f, r) andh(r@®t esireq) t0 all tags. Each RFID tag uses the random numhbad its
id to hash to a slot positid®P betweer1, f] to return their reply where,

SP = h(id®r) mod f

The tags simply reply with a few random bits sigimfj the tag has chosen that slot. In
other words, instead of the reader receiving

{...]id|O]...] collision | O |...}

where 0 indicates no tag has picked that slotptyr@nd collision indicates multiple tags
trying to reply in the same slot, the reader valieive

{...] random bits | 0 |... | random bits | 0 |...}

This is more efficient since the tadjis much longer than the random bits transmitted.

This is even more secure as the tags do not havartemitid to the reader. So an adversary
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cannot find outd’s of tags by eavesdropping within the channelsenithe reply, the reader can
generate the Bit Recor8R)

BR={...]1]0]1]|0]...},

Here, 1 indicates one tag has picked that slot.sEneer knows all thils and tag secrets
of all the tags and the parametéts). Therefore, it will be able to determine the résgl Bit
Record BR) for an intact set of tags ahead of time. Theitiloio behind this is to let the server
pick a(f, r) for the reader to broadcast to the set of tags.SEnver uses the Bit RecoR)
generated by itself and Bit RecoB®R) returned from the reader to determine whether the

searched tag is present or not.

6.3.4. Search protocol

Algorithm 1: Interaction between server and reader
1. Server sendf, r) to the readeR

R executes Algorithm 4

All nearby tags executes Algorithm 3

P wDn

Compute Slot Position for the desired g .qbYy
SPgesirea = h(idgesirea®r) mod f
Receive Bit RecordBR) fromR
if (BR (SPgesirea) = 1) then
Taesirea 1S present

dse

© ©® N o O

Taesirea 1S NOt present

Figure 6.1 Algorithm for interaction between server and reader in S-Search Protocol

Algorithm 2: Interaction between reader and tags

1. Reader broadcastg r) andh(r®t ..i0q) to all tags
2. ReadeR executes Algorithm 4

3. Each tadr; (wherei = 1 ton) executes Algorithm 3
4

Reader returns Bit RecorBR) to the server

Figure 6.2 Algorithm for interaction between reader and tags in S-Search Protocol
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Algorithm 3: Algorithm executed by tags

1. Receive(f, r) andh(r®t egireq) fromR
2. Each tadrl; (wherei = 1 ton) Compute Slot Position
(SP) by SP; = h(id;®r) mod f
while R broadcasts Slot PositioBP do
if (SP == SPR)then
computé(r®t; )
if (h(r®t;) = h(r®@tgesirea) )) then
returQh(id;®t;®r)) toR

N o o &~ Ww

ese

© ©

returnand,, to Rwith probability4

Figure 6.3 Algorithm executed by the tags in S-Search Protocol

Algorithm 4: Algorithm executed by the reader R

1. Compute Bit RecordBR) of lengthf
2. Initialize all entries oBRto 0

3. CompUteh(iddesired®tdesired®r) for Tdesired
4. for Slot PositiorSP =1 to fdo

5. if receive replyor collisionthen

6 set BR[SP]= 1

7. if (reply = h(idgesirea ®taesirea®T)m) then
8. Thesirea 1S Present

9 else

10. Taesireq 1S NOt present

Figure 6.4 Algorithm executed by the reader in S-Search Protocol

6.3.5. Protocol description

In case of single RFID tag search, the readerbinsadcasts a frame size and a random
number (f, r), together withV;.¢ireqa = h(r®t e.sireq) O all the tags. Each RFID tdyuses its

own tag secref andr to generat®; = h(r®t;). If Vi is equal td/;.5ireq, tagT; becomes sure
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that the reader is searching for itself. Only teeidkd tag returns firsh bits of

h(id gesireda ®taesirea®r) during the slot position specified by

SPaesirea = h(idgesirea®r) mod f. And all other tags reply random number with pimligy A
during the slot position specified BY = h(id®r) mod f. The reader searching for t8g.gireq
calculatesh(id gesirea Ptaesirea®r) ahead of time. At the time of receiving repliesnfrdifferent
tags, the reader checks the content of slot posity.i.q- If the received content matches with
first m bits of h(id jesired Ptaesirea®r), the reader becomes sure thak;,.4 iS present. Now
reader forms the Bit RecorBR) of lengthf (frame size) to transmit to the server. Initiakyader
assigns 0 to all the slot positions. However, teder stores 1 in all those slot positions in which
it receive a reply (eithét(id josirea Ptaesirea®r) Or random number). We assume that the frame
size ) is large enough and there are more slot positiétisn the frame than total number of
tags (i.ef > n). Reader stores 1 in those slots in which it ifiesta collision. Therefore, some
slot position of thd8R contains 0 and some contains 1. But the advecsamyot find out in which
slot position the desired tag replied. This techaiqgf bit assignment allows our search protocol
to be secured against some major attacks whichillivdiscuss in section 8. The Bit Record is

transmitted to the server. We assume that the ehéetween server and reader is secure.

Next, the server only checks the slot positi®y.;.q Of theBRto find out whether the
desired tag is present or not. Slot positiéy,.,;,-.q containing 1 indicates that the desired tag is
present. Algorithm 1(figure 6.1) shows the oveirgkbraction between the server and the reader.
Algorithm 2 (figure 6.2) shows the interaction beem the reader and tags. Each tag in the set
executes algorithm 3 (figure 6.3) independentlygokithm 4 (figure 6.4) generates the Bit
Record BR) and returns it to the server. In algorithm 2,sge that tag does not need to return the
tagid to the reader. They return a much shorter numbdit§), either random number or

h(id gesired ®tgesirea®r), t0 inform their presence.

6.4. Protocol Analysis
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In this section, we analyze our proposed searctogobagainst different types of attacks.

6.4.1. Security analysis

Tracking: Our search protocol is resistant against trackitampsider the following
attack.A eavesdrops on the transaction between a réaaed tags. So he knows the queries and
replies. He will not be able to reverse computeréipdies or learn the query but he can certainly
be sure that a searching has taken place. Howevearimot be sure, which tag,;.q, reader
was searching for. Since besides the desired tag sther tags also replied with probability
Adversary can find out which tag replied in whid¢bt out he will not be able to determine what
were replied by the tags. Since outputs of all taijsseem to be pure random to the adversary.
Cloning: Consider the following cloning attack.queries to search a t&g,g; eq- If
Taesireq 1S Present it will reply. At the same time othags will also reply. Suppos4,finds out
the tag the reader was searching for. Now if fable to clondy;.q, then he can fooR by
not replying or even giving a false reply. As autesk will assume that the desired tBg,cireq
does not exist in this group. In our protocol, iismpossible. Becauskis unable to find out,
which tag the reader was searching for.
Eavesdropping Here4 observes all the queries between a reader and&agdshis goal
is to use the data to impersonate a fake re&der a fake tad;. Our protocol is powerful against
this attack. In our protocdl will not be able to find out the expected replyttué tags as more
than one tag will reply. He can only observe thadand by the reader. With his little knowledge
he cannot impersonate or T;. The output of the desired tag consists of thed@sannumber, tag
secret, andid. The tag secret and is not known to the adversary. So he is not captabl
generate the new outputs of the desired tag. Toweréfy eavesdropping cannot launch a replay

attack by using previous values.

6.5. Comparison with Other Protocols
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In this section (table 6.2), we compare S-SearoloPol with some existing protocols.

Table 6.2 Comparison between different protocols

Protocols Privacy Anti- Anti- | Synchron | Forward | Scalability
Protection Tracking | Cloning | ization Secrecy | Assurance

Seo-Lee-Kim

[Seo06a] Yes Yes Yes Yes Yes Yes

Seo-Lee-Kim

[Sec06b] Yes No Yes Yes Yes Yes

OSK

[Ohkubo03] Yes Yes Yes Yes Yes No

YA-TRAP

[Tsudiko6] Yes Yes Yes No No Yes

YA-TRAP+

[Molnar 04] Yes Yes Yes Yes No Yes

Av-

ech[Avoine05] Je= Yes Yes Yes Yes Yes

Chiu-Bo-Qun

[Tan07] Yes Yes Yes Yes Yes No

Serverless

search Yes Yes Yes Yes Yes No

protacol

S-Search Ves Ves Ves Ves Ves Ve

Protocol

6.6. Summary

In this chapter, we propose scalable and effid®ffiD tag search protocol that can

safeguard against some major attacks without panfgy complex cryptographic computation.

This protocol only requires tags to be capableeniegating hash function and performing XOR

operation. Our approach differs from prior workghat our technique does not require the reader

to collect thed from every tag. Also it requires little computatito search a particular tag which

makes our protocol scalable and highly suitablefactical large scale RFID systems.
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Chapter 7. A Hexagonal Architecturefor Tag Search (EDSA)

7.1. Introduction

Several researches were conducted to ensure seauipprivacy of consumers and it has
brought some fruitful outcomes. Numbers of privaoyblem were identified in [RiebackO06,
Juels05b] and many privacy preserving cryptogragggbniques were identified in [Juels05b].
The definition of strong privacy given by Juels aNdis in [JuelsO6] seems to have a conflicting
relation with scalability. According to Juels ana@M/in [Juels06], private tag identification
involves decryption of the ID of the tag being itfed by exhaustive search. Definitely, this
technique will not ensure scalability when the nemtif tags will increase. But both strong
privacy protection and scalability are very impattéor the real life implementation of RFID
technology.

One such real life situation is emergency evacuoaistem. In such circumstances RFID
tag can be used to keep track of each and evesgmpstuck in danger, persons who are unable to
leave the danger premises and persons who areeatett This RFID system will raise
scalability issues if typical RFID identificatioadhniques and infrastructure is used. One solution
to this problem can be suggested by using disgtbatchitecture of [Solanas07] which ensures
scalability by using typical hash lock scheme his thapter we propose &mhanced
DistributedScalableArchitecture EDSA) that provides even more scalability and secumjty
using serverless tag authentication [AhamedO08clsaadch protocol [see chapter 5]. The use of
serverless search and authentication protocol erefticiency by incorporating a back-end
server. A version of this proposal has been pubtish [Ahamed08a].

The main reason of using serverless search proisdbkreduces set up, maintenance
cost and mostly traffic from reader to back-end/serBack-end server is now devoted to some
higher level maintenance of real life applicatiertehands over the responsibility of

authenticating and searching tags to readersplaigtical and feasible to use serverless search
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and authentication in emergency evacuation sysgeitncan operate without the involvement of
server.

The goal of this chapter is to discuss an RFIDeystrchitecture to solve the scalability
issues in practical application scenarios. It stAytan introduction to the scalability requirensent
in real life RFID systems. Subsequently existimgat solutions to solve the scalability issues are
discussed. After that an overview of the proposal lireen given. This is followed by the
technical details of our architecture. Finally, eescribe the application of our scalable

architecture in a practical scenario that is in g@ecy evacuation system.

7.2. Existing Trivial Solutions

A cell-based distributed architecture was propdsed. Solanas et al. in [Solanas07]. In
this paper an area is divided into cells, wherdeadl is assumed to be a square. Scalability is
ensured by using information sharing protocol syiteough the system could be more scalable
by assuming different structure cells. A singlehautication operation to search a particular
tagged object, in the system costs much computadiorording to A. Solanas et al. in
[Solanas07], tags capable of simple cryptograpbioputation can use improved randomized
hash lock [Juels06], in a scalable manner to sisnehicrypted ID to the reader. Here, other
authentication technigues can be used in additiamproved randomized hash lock. However,

our proposal of using search protocols can achieme scalability for the system.

7.3. Proposed Solution

In subsequent subsections, we will discuss thewatlg major contributions:

* We propose a distributed, hexagonal, cell basdudtaoture EDSA (Enhanced
DistributedScalable Architecture) which can be used for secured tag identificadiod tag
searching without compromising scalability.

* We point out the challenges of an emergency evauaystem.
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* We also offer solutions to these challenges usin§4& and our proposed serverless
search protocol.
To the best of our knowledge, the integration séeverless and a servered technique

within the same architecture is addressed foriteetime in this proposal.

7.3.1. System architecture

We propose a distributed architecture for largdéesapplication where not only secure
RFID authentication is needed, but also efficiermogt-effectiveness and accuracy are great
concerns. Our system is an improved version ofthbitecture of [Solanas07]. We try to
alleviate the shortcomings of the architecture psag in [Solanas07]. In our system, the use of a
different cell structure provides more scalabitlign the one of [Solanas07].

RFID reader, tags and back end server are definethin components of the system.
Inclusion of back end server is completely différ@pproach in comparison with the previous
literature [Solanas07]. The tags are assumed pabsive. We also assume that the tags can
compute simple one way hash functions and genexat®om numbers. Tags deployed in the
system need to have enough non-volatile memoryédowde the Enhanced Search Protocol and
serverless authentication protocol [Ahamed08c].al$e assume that the mobility of the tags are
enabled in our system i.e., tags can change theitibn at any time.

In our system readers are static and active devidesy are capable of detecting the tags
and performing crucial functions to do authentmatnd exploration of tags according to our
serverless search protocols. To cover an areagngacde logically distributed. In [Solanas07], the
area is divided into equal squares such that eqedrs is covered by a single reader. However,
hexagon is a better choice to partition the arear¥fer to each hexagon as a cell. Hexagonal cell
improves our system. Each single reader covergdéifgpcell. We also assume that our system

facilitates a secure reader to reader communicatiannel.
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The backbone of our system is a back-end servaccltsses the database ofittseof
tags. On basis of requirements, the server can concate with each reader while monitoring
the system. In spite of having a back-end servuas system does not comply with a centralized
scheme. It is a servered as well as serverlessnecfaee section 7.3.4). The functionalities of the
back-end server and the readers are describedaitsdater. Again we assume that the
communication and exchanging of information betwienserver and the readers are performed

through a secure communication channel.

7.3.2. Coverage area

In this section we describe the distribution of paments in our system. The readers are
spatially distributed and the tags are scattereashgnthem. Consider an ar&avhich can be
covered by a couple of readers. We have two perdchjibints called ENtrance Point (ENP) and
EXit Point (EXP) for tags to enter or exit the ar®arespectively. We assume all the readers are
of same read range. The size of the cell, coveyezhbh reader, is equdl. denotes thé" cell

of S. We consider
S= UCL |Cian=®, Vi,j/\ l;t]
i

Suppose, cell; is covered by readd;. Also, Adj(R;) is the set of readers adjacent to
R;. Next we describe some other related topics totpmit how hexagonal cell improves our

system. After that we again come to the improvermeirit (see section 7.3.5).

7.3.3. Privacy and search

Identification protocols of tags are vulnerable ttmeavesdropping and other attacks.
However, authentication protocols are more so ptetethan identification protocols. The
authentication protocol proposed in [Ahamed08dahied a secure protocol that never
negotiates with privacy of both the reader andalgs. Therefore, the above mentioned serverless

authentication protocol can be used in our system.
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However, the use of authentication protocols tocdea particular tag will raise
scalability issues. Therefore we need to use semmarch protocol for tag exploration in our
system. Many real life applications, for examplecegency evacuation system have an
appreciable requirement for tag search. Even thtglassortment of search protocol is limited,
we have to incorporate a search protocol in oulesysThe enhanced search protocol [see
chapter 6] is entirely appropriate for RFID systaétes not compromise privacy and security

while searching for a tag.

7.3.4. Protocols and functionalities

In fact there will be three types of communicationsur system. These anerg <
reader, reader & reader andreader < back — end server. We now point out the
communication protocols those are to be used syistem.

A.tag < reader

Between tags and reader, there will be two typdaraftionalities. One is for
authentication and other is for search. The auitegidn protocol proposed by [Ahamed08c] can
serve the purpose of authentication between tageattkr. The enhanced search protocol serves
the purpose of searching a tag. Since the prot@elproposed for a serverless reader, it seems
to be implausible for the readers of this systeeretieach reader can perform like a serverless
reader as well as a reader backed by a server. dbangt these readers are described below.

B.reader < reader

A reader can share its information with adjaceatlezs. The shared information contains
theseed used for a tag along with the tafjand readeid of the reader which locates the
particular tag within its cell. There is subtlefdience between this shared information and
ownership information of a reader [Ahamed08c]. Fimyw on we refer to the shared information

as Ownership Information in this context. Now, ddes a reader; locates a tad; within C;.

The ownership information ilszfo:{ = seed; |l id; || r; where seed;is theseed for T; stored in
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R;, id; is the identifier off}, ; is the identifier oR;, andll denotes concatenate. After
authenticationk; sendslnfog to readeR; € Adj(R;). As a result, reade;, storeslnfogj in

its contact list so that it can authentictevhenevefl; entersCy in future.

Our EDSA system is a servered as well as servesiestem, we here emphasize on its
serverless propertRgyp andRgyp indicate the readers of ENP and EXP respectividig.
readers in the system need three protocols. A tescription of each protocol is given below.

Arrival Protocol: This protocol starts when a tag first enters gstesn through ENP. At
the very beginning all readers other than thatN#® Bwn no tags, i.e., they all have empty
contact listsRgyp (i.€. the reader at the entrance) is supposed tuthorized by back-end

server for all possible tags which can enter ttstesy through it. Whenever an authorizedTag

enters the system, after authenticati®g) p sendsnfogg (¢ adjacent readdy;,, which

appends the ownership information in its contastt DtherwiseRgyp alerts the system about the
attempt of an unauthorized tag. To roam into thetesyT; has to move into cell;,. Upon

entering the cellR;, locatesT; and authenticates it without any involvement afkeand server
asR;, has ownership information in its contact list. Mg, sendslnfo;fn to all the adjacent

readersAdj(R;,) and thus causes adjacent readers to be authéoiztee tadr;.
Roaming Protocal This protocol sets off when a tag enters anotbkrequipped with a
reader from the cell of its current reader. Whenéyenters the cell of the ready, it locates

the tagT;. R,wx, is the reader of the cell whefgwas before its detection &y. Due to the
spatial distribution of readerB; € Adj(R,y») andR; containslnfo;lf;wn. HenceRr; is

authorized foff;. After authentication®; sends its ownership informatiomfo;j to all adjacent

readersAdj(R;). Now depending on the information in its contasls| each adjacent readgr

behaves differently.
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a) If Ry, € Adj(R,) N Adj(R,wn), Ry has to just replac@fogwn with Info;f in its
contact list.

b) If R, € Adj(R;) — Adj(R,ywn), R appendslnfo;f in its contact list.
c) If R, = R,,n, it changes its ownership information and passdslﬁo:j to its

adjacent readers idj (R,,,»)- Now each readek, adjacent t®,,,,, behaves in two different
ways.
cl) If R; € Adj(R;) N Adj(R,yn), then do nothing.

c2) If R; € Adj(R,yn) — Adj(R)), it eraseslnfo;c’;wn from its contact list.

At the end of this protocol, onfjR;} U Adj(R;) readers knovﬂnfo;{ and only they have

capability to authenticate the t&g Again, server is not involved for any respondikei.

Departure Protocal Whenever a tag is about to exit the system thrdtjR, this
protocol starts. When the tdgreaches the EXP to exit from the syst@&yyp sends(nfo;;' o 1O

readers iMdj(Rgxp) to erase ownership information because there haace to go back.
Moreover, the previous owner (reader) propagatesnformation to its neighboring readers to
remove ownership information &f from their contact lists. Hence nothing remainghi system
about the departed tag. Therefore, we can apptgcigfier the system as serverless despite the
presence of a server.

The dynamic way of authorizing readers for tagsrangoval of authority from readers
implies that a reader has to deal with a modenateber of tags. Therefore system sustains its
scalability. In fact, system can even be more &btalby incorporating hexagonal cell which we
will describe later.

C.reader < back — end server

Association of a back-end server strengthens teiegyand its efficiency. Therefore our

system is now capable of performing in many rdaldpplications. Our system is equipped with



76

a back-end server which can efficiently accessltitabase of all thiels of the tags. The server
can communicate with each reader as we’ve mentieader. Server can authorize all readers.
But it authorizes onlRgyp for tags. Server monitors the system constantly.

As searching is unavoidable requirement for maditlie application, the server can do a
search whenever it faces a request from applicafionsimplicity, the server just sends a search
request to all the readers in the system along théfd of the tagjd;, for which readers have to
perform a search. However, not all the readers bawership information related td;.Only
those readers who have ownership information caokia search foid; according to enhanced,
while others remain silent. Whenever a reader &m‘d}- within its cell, it replies to the server
with its consequence. Since we assume the comntignidzetween the reader and the server is
performed through a secure channel, the readgustisend the successful search result.
Otherwise, unsuccessful readers have to send faksages to the server to fool an adversary.
Through the search of a tag, server determinesdh@ which the tag resides. This technique
can be used in the application where locatingamking of something is required.

For this back-end server, we cannot refer our syste entirely serverless. Though the
intervention of server is limited to some speciaigmses such as search, authorization,

monitoring, etc., we can’t deny the presence okl server.

7.3.5. Enhanced cell organization

So far we have just mentioned the improvement ofsgatem by organizing cell as
hexagonal. Here we justify our claim. In fact, hgowmal cell based architecture, unlike the
previous one [Solanas07], is another prominenufeatf our system.

Let D be the radius of that circle that circumscribdk(bexagon or square) (see figure
7.1 and figure 7.2) andl be the radius of the circle inscribed in a ceB.éach reader has same

read range, we assume read randg is
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1. Depending on the mobility properties, a tagloarat different locations at different
times. Therefore, for locating a tag, the readacs five different situations in case of squaré cel
(see figure 7.2) and four different situations &ase of hexagonal cell (see figure 7.1). Using
square area as a cell, a tag can be located bgsitfaur readers. However using hexagonal cell,
a tag can be located by at most three readersugéef hexagon cells reduces the
communication traffic of the channel between treges and the server, as fewer readers will
reply in response of the server’s search request.

2.1Adj(R;)| in a hexagonal cell organization is less thanithatjuare cell organization.
At a time, at most 7 readers know about a tag $e cd hexagonal cell organization (see figure
7.1). But in square cell organization at most @leza know about a single tag (see figure 7.2). In
our system, whenever a tag changes its location &oe cell to another, at most 3 readers have
to insert the ownership information of the partacuiag into their contact list and at most 3
readers have to erase the information. While iniptes system, at most 5 readers do insertion

and at most 5 readers do deletion. Thus, our systesures more scalability.

Figure 7.1 The coverage of a set of readers while cell is hexagonal. Number denotes different tag
location situations. 1 denotes only R; locates the tag. 2 denotes both R; and R; locate the
tag. In position 3, R;, Rj and R, detect the tag. 4 indicates R; cannot locate the tag.

3. Radio frequency is omnidirectional. So, a cetidd be circular. But, practically

circular cell will not be possible. A hexagon msre resemblance to a circle than a square. In
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fact, a precise hexagonal pattern is not used insthnces due to topographical limitations, local
signal propagation conditions, and practical litniias on signal antennas.

4. In square pattern the neighboring readers e&dar are not at an equal distance. Some
neighbors are & distance while others arevi22 distance. In contrast, all neighboring readers
in hexagonal pattern are to be at equal distan@éis property resolves a shortcoming in

communication between readers.

Figure 7.2 Coverage of set of readers while cell is square. The numbers are used to indicate different
tag location situations. 1 denotes only R; locates the tag. 2 denote both R; and R; locate
the tag. In position 3, R;, R, and R, detect the tag. Location 4 meansR;, R;, R,, and R, locate
the tag. 5 indicate R; cannot locate the tag.

Figure 7.3 Overlapping area of two different cell patterns.
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5. The common area between any two cells is reféoas overlapping area. A
hexagonal pattern provides a reduced overlappieg. dihe area is reducedbgp? — y?2) for a
single cell (see figure 7.3). If tags are uniformdigtributed inS and there arp tags per unit area,
thenpm(B? — y2) amount of tags within a cell will neither be auttieated nor be found by more
than one reader.

The above justifications prove the enhancementuotgstem that uses hexagonal cell.

7.4. Application of EDSA

Emergency Evacuation SysterBafety at the workplace and saving human lives in
emergency situations has always been one of thes$igriorities in all civilized countries. Fast
and efficient evacuation of building complexes, &adping account of all involved in
unpredictable circumstances with hundreds or elveastands of people escaping from danger
zones, is an essential component of any emergestgrs. In the case of emergency,
conventional evacuation strategies rely on emenganthority (Fire Brigade, Police etc) to
check each and every floor and to direct the persiaie come out of the building in the case of
emergency situation. This approach has experielivoitéd success for safe and effective
evacuation operation. A better mechanism or prosasseded. Here we focus on some major
issues and functionalities of an emergency evamualystem and how these can be accomplished
through the usage of EDSA.

The emergency evacuation system must be able potkasek of who is entering and
leaving the system on a hands-free basis. It nm&rall entrances/exits and handle people on a
one-by-one basis or when rushing through in numi#ershere is no time for a personnel to think
in which pocket he/she might have left the cardde it to exit the building in emergency case. It
must automatically keep track of the whereaboutlgiersonnel and visitors within the building
on 24/7 basis. Actually it has to know more speaify who has entered and if those who entered

are still inside.
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RFID system can be applied as a solution to thewatan process and EDSA can be the
appropriate architecture to be used in the sysapiementation of more than one ENP or EXP
in EDSA, for more than one entrance or exit, iaigtit forward. To account for every personnel
building occupants must have ID card, badge orratamds with embedded RFID tags. Even
visitors should be equipped with such type of terapocards so that they can also be accounted
for in case of emergency situation. As a tag néetle® authenticated to enter the system, the
ENPs of EDSA can be authorized by back-end seoraalf possible tags that can enter through
them. The set of all possible tags may be comptisedags for personnel as well as visitors. As
all personnel and visitors have to enter the baggdi.e., the system, through ENPs, it is straight
forward to account for all humans. Those who hattered and who are still inside can be
available to back-end server by getting informafiem contact lists of readers. Indeed, back-
end server can come to know about the sparseldisom of people throughout the whole
building. The back-end server can keep track ofreddgouts of people whenever necessary by
executing a search operation with respective tagsause if a tag enters the system, it must be
somewhere in the system until its departure.

After the initialization of evacuating process,ifis¢ managers and first responders need
to track the progress of the whole process in ag approach. Monitoring can be possible by
linking their PDAs or laptop computers with the kand server. The software must display
either the number of personnel left in the buildonghe names of those not yet accounted for. All
these tasks must be updated in real time. Backsengr can provide total numbers of people left
in the building, who are leaving the building thgbuEXPs and who have not been accounted for.
The software can request a search operation todratiserver which it passes on to all the
readers for the respective tags. All the monitopnacess including search operations can be
done in real time. This allows first responder&riow where to target their search and rescue
efforts. Even by tagging rescuers before entetiegeinergency location, the back-end server can

track them during evacuation process.
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The automated system concept must be based onds-b#' approach and require no
user intervention upon entry or exit. In fact, ED@drsues the hands-off approach. The protocols
to facilitate the communication between readersé@admaintain this approach by insertion and
deletion of ownership information.

As buildings grow and workplace increase in silae,rieed for more sophisticated
emergency systems grows. Accurate location infdonas essential to any emergency system
and thus the implementation of EDSA is very impatrfar the society. The possibility of damage

to the system is beyond scope of this thesis.

7.5. Summary

RFID systems are used in selected industries fibe gufew years now, yet there exists
many applications of this technology. However, dbestion as to whether RFID systems will be
widely used in the future depends on the strenfyfitieacy protection and the improvement of
performance features such as scalability. Unfotiipathere is a tradeoff between allowing
scalability and ensuring security. In order to ipmate these two conflicting goals, we propose a
hexagonal cell based distributed architecture uRRHD tag identification which provides more
scalability. In this architecture readers can cerafe with one another through a secure channel
for scalable and secure tag identification. Tolibest of our knowledge, this is the first proposal
to integrate a serverless and a severed techmdhe isame architecture to enhance RFID system
scalability. At the end of the chapter, we alsasitate the incorporation of EDSA in a real life
example, such as emergency evacuation system,isousd the capabilities of EDSA to

overcome the challenges.
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Chapter 8: Monitoring Missing WISP Tagsin CRFID
Networks

8.1. Introduction

The past decade has seen significant effort angrg@ss towards the original ubiquitous
applications. Particularly wireless sensor netw@¥dSNs) based on mote sensing platforms have
been applied to many real-world problems. Remoteitoong applications have sensed animal
behavior and habitat, structural integrity of bedgvolcanic activity, and forest fire danger
[Hartung06], are to name only a few successes.t@i@v power design and careful networking
protocols these sensor networks had lifetimes nmedsn weeks or months, which were
generally sufficient for the applications. Desfiitese successes, WSNs have not led to an
approximation of sensing embedded in the fabrievafryday life, where walls, clothes, products,
and personal items are all equipped with netwodatsors. For this type of deployment, truly
unobtrusive sensing devices are necessary. Thaustzénite lifetime of motes make them
unsuitable for these applications. For the lastyeuars, it is argued that Radio Frequency
Identification (RFID) technology has a number of ltributes that make it attractive for such
applications. RFID is a technology for automateghtification of objects and people. But future
RFID applications will require tags that can alesfprm minimal sensing, computation, and
storage. One recent extension of RFID, Computatief#D (CRFID), presents exciting
possibilities for ubiquitous computing applicatio@RFID combines the advantages of RFID

with those of sensor networks.

Table 8.1 Comparison of different technologies

CPU | Sensing Size (inches) Range Power Lifetime
WSN (Mote) Yes Yes 3.0x1.3x.82(2.16)n| Any Battery <3yrs
RFID tag No No 6.1 x 0.7 x .02 (.08 30 ft Harvested indefinite

CRFID (WISP) Yes Yes 5.5x0.5x.10 (.60°)n| 10 ft harvested indefinite
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As discussed, two technologies, wireless sensaranks and RFID, have been widely
used to realize real-world applications. But CRplesents the combination of both of these
networks. The comparison of these three techndddgipresented in table 8.1.

In this chapter, we explore a third class of semiuait aims to provide the best of both
worlds: RFID sensor networks based on Wirelesstifileation and Sensing Platforms (WISPs)
[Sample08]. We consider the problem of how to aataly and efficiently monitor a set of WISP
tags for missing tags. The task of monitoring foniasing WISP tag within a set of tags can be
considered as a tag search approach. This is @abpge of tag searching approach where the

reader needs to monitor for missing tags and furtdlee tag that is missing.

8.2. What isWISP?

The Wireless Identification and Sensing Platformi$®) from Intel Research Seattle
[Buettner08, Sample08] is an instance of CRFID. Rd8ombine passive UHF RFID technology
with traditional sensors. A current WISP is showangside a commercial UHF RFID tag and a
common wireless sensor node (mote) in figure 8.IGR¥ have the capabilities of RFID tags but
also support sensing and computation. Like anyiya&¥FID tag, WISP is powered and read by
a standard off-the-shelf EPC “Gen 2" RFID reattaryvesting the power it uses from the reader's
emitted radio signals. To an RFID reader, a WISBssa normal EPC class-1 or gen-2 tag; but
inside the WISP, the harvested energy is operatib§-bit general purpose microcontroller. The
microcontroller also has an analog to digital caterewithin itself. The microcontroller can
perform a variety of computing tasks, including ping sensors, and reporting that sensor data
back to the RFID reader.

WISP uses an integrated 802.15.4 radio for comnatioic to talk with reader. WISPs
can sense quantities such as light, temperatucelexation, strain, and liquid level. Though the
feasibility of WISPs has been discussed in someareh literatures, how to harness many such

devices to create a WISP sensor network is till aovepen question. In near future, sensor
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network will consists of multiple WISPs and onenwore readers. Consequently, realizing a full-
scale network will require development at both\WikSP and the reader end, because new

protocols and techniques must be developed urieet of either RFID or WSNs.

Source: [Buettner09]

Figure 8.1 A standard UHF Class 1 Gen 2 RFID tag, Intel WISP, and Telos Mote (left to right)
While WISPs are currently assembled from discreteponents that have a cost of
roughly $25, they are intended to be mass manufettiike RFID tags at price points closer to
$1 [Buettner09]. One disadvantage of using the W8 is that they need to be placed within 1-

2 meters of the reader.

8.3. Research Problem of WISP Networks

For simple RFID sensor networks, the data of istesesimply each tag’s identity.
However, for WISP sensor networks, it is diffictdtdevelop efficient protocols for gathering
sensor data that changes over time. With RFIDrehder is able to transmit messages to all the
tags and the tags can re-transmit messages tealerr Currently, WISP tags with new sensor
data must wait until they are interrogated by a@eeaThis increases the likelihood of many
WISP tags wanting to use the bandwidth limited clehat the same time when replying to the

reader query. However, the standard RFID stratégyentifying and then communicating with
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each device is wasteful as only some devices wuaNeé relevant data. Because of all these
differences, the trivial RFID protocols securinglBmetwork cannot be applied or even adapted
to WISP sensor network.

Let's consider a WSN deployed in a battlefield. €iuiesponse time of sensor network
along with high data accuracy and integrity is viemportant in such networks. A reader might
have hundreds of accelerometer WISPs in its fieldeav. Because all the WISPs share a single
reader channel, the update rate per tag would tydwe if every tag were simply queried for
sensor data sequentially. At any given momentreéhder may want to find out whether all the
tags are present in the battlefield or not. Theleeanay also want to find out the particular WISP
tag that is missing from the battlefield.

There are two kinds of methods used to solve ¥pis bf problems. One is ALOHA
based algorithms and the other one is tree-bagedtaims [Fin03]. The ALOHA based
algorithms reduce the probability of tag collisigisce tags are scheduled to transmit at distinct
times. However, with the increase of the numbdgags, the identification performance will be

deteriorated sharply. We propose to apply Slotte@HA based technique to solve this problem.

8.4. Motivation

Let us consider WISP network installed in a ho$pitanonitor patients who are in ICU
(Intensive Care Unit). ICU patients are usuallwnivery critical situation (i.e. they are out of any
kind of movement) and they are kept in ICU for ayv&mall period of time (for example 3-4
days). But patients in ICU need special care. T™reytreated with highest medical facilities and
devices. For these types of patients, one impoféanthat the doctors look for is the quality and
guantity of sleep of each patient. WISP tags haeelarometer and it can be attached with the
patients’ mattress/bed to monitor for sleep qualityese WISP tags can also be used to collect
other information such as, surrounding sound, teatpee, air density, identification of patient,

etc. In this scenario, the reader installed inl@l¢ may need to perform two tasks:
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Task 1.Monitor for any missing WISP tag in the ICU (it che an indication of
administration error or life threat from any eneafyhe patient). The goal of this task is to find
out the tag that is missing within the system.

Task 2.Collect data of the WISP tags to monitor for patsatate. The goal of this task
is collect the sensor data from all the existings®tags of the systems and pass it to the server
for further processing.

The technique of determining patient’s health amdrenment status from the collected
raw data is done by the server and it is out okttupe of this thesis. Next we investigate the
methodologies that can be used to perform the alm@rgioned two tasks.

Hospital authority could first attach a WISP tagesxh object/person to be monitored.
Each tag contains a unigigewhich is recorded and stored on a secure serteratithority then
deploys a Gen 2 reader to periodically collectradlids from the tags and match them against the
ids stored on server. This way, the doctor can beddiately notified of any errors. We term this
simple approach allect all However, collect all suffers from two drawbacks.

First, collecting tagds for comparison is time consuming when there do¢ @f tags due
to presence of collisions. A reader colleédss by first broadcasting the number of availablestim
slots. Each tag will independently pick a time stoteply. When multiple tags pick the same slot,
a collision occurs and the reader obtains no infdian and must repeat the process again. When
the set of tags is large, the number of collisiiikrise, increasing the data collection time. The
increase of data collection time may have an adveffect on patients’ lives since ICU patients
needs to be observed continuously. The systemmesptelay of 1 to 2 minute can cause serious
vulnerabilities to the patients’ lives at ICU.

Second, collect all requires the WISP tags to répdyr sensor data values in a second
round of message. This increases the communicatmsiof the system.

In this chapter, we consider the problem of acelyand efficiently monitoring for

missing WISP tags. We assume that the gen 2 ré@deacts with the tags and passes the
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collected information to the server. The servet dal further processing and will issue a warning
if there are any missing tags. Our approach isumig a sense that the tags will reply with their
identification and data (i.e. sensor data) at Hmaespass of message. This technique reduces the

communication cost drastically when there is largmber of tags in the system.

8.5. ExistingWorkson WISP

The existing literatures on CRFID based securigraot much extensive. However,
extensive works have been done to secure RFID sarsworks and sensor networks in general.
Next we discuss some important literatures on semstwork security and WISP security that are
relevant to this chapter.

In the recent years, wireless sensor network sgqnoblem [Chan03] has been able to
catch the attentions of a number of researchersdrthe world. Wood et al. [Wood02] studies
DoS attacks against different layers of sensompaitstack. JAM [Wood03] presents a mapping
protocol which detects a jammed region in the senstwork and helps to avoid the faulty region
to continue routing within the network, thus haisdi®»S attacks caused by jamming. [WangO06]
presents a brief summary of various security sckash@ireless sensor networks proposed so
far. Recently, Abdelzaher et al. have started rebean sensor networks to investigate network
protocols, services, and programming paradigmertadl to the Cyber physical system involving
sensors and RFID tags (excluding WISP tags) [Zaklnvever, these techniques are not suitable
for WISP sensor networks because of different gecture, operating platform, sensing
technique, and new challenges introduced by WIgP. ta

So far, the security aspects of WISP sensor netivavke not been explored in literature
extensively since the usage of these tags are st technology. However, [Czeskis08]
presents an overview of low power wireless secuesgarch for WISP enabled RFID network.

[Intel] provides information of the entire WISP a&dd literatures that have been proposed so far.
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But, most of these literatures focus on the impnoset of power aware parameters of WISP
sensor network.

In CRFID networks collision occurs when multiple 8 tags try to transmit data to a
reader at the same time. This results in the rdagleg unable to obtain any useful information.
Works [Bonuccelli06, Cha05, Lee05, and MicicO5] &deen done to improve the protocols to
reduce collisions, and secure search techniguieslade particular tags [Tan07] one at a time.
While these techniques improve monitoring perforogarsuch solutions are ultimately bounded
by the number of tags. Regardless of the protosetiuthe RFID reader will still have to isolate

each tag at least once to obtain data. Our appm@eh not require the reader to isolate every tag.

8.6. Proposed Solution

We make the following contributions in this chapter

* We propose the notion of tag monitoring which reesv dimension of tag searching
for a WISP tag based network.

* We propose a tag monitoring protocol that doegequire the reader to colleds
from each WISP tag, but is still able to accuratebnitor for missing tags.

*  Our monitoring technique provides privacy protecty neither broadcasting tais
in public, nor revealingds to the reader.

» Our technique is unique as it allows the WISP tageply their sensor data in the
same pass of message in which the tag identificatata is replied.

* To the best of our knowledge, the tag searchingitmong technique for the WISP

based network is proposed for the first time i thiesis.

8.6.1. Problem definition

In our system, we assume that a server has a gfalgects, and a WISP tag with a

uniqueid is attached to each object. We refer to this gafumbjects as a sef tags. A set of tags
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once created is assumed to remain static. It mbanso tags are added to or removed from the
set. We consider this set of tags td‘inéact’ ' if all the tags in the set are physically present

together at the same time.

8.6.2. Protocol goals

The goal of a server is to remotely, quickly, anduaately determine whether a set of
WISP tags is intact. The server first instructeader to scan all the tags to collect a Bit Record
(BR). The server then uses this result to determinetiven there are any missing tags. Our
protocols succeed if the server is able to detezrainet of tags is not intact when any of thegag i

missing.

8.6.3. Attack model

The goal of the adversary is to steal RFID tag® dtiversary launches the attack by
physically removing tags from the set. We do netsider more involved attacks such as “clone
and replace”. In such an attack, the adversaryssteae tags, clones the stolen tags to make
replicate tags, and replaces the replicate tagsibéxthe set. Cloning creates replicate tags that
are identical to the stolen tags. In this scendhi® server cannot detect any missing tags sirece th
replicate tags are identical to the removed tageul proposal, the adversary simply attempts to
steal some tags. Once the tags are stolen, thatagssumed to be out of the range of the reader.
Therefore, when a reader issues a query, the ddsnwill not reply.

We denote an adversary is denoted ashe adversary can control a number of readers
and tags. Each reader and tag controlled y/denoted aBandT, respectively. We assume that
all the entities (tags, readefi&; including adversary, adversarial readers and adviat tags)

have polynomially bounded resources.

8.6.4. Preliminaries
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We consider an RFID readdt, and a set aV WISP tagsT *. TheTC s a trusted party
who deploys all the WISP tags and authorizes aagee For the sake of simplicity we assume
thatR andTC communicate through a secure channel. We asswahantRFID reader is able to
distinguish the slots with no reply, single remy multiple replies. We define these slots as
empty slot, single-reply slot, or collision slospectively. We denote the frame sizd asd the
random number generated by reader/tag dbe server contains a table of tag entries. Eatly

of the table contains the correspondingithd able 8.2 summarizes the remaining notations.

Table 8.2 Notations for MonAC protocol

Symboal M eaning
T * Set of RFID tags
R RFID Reader
r Random number
N Number of tags withiff-
h(.) One way hash function
SP Slot position within frame
BR Bit Record generated by the reader with the repli¢ags
e_dat Encrypted sensor data
r_dat Raw sensor data
reply_string | Reply sent by the tags

8.6.5. MonAC (Monitor And Collect) protocol

In this section, we present oMionitor And Collecprotocol, MonAC where the gen 2
reader is assumed to be always honest. Givendd ¥&SP tagsMonACreturns a Bit Record to
the server to check if the set of tags is intadt tarlet the server collect the sensor values.

In our protocol, we assume that WISP tags resahlissions using a slotted ALOHA
type scheme. The reader first broadcasts a frazreeasid a random numbéf, r), to all the tags.
Each tag uses the random numband itsid to hash to a Slot PositiofiP, between [1, f] where

SP = h(id®r) mod f
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In order to raw send the sensor datdat, in the same slot, each tag creates an
encrypted version of the sensor dataat , in the following way:

e_dat = h(id)®r_dat

Finally tag send the data,dat, in the slot positiolsP.Tags that successfully transmit
their data are instructed to keep silent. Tagsplwktthe same slot to reply will be informed by
the reader to retransmit in subsequent rounds whereeader will send a neifi, r). The reader
repeats this process until all tig are collected.

We modify the slot picking behavior usedcllect allso that instead of having a tag
pick a slot and return iigl, we let the tag reply with the encrypted sensta glaluee_dat,
signifying the tag has chosen that slot. In otherds, instead of the reader receiving

{---1id1]0]id6]| collision| collision | -- -},

where 0 indicates no tag has picked that slotpgtyrand collision denotes multiple tags
trying to reply in the same slot, the reader valieive

{---|r_dat|0|r_dat| collision| collision| - - -}.

After receiving the replies, the reader can inaegndom number, in the collision slot.

From the reply, the reader can generate the bigstr
BR={ - |rdat|0|rdat|r|r]| -}

This is more secure since the tag is not returiteid, and the sensor data is sent in
encrypted form which seems purely random to theesdwry. Our protocol exploits the fact that a
low cost RFID tag picks a reply slot in a deterrmiiiti fashion. Thus, given a particular random
numberr and frame siz¢, a tag will always pick the same slot to replyederver knows all the
ids in a set, as well as the parame(grs). Therefore, the server will be able to deternhree
resultingBR for an intact WISP tag set ahead of time. Howetrer server will know that it is
supposed to get a random number in the collisiots sind random number alike sensor data in

other slot positions where corresponding to a taggnce.
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From the reply of the reader, the server can gémeraew Bit Record3R,,.»
BRyew = {--- |1]0]1]1]1] .-}
The intuition behind our protocol is to let thesarpick a(f, r) for the reader to
broadcast to the set of tags. The server then camplaeBR returned by the reader with the
BR,,.., generated from the server’s records. A matchindlicate that the set is intact. The server

can collect the sensor data values correspondiagdb tag from th8R returned by the reader.

Algorithm 1: Interaction between server and readBj(

1. Server sendgf,r) to the reader

R executes Algorithm 4
All nearby tags executes Algorithm 3
CalculateBR g,y for all tagsT *
ReceiveBR fromR
fori = 1: fdo

if (BR (i)! = 0) then

assign BRy,, (i) =1

if (BRerver == BRue) then

© 0o N o o b~ DN

10. all tags are present
11. dse
12. tag coresponding to the mismatching

position of BR is missing

Figure 8.2 Algorithm for interaction between server and reader in MonAC protocol

Algorithm 2: Interaction between WISP tags and rea@ey
1. Reader broadcasfg, r) to all tagsT *

2. Each tadl; executes Alg. 3

3. Reader executes Alg. 4

4. Reader returnBR to the server

Figure 8.3 Algorithm for interaction between WISP tags and reader in MonAC protocol
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Algorithm 3: Algorithm executed by WISP tags

1. Receive(f,r) fromR

2. for Each tagr; (wherei = 1 toN) do

3. compute SP; = h(id;®r) mod f
computee_dat; = h(id;)@r_dat;

4
5. while R broadcasts Slot PositioSK) do
6 if (SP==SR) then

7

reture_dat; toR

Figure 8.4 Algorithm executed by WISP tags in MonAC protocol

Algorithm 4: Algorithm executed by readgr

1. compute BR of lengthf
2. Initialize all entries oBR to O

3. for Slot PositionSP = 1to f do

4. BroadcasftP and listen for reply
5 if (reply_string! = collision) do
6 BR[SP] = reply

7. else

8 BR[SP] =T

9. returnBR to the server

Figure 8.5 Algorithm executed by the reader in MonAC protocol

The reader uses a varioy5r) pair each time he wants to check the intactnegs«of
The server can either communicate a i¢gw) each time the reader executsnAG or the
server can issue a list of differg(ft r) pairs to the reader ahead of time.

Alg. 1 shows the overall interaction between tradsx and the server. Each tag in the set
executes Algorithm. 2 independently. The readecates Algorithm. 3 to generate tB& and
return it to the server. Notice that unlike tt@lect allmethod which requires several rounds to
collect the tag information, our MonAC algorithmlpnequires a single round. Furthermore, in

Algorithm. 3 Line 7 the tag does not need to rethmtagd to the reader. Rather the tag sends
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the encrypted sensor value (that seems randone tattificker) to inform the reader of its
presence. This reduces the communication cost aiseeond round of messages is not required

to send the sensor data to the reader.

8.6.6. Protocol description

In MonAC protocol, there are two phases of operatione isvionitor phaseand the
other isCollect phaseln the Monitor phase, the server monitors forrttigsing tags. In the
Collect phase, the server collects the sensorfdatarther processing. Next we discuss the
details of two phases.

Monitor Phase The reader first broadcasts a frame size anddoramumber(f, r), to
all the tags. Each WISP tdguses its own tagi; andr to generatsP; = h(id;®r) mod f . At
the same time, each tag calculates its own semlgafeddat = h(id)®r_dat. When the slot
position broadcasted by the reader matchesS¥thtagT; repliese_dat in that slot position to
the reader. At the time of receiving replies froiffiedent tags, the reader checks the content of
slot positionSP. After receiving replies from all the tags, thader forms the Bit Recor@R) of
lengthf (frame size) to transmit to the server. Initialyader assigns 0 to all the slot positions.
However, the reader storesply_string in those slot positions where it receives a rephe
reader stores a random number in the slot posittzere it receives a collision. This technique of
bit assignment allows our search protocol to bergetagainst some major attacks which we will
discuss in next section. TR is then transmitted to the server. We assumehikeathannel
between the server and the reader is secure. \Wasdsime that the frame sifgig large enough
and there are more slot positions within the fraéinaa total number of tags (i.£.> N).

The server calculates Bit RecoBR..,.-, for all the tags ahead of time. After receiving
BR from the reader, the server stores 1 in thosdiposiof BR where there is no 0. Let this new
Bit Record beBR,,,,,. Next, the server compares betwédy,.,, andBR.,,.r- If these two Bit

Records do not match, the server becomes suratthestst one of the tags is missing. The server
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can find out the slot position of the missing tége server can look up the table to find outithe
of the missing tag corresponding to mismatchedsettion.

Collect PhaseCollect phase is executed by the server after ddophase is over. In this
phase, the server collects sensor data for abxisting tags. The server determines the raw
sensor data from theeply_string corresponding to each tag. Tieply_string is an encrypted
form of the raw sensor data. However only the seraa determine the correct raw sensor value
as the server knowds for different tags. Therefore, the server canmpamthe hash of the,

i.e.h(id). Then the server can XOR the hasfid), with thee_data to collect the _data.

8.7. Protocol Analysis

In this section, we analyze our proposed searctogobagainst different types of attacks.

8.7.1. Security analysis

Privacy PreservationOur protocol can preserve the privacy of individbdSP tag. The
adversary is not able to find out the original sgrmata. Each tag replies with an encrypted
sensor datay(id)®r_dat which can be decrypted only by the server. Siheeserver only
knows theid of different tags, only it can compute the haslieaTherefore, none but the server
can decrypt the encrypted sensor data to collecta data.

Tracking: MonAC is resistant against tracking. Let an adwgrdaeavesdrops on the
transaction between a readeand tags. So he/she knows the queries and repli¢fie/she will
not be able to reverse compute the replies or lgeriguery but the adversary can certainly be
sure that a monitoring has taken place. Howeverattacker cannot be able to figure out which
tag replied in which slot. Since outputs of alldagll seem to be pure random to the adversary.

Eavesdropping Here4 observes all the queries between a reader and&agshis/her

goal is to use the data to impersonate a fake reRde a fake tadj. Our protocol is powerful

against this attack. In our protocbwill not be able to find out the expected replytié tags.
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A will not be able to find out any relation betwelr Slot Positions and tag replies. In each
monitoring pass, all tags will pick a differenttsbased on the random number sent by the reader.
A can only observe the data send by the readethanags. Bufl will not be able to link the

queries of two parties! will not be able to decrypt or even replay the sages. Thereford,

cannot impersonat& or T;. Therefore by eavesdroppidgcannot launch a replay attack by

using previous values.

8.8. Summary

In this chapter, we introduced the concept of WI&§%. We discussed some specific
applications of WISP based networks (i.e. ICU bbapital) and try to provide security solutions
for them. We considered a unique issue of CRFIRtaystems, the problem of monitoring for
missing WISP tags. We proposed a secure protogubtutor for missing tags and also for
collecting different sensor values of WISP tagstfi@best of our knowledge, this is the first

proposal to address the tag monitoring issue fddR\Mased networks.
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Chapter 9: Conclusions and Future Works

In this chapter, we summarize the contributionthefthesis and identify some future

research directions.

9.1. Research Achievements

RFID technology is increasingly being deployed ivedse applications ranging from
inventory management to anti-counterfeiting pratectNonetheless, RFID tags have yet to
supplant the ubiquitous barcode found on almostyeyecery product. This slow adoption is
partly due to the security and privacy concerng tve pervasive deployment of RFID tags. This
security and privacy concerns are mostly addrelgdRFID authentication protocols. However,
the aim of this thesis was to address the secamitlyscalability challenges of RFID tag searching
and to devise new solutions. Next, we summarizecontribution in this thesis.

» Attack Summary: This thesis focuses on RFID search protocolsehstire strong
security and scalability. We summarized all thesjinie attacks that can be launched against
RFID systems.

» Security and Performance Requirements: We addressed the security and
performance requirements that should be guarate&¥FID protocols to protect against the
major security attacks.

«  Secure Serverless Search Protocol (S’PR): We proposed a lightweight, secure, and
serverless search protocol for RFID systems. Tliguerfeature of this protocol is that it is
serverless and it is not vulnerable to single pofrfailure. This protocol requires the tags to be
able to compute hash function and generate pseumimm numbers.

»  Secure Scalable Search Protocol (S-Search): We proposed a secure and scalable
RFID tag search protocol for large scale RFID systising Slotted ALOHA based technique.

This is a highly scalable search protocol thatlbamsed in large scale RFID systems. This
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protocol is very lightweight since it requires thgs to be able to perform hash function and
XOR operation.

* Enhanced Distributed Scalable Architecture (EDSA): We addressed the tradeoff
between scalability and security. From this perspecwe proposed a hexagonal cell based
distributed scalable architecture for RFID tag skiarg in an emergency evacuation system. We
compared our architecture with its prior work amoved that our hexagonal cell structure
increases the performance of the RFID system.

e Monitor and Collect Protocol (MonAC): We introduced the concept of monitoring
missing tags. We propose a new dimension of taglsieg, i.e. tag monitoring technique
(MonAC) for a WISP tag based network. MonAC prota@es not require the reader to collect

ids from each WISP tag but it is still able to acteisamonitor for missing WISP tags.

9.2. FutureDirections

« For SPR protocol, in future, we plan to simulate thetpeols with a large number of
tags to see how it performéle are also interested in finding the lower bouiodshe tag's
computational requirements for secure RFID comnaiioos.

» For S-Search protocol, we plan to extend our paitticsearch multiple RFID tags
simultaneously.

» This thesis only considers RFID protocols that garform hash function and can
generate random numbers. However, there are tagddmot have such capability. So designing
secure search protocols for those tags is alsoatidsi

» There could be many attacks on RFID systems thadtave not addressed in this
thesis. Thus, further study of such protocols argkiple attacks on them would be desirable.

* We have assumed that the channel between the bdckeever and the reader is

secure. Hence, we have not dealt with securityathrarising on that channel. However, in some
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applications, server-reader communications maysecure, e.g. they may use a wireless
channel. Thus, secure search protocols over tlaisret should be studied further.

* In future, we would like to provide formal securpiyoofs for the protocols proposed
in this thesis.

* We would also like to perform simulation in futdceinvestigate a feasiblepatial
Densityfor the MonAC protocol. We would like to determiwhether the reader can maintain

reasonable WISP motion detection rates even whiga laumbers of tags are active in front of it.



100

BIBLIOGRAPHY

[Abramson70] Abramson, N., (197The ALOHA system - another alternative for computer
communicationsin Proceedings of the AFIPS Conference, Vol.ABZM Press. NY, USA.

pp. 295-298.

[Ahamed08a] Ahamed, S. I., and Rahman, F., and Blogu E., et al. (2008)Secured tag
identification using EDSA (enhanced distributediaile architecture)In Proceedings of
the 2008 ACM Symposium on Applied Computing (SAG,08CM Press. NY, USA. pp.

1902-1907.

[Ahamed08b] Ahamed, S. I., Rahman, F., Hoque, Bwsar, F., and Nakajima, T., et al. (2008).
S3PR: Secure serverless search protocols for RFIProceedings of the International
Conference on Information Security and Assuransé (08), IEEE, IEEE Computer

Society Press. New York, USA. pp. 187-192.

[Ahamed08c] Ahamed, S. I., Rahman, F., and Hoqgaaydér, E. F., and Nakajima, T., et al.
(2008).YA-SRAP: Yet another serverless RFID authenticatiotocol In Proceedings of
the International Conference on Intelligent Enviramt (IE 08), IEEE, IEEE Computer

Society Press. New York, USA. pp. 1-8.

[Ahamed08d] Ahamed, S. I., Rahman, F., and Hoqgaeysar, E. F., and Nakajima, T., et al.
(2008).Secure and efficient tag searching in RFID systesirsg serverless search
protocol In International Journal of Security and Its Apations (IJSIA), Vol.2, No.4. pp.

57-66.



101

[Avoine05] Avoine, G., and Oechslin., P., et aD@8).A Scalable and provably secure hash
based RFID protocolin Proceedings of the International Workshop envBsive
Computing and Communication Security (PerSec EBH, IEEE Computer Society

Press. New York, USA. pp. 110-114.

[BocchettiO8] Bocchetti, S., (2008ecurity and Privacy in RFID ProtocolRhD Thesis.

[BonuccelliO6] Bonuccelli, M. A, Lonetti, F., ardartelli, F., et al. (2006)Tree slotted ALOHA:
a new protocol for tag identification in RFID netiks. In Proceedings of the International
Symposium on a World of Wireless, Mobile and Mukitia Networks (WoWMoM 06),

IEEE, IEEE Computer Society Press. New York, USA. G03-608.

[Bringer06] Bringer. J., Chabanne, H., and Emmadeyél., et al. (2006}HB++: a lightweight
authentication protocol secure against some attalckihternational Workshop on
Security, Privacy and Trust in Pervasive and Ulbaps Computing (SecPerU 06), IEEE,

IEEE Computer Society Press. pp. 28-33.

[Buettner08] Buettner, M., Greenstein, B., Sample Smith, J. R., and Wetherall, D., et al.
(2008).Revisiting smart dust with RFID sensor netwotksProceedings of the Workshop
on Hot Topics in Networks, ACM Press. NY, USA. Awdile at:

web.media.mit.edu/~jrs/2008-hotnets-wisp.pdf

[BuettnerQ9] Buettner, M., Prasad, R., Philipose, &hd Wetherall, D., et al. (2009).
Recognizing daily activities with RFID-based sessbr Proceedings of the International
conference on Ubiquitous computing (Ubicomp 09) MABress, New York, NY, USA. pp.

51- 60.



102

[Cai09] Cai, S., Li, Y., Li, T. and Deng, R., et 2009).Attacks and improvements to an RFID
mutual authentication protocol and its extensidnsProceedings of the Conference on

Wireless Network Security (WiSec 09), ACM Press.,NUSA. pp. 51-58.

[Cha05] Cha, J. R. and Kim, J. H., et al. (200&)vel anti-collision algorithms for fast object
identification in RFID systenin Proceedings of the International Conferenc®arallel
and Distributed Systems (ICPADS 05), IEEE, IEEE @ater Society Press. NY, USA.

pp. 63 - 67.

[Chan03]Chan, H. and Perrig, A., et al. (20@)curity and privacy in sensor netwarks|EEE

Computer MagazindEEE, IEEE Computer Society Press. NY, USA. pp.-@5.

[Chien07] Chien, H.Y., and Chen, C. H., et al. (20®utual authentication protocol for RFID
conforming to epc class 1 generation 2 standami€omputer Standards Interfaces, Vol.

29, Ed. 2. pp. 254-259.

[Choi04] Choi, H. S., Cha, J. R. and Kim, J. H.akt(2004) Fast wireless anti-collision
algorithm in ubiquitous id systerim Proceedings of the Vehicular Technology Caoerfee,

IEEE, IEEE Computer Society Press. NY, USA. pp.945592.

[Cidon88] Cidon, I., and Sidi, M., et al. (198&onflict multiplicity estimation and batch
resolution algorithmsin IEEE Transaction of Information Theory, Vo#,E&d. 1. pp. 101-

110.

[Claas-1] Class-1 Generation-2 UHF air interfacat@eol standard version 1.0.9: "Gen2".

Available at:http://www.epcglobalinc.org/standards/




103

[Conti0O7] Conti, M., Pietro, R. D., Mancini, L. Vand Spognardi, A., et al. (200RIPP-FS: an
RFID identification, privacy preserving protocoltiiforward secrecyin Proceedings of
the International Workshop on Pervasive Computimg) @ommunication Security (PerSec

07), IEEE, IEEE Computer Society PreN¥, USA. pp. 229-234.

[Cui07] Cui, Y., Kobara, K., Matsuura, K., and ImHi., et al. (2007)Lightweight Asymmetric
Privacy-Preserving Authentication Protocols Secagainst Active Attackn Proceedings
of the International Workshop on Pervasive Commgusind Communication Security

(PerSec 07), IEEE, IEEE Computer Society Pridds USA. pp. 223-228.

[Czeskis08] Czeskis, A., Koscher, K., Smith, J.ddd Kohno, T., et al. (2008RFIDs and
Secret Handshakes: Defending Against Ghost-andiLA#acks and Unauthorized Reads
with Context-Aware Communicationis.Proceedings of the Conference on Computer and

Communications Security (CCS 08), ACM Press. NYAUSp. 479-490.

[Feldhofer06] Feldhofer, M., and Rechberger, Cale2006) A case against currently used
hash functions in RFID protocolt Proceedings of the OTM Workshops (1). pp. 382-

Available at:http://dx.doi.org/10.1007/11915034 61

[Fin03] Finkenzeller, K., (2003RFID Handbook: Fundamentals and applications intectiess

smart cards and identificatiodohn Wiley and Sons, NY, USA.

[Gilbert05] Gilbert, H., Robshaw, M., and Sibert, it al. (2005)An active attack against HB+

— a provably secure lightweight authentication pial. Manuscript, 2005.



104

[Hartung06] Hartung, C., Han, R., Seielstad, Cd Holbrook, S., et al. (2006firewxnet: a
multi-tiered portable wireless system for monitgrimeather conditions in wildland fire
environmentsin Proceedings of the International Conferenc#obile Systems,

Applications, and Services (MobiSys OBCM Press. NY, USA. pp. 28-41.

[HenriciO4] Henrici, D., and MAuller, P., et al.@e4).Hash-based enhancement of location
privacy for radio-frequency identification deviagsing varying identifiersin Proceedings
of the International Workshop on Pervasive Commgusind Communication Security

(PerSec 04), IEEE, IEEE Computer Society Pridds USA. pp. 149-153.

[Hernandez01] Hernandez, P., Sandoval, J., Puentand Perez, F., et al. (200Mathematical
model for a multiread anticollision protocdh IEEE Pacific Rim Conference on
Communications, Computers and signal Processin@f® 02). Vol. 2. pp. 647 - 650.

DOI: 10.1109/PACRIM.2001.953716

[Hopper00] Hopper, N., and Blum, M., et al. (2008)secure human-computer authentication

scheme. Tech. Rep. CMU-CS-00-139, Carnegie Melloivéssity, 2000.

[Hopper01] Hopper, N. J., and Blum, M., et al. (2pGecure human identification protocols
Proceedings of the International Conference o tteory and Application of Cryptology

and Information Security (ASIACRYPT 01), Springeenag. pp. 52—66.

[Hoque09] Hoque, M. E., and Rahman, F., and Ahar8edl, and Park, J. H., et al. (2009).
Enhancing privacy and security of RFID system wéhverless authentication and search
protocols in pervasive environmeniis.Springer Wireless Personal Communication.

http://dx.doi.org/10.1007/s11277-009-9786-0




105

[Hoquel0] Hoque, M. E., and Rahman, F., and Ahar8ed, et al. (2010)S-search: finding
RFID tags using scalable and secure search protdodProceedings of the ACM

Symposium on Applied Computing (SAC 10). ACM Prd¢¥, USA. pp. 439-443.

[Intel] Intel Research Seattlettp://seattle.intel-research.net/wisp/#pub

[JuelsO5a] Juels, A., and Weis, S. A., et al. (3086thenticating pervasive devices with human

protocols In Advances in Cryptology, CRYPTO 2005, pp. 298-3

[Juels05b] Juels, A., (2005RFID security and privacy: A research surv&®SA Laboratories.

[JuelsO5c] Juels, A., Molnar, D. and Wagner, Dale{2005) Security and Privacy Issues in E-
passportsin Proceedings of the Conference on SecurityRmacy for Emerging Areas in
Communications Networks (SecureComm 05), IEEE, |EBEputer Society PresNY,

USA. pp. 74-88.

[Juels06] Juels, A., and Weis, S., et al. (200&¥ining strong privacy for RFIDIn Proceedings

of the Cryptology ePrint Archive, Report 2006/18YCR.

[KodialamO06] Kodialam, M., and Nandagopal, T., lef{2006).Fast and reliable estimation
schemes in RFID systents Proceedings of the International Conferencé/obile

Computing and Networking (MobiCom 06), ACM Pres¥,NUSA. pp. 322-333.

[Kulseng09] Kulseng, L., Yu, Z., Wei, Y., and Guah, et al. (2009)Lightweight secure search
protocols for low-cost RFID systems.Proceedings of the Proceedings of the 2009 29th
IEEE International Conference on Distributed ConmuSystems. IEEE, IEEE Computer

Society Press. Washington, DC, USA. pp. 40-48.



106

[Laurie07] Laurie, A., (2007 )Practical attacks against RFIOn Network Security. pp. 4-7.

[Lee05] Lee, S. R., Joo, S. D., and Lee, C. Wal.&2005).An enhanced dynamic framed slotted
ALOHA algorithm for RFID tag identificatiorin Proceedings of the International ICST
Conference on Mobile and Ubiquitous Systems (Maibdgis 05), ACM Press. NY, USA.

pp. 166 - 172.

[LeelO] Lee, Y. K., Batina, L., Singel, D. and Vatlwhede, I., et al. (2010_ow-cost
untraceable authentication protocols for RFIIR.Proceedings of the Conference on

Wireless network security, IEEE, IEEE Computer 8ocPressNY, USA. pp. 55-64.

[LiO7] Li, Y., and Ding, X., et al. (2007Protecting RFID communications in supply chaiims
Proceedings of the Symposium on Information, Compand Communications Security,

(ASIACCS 07). ACM Press, NY, USA. pp. 234-241

[Mayes09] Mayes, K., Markantonakis, K., and HandRBeet al. (2009)Transport ticketing
security and fraud controldn Elsevier Information Security Technical Repafol. 14,

Ed. 2. pp. 87-95,

[Metcalfe75] Metcalfe, B., (19755teady-state analysis of a slotted and controlle@KBA

system with blockingn SIGCOMM Computing Communication. Vol. 5, Ed.PP. 24-31.

[Micic05] Micic, A., Nayak, A., Simplot-Ryl, D., athStojmenovic, I., et al. (2005 hybrid
randomized protocol for RFID tag identificatiolm Proceedings of the International
Workshop on Next Generation Wireless Networks (WeN®5), IEEE, IEEE Computer

Society PresdNew York, USA. pp.147 - 154.



107

[Molnar04] Molnar, D., and Wagner, D., et al. (20(rivacy and security in library RFID:
Issues, practices, and architecturés Proceedings of the Conference on Computer and

Communications Security (CCS 04), ACM Press. WagbmDC, USA, pp. 210-219.

[Ohkubo03] Ohkubo, M., Suzuki, K., and Kinoshita, & al. (2003)Cryptographic Approach to

“Privacy-Friendly” Tags. In Proceedings of the RFID Privacy Workshop, MITA, USA.

[Pervasivel] Pervasive Computing definition, URL:

http://www.parliament.vic.gov.au/sarc/EDemocracyéfi Report/Glossary.htm

[Pervasive2] Pervasive Computing framework, URL:

http://framework.v2.nl/archive/archive/node/textaldt.xslt/nodenr-156647

[Piramuthu06] Piramuthu, S., (2006)B and related lightweight authentication protoctis

secure RFID tag/reader authenticatidn CollECTeR 2006

[Rieback06] Rieback, M., Crispo, B., and Tanenba@imet al. (2006)ls your cat infected with
a computer virus™ Proceedings of the International Conferenc®ervasive Computing
and Communications (PerCom 06), IEEE, IEEE CompBtmiety Press. Washington, DC,

USA. pp. 169-179.

[Rieback07] Rieback, M., Crispo, B., and Tanenbafimet al. (2006)The evolution of RFID

security In the Journal of IEEE Pervasive Computing. ¥oNum. 1. pp. 62-69.

[Sample08] Sample, A. P., Yeager, D. J., PowleBg&., Mamishev, A.V., and Smith, J. R., et

al. (2008).Design of an RFID-based batteryfree programmabilesisey platform In



108

Proceedings of the IEEE Transaction on Instrumemtand MeasuremenEEE, IEEE

Computer Society Press. New York, USA.

[Schoute83] Schoute, F. C., (198Bynamic frame length ALOHAn IEEE Transactions on
Communications, Vol. 31, IEEE, IEEE Computer Socktess. New York, USA. pp. 565—

568.

[Seo06a] Seo, Y., and Kim, K., et al. (2008¢alable and untraceable authentication protocol
for RFID. In Proceedings of the International Workshop enugity in Ubiquitous

Computing Systems (Secubiq 06), Lecture Notes imi@der Science, Seoul, Korea.

[Seo06b] Seo, Y., Lee, H., and Kim, K., et al. (@P® lightweight authentication protocol based
on universal re-encryption of RFID Tagsvailable at:

caislab.icu.ac.kr/Paper/paper files/2006/CISC 1Ybbingjoon.pdf

[Sheng08] Sheng, B., Tan, C. C., Li, Q. and Mao, &/al. (2008)Finding popular categories
for rfid tags In Proceedings of the International SymposiunMarile Ad Hoc

Networking and Computing (Mobihoc 08), ACM Pres¥,NUJSA. pp. 159-168.

[Solanas07] Solanas, A., Domingo-Ferrer, J., MagiBallesté, A., and Daza, V., et al. (200Y).
distributed architecture for scalable private RH&y identification In Computer

Networks, Elsevier, Vol. 51, Ed. 9. pp. 2268-2279.

[Song09] Song, B., (2009RFID authentication protocols using symmetric cogvaphy Thesis.



109

[Syverson94] Syverson, P., (199A4)taxonomy of replay attackim Proceedings of the Computer
Security Foundations Symposium (CSF 94). IEEE, |IEBEputer Society Press. New

York, USA. pp. 187-191.

[Tan07] Tan, C. C., Sheng, B., and Li, Q., et 20Q7).Severless search and authentication
protocols for RFIDIn Proceedings of the International Conferenc®ervasive
Computing and Communications (PerCom 07), IEEEBE®mputer Society Press. New

York, USA. pp. 3-12.

[Tan08] Tan, C. C., Sheng, B., and Li, Q., et 2008).How to monitor for missing RFID tags
In Proceedings of the International Conference mtributed Computing Systems. pp.

295-302.

[Tsudik06] Tsudik, G., (2006)Y A-TRAP: yet another trivial RFID authenticatiorofwcol In
Proceedings of the International Conference onddrg Computing and Communications

(PerCom 06), IEEE, IEEE Computer Society. New Y&I8A. pp.-643.

[Vajda03] Vajda, |. and Butty’an, L., et al. (200B)ghtweight authentication protocols for low-
cost RFID tagsin Proceedings of the Second Workshop on Secuarigbiquitous

Computing (Ubicomp ‘03). Seattle, WA, USA

[Vogt02] Vogt, H., (2002)Efficient object identification with passive RFIRJS In Proceedings

of the International Conference on Pervasive CoimguSpringer-Verlag. pp. 98-113.

[Wang06] Wang, Y., Attebury, G., and Ramamurthy,é.al. (2006)A survey of security issues

in wireless sensor networkisl IEEE Communications Surveys and Tutorials,.\8ol



110

[Weis03] Weis, S.A., Sarma, S.E., Rivest, R.L. &ndels, D.W., et al. (2003%ecurity and
privacy aspects of low-cost radio frequency idéstfon systemdn Proceedings of the
International Conference on Security in Pervasigenguting (SPC 03), Springer-Verlag.

Vol. 2802. pp. 454-469.

[Weiser93] Weiser, M., (1993%0me computer science problems in ubiquitous congpin

Communications of the ACM, Vol. 36, No. 7. pp. -8

[Wieselthier89] Wieselthier, J., Ephremides, Adaichaels, L., et al. (1989An exact analysis
and performance evaluation of framed ALOHA withtaap In IEEE Transactions on

Communications, IEEE, IEEE Computer Society Pridssv York, USA. pp.125-137.

[Wood02] Wood, A. D. and Stankovic, J. A., et 2002).Denial of service in sensor networks

In Computer Magazine, Vol. 35, Iss. 10, IEEE, IEE&mputer Society Press. pp. 54 - 62.

[Wo0d03] Wood, A. D. and Stankovic, J. A., et 2003).JAM: A jammed-area napping service
for sensor networkdn Proceedings of the IEEE Real-Time Systems S, (RTSS

03), IEEE, IEEE Computer Society Press. pp. 286-297

[Zaher]http://www.cs.uiuc.edu/homes/zaher/cyberphysicaiees.html




Glossary of Terms

111

Appendix A

Term

Definition

Pervasive computin

Pervasive computing provides an environment whegmation
jand services can be accessed remotely from theoenwent
specially through wireless technologies

RFID systems

RFID is an abbreviation of Radio Frequency IDeatifion. It is a
data collection technology that uses electronis fagstoring data.

A microchip attached to an antenna that is packagadvay that it

RFID tags can be applied to an object. The tag picks up dgnam and sends
signals to a reader. The tag contains a uniqual sermber.
A device used to communicate with RFID tags. Tlelee has one
Reader or more antennas, which emit radio waves and recg@gnals back
from the tag.
The second generation air interface for commurooaetween an
Gen 2 RFID reader and tag, administered by EPC globalltraeals with
the modulation scheme, packet structure, commamglige and
methods for dealing with collision.
WISP stands for Wireless Identification and Sen§itagform.
WISP WISPs have the capabilities of RFID tags, but alggport sensing
and computing.
. Process of creating a computing platform that exssanly allowed
Security s
actions are performed.
A network protocol is said to be scalable if thenler of nodes can
Scalability be significantly increased without imposing an wegtable
workload on any entity in the network.
Anonymity Anonymity is the state of not being id#iable within a set
Lightweight Cryptographic operations that require low compautai and
Cryptography processing power to be performed

Serverless System

An RFID system consisting of tags and readers fitlowt a central
database

Eavesdropping

Eavesdropping is the act of secretly listenindhogrivate
conversation between two parties

Nonce

A random number that never repeats its value
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