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Abstract 

Bandwidth intensive applications such as high-definition video streaming, real-time 

video transmission, tactile communications, virtual reality (VR), augmented reality 

(AR) and the like are being developed for portable consumer devices connected 

wirelessly to the Internet. Increasing the bandwidth of the wireless connectivity has 

been the focus of much research. Optical wireless communications (OWC) system has 

emerged as a promising technique to provide high-speed wireless connections for data 

intensive applications as it can easily leverage today’s well-developed fibre based 

broadband access networks. The OWC technology is preferable over other alternatives 

including Wi-Fi, millimetre-wave (mm-wave), and ultra-wideband (UWB) systems in 

certain deployment scenarios. The optical band employed in OWC systems has a huge 

amount of unregulated bandwidth and is also immune to the interference from the radio 

frequency (RF) band. With these key advantages, OWC systems can be implemented 

in personal living and working spaces providing scalable bandwidth. In addition, they 

can also be deployed in areas where RF signals are carefully controlled and managed, 

such as in hospitals and airplanes. The thesis presents a systematic investigation of key 

functionalities of OWC – high bandwidth through modulation formats, multi-user 

access, and security in the physical layer. 

Firstly, a comprehensive analytical system model is built for typical indoor OWC 

system with a general square QAM modulation format to achieve high bandwidth and 

by using cost-effective opto-electronic components. By using experiments based on 

1.25 Gb/s – 5 Gb/s 4-QAM modulation format and 2.5 Gb/s – 10 Gb/s 16-QAM 

modulated system to verify, an relatively accurate analytical model was developed and 

the impacts of key system parameters on the system performance are thoroughly 

analysed using the analytical model, such as transmission optical power, laser RIN 

property, expanded beam waist, background light power and so on. 
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A multi-user access scheme named as time-slot coding (TSC) scheme is proposed. The 

function of the TSC scheme is experimentally demonstrated based on 4-QAM and 16-

QAM modulation formats, respectively. The adaptive loading function employing both 

4-QAM and 16-QAM compatible with the TSC scheme is also studied. Experimental 

results show that the satisfactory coverage is improved by a maximum of 61.2% 

compared to the TSC scheme employing 16-QAM alone. Furthermore, time-slot code 

misalignment due to non-ideal timing issues during code generation process is 

investigated both experimentally and analytically. In particular, the effect of the code 

overlapping ratio on the bit error rate (BER) performance of a general square QAM 

modulation format is analytically derived for typical indoor OWC systems. The 

experimental results match with analytical results with 4-QAM and 16-QAM 

modulation formats and show that the code misalignment tolerance can be more than 

92.3% for 4-QAM and 26.9% for 16-QAM with received optical power levels greater 

than -19.7 dBm. 

A novel physical layer mechanism is proposed for the provision of simultaneously 

secure connections for multiple users in indoor OWC systems. It is achieved by 

employing the TSC scheme together with chaotic phase sequence. The chaotic phase 

sequence applied to each symbol to secure the transmission is generated according to 

the logistic map, which based on a key set containing a constant parameter r and an 

initial value x1. The feasibility of showing the proposed mechanism is capable of 

providing OWC connections is proved by analytical study and experiments. 

Experimental results also show that adding the chaotic phase does not degrade the 

legitimate user’s signal quality. The robustness is also critically investigated and both 

analytical and experimental results indicate that the proposed scheme was robust and 

was able to maintain high communication security against eavesdropper’s high 

searching accuracy of 10-10 within the optical-wireless links. The time-slot code 

misalignment tolerance with chaotic phase is further studied through analytical model 

and experiments, where the agreement shows that 68.6% and 22.6% misalignment 

tolerance is achieved for 4-QAM and 16-QAM modulation formats, respectively, at the 

received optical power of over -20.2 dBm. 

 

 

 



 

vii 

 

 

Acknowledgements 

My deepest gratitude must foremost go to my supervisors, Professor Thas 

(Ampalavanapillai) Nirmalathas, Professor Christina Lim, Professor Elaine Wong and 

Dr. Desmond (Ke) Wang. Thanks to Thas’s wise guidance, immense knowledge and 

incredible patience along with my entire PhD admission period, I always get inspired 

about how to flesh out and develop my research projects. I also feel impressive about 

Christina’s enthusiasm for research, careful attention to detail and insightful comments. 

I am very grateful that my experimental demonstration skills are well developed 

because of the valuable experience provided by Christina, Elaine and Desmond. 

Furthermore, I feel really appreciated it for all my supervisors’ superior editing and 

presentation skills to help proof-read and polish my research outputs. Thanks Desmond 

for always being the first one that gives prompt technical advice when I encounter 

problems. In addition to the aid of research, Christina also provides me with valuable 

opportunities to develop my interpersonal skills by undertaking teaching assistance 

work, which lay a good foundation to my early career. Furthermore, I would like to 

express my special gratitude to Elaine for that she does not only provide technical 

advice but also provides valuable advice on my life while she is always considerate and 

encouraging. I would also like to thank my Ph.D advisory committee chair, Professor 

Kenneth Crozier, for his time, useful comments and coordination. Again, here are 

millions of thanks to all my supervisors and my committee chair for their contributions 

to make my entire Ph.D candidature smooth. 

Completing this work would have been all the more difficult were it not for the support 

and friendship provided by my dear friends and colleagues, Yu Tian, Lihua Ruan, Dr. 

Yifei Wang, Miao Sun, Jian Fang, Dr. Di Che, Dr. Imali Dias, Dr. Alan Lee, Dr. 

Chathurika Ranaweera, Dr. Benoit Gouhier, Yu Bai, and Yaqi Zhu. I feel really thankful 

that I have been together with them experienced a valuable period of life and shared 

various moments of life. Every time I encounter technical and/or personal issues, they 



 

viii 

 

are around to listen and help. I would also like to express my sincere gratitude to all my 

friends whose names are not mentioned individually, other staff and colleagues from 

Photonics Research Lab and Department of Electrical and Electronic Engineering for 

their support and help in general. Special thanks must go to the University of Melbourne 

for providing scholarship, unlimited resources and world-class facilities.  

Last but most important of all, my heartfelt gratitude is for my beloved family, 

especially for my parents, Wenfu Liang and Jun Cai, as well as my husband Hongtao 

Yang, who experienced all of the ups and downs of this journey but always provide me 

with unconditional love and support. Words cannot express how much I love you but 

time will tell.   

  



 

ix 

 

 

 

 

 

 

 

 

To My Loving Parents and My Husband 

  



 

x 

 

 

Table of Contents 

DECLARATION ............................................................................................................ i 

Preface ............................................................................................................................ ii 

Abstract .......................................................................................................................... v 

Acknowledgements ...................................................................................................... vii 

Table of Contents ........................................................................................................... x 

List of Figures .............................................................................................................xiii 

List of Tables ............................................................................................................xviii 

Chapter 1 Introduction .............................................................................................. 1 

1.1 Motivation of the Thesis ................................................................................. 1 

1.2 Thesis Outline ................................................................................................. 3 

1.3 Original Contributions ..................................................................................... 6 

1.4 Publications ..................................................................................................... 8 

Chapter 2 Literature Review ................................................................................... 11 

2.1 Introduction ................................................................................................... 11 

2.2 High-speed Indoor Communication Systems ................................................ 12 

2.2.1 Wi-Fi systems ........................................................................................ 13 

2.2.2 Millimetre-wave Systems ...................................................................... 14 

2.2.3 Ultra-wide Band Systems ...................................................................... 15 

2.2.4 Optical Wireless Communication Systems ............................................ 17 

2.3 Multiple Access Techniques ......................................................................... 21 

2.3.1 Electrical Multiple Access Techniques .................................................. 21 



 

xi 

 

2.3.2 Optical Multiple Access Techniques ..................................................... 24 

2.3.3 Adaptive Loading Techniques ............................................................... 25 

2.4 Secure communications ................................................................................. 26 

2.5 Conclusions ................................................................................................... 28 

Chapter 3 System Model for Indoor Optical Wireless Communications with Square 

QAM 29 

3.1 Introduction ................................................................................................... 29 

3.2 System Architecture ...................................................................................... 30 

3.3 Analytical Model with Square QAM ............................................................ 34 

3.3.1 Symbol Error Rate ................................................................................. 34 

3.3.2 Standard Deviation in indoor OWC system ........................................... 35 

3.3.3 Relationship between SER and BER ..................................................... 38 

3.4 Experimental Demonstration......................................................................... 40 

3.4.1 Experimental Setup ................................................................................ 40 

3.4.2 Results and Discussions ......................................................................... 42 

3.5 Conclusions ................................................................................................... 49 

Chapter 4 Time-slot Coding Scheme for Multiple Access for Indoor Optical 

Wireless Communications ........................................................................................... 50 

4.1 Introduction ................................................................................................... 50 

4.2 Principle and System Architecture of Time-slot Coding .............................. 52 

4.3 Experimental Multi-user Demonstration ....................................................... 54 

4.3.1 Experimental Setup ................................................................................ 55 

4.3.2 Results and Discussions ......................................................................... 57 

4.4 Adaptive Loading Function Demonstration .................................................. 61 

4.5 Code Misalignment Tolerance Analysis ....................................................... 65 

4.5.1 Theoretical Analysis and Simulation Results ........................................ 66 

4.5.2 Experimental Verification ...................................................................... 75 

4.6 Conclusions ................................................................................................... 77 



 

xii 

 

Chapter 5 Enabling Physical Layer Security with Chaotic Phase Terms as Security 

Codes 78 

5.1 Introduction ................................................................................................... 78 

5.2 Principle of Secure Multiple Access with Chaotic Phase ............................. 80 

5.2.1 System Architecture ............................................................................... 80 

5.2.2 Chaotic Phase Generation ...................................................................... 82 

5.2.3 Feasibility Analysis ................................................................................ 83 

5.3 Experimental Demonstration......................................................................... 86 

5.4 Investigation on System Robustness ............................................................. 92 

5.4.1 Analysis of secured mechanism limitation ............................................ 92 

5.4.2 Code overlapping ratio impact with chaotic phase .............................. 104 

5.5 Conclusions ................................................................................................. 111 

Chapter 6 Key System Parameters in High-speed Indoor Optical Wireless 

Communications ........................................................................................................ 113 

6.1 Introduction ................................................................................................. 113 

6.2 Impacts of Transmitter Parameters ............................................................. 114 

6.3 Impacts of transmission channel and receiver ............................................. 122 

6.4 Impact of Code Misalignment ..................................................................... 126 

6.5 Conclusions ................................................................................................. 129 

Chapter 7 Conclusions and Future Work ............................................................. 131 

7.1 Thesis Summary .......................................................................................... 131 

7.2 Future Work ................................................................................................ 134 

Bibliography .............................................................................................................. 138 

Appendix A ................................................................................................................ 153 

Appendix B ................................................................................................................ 155 

  



 

xiii 

 

List of Figures 

Fig. 2.1 Spectrum allocation around 60 GHz .............................................................. 14 

Fig. 2.2 UWB spectrum with other conventional standards ........................................ 16 

Fig. 2.3 Typical optical wireless communication system ............................................ 17 

Fig. 2.4 Light source spectrum .................................................................................... 18 

Fig. 2.5 Two typical link configurations of indoor OWC systems: (a) LOS link and (b) 

diffused link ................................................................................................................. 20 

Fig. 2.6 Transmitter structure with LOS expanded optical beam ................................ 20 

Fig. 2.7 Illustrations of TDMA, FDMA and CDMA ................................................... 21 

Fig. 2.8 The simplest example of 2 users with NOMA technique ............................... 23 

Fig. 3.1 Block diagram of a typical indoor wireless communications system with square 

QAM modulation format. ............................................................................................ 31 

Fig. 3.2 Illustration of symbol error rate derivation example ...................................... 34 

Fig. 3.3 Ratio of SER and BER (α) respect to 
0bE N  for (a) 4-QAM, (b) 16-QAM and 

64-QAM ....................................................................................................................... 39 

Fig. 3.4 Experimental setup for indoor optical wireless communications system with a 

single channel ............................................................................................................... 41 

Fig. 3.5 Comparison between measured and analytical standard deviations based on 4-

QAM modulation format with (a) 5 Gb/s, (b) 4 Gb/s, (c) 3.33 Gb/s, (d) 2.5 Gb/s, (e) 2 

Gb/s, (f) 1.67 Gb/s, and (g) 1.25 Gb/s ......................................................................... 43 

Fig. 3.6 Comparison between measured and analytical BER based on 4-QAM 

modulation format with (a) 5 Gb/s and 4 Gb/s, (b) 3.33 Gb/s and 2.5 Gb/s, (c) 2 Gb/s 

and 1.67 Gb/s, and (d) 1.25 Gb/s with experimental signal constellations for -25 dBm 

and -27 dBm ................................................................................................................. 45 

Fig. 3.7 Comparison between measured and analytical standard deviations based on 16-

QAM modulation format with (a) 10 Gb/s, (b) 8 Gb/s, (c) 6.67 Gb/s, (d) 5 Gb/s, (e) 4 

Gb/s, (f) 3.33 Gb/s, and (g) 2.5 Gb/s ........................................................................... 47 

Fig. 3.8 Comparison between measured and analytical BER based on 16-QAM 

modulation format with (a) 10 Gb/s and 8 Gb/s, (b) 6.67 Gb/s and 5 Gb/s, (c) 4 Gb/s 

and 3.33 Gb/s, and (d) 2.5 Gb/s with experimental signal constellations for -20 dBm 

and -22 dBm ................................................................................................................. 48 



 

xiv 

 

Fig. 4.1 Block diagram of time-slot coding scheme for optical wireless communications 

system .......................................................................................................................... 52 

Fig. 4.2 Original symbol data for k users ..................................................................... 53 

Fig. 4.3 Original symbol data for k users and coded symbol sequence of each user ... 54 

Fig. 4.4 Experimental setup with beam-expanding link for multi-user connections ... 55 

Fig. 4.5 BER performance of each user with beam waist of 20 cm ............................ 57 

Fig. 4.6 Average BER for five users with different bit rates and the beam waist of (a) 

20 cm and (b) 30 cm .................................................................................................... 58 

Fig. 4.7 BER of each user in 8-user and 2.5 Gb/s system ............................................ 59 

Fig. 4.8 Average BER with 4-QAM 2.5 Gb/s for 5, 8, and 12 users ........................... 59 

Fig. 4.9 BER performance (16-QAM) of each user with a beam width of 20 cm ....... 60 

Fig. 4.10 Average BER performance (16-QAM) of 5 users under different system 

capacities and beam width of 20 cm ............................................................................ 61 

Fig. 4.11  Comparison between systems based on 16-QAM and 4-QAM with the same 

symbol rate and the same bit rate ................................................................................. 62 

Fig. 4.12 Multi-user scenario for demonstration ......................................................... 63 

Fig. 4.13 Illustration of S1 (d1 = 3d2) and S2 (d1 = d2) ................................................. 63 

Fig. 4.14 The TSC BER performance of each user with adaptive loading function and 

a beam width of 20 cm, user-1 (4-QAM), user-2 (16-QAM), user-3 (4-QAM), user -4 

(16-QAM), user-5 (16-QAM) ...................................................................................... 64 

Fig. 4.15 (a) ideal code for 5-user case, (b) summed symbol sequence with ideal code, 

(c) code with misalignment issue, and (d) summed symbol sequence with code 

misalignment issue ....................................................................................................... 66 

Fig. 4.16 Illustration for SER derivation example ....................................................... 68 

Fig. 4.17 The conventional TDMA with unsynchronised timing window when 

acquiring symbol data at the receiver side ................................................................... 70 

Fig. 4.18 Analytical SER performance of TSC and conventional TDMA with Ro and σ 

= 0.08 for (a) 4-QAM and (b) 16-QAM ...................................................................... 71 

Fig. 4.19 Analytical BER performance with Ro and σ for (a) 4-QAM and (b) 16-QAM.

 ...................................................................................................................................... 75 

Fig. 4.20 BER performance at three locations with increased overlapping ratio based 

on (a) 4-QAM and (b) 16-QAM .................................................................................. 76 

Fig. 5.1 Block diagram of secure OWC with TSC and chaotic phase ......................... 81 

Fig. 5.2 Signal constellation for a general square QAM .............................................. 83 



 

xv 

 

Fig. 5.3 Noise rate for (a) 4-QAM and (b) 16-QAM ................................................... 85 

Fig. 5.4 Generated phase sequence with (a) r = 4 and x1 = 0.5, (b) r = 4 and x1 = 0.25, 

and (c) r = 4 and x1 = 0.75 ........................................................................................... 85 

Fig. 5.5 Experimental setup ......................................................................................... 87 

Fig. 5.6 Noise rate for r = 3.61, 3.67, 3.78 and 3.95 with x1 fixed as 0.35 .................. 88 

Fig. 5.7 Power penalty results with different bit rates for (a) 4-QAM and (b) 16-QAM

 ...................................................................................................................................... 89 

Fig. 5.8 SER performance and constellation with and without the key for (a) 2.5 Gb/s 

4-QAM and (b) 4 Gb/s 16-QAM ................................................................................. 90 

Fig. 5.9 Average BER of all users for 4-user, 8-user and 10 user cases with (a) 2.5 Gb/s 

4-QAM and (b) 4 Gb/s 16-QAM ................................................................................. 91 

Fig. 5.10 Outage rate with (a) δ = 1e-5 for 4-QAM. (b) δ = 10-10 for 4-QAM, (c) δ = 1e-

5 for 16-QAM, and (d) δ = 10-10 for 16-QAM ............................................................. 94 

Fig. 5.11 Bifurcation diagram of the logistic map and islands of stability .................. 94 

Fig. 5.12 Outage rate with different orders of searching accuracy (δ) for r = 3.59, 3.65, 

3.78 and 3.84 while x1=0.5 based on (a) 4-QAM modulation format and (b) 16-QAM 

modulation format ........................................................................................................ 95 

Fig. 5.13 Analytical SER in terms of σ and r with x1 = 0.35 and δ = 10-10 for (a) 4-QAM 

and (b) 16-QAM .......................................................................................................... 97 

Fig. 5.14 Analytical SER in terms of σ and x1 with three typical values of r and δ = 10-

10 for (a) 4-QAM and (b) 16-QAM .............................................................................. 98 

Fig. 5.15 SER performance with respect to different distances from beam centre for 4-

QAM with (a) 2.5 Gb/s, (b) 2 Gb/s and (c) 1.25 Gb/s ................................................. 99 

Fig. 5.16 Experimentally received signal constellations at 10.5 cm from the beam centre 

for 4-QAM with 2.5 Gb/s ........................................................................................... 100 

Fig. 5.17 SER performance with respect to different distances from beam centre for 16-

QAM with (a) 4 Gb/s, (b) 3.33 Gb/s and (c) 2.5 Gb/s ............................................... 100 

Fig. 5.18 Experimentally received signal constellations at beam centre for 16-QAM 

with 4 Gb/s ................................................................................................................. 101 

Fig. 5.19 Examples of (a) autocorrelation for r = 4, x1 = 0.6 and (b) cross-correlation 

for r = 4, x1 = 0.6 and r = 4, x1 = 0.6000001 .............................................................. 102 

Fig. 5.20 Cross-correlation of the phase sequences for Bob and Eve with δ = 10-10 and 

rb = 3.59, 3.65, 3.78 and 3.84, respectively. .............................................................. 103 



 

xvi 

 

Fig. 5.21 Analytical BER performance with Ro and σ for (a) 4-QAM and (b) 16-QAM 

for two users with keys outside the islands of stability (user-1: r = 3.75, x1 = 0.66; user-

2: r = 3.81, x1 = 0.28). ................................................................................................ 108 

Fig. 5.22 Analytical BER performance as a function of Ro and different values of r for 

user-2 in (a) 4-QAM and (b) 16-QAM modulated system ........................................ 109 

Fig. 5.23 BER performance and signal constellation examples in terms of overlapping 

ratio with different user locations for secured (a) 4-QAM and (b) 16-QAM transmission

 .................................................................................................................................... 110 

Fig. 6.1 Received optical power with respect to distance from beam centre under 

different beam waist (ω) ............................................................................................ 115 

Fig. 6.2 (a) BER performance with respect to user location and beam waist for 10 Gb/s 

4-QAM and 16-QAM; (b) Maximum error-free radius with different beam waists . 116 

Fig. 6.3 (a) Maximum error-free coverage and (b) corresponding beam waist for 4-

QAM and 16-QAM with different data rates ............................................................. 117 

Fig. 6.4 (a) Maximised error-free coverage and (b) corresponding optimal beam waist 

in terms of transmission power for 10 Gb/s 4-QAM and 16-QAM ........................... 118 

Fig. 6.5 BER performance at different locations for (a) 4 Gb/s 4-QAM and (b) 4 Gb/s 

16-QAM system with respect of different RIN values ............................................... 119 

Fig. 6.6 Maximised error-free distance from beam centre with respect to different values 

of RIN for 4Gb/s 4-QAM and 16-QAM system ........................................................ 119 

Fig. 6.7 SNR penalty as a function of different values of RIN for 2 Gb/s, 4 Gb/s, 6 Gb/s, 

8 Gb/s and 10 Gb/s in  (a) 4-QAM system and (b) 16-QAM system ........................ 121 

Fig. 6.8 SNR penalty in terms of bit rates with two received optical power level (-20 

dBm and -23 dBm) for (a) 4-QAM and (b) 16-QAM ................................................ 122 

Fig. 6.9 Analytical and measured receiver sensitivity of indoor OWC system with and 

without background light for (a) 4-QAM and (b) 16-QAM ...................................... 123 

Fig. 6.10 Analytical results of the power penalty introduced by the different power 

levels of background light in terms of data rates for (a) 4-QAM and (b) 16-QAM. . 125 

Fig. 6.11 (a) Maximised error-free coverage and (b) corresponding optimal beam waist 

in terms of preamplifier induced noise for 10 Gb/s 4-QAM and 16-QAM ............... 125 

Fig. 6.12 Analytical BER results in terms of code overlapping ratio for 4 Gb/s, 6 Gb/s, 

8 Gb/s and 10 Gb/s at beam centre for (a) 4-QAM and (b) 16-QAM ....................... 127 

Fig. 6.13 BER performance for 10 Gb/s system with respect to distance to beam centre 

and code overlapping ratio for (a) 4-QAM and (b) 16-QAM .................................... 128 



 

xvii 

 

Fig. 6.14 Code misalignment tolerance in terms of bit rates for 4-QAM and 16-QAM 

with and without chaotic phase. ................................................................................. 129 

                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                              

  



 

xviii 

 

List of Tables 

Table 1 IEEE 802.11 physical layer standards summary ............................................ 13 

Table 2 Relationship between BER threshold and SER threshold with 7% FEC limit for 

4-QAM, 16-QAM, 64-QAM and 256-QAM ............................................................... 89 

Table 3 Key system parameters used in investigating beam waist impact ................ 116 

 



Chapter 1 

1 

 

 

 

Chapter 1 Introduction 

 

 

 

1.1 Motivation of the Thesis 

 

Mobile communications have become increasingly important during the past decade, 

leading to a rapid proliferation of high-performance personal communication devices 

with constantly improving capabilities. As devices begin to support data-intensive 

applications including real-time video transmission, interactive gaming, virtual reality, 

augmented reality and tactile communications providing end users with ever improving 

user experience, the demands for high-speed wireless communications especially in 

personal area such as working and living spaces is also increasing [1, 2]. Compared to 

providing connectivity in personal area networks (PAN) via wired physical connections 

like fibre network, a matured technology bringing the Internet to the doorstep of users’ 

premises, wireless access support mobility of end-users is becoming preferred access 

method.  

To achieve high speed data rates for wireless indoor applications, several candidates 

have been proposed and studied. Wi-Fi is a popular wireless local area networking 

(WLAN) technology that provides relatively high-speed connections between 

electronic devices and central network. In ultra-wideband (UWB) systems, the 

transmitted information spreads over a sufficiently large bandwidth at a very low energy 

density level to share with but avoid interference with conventional standards. However, 

complex signal processing techniques are generally required due to limited available 

bandwidth in the allocated spectrum and restricted transmission signal power [3, 4].  

Millimetre-wave (mm-wave) systems using the 60 GHz band are widely considered as 

one of the solutions for next-generation wireless communication systems, especially 
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when taking the scarce lower frequency RF spectrum into account [5]. Signal 

generation and distribution are always challenging and the requirement of high-

bandwidth optoelectronics devices is costly. In addition to the candidates above, optical 

wireless communications technology where the optical radiation carries information via 

free space is another promising technology for high-speed indoor communications due 

to huge unregulated bandwidth in the optical region.  

High-speed optical wireless communications channel has been widely studied where 

single user access exceeding 200 Gb/s can be achieved with the help of space division 

multiplexing or wavelength division multiplexing [6, 7]. At the same time, multi-user 

scenario for practical optical wireless communications applications has also attracted 

considerable attention. Similar to radio frequency systems, conventional multiple 

access techniques such as time-division multiple access, frequency-division multiple 

access, code-division multiple access and the combination of them can be adopted with 

optical wireless links. With sensitive requirement of signal-to-noise ratio for optical 

wireless communications system, time-division multiple access technique is considered 

more efficient and thus favourable [8]. However, strict synchronisation at the receiver 

side is always challenging and scheduling framework or guard intervals are thus 

appreciated to allow transmission of symbols over different time slots but complicate 

signal transmission and detection.  

Due to transmissions in optical domain, another widely acknowledged advantage of 

optical wireless communications is the capability of providing physical layer security 

[8]. However, such advantage is based on the assumption of immediate vicinity with 

the use of very narrow optical beams. When multiple users (and devices) are covered 

with a wider optical beam, security issues arise. Alleviating communication security 

issues in optical wireless communications systems, especially those supporting multiple 

user access, has yet to be widely investigated.  

Deep understanding is needed to compare different approaches and design choices and 

to thoroughly investigate system performance. An analytical system model for indoor 

optical wireless communications network has become necessary. Despite limited in 

their nature, current literature on modelling of optical wireless communications also 

suffers from limitations of model only applicable to signals with additive white 

Gaussian noise. The development of an analytical model that is adaptive to various 
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modulated symbol patterns and has the potential to analyse interference from a variety 

of signal formats still remains elusive. 

 

 

 

1.2 Thesis Outline  

 

The main objective of this thesis is to explore methodologies for supporting multiple 

user access of the indoor optical wireless communications with unprecedented levels of 

security to each user. An analytical system model for indoor optical wireless network 

is first mathematically formulated based on general square QAM modulation format 

but without loss of further potential to be modified to other symbol patterns. 

Experiments for verification of the derived system model are carried out based on both 

4-QAM and 16-QAM modulation formats with a typical optical wireless 

communication link having various data rates. In order to provide multi-user 

connections, a novel scheme named as time-slot coding scheme is proposed. In time-

slot coding scheme, each user is assigned a simple “pre-assigned code” to acquire its 

symbol sequence. The proposed solution is further experimentally demonstrated, where 

more than 5 users are considered. We also investigate the capability of time-slot coding 

scheme to support adaptive loading function by employing both 4-QAM and 16-QAM 

simultaneously to serve multiple users at different locations. Besides the benefits of 

providing multiple data rates at the same time, error-free coverage can be extended. The 

code misalignment that is likely to happen during practical code generation procedures 

is thoroughly evaluated via both analytical studies and experiments for two adjacent 

users. The multiple access system is further equipped with secure capability especially 

for cases where multiple users are covered by a single transmitter. The phase noise 

terms, which are determined by a chaotic logistic map, are applied to each user’s symbol 

sequence to secure the corresponding transmission. The feasibility of utilising time-slot 

coding scheme together with chaotic phase noise to provide secure multi-user 

connections is investigated theoretically and experimentally. Power penalty introduced 

by the chaotic phase and the impact of the number of users are experimentally 
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demonstrated. In addition, the selection of securing key is comprehensively analysed 

via theoretical studies and experiment. The limitations of the secure multiple access 

scheme including tolerance against eavesdropper’s exhaustive search and time-slot 

code misalignment is also studied analytically and verified via experiments. Last but 

not least, the impact of key system parameters on the typical indoor optical wireless 

system performance is thoroughly analysed using the derived analytical model, such as 

transmission optical power, laser RIN property, expanded beam waist, background light 

power, preamplifier noise and so on. 

The thesis is structured as follows: 

Chapter 2: Literature Review  

This chapter provides a comprehensive review on promising techniques suitable for 

short-range communications including Wi-Fi, millimetre-wave, ultra-wide band and 

optical wireless communications systems. Previous studies of OWC with single channel 

transmission and challenges are also included. Traditional multiple access techniques 

in both electrical and optical domain are introduced. Adaptive loading techniques are 

also explored as a solution to improve system flexibility of multiple access networks. 

In addition, communication security techniques especially techniques for secure multi-

user connections in the field of optical wireless communications are reviewed.  

Chapter 3: System Model for Indoor Optical Wireless Communications with 

Square QAM 

In this chapter, a comprehensive system model is formulated to facilitate analysis of 

typical optical wireless communications with quadrature amplitude modulation format 

under a general square constellation. Optical wireless connections with multiple data 

rates based on both 4-QAM and 16-QAM modulation formats are demonstrated. The 

proposed system model is verified through extensive comparisons between 

experimental and analytical results.  

Chapter 4: Time-slot Coding Scheme for Multiple Access for Indoor Optical 

Wireless Communications 

This chapter first introduces the principle of the proposed time-slot coding scheme 

aiming to provide simultaneous multi-user connections. Experimental demonstration of 

the multiple access capability of the scheme is performed for 5 users with 4-QAM and 

16-QAM modulated data. This chapter also provides experimental investigation of 
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system performance with increasing number of users. Furthermore, two strategies of 

adaptive loading function compatible with the proposed time-slot coding scheme are 

described and experimentally demonstrated to improve system flexibility. The 

imperfect timing issues are investigated and mathematically formulated for both time-

slot coding scheme and conventional time-division multiple access technique. This 

chapter also provides experimental results illustrating system performance affected by 

time-slot code misalignment. 

Chapter 5: Secure Multi-user Connections for Indoor Optical Wireless 

Communications with Time-slot Coding and Chaotic Phase 

In this chapter, a novel mechanism capable of providing secure multi-user connections 

is proposed by incorporating chaotic phase which is generated based on logistic map. 

Key performance metric, noise rate, is defined and derived to show feasibility of the 

proposed mechanism. Security feature and power penalty for legitimate users 

introduced by the introduction of chaotic phase terms are experimentally evaluated 

under various system scenarios. A comprehensive investigation on system robustness 

against un-authorised access is also undertaken in this chapter. The impact of 

exhaustive search performed by potential eavesdropper is evaluated through both 

theoretical analysis and experiments. Furthermore, system tolerance against code 

misalignment within the time-slot coding is mathematically formulated and 

experimentally demonstrated.  

Chapter 6: Investigation on Impacts of Key System Parameters of High-speed 

Indoor Optical Wireless Communications 

Performance of optical wireless communications systems with QAM modulation 

format with general square constellation are extensively evaluated in this chapter. 

Optimal beam waists and the corresponding maximised error-free coverage are 

determined for various system capacities. The impact of noise from transmitter, free-

space transmission channel and detection on system performance is also formulated and 

evaluated. As another key factor in the proposed secure multiple access optical wireless 

communications network, code misalignment tolerance is studied with and without 

chaotic phase for various system capacities.   

Chapter 7: Conclusions and Future Work 
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This chapter summarises research investigated throughout the thesis. Based on key 

findings of research work conducted for this thesis, relevant future work is also 

identified and the scope of such work are outlined in this thesis for the benefit of 

potential readers of the thesis. 

 

 

 

1.3 Original Contributions 

 

To achieve the objectives as mentioned in the last section, a novel scheme based on 

optical wireless communications in in-building applications that enables ultra-

broadband communications to be established for multiple users simultaneously is 

devised. This multi-user scheme for OWC is based on time-slot coding and the 

performance is thoroughly characterised experimentally. The work is further extended 

to provide secure multi-user communication by employing chaotic phase generated by 

logistic map. The mechanism feasibility and robustness are critically investigated. Last 

but not least, a comprehensive analytical system model for typical OWC systems with 

a general square QAM modulation format is built with experimental verification to 

facilitate analysis of key system parameters. The summary below shows key 

contributions of this thesis provided by each chapter. 

Chapter 3 

 Formulation of the theoretical model for typical OWC systems with a general 

square QAM modulation format 

o Derived expression of signal-to-noise ratio (SNR) 

o Derived expression of standard deviation of received signal 

o Derived expression of symbol error rate (SER) 

o Derived expression of the relationship between SER and bit error rate 

(BER) 

o Derived BER equation 
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 Experimental demonstrated a typical indoor OWC system based on both 4-

QAM and 16-QAM with multiple bit rates to verify the derived analytical model 

Chapter 4 

 Proposed time-slot coding (TSC) scheme for multiple access of indoor OWC 

connections 

 Experimentally demonstrated multi-user connection function based on both 4-

QAM and 16-QAM with multiple data rates for 5 users 

 Investigated impact of the number of users on BER performance 

 Proposed and experimentally demonstrated adaptive loading function 

compatible with TSC scheme 

 Analytically and experimentally Investigated impact of imperfect timing on 

system performance 

o Derived SER equations for both conventional time-division multiple 

access (TDMA) and TSC scheme and analytically compared the results 

between them 

o Formulated mathematical expression of BER with time-slot code 

overlapping ratio and dominant system noise 

o Experimentally tested code misalignment tolerance for both 4-QAM and 

16-QAM modulation formats and compared the experimental and 

analytical results 

Chapter 5 

 Proposed a novel mechanism to simultaneously provide secure connections for 

multiple users by employing TSC scheme and chaotic phase 

 Analytically analysed feasibility of the secure mechanism and the impact of 

keys 

 Experimentally evaluated power penalty introduced by the chaotic phase 

 Experimentally demonstrated secure capability of the mechanism with 4-user 

connections 

 Experimentally evaluated the impact of the number of users on the system 

performance 

 Analysed limitations of the secured mechanism 
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o Derived outage rate with exhaustive search and illustrated analytical 

results of key’s impact 

o Mathematically formulated SER with search accuracy 

o Analytically evaluated the impact of key set on SER performance of 

eavesdropper 

o Analysed auto-correlation and cross-correlation of chaotic phase 

sequence 

 Experimentally demonstrated system robustness against high search accuracy 

and verified the derived SER equation 

 Evaluated tolerance to the time-slot code misalignment incorporating chaotic 

phase 

o Formulated mathematical expression of BER with time-slot code 

overlapping ratio, chaotic phase and dominant system noise 

o Experimentally tested code misalignment tolerance for both 4-QAM and 

16-QAM modulation formats and compared the experimental and 

analytical results 

Chapter 6 

 Analysed optical beam waists and the respective maximised error-free coverage 

for various data rate in demand 

 Investigated impacts of transmitted optical power and laser noise on system 

performance 

 Investigated impacts of transmission channel and detection on system 

performance 

 Analysed and compared code misalignment tolerance results of multiple access 

system with and without secure capability for multiple data rates. 
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Chapter 2 Literature Review 

 

 

 

2.1 Introduction 

 

With the growing penetration of high-performance personal communication devices 

such as smartphones, tablets and ultrabooks, which are capable of supporting the ever-

growing bandwidth intensive applications such as high-definition video streaming and 

real-time video transmission, the volume of data traffic exchanged in the immediate 

vicinity of our personal spaces has increased explosively in the last five years [1, 2]. 

Other emerging network applications including tactile communications, which supports 

transmitting real-time touch and actuation to revolutionise our daily life [9, 10], virtual 

reality (VR) and augmented reality (AR), also necessitate high throughput and low 

latency communications for truly immersive experiences [11-13]. Consequently, there 

has been a significant increase in the demand of high-speed wireless communications 

in personal areas, such as working and living spaces. In this respect, the optical wireless 

communication technology has attracted considerable interests in the field of indoor 

high-speed communications. Compared to other competing technologies including 

ultra-wideband (UWB), millimetre-wave (mm-wave), and Wi-Fi, optical wireless 

communications (OWC) systems benefit from the ability to exploit a huge amount of 

unregulated bandwidth. In addition, OWC systems have the capability of eliminating 

the interference with other radio frequency (RF) systems and are capable of serving 

areas where RF have harmful effects such as in hospitals and in airplanes [14]. 

Furthermore, optical waves cannot penetrate objects like walls in the transmission path 

due to their short wavelengths. While this characteristic limits the coverage range, a 

narrow optical beam provides physically secure communications within the immediate 
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vicinity of working and living spaces. Consequently, an effective multi-user access 

scheme with robust security support for indoor OWC systems is still elusive whilst high 

data rate has been achieved. 

A comprehensive review on the related literature is provided in this chapter, which is 

organised as follows: 

Section 2.2 first provides a brief discussion about several candidates that are suitable 

for short-range wireless applications, including Wi-Fi, mm-wave, UWB and OWC 

systems. Together with the advantages of OWC, previous studies of OWC with single 

channel transmission are also reviewed in this section, including the comparisons 

amongst different optical sources and system configurations and challenges in OWC 

systems. Since multi-user scenario for practical applications has attracted considerable 

attention, traditional multiple access techniques in both electrical and optical domain 

are introduced in Section 2.3. Previous studies of adaptive loading techniques to 

improve system flexibility of multiple access networks are also reviewed. In addition 

to the need of high-speed wireless multi-user connections, it is also significant to 

provide each user with a private and secure communication link. Therefore, in Section 

2.4, the previous research on communication security, especially in the systems that 

support multiple user access, is further summarised and discussed.  

 

 

 

2.2 High-speed Indoor Communication Systems 

 

As mentioned in the previous section, there are massive demands for high-speed 

communications in personal area such as working and living spaces. Compared with 

providing connectivity in personal area networks via wired physical connections such 

as copper cables and optical fibres, wireless communication system is superior due to 

the capability of offering the mobility feature. Communication systems based on Wi-

Fi, mm-wave, UWB and optical wireless are reviewed and summarised in the following 

subsections.   
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2.2.1 Wi-Fi systems 

Wi-Fi has been widely deployed in the indoor scenarios to replace the Ethernet cable 

over the past decades all over the world, which provides relatively high speed 

connections between electronic devices and network. The conventional Wi-Fi systems 

occupying 2.4 GHz and 5 GHz frequency bands are standardised in IEEE 802.11 

Wireless Local Area Networks (WLANs) standards. The development of physical layer 

specifications in IEEE 802.11 for Wi-Fi networks is summarised in Table 1 [15-20].  

 

802.11 

Protocol 

RF Region Channel Bandwidth No. of 

Streams 

Maximum 

Data Rate 

a 5 GHz 20 MHz 1 54 Mb/s 

b 2.4 GHz 22 MHz 1 11 Mb/s 

g 2.4 GHz 20 MHz 1 54 Mb/s 

n 2.4 GHz & 5 GHz 20 & 40 MHz 4 600 Mb/s 

ac 5 GHz 20, 40, 80 &  160 MHz 8 3.47 Gb/s 

ax 2.4 GHz & 5 GHz Not specified No 

specified 

10.53 Gb/s 

Table 1 IEEE 802.11 physical layer standards summary 

 

The longer wavelength signals employed in the 2.4 GHz Wi-Fi technology are able to 

travel farther compared to those in 5 GHz solutions. However, it is more likely to 

interfere with other devices using the same frequency band such as microwave ovens, 

blue-tooth devices and so on [21]. What is more, the available bandwidth in the 2.4 

GHz band is limited to around 20 MHz. Employing broader channel bandwidth in the 

5 GHz frequency band provides opportunity to further improve the system data rate. In 

the later versions from IEEE 802.11ac, the 5 GHz band together with multiple-input 

multiple-output (MIMO) technique makes gigabit transmission possible, where 

multiple antennas are equipped at both transmitter and receiver sides to transmit 

spatially divided signal streams simultaneously. In addition to the multiple-antenna 



Chapter 2 

14 

 

system, higher order modulation formats like 256-QAM (Quadrature Amplitude 

Modulation) is adopted in IEEE 802.11ac to boost the system throughput [22]. The 

standard of IEEE 802.11ax is expected to achieve 10.53 Gb/s by the end of year 2018 

by using MIMO with orthogonal frequency division multiplexing (OFDM) technique 

(MIMO-OFDM) [23]. However, the number of antennas installed at the receiver side 

is restricted by the size of device and employing advanced modulation formats such as 

256-QAM and OFDM increases the complexity of signal processing at both transceiver 

sides. 

 

2.2.2 Millimetre-wave Systems 

As discussed in the last section, the conventional Wi-Fi system employing 2.4 GHz and 

5 GHz radio frequency bands confront the serious problem of spectrum scarcity, which 

drives the trend of using high frequency spectrum in the millimetre-wave range. 

Millimetre-wave using the 60 GHz band is another attractive technology for short-range 

communications with the ability to achieve gigabit-per-second (Gbps) range speed. 

Millimetre-wave systems are supported by the development of WLAN standards, i.e. 

the IEEE 802.11ad and IEEE 802.11ay [5, 24, 25]. Fig. 2.1 shows the allocation of 60 

GHz band in selected countries.   

 

 

Fig. 2.1 Spectrum allocation around 60 GHz 

 

As shown in Fig. 2.1, there is approximately 7 GHz bandwidth available. One major 

advantage of 60 GHz mm-wave systems is that the corresponding radio frequency 

components including antennas are more compact due to the short wavelength (~ 5 mm) 
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[26]. This remarkable feature allows the entire transceiver to be integrated onto one 

millimeter-sized chip and thus, makes massive MIMO achievable using the 

complementary metal oxide semiconductor (CMOS) technology for next-generation 

communication networks [27-29]. High data rate of up to 21 Gb/s 60 GHz transmission 

has been experimentally achieved over 1-meter wireless link with the help of 512-

QAM-OFDM in [30]. Furthermore, a frequency-interleaved architecture has been 

employed in the 60 GHz CMOS transceiver for IEEE 802.11ay to realise 42.24 Gb/s 

transmission [31].  

However, the propagation loss of mm-wave in the free space is much higher compared 

to lower RF bands. Since the free-space path loss scales as 1/λ2 (λ is the carrier 

wavelength), 60 GHz links have 21.6 dB higher loss than 5 GHz and 28 dB higher loss 

than 2.4 GHz band [32]. What is more, mm-wave generation and distribution is 

complex and challenging [33-35]. The mm-wave over fibre could be one of possible 

solutions to facilitate the signal distribution, however, the high-bandwidth 

optoelectronic devices such as modulators and photodiodes are required in such systems 

[36, 37]. Digitised radio-over-fibre (RoF) is also proposed for mm-wave signal 

distribution, whilst the performance is restricted by the bandwidth of analog-to-digital 

convertor (ADC) and digital-to-analog convertor (DAC) or the electronic sampling 

systems in practical implementation [38]. 

 

2.2.3 Ultra-wide Band Systems 

The Federal Communication Commission (FCC) issued the first report and order (RAO) 

related to ultra-wideband (UWB) systems in 2002 and allocated the unlicensed band 

from 3.1 – 10.6 GHz for UWB applications [3]. Although the UWB spectrum allocation 

is diverse worldwide, the maximum mean equivalent isotropic radiated power (EIRP) 

for UWB transmitter or the transmitted power spectrum density (PSD) is limited to less 

than – 41.3 dBm/MHz [4]. This is designed to avoid interference as UWB systems 

employ a broadband spectrum to carry signals and share the RF spectrum with other 

existing standards. The spectrum allocation and corresponding PSD are illustrated in 

Fig. 2.2. In previous studies, a bit rate of 500 Mb/s with one metre transmission distance 

has been achieved with the help of a spectrum-efficient frequency hopping (FH) 
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technique [39], where the link propagation distance is restricted by the low transmitted 

signal power [40].  

 

 

Fig. 2.2 UWB spectrum with other conventional standards 

 

In order to extend the transmission distance, UWB over fibre transmissions have been 

widely investigated. Authors in [41] have recently proposed an adaptive UWB 

communication system for multiple users to meet the high data rate requirement in 5G 

wireless communications, where both optical frequency combs and multiband OFDM 

are employed. Experiments have been carried out for 15 users over 50 km standard 

single-mode fibre transmission and the maximum data rate of 5.343 Gb/s has been 

achieved. However, in addition to the complex system involving multiple external 

modulators, optical amplifiers, and wavelength-selective switch (WSS), there is no 

free-space transmission demonstrated.  To the best of our knowledge, a new record of 

UWB wireless transmission has been made in [42] by employing 8 bands UWB signal 

modulated with carrierless amplitude phase (CAP) modulation format. A 10 Gb/s 

transmission over 3.5 m has been achieved while complying with FCC standard.  

However, there is a trade-off between the achievable data rate and the link propagation 

distance while complex signal processing techniques are normally required to achieve 

high data rate in UWB systems. 
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2.2.4 Optical Wireless Communication Systems 

In addition to Wi-Fi, mm-wave and UWB systems as reviewed above, the optical 

wireless communications (OWC) system has emerged as a promising technique to 

provide high speed wireless connections for indoor applications, in conjunction with 

today’s well-developed fibre based broadband access networks. A summary table is 

provided as below to explicitly illustrate a comparison between RF techniques and 

OWC techniques regarding the aspects of frequency spectrum availability, signal 

processing complexity, immunity to EMW and line-of-sight blockage. 

 

In OWC system, the optical radiation with huge unregulated bandwidth is firstly 

distributed through optical fibre and then transmits in the free space [43]. Fig. 2.3 

illustrates the block diagram of typical optical wireless communication systems with 

externally modulated optical sources. 

 

 

Fig. 2.3 Typical optical wireless communication system 
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The light source is modulated with electrical data either directly or externally and the 

light wavelengths range from ultra-violet (UV) to infrared as shown in Fig. 2.4. The 

utilisation of visible light as the light source, also known as visible light communication 

(VLC) has drawn a lot of attention from both academic and commercial sides due to 

the low cost of light emitting diodes (LED) compared to laser diodes (LD) [44]. It can 

also provide the illumination function simultaneously with data communications and it 

is generally considered as eye-safe [45]. 

 

Fig. 2.4 Light source spectrum 

 

However, the modulation bandwidth and electrical-to-optical (E/O) conversion 

efficiency are the key factors that limit the performance of VLC systems. Complex 

signal processing such as OFDM [46, 47], MIMO [48, 49], pre-equalisation and post-

equalisation techniques [50, 51] are necessary to boost the VLC system capacity. In 

addition, the compatibility with the normal illumination function needs to be considered 

as well [52], where the illumination level might have negative impacts on the 

communication capability, especially for the VLC systems employing intensity 

modulation and direct detection (IM/DD) [53, 54]. Consequently, dimming control 

techniques need to be implemented in VLC applications [55-57].  

Instead of using LED, LD is preferable over LED due to the approximately 1000 times 

higher modulation bandwidth and more than 3 times higher E/O conversion efficiency 

[44]. Comparison now goes to ultraviolet optical source and infrared optical source, 

where damage to human eye and skin from the ultraviolet radiation is more likely than 

from longer infrared wavelength [58]. The optical source in the infrared band is 

therefore considered in this thesis. 

Before being transmitted in the free space, the optical signal normally passes through 

an optical system at the transmitter side, which is employed to control the optical 

radiation power and direction. After travelling through a certain free space distance, 
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another optical system is used at the receiver side, which typically contains an optical 

filter to limit the ambient light noise and lenses to concentrate the input light. Then the 

optical receiver such as a photodiode converts the optical signal into the electrical 

domain for further detection or offline post-processing [59]. 

The most notable advantage of the optical wireless communication technology is the 

huge amount of unregulated bandwidth. The high-speed communication in the Gbps 

range can be easily achieved even with simple modulation formats such as On-Off 

Keying (OOK). Error-free (BER < 10-9) transmission of downlink 200 Gb/s (5×40 Gb/s) 

has been successfully demonstrated over 2.39 km single mode fibre and 2 m free space 

link with the help of wavelength division multiplexing (WDM) technology and an 

integrated cascaded aperture optical receiver in [60]. Bi-directional transmission with 

3 m wireless link with the maximum aggregate bit rate of 224 Gb/s has been achieved 

with digital coherent WDM and wide field-of-view (FOV) at both transmitter and 

receiver, where liquid crystal spatial light modulators (SLMs) are employed [61]. With 

the demonstrated high data rate, the OWC technology has great potential in real-time 

applications which require high speed data transmission and low latency. In addition, 

OWC systems can eliminate the interference with other radio frequency (RF) systems. 

With its immunity of electro-magnetic wave (EMW), the OWC technology can also be 

deployed in circumstances where RF signal causes harmful effects such as in hospitals 

since some RF signals interfere with medical electronic devices [14], and in airplanes.  

In terms of link configuration in OWC systems, there are generally two major types. 

One of the solutions is the line-of-sight (LOS) link and the other is the diffused link 

[62]. As shown in Fig. 2.5 – (a), the LOS scheme builds a point-to-point communication 

link with a narrow optical beam. The performance does not suffer from multi-path 

distortion [63], which enables high-speed communications with high energy efficiency. 

However, it requires a precise alignment between transmitter and receiver and precise 

localisation with tracking system is needed to provide connections and mobility to 

terminal users. In addition, this LOS configuration fails to provide multi-user services 

and is vulnerable to any blockage in the transmission link.  

 



Chapter 2 

20 

 

(a)    (b)  

Fig. 2.5 Two typical link configurations of indoor OWC systems: (a) LOS link and (b) 

diffused link 

 

Fig. 2.5 – (b) illustrates a typical diffused link based system. A divergent beam is 

emitted from the transmitter and it is reflected back to the receiver by surroundings such 

as walls, ceilings and the floor. It improves the system robustness and minimises the 

effect of shadowing [64]. The diffused link configuration also enables for point-to-

multipoint services as the coverage of the entire room can be realised to provide 

sufficient mobility to end users.  However, the performance of this diffused scheme is 

intuitively degraded by the multi-path dispersion, the relatively low energy efficiency, 

and the ambient noise.  

 

Fig. 2.6 Transmitter structure with LOS expanded optical beam 

 

Consequently, a hybrid configuration employing a LOS expanded optical beam has 

been proposed in [65, 66] to offer both high-speed communication (> 10 Gb/s with 

OOK) as well as limited mobility. The structure of the fibre transmitter is illustrated in 
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Fig. 2.6, where a lens system is employed to expand the optical beam from the fibre 

end so that a certain area can be covered at the receiver side. The multipath dispersion 

study has shown that multipath dispersion is negligible with this scheme, and multiple 

users within the coverage can be served with mobility [65]. 

 

 

2.3 Multiple Access Techniques 

 

In previous studies, high-speed optical wireless communications for single user access 

have been extensively investigated. Providing services for multiple users in indoor 

OWC systems requires more attention and better solutions in practical implementations. 

The multiple access techniques and the techniques for adaptive loading amongst 

multiple users are described and reviewed in this section.  

 

2.3.1 Electrical Multiple Access Techniques 

In relation to achieving multi-user access through electrical domain, multiple access 

can be achieved similarly to RF systems by employing specific multiplexing techniques 

such as time-division multiple access (TDMA), frequency-division multiple access 

(FDMA), code-division multiple access (CDMA) or the combination of them. The 

fundamentals of the aforementioned conventional multiple access techniques are 

illustrated in Fig. 2.7.   

 

 

Fig. 2.7 Illustrations of TDMA, FDMA and CDMA 



Chapter 2 

22 

 

 

In optical-CDMA (OCDMA) system, optical orthogonal codes (OOC) are generally 

applied to spread signal spectrum and thus allow multiple users to share the same 

channel simultaneously [67]. The Walsh-Hadamard (WH) codes have been adopted in 

[68] to support up to 10 users each with 3 Mb/s data rate. However, experimental results 

have shown that the BER performance degrades with increasing number of users in the 

system. Random optical codes (ROC) can be also employed with additional processing 

techniques such as shifting the code bit [69], however, it generally requires codes with 

long lengths and thus complicate signal processing. The achievable data rate in [69] is 

only 1.67 Mb/s for total 20 users each with a 50-bit code.  

For FDMA system, each user is assigned with a unique frequency band with no 

overlapping to ideally eliminate the multi-user interference (MUI) [70]. It is also termed 

as subcarrier multiplexing (SCM). Authors in [71] have demonstrated OWC system 

with SCM technique to support 2 users with larger space (10 GHz) between the RF 

carrier of each user and an aggregate bit rate of 5 Gb/s (2 × 2.5 Gb/s). A 6 GHz 

bandwidth Fabry-Perot interferometer based optical bandpass filter is employed to 

select a specific subcarrier at each user terminal. However, the performance is restricted 

by the narrow band optical filter and the bandwidth requirement of optoelectronic 

devices including modulators and photodetectors.  

Another possible solution to achieve multiple access is the multi-carrier code-division 

multiple access (MC-CDMA) technique, which intrinsically is a combination of OFMD 

and CDMA, as reported in [72]. With such a scheme, 16 users have been supported 

with the help of unique orthogonal 16-bit code and 128 subcarriers for each user, and 

the overall bit rate has been successfully demonstrated as 750 Mb/s over 1.5 m free 

space transmission. As the scheme involves complex processing at both transmitter and 

receiver sides such as parallel-to-serial (P/S) and S/P, adding and removing cyclic-

prefix, Fast Fourier Transform (FFT) and inverse FFT (IFFT), it increases the system 

complexity, overall system size and cost, hindering the commercial use in the future.  

Due to the fact that high signal-to-noise ratio (SNR) is always challenging to achieve 

in OWC systems, TDMA technique, which assign different time slots to different users, 

is favoured compared to the other two conventional electrical multiplexing techniques, 

i.e. FDMA and CDMA, due to its higher power efficiency, according to [73]. Authors 
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in [74] have experimentally demonstrated a point-to-point link with 2 m free space link 

to support up to 10 users. An aggregate bit rate of 4 Gb/s has been achieved with TDMA 

based on 16-CAP modulation format. However, the synchronisation requirement at the 

receiver side is strict for a specific end user to obtain the corresponding signal. It is 

particularly challenging in high-speed transmissions for next-generation 

communication systems. 

In addition to the conventional electrical multiple access techniques as discussed above, 

which assign orthogonal resource blocks (time slots in TDMA, frequency bands in 

FDMA and spreading codes in CDMA) to multiple users in order to eliminate the MUI, 

another promising technique named as non-orthogonal multiple access (NOMA) has 

attracted considerable attention [75-77] due to its remarkable spectral efficiency. One 

of the key ideas in NOMA technique is power domain multiplexing, which allocates 

different power levels to different end users while transmitting their message in the 

same time slot and frequency band [78]. As shown in Fig. 2.8, NOMA normally 

allocates the highest power to the user with the poorest channel condition and vice versa 

while maintains the total power constant.  

 

 

Fig. 2.8 The simplest example of 2 users with NOMA technique 

 

In terms of the decoding part at each user terminal, the user allocated with the highest 

power decodes its message straight away by treating others’ signal as noise. On the 

other hand, the near user (referred to user-1 in Fig. 2.8) requires to first decode the far 

user’s (user-2’s) message and then subtracts it, which is termed as successive 
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interference cancellation (SIC), to further decode its own message. Although it 

improves system fairness and spectral efficiency, the system complexity at the receiver 

side increases with the increasing number of end users [79, 80]. In addition, the error 

propagation during the process of SIC degrades the system performance, which is more 

serious when more users are served [81]. In the meantime, SIC also leads to significant 

delay in acquiring the corresponding data and the lack of communication security. 

 

2.3.2 Optical Multiple Access Techniques 

In addition to the multiple access techniques from the electrical side, wavelength-

division multiplexing (WDM), space-division multiplexing (SDM), polarisation-

division multiplexing (PDM), and orbital angular momentum (OAM) multiplexing are 

promising multiple access implementations from the optical side. Authors in [82] have 

experimentally demonstrated SCM-WDM visible light communications for multiple 

users, where different optical wavelengths are employed to provide communication 

services for different users. Downlink transmission with BER < 3.8×10-3 has been 

achieved for 4 users with 575 Mb/s aggregate bit rate. However, in the overlapping area 

at the receiver side which is covered by more than two wavelengths, the interference 

from other users is still an issue. The performance is also limited by the narrow 

bandwidth of optical band-pass filter. As another optical multiplexing technique, SDM 

is able to angularly transmit multi-user signal and thus requires angular diversity 

receivers at each user terminal to diminish the interference, which intuitively increases 

system complexity [83, 84].  

Modulating independent messages onto different polarisation states has been reported 

to improve the spectral efficiency, and multiple access could be achieved by serving a 

specific user with a certain polarisation state [85-87]. However, the PDM system 

performance is significantly dependent on the accurate alignment of polarisation 

between transmitter and receiver [88]. What is more, coherent detection with 

equalisation is generally required for PDM system to alleviate polarisation mode 

dispersion (PMD) [89, 90]. 

Furthermore, by employing light with Laguerre-Gaussian (LG) mode, orbital angular 

momentum has been reported as another degree of freedom for multiplexing at the 

optical side, which can be employed to either increase the system capacity or provide 
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multi-user services [91-93]. Ten OAM modes have been generated and transmitted over 

a free-space distance of 0.6 m to serve multiple users in [94], where each OAM mode 

carries 20 Gbaud quadrature phase shift keying (QPSK) modulated signal. The OAM 

multiplexing is capable of being integrated with other conventional multiplexing 

techniques including TDM, FDM, WDM, SDM and PDM, irrespective of any baseband 

modulation format [94]. However, the performance of OAM multiplexing system is 

affected by atmospheric turbulence, which leads to the transfer of part of the energy of 

one OAM mode to another mode [95]. In addition, it requires sophisticated setup to 

either generate OAM states or efficiently separate different OAM states at the detection 

side [96-98]. 

 

2.3.3 Adaptive Loading Techniques 

In order to increase the system flexibility, several adaptive loading techniques have 

been widely investigated for single transmitter system [99-101]. In multi-user OWC 

networks, it is also more realistic and efficient to provide multiple data rates to users 

with diverse demands and priority levels while maintaining satisfactory service 

coverage with limited transmitter power level [102].  

In the frequency domain, the discrete multitoned (DMT) modulation technique is 

generally employed with the multi-carrier technique such as OFDM in the system with 

non-flat frequency responses. The idea of DMT is to finely optimise the modulation 

format and/or electrical power of each sub-carrier according to a specific frequency-

selective channel, in order to overcome the frequency response roll-off effect and to 

maximise the system capacity for a single terminal [103-105]. Experimental results in 

[106] have demonstrated that the employment of OFDM with DMT technique in VLC 

system is feasible of maximizing the system throughput beyond system 3 dB bandwidth 

limitation. Nevertheless, it requires accurate channel state information (CSI) at the 

receiver, which increases the overhead in the uplink.  

Another technique to achieve adaptive data rate is time-division hybrid modulation 

formats (TDHMF) which periodically alternates two modulation formats in the time 

domain [107]. In addition to system capacity improvement, the TDHMF technique is 

typically employed to accommodate dynamic data traffic volumes and to extend 

transmission reach in long-haul transport networks [108]. Up to 1.15 Tb/s has been 
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successfully demonstrated with the spectral efficiency of 7.68 b/s/Hz over 500 km fibre 

transmission by employing time-division hybrid QAM signals including QPSK, 8-

QAM and 16-QAM [109]. This technique has been extended in a 2 × 2 MIMO VLC 

system where 2 users are equipped with maximum likelihood detectors [110]. 

Simulation results have shown that the BER of both users can be minimised by adapting 

the transmitted symbol constellations, which results in optimizing the transmission 

power of two light sources. However, the constant switching between two modulation 

formats and the synchronisation can be problematic in practice. The delay in feedback 

significantly degrades the system performance.  

Another technique named rate adaptive coding (RAC) has abilities to adapt the spectral 

efficiency and data rate by varying code redundancy with fixed or variable 

constellations [111]. In order to maximise the achievable data rate while maintaining 

satisfactory BER requirement in optical fibre transmission systems, authors in [112] 

proposed an algorithm to adapt the forward error correction (FEC) code rate by 

observing the received SNR or BER. However, it requires more complex 

implementations and the net data rate is sacrificed compared to TDHMF with the same 

bandwidth [108]. In addition to the aforementioned techniques, seamless rate adaption 

technique using rate compatible modulation formats is proposed to provide 

continuously variable bit rate and smooth spectral efficiency [113].  However, the 

decoding algorithm requiring iterative process increases the computational complexity 

[114].  

 

 

 

2.4 Secure communications 

 

It is widely known that OWC has the ability to offer secure communications physically 

since an optical wave with short wavelength cannot penetrate objects such as walls in 

its transmission path [73]. However, this assumption is only valid in the immediate 

vicinity of very narrow optical beams. Communication security in OWC systems, 

especially those supporting multiple user access, has yet to be widely studied. When 
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multiple users are covered with a single but wider optical beam, security issues arise, 

such as eavesdropping, tampering, imitation, forgery, etc [115]. Our focus in this study 

is on alleviating eavesdropping, which is one of the most widely existing issues in 

multi-user telecommunication systems.  

In previous studies, nulling strategies have been proposed in [116] for free space optical 

communications whereby illegal interception is prevented by controlling both 

amplitude and phase from each element of a transmitter array to realise destructive 

interference at locations where potential eavesdroppers may locate. However, to 

employ this null steering method, knowledge of locations of potential illegal users are 

required. What is more, security problem still exists for users located in the constructive 

interference area. 

Without the knowledge of an eavesdropper’s channel state information (CSI), artificial 

noise is added in the intended user’s null-space to degrade the received signal-to-noise 

ratio (SNR) of eavesdropper [117]. However, by using this method, users in the null 

area cannot be served due to low SNR. 

In [118], a chaotic-CDMA based visible light communication (VLC) system has been 

proposed for multiple access whereby spreading codes in CDMA system are generated 

based on chaotic sequences. Since the code length is limited, security has be further 

enhanced by employing advanced encryption standard (AES) to interleave the spread 

information. However, this technique incurs additional bandwidth and complex 

computation. Further, simulation results show degradation in BER performance with 

increasing number of users.  

In terms of using chaotic sequence to provide secure connections, the authors in [119] 

have employed a chaotic series of elements that locate between -1 and 1 and applied a 

sign function to this sequence to obtain a new sequence of discrete values with only -1 

and 1. The new sequence is applied to I and Q components of each OFDM carrier in 

passive optical networks (PONs). A power gain of 0.3 dB has been achieved with 16-

QAM due to the coding, however, the coded symbol data can only have four possible 

patterns including its original version and it is relatively less resistive to brute force or 

exhaustive computation.  

Furthermore, some quantum based solutions including Quantum Key Distribution 

(QKD) methods are able to provide ultimate security due to the non-cloning theorem 
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and the fact that any disturbance will result in quantum state collapse [120, 121]. 

However, quantum based methods are much more complicated to implement in indoor 

OWC systems currently, and one of the reason is the challenge of realising single 

photon sources and single photon detectors. At the time of writing, there are limited 

studies addressing the security issue for indoor OWC systems supporting multiple 

access. 

 

 

 

2.5 Conclusions 

 

In this chapter, several techniques which are promising to support the ever-growing 

bandwidth intensive applications for indoor scenarios, including Wi-Fi, millimetre-

wave, ultra-wide band and optical wireless communications systems, have been 

comprehensively reviewed and summarised. With the outstanding features of huge 

amount of unregulated bandwidth and immunity to EWM signals, different types and 

configurations of OWC system have been discussed in Section 2.2.4. In our work of 

infrared laser based indoor OWC system, a hybrid configuration with a LOS expanded 

optical beam is employed for theoretical analysis and experimental demonstration. In 

addition to high data rates, multiple access with flexibility is also crucial for practical 

OWC deployment. Both multiple access techniques and adaptive loading techniques 

have been reviewed in Section 2.3. Furthermore, although OWC system is widely 

acknowledged with the capability of providing physically secure telecommunications 

due to the short wavelength of optical wave, such security is only valid for point-to-

point links where narrow optical beams are employed. For multi-user accessed OWC 

system where a wide optical beam is deployed to connect multiple users, the security 

issue is still relatively elusive to date. The limited literature has been reviewed in 

Section 2.4. 
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Chapter 3 System Model for Indoor Optical Wireless 

Communications with Square QAM 

 

 

 

3.1 Introduction 

 

With the huge amount of unregulated bandwidth and immunity to electro-magnetic 

waves, the optical wireless communications (OWC) technology has been widely 

acknowledged as a promising candidate to provide high-speed wireless connections [7]. 

The analytical model for OWC channel has been widely studied to perform general 

system analysis. The theoretical model of bit error rate (BER) with On-Off Keying 

(OOK) for indoor OWC with single user access is built in [122] by using the 

conventional co-error function. In [123], the system BER is derived using photon-

counting approach in the presence of shot noise to study the performance of multiple-

input multiple-output (MIMO) underwater wireless optical communication (UWOC) 

systems with OOK modulation. In order to achieve high spectral efficiency, advanced 

modulation formats, such as Quadrature Amplitude Modulation (QAM), are employed 

in [124] with micro electro mechanical systems (MEMS) based single channel imaging 

receiver (SCIR). The analytical BER in terms of signal SNR is conventionally presented 

using co-error function. However, only the noise from natural and artificial light is 

considered. The derived BER in [124] is only valid for signal with additive white 

Gaussian noise (AWGN) channel and does not have potential to be manipulated to fit 

with other interfered signal.  

Instead of using the conventional method to calculate SER and BER, we first derive the 

SER equation based on the received signal constellation with the intended original 

symbol and the standard deviation of the noisy received symbols. The standard 
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deviation is related to the signal SNR after transmission and detection in indoor OWC 

system. The models of major noise sources from optical source, channel and detector, 

including intensity noise, background light induced noise and preamplifier induced 

noise, are provided to calculate the standard deviation. Lastly, the BER is linked with 

SER by finding the relationship between BER and SER. Both the standard deviation 

and BER are measured in indoor OWC experiments based on 1.25 Gb/s – 5 Gb/s 4-

QAM modulation format and 2.5 Gb/s – 10 Gb/s 16-QAM modulated system. A 

satisfactory agreement is achieved between experimental and analytical results, the 

latter calculated from the derived system model. As importantly, the system analytical 

model developed in this chapter has the potential to be modified and thus provide 

fundamentals for theoretical analysis in the following chapters.  

The rest of this chapter is organised as follows: 

Section 3.2 describes the general system architecture of a typical indoor optical wireless 

communications system with square QAM modulation format, including both off-line 

processing and free space transmission configuration.  In Section 3.3, a comprehensive 

analytical model is presented with symbol error rate, standard deviation and bit error 

rate. Finally, the experimental setup used to demonstrate and verify the proposed system 

model is presented in Section 3.4, followed by extensive comparisons between 

experimental and analytical results. 

 

 

 

 

3.2 System Architecture   

 

The block diagram of a typical square QAM based indoor optical wireless 

communications system is described in Fig. 3.1. A sequence of binary bits is first 

generated in the central office (CO) and then mapped into symbol patterns based on a 

certain square M-ary QAM modulation format (M = 22l, where l is a natural number, i.e. 

1, 2, 3, etc.). The symbol sequence travels through a raised-cosine pulse shaping filter 
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which is responsible for up-sampling and for controlling the inter-symbol interference.  

The signal before up-conversion is denoted as sm and expressed as: 

  j

m s

j

s v h m jT




    (3.1) 

where v is the symbol sequence before the pulse shaping filter, h(m) is the pulse shaping 

function and Ts is the symbol period. The baseband QAM signal is then up-converted 

to a carrier frequency fc to form a series of passband signals. After digital-to-analog 

conversion (D/A), the electrical signal modulates the laser source via an external 

modulator.  

 

 

Fig. 3.1 Block diagram of a typical indoor wireless communications system with 

square QAM modulation format. 
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In a typical indoor free space configuration, a lens is placed after the single mode fibre 

end at the transmitter side. The distance between the fibre end and the lens can be 

adjusted to form an optical beam with a certain beam width at the receiver side. Since 

the output of the single mode fibre has a close approximation of Gaussian intensity 

profile [125], the equivalent beam focal length is denoted as f in order to decide the 

beam waist at the receiver plane: 

 
2
0f




   (3.2) 

where 𝜆 is the wavelength of laser source. The original beam waist at the output beam 

plane of the fibre end is denoted as 𝜔0, which is reasonable to be estimated as the radius 

of the standard single mode fibre (5.2 𝜇m) [126-D.P65-[15]]. 

The new Gaussian beam waist after a lens with a focal length of f’ is expressed as: 
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  (3.3) 

where L is the distance between the fibre end and the lens. After travelling through the 

lens, the optical beam remains Gaussian and the beam waist at the receiver plane can 

be calculated as:  

  
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'

z
z


 



 
   

 
  (3.4) 

The distance between the location of the new beam waist after the lens and the receiver 

plane is denoted as z. With a certain lens and a determined free space transmission 

distance, the beam waist at the receiver plane can be adjusted by controlling the 

parameter L. Furthermore, background light is incorporated during the free space 

transmission.  

At the receiver side, a coupling system is generally employed to collect and focus 

optical signal. With Gaussian distribution, the received optical power (Pr) is related to 

the beam waist after free space transmission and the distance from the beam centre at 

the receiver plane, which can be estimated as: 
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where SRx is the equivalent receiver area, Pt is the output optical power at the transmitter 

side, 𝜔 is the beam waist at the receiver plane, and r is the distance from beam centre 

to the user’s location. The approximation of the received optical power with Gaussian 

distribution is held when the receiver’s aperture is smaller compared to the beam 

diameter and when the field-of-view of the receiver is larger than the incidence angle 

of the beam on the receiver. 

After free space transmission, a photodiode (PD) is employed at the user terminal side 

to detect the optical signal and convert it to electrical signal for post-processing. After 

analog to digital conversion (A/D), the first step of post-processing is frequency down-

conversion using the same carrier frequency employed in CO. The received signal after 

frequency down-conversion can be described as: 

  j

m s m

j

r S v h m jT n




       (3.6) 

where S is the signal amplitude and nm is the noise introduced from the transmitter, free 

space transmission and detection. A matched filter is used to down-sample the signal 

as well as to filter out the baseband signal. The received pth symbol can be expressed 

as: 

   'py p S v n     (3.7) 

where vp represents the original pth symbol and n’ is the noise for one symbol. In the 

process of amplitude and phase recovery, a factor of tx rxP P  is multiplied with the 

received symbol sequence for amplitude compensation, where Ptx is the average power 

of the transmitted symbols and Prx is the average power of the received symbol 

sequence. In addition, a conventional decision feedback equaliser is employed for phase 

recovery. After amplitude and phase recovery, baseband demodulation is carried and 

the corresponding bit error rate (BER) is evaluated. 
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3.3 Analytical Model with Square QAM 

 

3.3.1 Symbol Error Rate 

In the system of a typical indoor optical wireless communications, the noise applied to 

the received symbols after detection is assumed to follow a Gaussian distribution. The 

first quadrant of I-Q plane with 4-QAM modulation format is shown in Fig. 3.2 for 

illustrative purpose since all four I-Q quadrants are symmetrical.  

 

 

Fig. 3.2 Illustration of symbol error rate derivation example 

 

The locations of received symbols are around the corresponding reference symbol and 

follow 2-dimension (2-D) Gaussian distribution f (x, y), which treats the reference 

symbol as the origin of a new x – y coordinate. The variables x and y are independent 

and have the same Gaussian distribution with zero mean and standard deviation σ: 

 
     

 2

,

, ~ 0,

f x y f x f y

x y N 

 
  (3.8) 

It should be noted that the Gaussian nature of the noise after detection is reasonably 

assumed when thermal noise is dominant in the system. The rate (R1) that received 

symbols can be demodulated correctly as the reference symbol (1, 1) is calculated by 

integrating x and y over the decision region of symbol (1, 1), as shown in the green-

dash-line region in Fig. 3.2: 



Chapter 3 

35 

 

  1
1 1

,R f x y dxdy
 

 
     (3.9) 

Consequently, the symbol error rate (SER) for 4-QAM is calculated as: 
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The derivation of SER for higher-order QAM, e.g. 16-QAM, is presented in Appendix 

A in detail. After applying the same procedure to higher order square QAM modulation 

formats, the SER equation can be generalised for 22l – ary QAM as follows: 
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3.3.2 Standard Deviation in indoor OWC system 

In order to obtain the standard deviation σ expression for indoor OWC system, we first 

describe the root-mean-square (RMS) average of error vector magnitude (EVMRMS) in 

terms of σ. The EVMRMS is defined as [127]: 
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  (3.12) 

where In and Qn are the normalised in-phase and quadrature voltage, respectively, for 

received symbols after amplitude compensation and N is the number of received 

symbols. The parameters I0,n and Q0,n denote the in-phase and quadrature component 

for corresponding ideal symbols in the constellation, respectively. In the denominator, 

I0,j and Q0,j constitute ideal constellation point and J is the number of symbol patterns 
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in the constellation. Considering the Gaussian noise model first, Eq. (3.12)can be 

further simplified as:simplified as: 

 

2 2

I Q

RMS

avg

EVM
P

 
   (3.13) 

where Pavg is the average power of the ideal constellation. The notations of I  and Q  

represent the standard deviation of f (x) and f (y) shown in Eq. (3.8) Since the variables 

x and y are independent and have the same Gaussian distribution, we have: are 

independent and have the same Gaussian distribution, we have: 

 I Q      (3.14) 

The average power of the ideal constellation Pavg (l) for 22l – ary QAM is calculated as: 

    
2

4 1
3

l

avgP l     (3.15) 

Based on Eq. (3.14)￼(3.15) (3.13)re-written as:can be thus re-written as: 
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In addition, EVMRMS can be approximated in form of signal-to-noise ratio (SNR) as 

[127]: 
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RMSEVM
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   (3.17) 

The standard deviation σ thus has an obvious relationship with SNR, which is described 

according to Eq. (3.16)￼(3.17) as: 
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As a significant parameter for system performance indicator, SNR for 22l – ary QAM 

in indoor OWC system is defined as: 
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where R is the photodetector responsivity and Pr is the average received optical power 

at the receiver side. The modulation format-dependent factor, which is denoted as β, is 

included in our system since the output peak-to-peak voltage (Vpp) of the D/A 

equipment is fixed for all modulation formats with different orders. It can be calculated 

as the ratio of peak power (Ppeak) and average power (Pavg) of the corresponding 

constellation: 

  
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3 2 1

4 1

l

peak

l
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  (3.20) 

Furthermore, the total noise variance is represented by N2
total. Previous studies have 

found that noise sources including background light induced shot noise and receiver 

preamplifier induced noise from transmission and detection dominate in typical indoor 

optical wireless communications system [8, 128]. Considering the non-ideal laser 

source, intensity noise is also included in our derived system model, in which relative 

intensity noise (RIN) describes the instability in the power level of a laser [129, 130]. 

Hence, the total noise variance N2
total can be expressed as: 

 
2 2 2 2

total bn pre rinN N N N     (3.21) 

where N2
bn, N

2
pre and N2

rin represent the background light induced noise variance, the 

preamplifier induced noise variance and RIN noise variance component, respectively. 

The background light induced noise can be calculated as: 

 
2

22bn bnN eRP A B   (3.22) 

where e is electron charge, A2 is a weighting function of 0.562, and B is the electrical 

signal bandwidth. The received background light power is denoted by Pbn. In many 

practical office environments, tungsten lamps and fluorescent lamps are widely used. 

Those lamps can be modelled as a Lambertian source, where the optical power can be 

approximated to be evenly distributed with a relatively large mode number [131]. 

In addition to the background light induced noise, the preamplifier employed in our 

system is a positive intrinsic negative diode (p-i-n) receiver with an integrated field-

effect-transistor (FET) based transimpedance preamplifier.  The major noise sources in 

this type of preamplifier consist of Johnson noise associated with the FET channel 

conductance, Johnson noise from the load or feedback resistor, shot noise arising from 

http://publications.lib.chalmers.se/records/fulltext/156453.pdf
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gate leakage current and 1/f noise [132]. According to [133], the FET gate leakage and 

1/f noise can be ignored for simplicity. The preamplifier induced noise can therefore be 

approximated by: 

  
22 3

2 3

4 4
2pre T

f m

kT kT
N A B C A B

R g



    (3.23) 

where k is the Boltzmann’s constant, T is the absolute temperature, Rf is the feedback 

resistance, Γ is a noise factor associated with channel thermal noise and gate induced 

noise in the FET and has a range from 1.1 to 1.8 [132], gm is the transconductance of 

FET, CT is the total capacitance consisting of photodetector and stray capacitance, and 

A3 is another weighting function with the value of 0.0868 [132]. Both weighting 

functions A2 and A3 are dependent on the input optical pulse shape to the receiver and 

the equalised output pulse shape. Furthermore, RIN noise variance is calculated as: 

  
22

rin rN B RP RIN   (3.24) 

Based on Eq. (3.16)– ￼(3.24)dependent standard deviation can be determined by 

system parameters of indoor OWC system as:of indoor OWC system as: 
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  (3.25) 

 

3.3.3 Relationship between SER and BER 

As we have now derived the expression of SER, the next step is to link the SER with 

BER. In 22l – ary QAM modulation with gray coding, the relationship between BER 

and SER (α=SER/BER) is dependent on 
0bE N , which is the energy per bit to noise 

power spectral density ratio. According to [134, 135], the ratio of SER and BER for a 

general square QAM can be calculated as: 
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  (3.26) 

where Q(.) is the Gaussian co-error function. Fig. 3.3 shows several examples of α in 

terms of 
0bE N  for square 22l – ary QAM, where l is 1, 2 and 3 for 4-QAM, 16-QAM 

and 64-QAM, respectively. 

 

(a)  (b)    

(c)        

Fig. 3.3 Ratio of SER and BER (α) respect to 
0bE N  for (a) 4-QAM, (b) 16-QAM 

and 64-QAM 

 

It can be seen that the common approximation used in [124], where  2BER SER l  

is only valid for relatively high SNR. The next step to link SER with BER is to find 

0bE N  in the form of modulation format parameter (l) and standard deviation (σ). 

The signal-to-noise ratio (SNR) is defined as: 
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sE
SNR

N
   (3.27) 

where Es is the energy per symbol and has a relationship with the energy per bit (Eb) as:  

 2s bE l E    (3.28) 

Therefore, 
0bE N  for a general square QAM modulation format can be derived in 

terms of σ according to Eq. (3.16)￼(3.17) (3.27)￼: (3.28): 
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The BER for typical indoor optical wireless communications system with a general 

square QAM modulation format is consequently shown as: 
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3.4 Experimental Demonstration 

 

3.4.1 Experimental Setup 

As analysed and derived in Section 3.3, the modulation format dependent BER is 

expressed in terms of standard deviation of the received signal distribution and the 

standard deviation can be calculated according to Eq. (3.25)experiment and compare 

experimental measurements of σ and BER with those calculated using the analytical 

model. and BER with those calculated using the analytical model. 
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Experimental verification was carried out using the setup shown in Fig. 3.4. In the 

experiments, different orders of square QAM modulated data were separately generated 

off-line in MATLAB and sent to an arbitrary wave generator (AWG). After passing 

through an electrical amplifier (EA), the amplified electrical signal modulated a tunable 

laser centred at 1553.01 nm (RIN ~ -118 dB/Hz) via a Mach-Zehnder modulator 

(MZM). The optical polarisation state was modified by a fibre polarisation controller 

(PC). At the output of the MZM, the modulated optical signal was launched into a 5.6 

km single-mode fibre to emulate the distribution process from the central office to the 

indoor transmitter. A single channel free space transmission link was established in our 

experiments. At the transmitter side, a lens with focal length of 4.5 mm was placed after 

the fibre end to collimate the output optical beam. The optical power after the 

transmitter fibre end was set to 7.5 dBm to comply with eye and skin safety regulations 

[136]. After 2 m of free space transmission, another lens (focal length: 4.5 mm) was 

employed to collect and focus the optical signal into the fibre end. Background light 

power was measured by a free space optical power meter as -30.12 dBm when the signal 

was not transmitted. An optical attenuator (OA) for 1550 nm band was employed to 

adjust the received optical power level. Then a 10 GHz photodiode (PD) integrated with 

a FET based transimpedance preamplifier and with ~0.8 A/W responsivity at 1550 nm 

band was used to convert the optical signal to the electrical signal. A digital storage 

oscilloscope (DSO) performed analog to digital conversion (A/D) for off-line 

processing. 

 

 

Fig. 3.4 Experimental setup for indoor optical wireless communications system with a 

single channel 
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3.4.2 Results and Discussions 

Without loss of generality, both 4-QAM (l = 1) and 16-QAM (l = 2) modulation formats 

were experimentally evaluated, each with multiple data rates and thus with multiple 

signal bandwidths (B).  For a signal modulated based on a 22l – ary QAM modulation 

format, the symbol rate (Rs) is 2l times of the bit rate (Rb), i.e. Rs = 2l × Rb. The 3 dB 

passband signal bandwidth at the electrical side (B) considered in the system model has 

a relationship with Rs whereby: B = 2 × 0.75 × Rs. In our experiments, the symbol rates 

of 2.5 Gbaud/s, 2 Gbaud/s, 1.67 Gbaud/s, 1.25 Gbaud/s, 1 Gbaud/s, 0.833 Gbaud/s and 

0.625 Gbaud/s were employed for both 4-QAM and 16-QAM modulation formats while 

the highest symbol rate was restricted by the sampling frequency of AWG. Apart from 

the parameters as discussed throughout the text above (e.g., A2, A3, B, Pbn, RIN, R, etc.), 

other key parameters are given as below: 

 

k (W/(K×Hz) 10(−228.5991678/10) Rf (Ω) 50 

T (K) 300 CT (pF) 4 

e 1.60217662e-19 gm (mS) 15 

 1.8   

 

Furthermore, due to nonlinear distortion effect, the standard deviations of in-phase and 

quadrature components ( I  and Q ) are not identical in practice. Measured standard 

deviation (σ) was taken as an average of measured I  and Q in the experiments. Fig. 

3.5 shows both experimental and analytical results of standard deviation based on 4-

QAM modulation format with multiple data rates.     

 



Chapter 3 

43 

 

(a)  (b)  

(c)  (d)  

(e)  (f)  

(e)  

Fig. 3.5 Comparison between measured and analytical standard deviations based on 4-

QAM modulation format with (a) 5 Gb/s, (b) 4 Gb/s, (c) 3.33 Gb/s, (d) 2.5 Gb/s, (e) 2 

Gb/s, (f) 1.67 Gb/s, and (g) 1.25 Gb/s 
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Results in Fig. 3.5 show that the experimentally measured standard deviation 

approximately matches with the analytical result calculated using Eq. (3.25) The offsets 

between experimental results and those simulated using analytical model might be 

attributed to nonlinear distortion arising in the experiments and the approximation 

employed during analytical model derivation process. Furthermore, it can be seen that 

a signal with higher data rate provides a larger σ when the average received optical 

power (ROP) is identical. That is because the major noise sources including background 

light noise, preamplifier induced noise and intensity noise increase with the signal 

bandwidth. It is also observed that the standard deviation reaches a floor as the received 

optical power level is increased further. This is due to RIN noise that is proportional to 

the optical power. Thus, the signal-to-noise ratio cannot be infinite with increasing 

optical power. .  

 

(a)  

(b)  
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(c)  

(d)  

Fig. 3.6 Comparison between measured and analytical BER based on 4-QAM 

modulation format with (a) 5 Gb/s and 4 Gb/s, (b) 3.33 Gb/s and 2.5 Gb/s, (c) 2 Gb/s 

and 1.67 Gb/s, and (d) 1.25 Gb/s with experimental signal constellations for -25 dBm 

and -27 dBm 

 

The BER performance measured in the experiments and calculated using the 

combination of Eq. (3.25)￼(3.26), (3.29)further (3.30)Fig. 3.Fig. 3.6% forward error 

correction (FEC) limit [137]. Since the number of transmitted symbols is limited by the 

memory of the AWG used in our experiments, the minimum BER that we were able to 

measure was around 1 × 10-7. It can be seen that the largest offset between the measured 

and calculated results is about 0.5 dBm, which is satisfactory to claim that the analytical 

model is successfully demonstrated for 4-QAM modulation format. In ￼Fig. 3.Fig. 3.6 

also included for illustration. It is intuitive that the received signal with smaller standard 

deviation has lower BER due to more concentrated signal distribution. The receiver 

sensitivity, which is defined as the minimum average received optical power required 

by the photodetector to achieve error-free detection (BER ≤ 3.8 × 10-3), for higher speed 

system is worse than that for lower bit rate. For a specific bit rate, BER increases with 

decreasing received optical power, although a lower level of received optical power 

provides less RIN noise. This occurs because the degradation in SNR due to decreasing 

ROP is more dominant. Detailed investigations of key system parameters, such as RIN, 
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background light power, etc., will be further explored in Chapter 6.further explored in 

Chapter 6. 

In addition to the 4-QAM modulation format, we also evaluated the indoor OWC 

system based on the 16-QAM modulation format (l = 2) both analytically and 

experimentally. The calculated and measured standard deviations are shown in Fig. 3.7 

 

(a)  (b)  

(c)  (d)  

(e) (f)  
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(g)  

Fig. 3.7 Comparison between measured and analytical standard deviations based on 

16-QAM modulation format with (a) 10 Gb/s, (b) 8 Gb/s, (c) 6.67 Gb/s, (d) 5 Gb/s, (e) 

4 Gb/s, (f) 3.33 Gb/s, and (g) 2.5 Gb/s 

 

The parameter l is responsible for controlling the order of QAM modulation format in 

the analytical system model. For 4-QAM and 16-QAM modulated data with the same 

symbol rate (Rs), i.e. the same electrical signal bandwidth (B), the amount of major 

noise sources are the same. However, comparing the results shown in Fig. 3.5 and Fig. 

3.7, it can be seen that the 16-QAM modulation format produces a larger standard 

deviation than that of the 4-QAM modulation format since the 16-QAM modulated data 

has less average signal power with a fixed output Vpp of the AWG. The receiver 

sensitivity results for the 16-QAM modulated data with different data rates are further 

investigated and illustrated in Fig. 3.8. 

 

(a)  
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(b)  

(c)  

(d)  

Fig. 3.8 Comparison between measured and analytical BER based on 16-QAM 

modulation format with (a) 10 Gb/s and 8 Gb/s, (b) 6.67 Gb/s and 5 Gb/s, (c) 4 Gb/s 

and 3.33 Gb/s, and (d) 2.5 Gb/s with experimental signal constellations for -20 dBm 

and -22 dBm 

 

It can be seen that the analytical results also agree well with the experimentally 

measured BER results for the 16-QAM modulation format, where the maximum 

receiver sensitivity difference for data rates ranging from 2.5 Gb/s to 10 Gb/s is around 

0.5 dBm. What is more, the 4-QAM modulated signal has better receiver sensitivity 

than the 16-QAM modulated signal in our system due to a less stringent requirement of 

SNR. For example, for a data rate of 5 Gb/s, 4-QAM has a receiver sensitivity of around 

-21 dBm while the receiver sensitivity for 16-QAM is -19.5 dBm. 
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3.5 Conclusions 

 

In this chapter, we have derived the SER equation based on the signal constellation with 

the intended received symbol and the noise around the corresponding symbol, which 

was represented by the standard deviation of the distribution of the noisy received 

symbols. Three major noise sources encountered from the unstable laser source, the free 

space transmission channel and the preamplifier integrated photodetector have been 

considered and modelled for indoor OWC system with general QAM modulation 

format. The system BER was further linked with the SER by establishing a relationship 

between them. Both standard deviation and BER were measured in the demonstration 

experiments for 4-QAM and 16-QAM modulated system with multiple data rates, i.e. 

1.25 Gb/s, 1.67 Gb/s, 2 Gb/s, 2.5 Gb/s, 3.33 Gb/s, 4 Gb/s and 5 Gb/s for 4-QAM and 

2.5 Gb/s, 3.33 Gb/s, 4 Gb/s, 5 Gb/s, 6.67 Gb/s, 8 Gb/s and 10 Gb/s for 16-QAM, to 

evaluate the generality of the derived system analytical model. The comparison between 

measured results and analytical results obtained via the analytical model showed good 

agreement in BER, where the maximum receiver sensitivity offset between them is 

within 0.5 dBm. The verified system model in this chapter provides fundamental 

grounds for more theoretical analyses to be discussed in the subsequent chapters. 
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Chapter 4 Time-slot Coding Scheme for Multiple 

Access for Indoor Optical Wireless Communications 

 

 

 

4.1 Introduction 

 

In-building high-speed OWC has been widely studied and demonstrated with single 

user access exceeding 200 Gb/s using SDM or WDM techniques [6, 7]. Despite the 

ability of supporting high data rates per single user, it is critical and vital for indoor 

OWC to also support multiple users to ensure practical and realistic deployment. In 

previous studies, multiple access in OWC systems has been demonstrated using specific 

multiplexing techniques such as FDMA, CDMA, TDMA, or the combination of these 

techniques. As discussed in the previous sections, however, the adoption of traditional 

multiplexing techniques has limitations, including the requirements of high bandwidth 

requirements of optoelectronic devices such as modulators and photodiodes in FDMA 

systems, the need for long-length code and complex processing techniques in CDMA 

systems, and strict timing requirements in TDMA systems [69, 71, 74], respectively.  

In order to overcome limitations of the aforementioned conventional multiplexing 

techniques, in this chapter we propose the time-slot coding (TSC) scheme to support 

multiple users simultaneously. Since time synchronisation issues are prevalent in the 

conventional TDMA implementation [138] and often requiring additional guard 

intervals or a scheduling framework to manage the issue of time synchronisation [139 

– 141], we propose a technique that simplifies this issue by using “pre-assignment code” 

(referred to as time-slot code). Our scheme does not require scheduling framework or 

guard intervals to allow transmission of symbols over different slots. In TSC, each user 

has a dedicated code to acquire its symbol sequence instead of using a timing window 
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as in the conventional TDMA implementations. We have experimentally shown the 

proposed scheme for an aggregate bit rate of 2.5 Gb/s serving 5 users simultaneously 

based on the transmission of 4-QAM modulation format. We further improved the 

spectral efficiency (SE) and increased the aggregate bit rate to 4 Gb/s by using higher 

order modulation format (16-QAM).  

In OWC systems, the service coverage area is typically within several meters, resulting 

in small variance in transmission distances to different terminals. However, the 

transmission optical power is not only restricted by eye and skin safety regulations but 

also degrades rapidly from the beam centre to the boundary. Therefore, realising a 

larger coverage from a single transmitter is always challenging. Adaptive loading 

technique is thus necessary in OWC systems to accommodate for various signal-to-

noise ratio (SNR) conditions by tailoring the transmitted signal accordingly to ensure 

all users performance are maintained. In this chapter, we also investigate the capability 

of TSC scheme to support adaptive loading function by employing both 4-QAM and 

16-QAM simultaneously to serve multiple users at different locations. Besides 

providing multiple data rates, satisfactory coverage can be extended by a maximum of 

61.2% compared to employing 16-QAM only. Furthermore, compared to the system 

only employing 4-QAM, satisfactory coverage is similar while the system capacity can 

be increased by 20% to 80% for 5-user case, depending on the number of users 

employing 16-QAM. 

In addition, since the adoption of time-slot code eliminates inter-user interference, the 

code misalignment will have a significant impact on the user’s performance. Thus, the 

analysis of code overlapping ratio for a general square QAM modulation format needs 

to be investigated. Both analytical results and experimental results show that the code 

misalignment tolerance can be more than 92.3% for 4-QAM and 26.9% for 16-QAM 

with received optical power levels greater than -19.7 dBm.  

The rest of this chapter is organised as follows:  

In section 4.2, the principle and system architecture of the proposed TSC scheme are 

described. Section 4.3 presents the experimental results of multiple access employing 

the TSC scheme, including the BER result of each user and the average BER of all users 

transmission based on 4-QAM and 16-QAM modulation formats.  The impact of the 

number of users in the system is also experimentally investigated. In Section 4.4, the 
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principle of the TSC scheme with adaptive loading function is proposed and 

experiments are carried out for two strategies of adaptive loading implementation. 

Finally, the code misalignment tolerance of the TSC scheme for a general square QAM 

modulation format is theoretically analysed in Section 4.5. Theoretical comparison of 

the tolerance to imperfect timing issue is presented between the proposed TSC and the 

conventional TDMA. The code misalignment tolerance is also experimentally 

evaluated for 4-QAM and 16-QAM, respectively. 

 

 

 

4.2 Principle and System Architecture of Time-slot Coding 

 

 

Fig. 4.1 Block diagram of time-slot coding scheme for optical wireless 

communications system 
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The system block diagram of time-slot coding (TSC) scheme is explained in Fig. 4.1. 

As illustrated, the downlink binary data is firstly generated for k users in the central 

office before baseband modulation. After symbol pattern mapping, Fig. 4.2 shows the 

multiuser scenario that considers k active users, each with N symbols to transmit. The 

original symbol period of each user is Ts and all users are fairly treated. To apply the 

proposed time-slot coding scheme, we generate a set of simple k-bit codes with only 

two unipolar values (0 and 1). Each code has a unique location for the value of 1 as 

described in Eq. (4.1)where each row of the k-by-k identity matrix represents the time-

slot code for an individual user.  identity matrix represents the time-slot code for an 

individual user.  

 

 

Fig. 4.2 Original symbol data for k users 
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  (4.1) 

 

The ith user can be assigned by the ith row where the ith code bit is the location for the 

value of 1. After multiplying each user’s symbol sequence vk with the dedicated code, 

the resultant coded symbol data sequences of each user are illustrated in Fig. 4.3. The 

coded data sequences from all the users are then added together to form the transmission 

data. With these codes, each user is ideally capable of occupying one non-overlapping 
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time slot to avoid multi-user interference (MUI), when all the users are served at the 

same time. The summed symbol sequence vc travels through a raised-cosine pulse 

shaping filter and output sequence is denoted as sm and can be expressed as: 

  j

m c s

j

s v h m jT




    (4.2) 

 

 

Fig. 4.3 Original symbol data for k users and coded symbol sequence of each user 

 

Due to the lack of IQ mixer and IQ modulator, the baseband QAM signal is up-

converted to a carrier frequency fc (1 GHz) in MATLAB for demonstration purposes. 

After digital-to-analog conversion, the transmitted signal modulates the laser source via 

an external modulator. The PD is employed at the user terminal to detect the optical 

signal after free space transmission. The detected signal will be down-converted to 

baseband and processed using a matched filter. The user-specific time-slot code is then 

applied to each user to obtain its original symbol sequence. The performance of the 

scheme is quantified via BER analysis after the amplitude and phase recovery process. 

 

 

 

4.3 Experimental Multi-user Demonstration 
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4.3.1 Experimental Setup 

To demonstrate multi-user access using the proposed time-slot coding scheme, the 

experimental setup shown in Fig. 4.4 was employed to emulate the different locations 

of active users in real indoor scenarios. Instead of ceiling-mounted free space 

transmitter and ground-located receiver in real applications, we employed all optical 

components that were horizontally mounted on the bench top in this experimental 

demonstration. Here we demonstrate multiple access for 5 users. 

 

 

Fig. 4.4 Experimental setup with beam-expanding link for multi-user connections 

 

The 4-QAM modulated TSC signal for 5 users was first generated in MATLAB and 

then loaded into the AWG for proof-of-concept demonstration. The output of the AWG 

was amplified by an EA and used to externally modulate a distributed feedback (DFB) 

laser with a wavelength of 1548 nm. The external modulator in the experiment was a 

MZM with 10 GHz modulation bandwidth. A PC was employed to control the 

polarisation state at the input of the MZM. After 5.6 km of single-mode fibre (SMF) 

distribution, the output optical beam from the fibre end was diffused by an adaptive 

lens system at the transmitter end so that multiple users can be served within a certain 

area. Due to the inavailability of shorter fibre in the laboratory, the 5.6 km of SMF was 

used to emulate the distribution fibre network within the building. In the adaptive lens 

system, three lenses were used with the focal lengths of 4.5 mm, 13 mm and 15 mm, 
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respectively. As discussed in Section 3.2, the beam waist at the receiver plane can be 

adjusted by controlling the distance between each lens. At the receiver, a coupling 

system consisting of a compound parabolic concentrator (CPC) with 45°field-of-view 

(FOV) and a number of lenses was used to collect and focus the optical signal into the 

fibre end of the photodetector. The receiver area diameter in our experiments was about 

4 cm. Due to the device limitation, a pigtailed PD was used as the receiver rather than 

a free-space PD. The fibre-pigtailed PD has a 2 GHz 3 dB bandwidth and an integrated 

FET based transimpedance preamplifier. We also incorporated strong background light 

of -25.12 dBm at the receiver end. The DSO was used to capture the received electrical 

signal for off-line processing. 

The transmitted optical power (the power output of the fibre end at the transmitter side) 

was 3.5 dBm, which was lower than the restriction set by eye and skin safety regulations 

[136], and no optical power amplifier was used in the experiment. Since the 1550 nm 

band has a typical free-space propagation loss ranging from 0.2 dB/km to 3 dB/km in a 

clear weather condition [142], there was negligible loss over several meters in typical 

indoor environments. As shown in [143], the receiver sensitivity did not vary with the 

free-space transmission propagation distance. With the low propagation loss in indoor 

environment, the free space transmission distance in our demonstration was fixed to 

1.25 m. We have investigated different optical beam sizes (20 cm and 30 cm) for the 

transmission of 4-QAM signal over free-space. Our free space transmission distance 

and beamwidth expansion is limited by the availability of lenses in our laboratory. 
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4.3.2 Results and Discussions 

 

Fig. 4.5 BER performance of each user with beam waist of 20 cm  

 

Fig. 4.5 shows the BER performance of all the 5 users at different locations when the 

aggregated bit rate was 2.5 Gb/s and the beam width was 20 cm. As shown, there is 

negligible penalty among the users with all users exhibiting similar performance. The 

results can be attributed to the fact that all users are treated fairly, as specified in the 

proposed TSC scheme. 

 

(a)  
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(b)  

Fig. 4.6 Average BER for five users with different bit rates and the beam waist of (a) 

20 cm and (b) 30 cm 

 

We further investigated the impact of different aggregate data rates (2.5 Gb/s, 2 Gb/s, 

1.6 Gb/s, 1 Gb/s and 0.5 Gb/s) on the overall performance. Fig. 4.6 shows the average 

BER for all five users and the received optical power with respect to the distance from 

the beam centre for beam widths of 20 cm and 30 cm. It can be seen that the error-free 

distance to the beam centre for 30 cm beam waist is smaller than that of 20 cm. For a 

specific bit rate, it is obvious that the BER increases when the user moves away from 

the beam centre. This happens because of the reduction in signal-to-noise ratio where 

the noise level does not differ much while the received optical power decreases with 

the distance from the beam centre. Similarly, with the same received optical power, the 

link with a lower bit rate has better BER performance. This is due to the noise originated 

from the instability in the laser transmitted power, background light and preamplifier 

in the optical receiver. These noise levels are increased with signal electrical bandwidth. 

Consequently, there is a trade-off between satisfactory coverage (which is defined as 

the area where users are able to achieve a BER of less than 3.8 × 10-3, i.e. 7% FEC limit) 

and the achievable data rate. 
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Fig. 4.7 BER of each user in 8-user and 2.5 Gb/s system 

 

 

Fig. 4.8 Average BER with 4-QAM 2.5 Gb/s for 5, 8, and 12 users 

 

In order to evaluate the impact of the number of served users in the system, we also 

evaluated the proposed TSC with 8 users and 12 users with OWC connections at a data 

rate of 2.5 Gb/s and a beam width of 20 cm for 4-QAM modulation format. The BER 

performance of each user was measured for the 8-user case. As illustrated in Fig. 4.7, 

there is also no significant difference amongst the BER performance of all users, similar 
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to the 5-user case. More measurements were carried out with 12 users and the average 

BER for 12-user case was plotted in Fig. 4.8 together with that for 5 users and 8 users. 

Results show that the average BER does not degrade when the number of user increases. 

However, it is obvious that the data rate that can be provided to each individual 

decreases with more users when the system capacity is fixed. 

We further improved the spectral efficiency (SE) and the system capacity by employing 

16-QAM modulation format, where 5-user case was considered in proof-of-concept 

experiments for simplicity. The measured BER of each user at an aggregate bit rate of 

4 Gb/s with respect to the distance from beam centre is shown in Fig. 4.9.  

 

 

Fig. 4.9 BER performance (16-QAM) of each user with a beam width of 20 cm 

 

There is a small variation in all the users’ BER which is similar to the results of 4-QAM 

shown in Fig. 4.5. This can be attributed to the fairness of the TSC scheme regardless 

of the modulation format. We have also evaluated the performance of different system 

capacities, i.e. 4 Gb/s, 3.33 Gb/s, 2 Gb/s, 1 Gb/s and 0.4 Gb/s. The average BER of all 

five users for the corresponding aggregate data rate was plotted in Fig. 4.10. We can 

also observe that error-free coverage reduced with higher data rate. 
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Fig. 4.10 Average BER performance (16-QAM) of 5 users under different system 

capacities and beam width of 20 cm 

 

 

 

 

4.4 Adaptive Loading Function Demonstration 

 

In the original TSC scheme, we compared error-free coverage using 16-QAM and that 

of 4-QAM with the beam width fixed at 20 cm under two conditions: the same symbol 

rate (1 Gbaud/s) and the same bit rate (2 Gb/s). The average BER based on 4-QAM for 

5 users with 2 Gb/s (1 Gbaud/s) capacity is illustrated in Fig. 4.6 – (a) while the average 

BER results for 16-QAM in the 5-user case with 4 Gb/s (1 Gbaud/s) and 2 Gb/s are 

shown in Fig. 4.10. To improve the visibility and to quantitatively compare the two 

modulation formats, we re-plotted the results mentioned above in Fig. 4.11. 
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Fig. 4.11  Comparison between systems based on 16-QAM and 4-QAM with the same 

symbol rate and the same bit rate 

 

It can be seen that the coverage provided by 16-QAM under both conditions (9.89 cm 

and 12.56 cm, respectively) is smaller than that based on 4-QAM, which is 15.79cm. 

Consequently, we modify the original TSC scheme to adaptively integrate both 4-QAM 

and 16-QAM modulation formats simultaneously so that the error-free coverage 

provided by a single transmitter can be further extended while serving more users with 

multiple data rates. 

By employing the optical wireless localisation function [144], the knowledge of each 

user’s location can be obtained. The transmitter is capable of assigning higher data rates 

with more spectral efficient advanced modulation format to users closer to the beam 

centre and lower data rates using lower modulation format to users further away from 

the beam centre. The 5-user case as illustrated in Fig. 4.12 is used as an example for 

ease of discussion. Here user-2, user-4 and user-5 who are located closer to the beam 

centre are assigned with 16-QAM modulated data, while user-1 and user-3 who are 

located further away are assigning 4-QAM modulation format. 
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Fig. 4.12 Multi-user scenario for demonstration 

 

In the experiment, two transmission strategies were evaluated via the experimental 

setup shown in Fig. 4.4. The first strategy (S1) is that the minimum Euclidean distance 

of 4-QAM (d1) is normalised to three times of that in 16-QAM (d2), i.e. d1 = 3d2, to 

fully use the transmission power for both 4-QAM and 16-QAM; the other strategy (S2) 

employs standard 4-QAM where both modulation formats have the same minimum 

Euclidean distance (d1 = d2), as shown in Fig. 4.13. 

 

 

Fig. 4.13 Illustration of S1 (d1 = 3d2) and S2 (d1 = d2) 
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Fig. 4.14 The TSC BER performance of each user with adaptive loading function and 

a beam width of 20 cm, user-1 (4-QAM), user-2 (16-QAM), user-3 (4-QAM), user -4 

(16-QAM), user-5 (16-QAM) 

 

The BER curves of each user with these two strategies are illustrated in Fig. 4.14, where 

the symbol rate is 1 Gbaud/s. It can be observed that the performances of user-2, user-

4 and user-5 served with 16-QAM do not vary noticeably from strategy S1 to S2. The 

results are similar to those of the original TSC scheme based on 16-QAM only, as 

shown in Fig. 4.11. Compared to the original TSC 16-QAM only, S1 improves the error-

free coverage by 61.2% and S2 enlarges it by 12.2%. However, the system capacity 

decreases from 4 Gb/s to 3.2 Gb/s. It is intuitive that the more user served by 4-QAM, 

the less capacity the system can provide. Error-free coverage of around 11 cm provided 

by S2 is smaller than that using purely 4-QAM (~15.79 cm in Fig. 4.11). This is because 

the 4-QAM modulation format in S2 does not take full advantage of the transmission 

power due to the smaller minimum Euclidean distance. In addition, S1 provides 15.81 

cm error-free coverage, which is similar to that using 4-QAM only while the system 

capacity is increased from 2 Gb/s to 3.2 Gb/s. Evidently, there is a trade-off between 

total capacity and error-free coverage. 
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4.5 Code Misalignment Tolerance Analysis 

 

In the previous sections, we have experimentally demonstrated the proposed TSC 

scheme with the ideal code set for indoor OWC system. As discussed in the principle 

of TSC scheme, active users can employ ideal time-slot code as shown in Fig. 4.15 – 

(a) and thus avoid the interference from each other by occupying non-overlapping time 

slots as shown in Fig. 4.15 – (b). During non-ideal hardware implementation procedures 

for code generation, however, timing issues can potentially lead to partial overlap 

within the time-slot code set as shown in Fig. 4.15 – (c). Consequently, it is imperative 

that performance degradation from code overlapping is critically investigated. In 

particular, we study the effect of the code overlapping ratio on the BER performance 

of a general square QAM modulation format, the analytical process can be transferred 

to other modulation formats. The advantage of using the proposed time-slot coding 

scheme as compared to the conventional time-division multiple access is also analysed 

in this section. 

 

(a)  

(b)  

(c)  
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(d)  

Fig. 4.15 (a) ideal code for 5-user case, (b) summed symbol sequence with ideal code, 

(c) code with misalignment issue, and (d) summed symbol sequence with code 

misalignment issue 

 

4.5.1 Theoretical Analysis and Simulation Results 

The summed symbol sequence when users employ the dedicated code with 

misalignment issue and the concept of code overlapping are illustrated in Fig. 4.15 – 

(d). The grey shaded area is the overlapping between neighbouring symbols and To 

denotes the total time duration of overlapping symbols from adjacent users. The 

overlapping ratio Ro is therefore defined as the ratio of the total overlapping period and 

the original symbol period: 

  , 0,1o
o o

s

T
R R

T
    (4.3) 

The code misalignment tolerance is thus defined as the maximum value of Ro when 

error-free performance is still achieved. The received signal suffering from code 

overlapping after frequency down-conversion can be described as: 

 1 1 1 1( ) ( )j j j j j

m o c c o c s m
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r S R v v R v h m jT n


   



        (4.4) 

where S is the signal amplitude, Ro
j-1 represents the overlapping ratio causing from the 

preceding symbol vc
j-1 while Ro

j+1 is the overlapping ratio introduced by the following 

symbol vc
j+1, and nm is the noise introduced from the free space transmission and 

detection. The received pth symbol of kth user can be expressed as: 

 
1 1

1 1[ ] ( ) 'j p p j p

k o k k o ky p S R v v R v n 

        (4.5) 

where vk
p represents the original pth symbol of kth user,  vk-1

p denotes the original pth 

symbol of (k-1)th user and n’ is the noise for one symbol. The value of overlapping 

percentage between locations of “1” within the time-slot code set can be different as 

shown in Fig. 4.15 – (c). However, once the code generation process is completed, the 
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superposition between adjacent symbols will be deterministic. That is because each 

symbol sequence of individual users is multiplied with the dedicated code chosen from 

the time-slot code set and then all symbol sequence are summed up, the partial 

superposition between adjacent symbols is fixed and determined by the existing 

overlapping percentage generated in the code generation process. The noise applied to 

the overlapped symbol sequence after detection is assumed to follow a Gaussian 

distribution.  

Consequently, the analytical model derived in the previous chapter can be further 

manipulated to accommodate the received signal containing both code misalignment 

interference and the noise from transmission and detection in the system.  Here, we 

provide an example to show the process of derivation of SER with code overlapping 

ratio: 

For simplicity, two users with 4-QAM modulation format are considered. Since the four 

I-Q quadrants are symmetrical, Fig. 4.16 only shows the first quadrant for explanation. 

Step – 1: After the code generation process, the overlapping ratio Ro is fixed. The 

symbol (1, 1) is possibly overlapped by all four symbol patterns in 4-QAM modulation 

format. As illustrated in Fig. 4.16 – (a), the green star represents the original symbol 

while the red icons with four shapes (rhombus, square, triangle, and circle) represent 

the ideal overlapped symbols without system noise, respectively. For example, the 

original symbol (1, 1) is overlapped by another symbol (1, -1) with the percentage of 

Ro, the resultant overlapped symbol can be then expressed as (1 + 1∙Ro, 1 – 1∙Ro). 

Step – 2: Fig. 4.16 – (b) shows the noisy version of overlapped symbols after 

transmission and detection. Noise around each ideal overlapped symbol follows 2-D 

Gaussian distribution f (x, y) where variables x and y are independent and have the same 

Gaussian distribution with zero mean and standard deviation σ. 

Step – 3: As illustrated in Fig. 4.16 – (c), take one ideal overlapped symbols, e.g. (1 – 

1∙Ro, 1 – 1∙Ro), as the origin of a new x-y coordinate. Similarly with the derivative step 

introduced in Section 3.3.1, the rate that received symbols are able to be correctly 

demodulated as symbol (1, 1), which is denoted as R1, can be calculated by taking an 

integration of both x and y over the decision region of the reference symbol (1, 1) as 

shown in the green-dash-line region: 
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(a)  

(b)  

(c)  

Fig. 4.16 Illustration for SER derivation example 
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Step – 4: Apply the same procedures as described above to the other three ideal 

overlapped symbols and also to the rest of quadrants, SER with overlapping ratio for 4-

QAM modulation format can be calculated as: 
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where I and Q can be either 1 or -1 in 4-QAM modulation format. 

Consequently, the symbol error rate for a general 22l – ary QAM is derived in Eq. (4.8)

f (x, y) is the probability density function of the received signal position. As discussed 

in Section 3.3.2 especially in Eq. ￼(3.18) is dependent on the signal-to-noise ratio 

(SNR) and a smaller σ corresponds to a larger SNR and vice versa.σ corresponds to a 

larger SNR and vice versa. 
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  (4.8) 

In Eq. (4.8)I1,c, Q1,d, I2 and Q2 are expressed as follows for a general square 22l – ary 

QAM modulation format where l is a natural number, i.e. 1, 2, 3, etc.: is a natural 

number, i.e. 1, 2, 3, etc.: 
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where a, b, p and q are natural numbers. The notation of ,N cx  and ,N cy  for time-slot 

coding scheme with code overlapping is derived as: 
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  (4.10) 

where (I1,c, Q1,d) is denoted as the user’s original symbol,  (I2, Q2) can be considered as 

the symbol that partially overlaps with the original symbol due to code misalignment 

issue.  

In order to analyse the advantage of using the time-slot coding scheme as compared to 

the conventional time-division multiple access technique, we further derive the SER 

equation for the conventional TDMA with imperfectly synchronised timing window 

when obtaining symbol data. In order to make a fair comparison, no guard interval is 

included in either TSC or TDMA implementations. The scenario with timing issue for 

TDMA is described in Fig. 4.17, where k users each with N symbols are considered and 

Ro is defined as in Eq.  (4.3)   

 

 

Fig. 4.17 The conventional TDMA with unsynchronised timing window when 

acquiring symbol data at the receiver side 
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Following the same convention, ,N cx  and ,N cy for the conventional TDMA with 

imperfectly synchronised timing window can be derived as: 
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  (4.11) 

By respectively substituting Eq. (4.10)￼(4.11)￼, SER with overlapping ratio (4.8) for 

the TSC scheme and the conventional TDMA can be calculated. The analytical SER 

results for both 4-QAM and 16-QAM modulation formats are plotted in ￼Fig. 4Fig. 

4.18is fixed as 0.08 to indicate the same signal-to-noise ratio for transmission and 

detection for both TSC and TDMA implementations. for transmission and detection for 

both TSC and TDMA implementations. 

 

(a)  

(b)  

Fig. 4.18 Analytical SER performance of TSC and conventional TDMA with Ro and σ 

= 0.08 for (a) 4-QAM and (b) 16-QAM 
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From the analytical results, it can be seen that the proposed TSC scheme is much more 

tolerant to partial overlapping between adjacent symbols than the conventional TDMA. 

The reason arises from the difference of the received symbol sequence with imperfect 

timing/overlapping between the proposed TSC scheme and the conventional TDMA. 

In applications using the TSC scheme, the user is able to obtain its own entire symbol 

with the partial overlapping from the adjacent interfered symbol. In contrast, the user 

implemented with the conventional TDMA obtains partial own symbol and overlapping 

from the adjacent interfered symbol. What is more, imperfect timing issues during the 

non-ideal hardware implementation procedures for code generation is though less likely 

to happen than that during data acquiring process at the receiver side in the conventional 

TDMA, especially in high-speed communications. 

With showing that TSC is superior over the conventional TDMA in terms of Ro 

tolerance when no guard interval is added to either scheme, we further link SER with 

BER for TSC scheme. As discussed in Eq. (3.26)￼Fig. 3.3 (￼ SER BER   for 22l – 

ary QAM modulation with gray coding is dependent on the energy per bit to noise 

power spectral density ratio (￼ 0bE N  The next step to link SER with BER is to find 

￼ 0bE N in TSC scheme which is affected by code overlapping issue. Since ￼ 0bE N

can be expressed in terms of root-mean-square (RMS) average of error vector magnitude 

(￼ RMSEVM  as in Eq. ￼(4.12)￼, Eq. (3.17)￼(3.27) and Eq. (3.28): 
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b
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E

N l EVM



  (4.12) 

We further derive RMSEVM  with code overlapping ratio in TSC scheme. The definition 

of RMSEVM  is consistent as shown in Eq. (3.12)￼ nI  and ￼ nQ  are in-phase and 

quadrature parts of the received symbol with partial overlapping from adjacent symbols 

and noise from transmission and detection, respectively. The received symbol can be 

expressed as:. The received symbol can be expressed as: 

      ' '

0, 0, 0, 0,n n n n o n n I QI iQ I iQ R I iQ N iN          (4.13) 

Thus, nI  and nQ  are given by: 
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where 0,nI  is the in-phase component of the original symbol and 0,nQ  is the quadrature 

part. The symbol that partially overlaps with the original symbol is denoted as

 ' '

0, 0,,n nI Q . The notations of IN  and QN  are normalised noise in in-phase and 

quadrature components, respectively. Consequently, RMSEVM  can be rewritten as: 
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   (4.15) 

As the in-phase and quadrature parts of 2-D noise over I-Q plane are assumed to have 

the same distribution with zero mean, Eq. (4.15)with the aid of Eq. ￼(3.15) as: 
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  (4.16) 

Combining Eq. (4.12)￼(4.16)modulation format dependent  ￼ 0bE N  described in 

terms of overlapping ration and standard deviation as: 
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  (4.17) 

The BER is consequently linked with SER using Eq. (3.26)￼(4.17), and is shown as: 
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  (4.18) 

where ,N cx  and ,N cy are expressed in Eq. (4.10)I1,c, Q1,d, I2 and Q2 are shown in Eq. 

￼(4.9).  

According to Eq. (4.18)Ro and σ for 4-QAM and 16-QAM are presented in ￼Fig. 4.19. 

It is intuitively shown that higher noise from transmission and detection and larger 

overlapping ratio contribute to worse performance. When Ro is relatively small, 

receiver noise dominates in BER degradation; however, when Ro becomes larger, BER 

degradation is dominated by the partial superposition. Also, 4-QAM modulated data is 

able to tolerate more overlapping from adjacent users compared to 16-QAM modulation 

format. The experimental demonstration of tolerance analysis is provided in Section 

4.4.2. 

(a)  
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(b)  

Fig. 4.19 Analytical BER performance with Ro and σ for (a) 4-QAM and (b) 16-QAM. 

 

 

 

4.5.2 Experimental Verification 

 

The tolerance of code overlapping was further investigated using the experimental setup 

shown in Fig. 4.4 with a beam width of 20 cm at the receiver plane. For simplicity, only 

two users were considered for demonstration. Each time-slot code was upsampled by 

20 times to emulate the code bit period. We generated two users’ data with different 

overlapping ratio in MATLAB and sent them to the AWG for transmission, respectively. 

Both 4-QAM and 16-QAM modulation formats were evaluated and the background 

light incorporated in the experiment was about -28.63 dBm. Fig. 4.20 shows the 

measured BER performance for neighbouring users as a function of the overlapping 

ratio at three different distances from the beam centre, i.e. 0 cm, 5 cm and 10 cm. The 

figure also shows the BER calculated from theoretical analysis using Eq. (4.18). 
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(a)  

(b)  

Fig. 4.20 BER performance at three locations with increased overlapping ratio based 

on (a) 4-QAM and (b) 16-QAM 

 

It can be seen that for 4-QAM modulation format, the overlapping tolerance is 92.3%, 

91.1%, and 88% when the user locates at 0 cm, 5 cm and 10 cm from the beam centre, 

respectively. In terms of 16-QAM modulation format, the tolerance is 26.9%, 26.1% 

and 23.2%, respectively. The error-free threshold is selected at the 7% FEC limit (BER 

≤ 3.8 ×10-3). We can observe that the experimental results are consistent with the 

theoretical calculation based on Eq. (4.18)decreases when user moves further away 

from beam centre. This is because that SNR degrades with decreased received optical 

power while the noise level does not differ much. Furthermore, compared to the 
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tolerance results based on 4-QAM modulation format, the TSC system with 16-QAM 

is less immune to code misalignment due to a more complex signal constellation. 

 

 

 

4.6 Conclusions 

 

In this chapter, the principle of the proposed TSC scheme for high speed multiple access 

in indoor OWC system has been introduced. We have developed and demonstrated the 

TSC scheme for 4-QAM modulation format and 16-QAM modulation format to 

improve the system capacity as well as the spectral efficiency. The proof-of-concept 

experiments have been conducted for 5-user, 8-user and 12-user with multiple data rates. 

When the number of users increases, the experimental results have shown that the BER 

performance for a certain system capacity is not affected by the number of users. The 

system has also shown the capability of providing multiple data rates to different users. 

The adaptive loading function of the original TSC scheme, where both 4-QAM and 16-

QAM were simultaneously employed and selectively assigned to different users 

according to their locations, has also been experimentally demonstrated. Experimental 

results have shown that error-free coverage can be extended by 61.2% when users 

further away from the beam centre are modulated with 4-QAM. By using the proposed 

TSC scheme with adaptive loading function, the issues of requiring heavy overheads in 

discrete multitoned (DMT) modulation and code redundancy in rate adaptive coding 

(RAC) are alleviated. What is more, switching between different modulation formats 

and synchronisation problem in time-division hybrid modulation formats (TDHMF), as 

discussed in Section 2.3.3, can be eliminated by applying our time-slot code. The 

theoretical analysis of code misalignment issue and the effect on the performance of the 

TSC scheme based indoor OWC system has been verified with a general square QAM 

modulation format. Experimental results have highlighted that code misalignment 

tolerance larger than 26.9% with 16-QAM and 92.3% with 4-QAM modulation format 

can be achieved with a received optical power of more than -19.7 dBm.
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Chapter 5 Enabling Physical Layer Security with 

Chaotic Phase Terms as Security Codes 

 

 

 

5.1 Introduction 

 

In the previous chapter, an effective multi-user access framework termed as time-slot 

coding (TSC) scheme has been proposed for indoor OWC system and experimentally 

shown to support multiple users simultaneously without sophisticated long-length 

codes or strict synchronisation requirements. However, communication security in 

OWC systems, especially supporting multiple user access, has yet to be widely studied. 

It is widely known that OWC has the ability to offer secure communications physically 

since an optical wave with short wavelength cannot penetrate objects such as walls in 

its transmission path [8]. However, such security is only considered practical for point-

to-point links with narrow optical beams. When multiple users are covered within a 

single but wider optical beam, security issues arise, such as eavesdropping, tampering, 

imitation, forgery, etc [145].  Our focus in this chapter is on alleviating eavesdropping, 

which is one of the most widely existing issues in multi-user telecommunication 

systems. For example, in the TSC-based multi-user OWC system, each active user has 

the opportunity to eavesdrop messages from other users simply by shifting the location 

of code bit “1” in the time-slotted code. Hence, secure and private multiple-access 

cannot be guaranteed.  

Based on limited literature of secure connections in OWC including visible light 

communications (VLC), the nulling strategy studied in [116, 117] fails to 

simultaneously offer both multiple access and security. A code-division multiple access 
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VLC system employing chaotic sequence to generate the spreading codes has been 

proposed in [118] and security has been enhanced by advanced encryption standard, at 

the cost of extra bandwidth and complex signal processing. To solve these issues, we 

present and demonstrate an indoor OWC system employing the TSC scheme together 

with chaotic phase added to each user’s symbol data as a security code providing secure 

OWC connectivity for the transmitter (Alice) to the intended user (Bob). In such a 

system, the TSC scheme provides a stable interference-free multi-user access and the 

chaotic phase terms introduced over the entire signal constellation plane prevents 

unauthorised users from eavesdropping other channels. We use the logistic map 

iterative sequence derived with unique values for the initial value x1 and the constant 

parameter r for each user. Most importantly, our proposed secure system does not 

require additional bandwidth and has no performance degradation on the original 

symbol quality. In addition, blind equalisation can be avoided as an option for the 

eavesdropper due to the chaotic manner, and the chaotic phase over the entire signal 

constellation plane makes the system resistive to brute force or exhaustive search of 

computation to identify the security key. 

In this chapter, we first investigate the feasibility of a physical layer security mechanism 

using the chaotic phase. Power penalty introduced by the chaotic phase for legitimate 

user is experimentally demonstrated with multiple data rates based on both 4-QAM and 

16-QAM modulation formats. The results show that signal quality of each legitimate 

user is not degraded by the chaotic phase. Furthermore, by analysing the performance 

of eavesdroppers without prior knowledge of the security key realised with the chaotic 

phase terms for each user, we demonstrate the effectiveness of the eavesdropper’s 

inability to receive the transmitted data. In particular, as this mechanism realises the 

security key in the form of two unique values (r and x1), the potential eavesdropper 

could theoretically conduct exhaustive searching for a set of r and x1 that provides best 

performance, and thus may potentially be able to intercept Bob’s information. 

Consequently, the sensitivity of the security key needs to be further evaluated, in 

particular to the extent that information needs to be close to the original value to achieve 

potential detection. At the same time, tolerance to the time-slot code misalignment 

incorporating chaotic phase requires investigation as it affects multi-user interferences 

substantially. For the first time, we provide comprehensive theoretical analysis and 

experimentally investigate these key aspects and demonstrate a robust and secure 
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indoor OWC system supporting multiple users. Experimental results show that the 

proposed mechanism is still valid even under eavesdropper’s high searching accuracy 

of 10-10, demonstrating transmission based on both 4-QAM and 16-QAM modulation 

formats. The code misalignment tolerance is shown to be high as well, where 68.6% 

and 22.6% misalignment tolerance is achieved for 4-QAM and 16-QAM modulated 

signals, respectively, at the received optical power over -20 dBm. 

The rest of the chapter is organised as follows: 

Section 5.2 introduces the principle of the proposed security key and its generation 

process of the chaotic sequences within a multi-user environment implementation of 

the system architecture and its feasibility to secure the transmission. In Section 5.3, 

proof-of-concept experiments are carried out to demonstrate the security capability for 

multiple users.  Section 5.4 provides comprehensive investigation on robustness of the 

proposed mechanism based on both theoretical and experimental results. 

 

 

 

5.2 Principle of Secure Multiple Access with Chaotic Phase 

 

5.2.1 System Architecture 

The architecture of the proposed indoor optical wireless system supporting secure 

multi-user access is described in Fig. 5.1. As illustrated, the data bits are firstly 

generated for k users and then mapped into symbol patterns. In this study, we adopt 

QAM modulation formats as the preferred method to achieve high bandwidth 

downstream links. The number of phase terms in the phase sequence is the same as the 

number of symbols for an individual user (N). After applying each phase term to the 

corresponding symbol, the ith user’s secured symbol sequence is multiplied with the 

unique k-bit time slotted code which is the ith row of the identity matrix with the size of 

k, where k is the number of users as shown in Eq. (4.1). 
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Fig. 5.1 Block diagram of secure OWC with TSC and chaotic phase 

 

By employing the dedicated time-slot code, each user occupies non-overlapping 

specific symbol slots to avoid inter-user interference. The coded symbol sequences are 

summed up before passing through a pulse shaping filter for upsampling. The baseband 

signal is then up-converted to a carrier frequency fc and is completed with the digital-

to-analog conversion (DAC). The optical source is modulated by the electrical signal 

via an external modulator. 

At the receiver side, the optical signal along with the background light is captured by 

the photodiode (PD) after free space transmission. The output of PD is converted to 

digital signal for post-processing. Each user receives the entire signal sequence which 

is firstly down-converted and passed through a matched filter for downsampling and 
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filtering out of the baseband signal. The signature time slot code is then applied to 

extract intended symbols for each user. Next, the artificial phase noise is cancelled by 

employing a phase compensation using the negative value of the original chaotic phase 

term used at the transmission side. Lastly, amplitude and phase changes introduced 

from transmission are recovered before demodulating the baseband signals and 

completing the evaluation of transmission and detection performance metrics. 

 

5.2.2 Chaotic Phase Generation 

The secure OWC connections in our work are provided by adding artificial phase noise 

to each symbol. In order to simplify the procedures for the end users to generate exactly 

the same phase as the transmitter, we employ a logistic map to build the chaotic 

sequence. The logistic map is mathematically written as: 

 
 

1

1

(1 ).

0,4 , (0,1).

i i ix rx x

r x

  

 
   (5.1) 

where r is a constant parameter and x1 is the initial element. Since the chaotic manner 

of logistic map presents for r larger than 3.57 [146], the values of r ranging from 3.57 

to 4 are considered in our work. After multiplying by 360 degrees, phases over the 

entire I-Q plane are generated as: 

    360 , 1,2, , .n x n n N      (5.2) 

where x[n] is the original sequence generated from the logistic map, θ[n] is the phase 

sequence for I-Q plane and N is the number of symbols of each user, Each phase term 

is applied to the corresponding symbol by the transmitter, and then the original symbol 

sequence is encrypted by the chaotic sequence. Since reference symbols in a general 

QAM modulation format have typical decision region, in order to add phase noise, the 

chaotic phase sequence is expected to move the transmitted symbol outside the 

corresponding decision region of the reference symbol. Consequently, the resulting 

impact of additional phase noise is further evaluated. 
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5.2.3 Feasibility Analysis 

As illustrated in Fig. 5.2, the range of phase noise terms falling within the decision 

region for a specific reference symbol is described by the summation of two angles – β 

and γ, since the amplitude of the symbol in our proposed system is not changed by 

introducing the chaotic phase terms. 

 

 

Fig. 5.2 Signal constellation for a general square QAM 

 

Due to the symmetry of signal constellation, the impact is only illustrated for the first 

quadrant. For a reference symbol defined by its (I, Q) values in a general square M – 

ary QAM (M = 22l, l = 1, 2, 3…) modulation format, β and γ can be derived (details 

presented in Appendix B) as: 
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  (5.3) 

where in-phase (I) and quadrature (Q) components are generalised as: 
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  (5.4) 

The parameters a and b are natural numbers (1, 2, 3, etc.). In order to add phase noise 

terms, the added chaotic phase should satisfy: 

      , 360 ,I Q n I Q       (5.5) 

As a result, the noise rate is defined as the percentage of added phase noise terms that 

satisfy Eq. (5.5), i.e. have the capability to move the original symbol outside the 

corresponding decision region, and is expressed as: 

       1
,

1
, 360 ,

4
noisy l

I Q

P I Q n I Q  


       (5.6) 

where P (.) is calculated as the ratio of the number of phase terms that satisfy the 

condition shown in Eq. (5.5)phase terms, which is equal to the number of symbols of 

each user (N).). 

The numerical simulation results for 4-QAM and 16-QAM modulation formats are 

shown in Fig. 5.3 – (a) and (b) according to Eq. (5.6)with the number of symbols for a 

single user (N) set as 400,000.. 

 

(a)  
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(b)  

Fig. 5.3 Noise rate for (a) 4-QAM and (b) 16-QAM 

 

It shows that the value of r dominates the noise rate while x1 has negligible impact on 

the noise rate.  The high noise rate which is larger than 0.5 is always guaranteed for 

both 4-QAM and 16-QAM modulation formats except three special sets. The first 

special set is constructed with the value of r equal to 4 and the initial element x1 equal 

to 0.5, which gives out that the noise rate nearly reaches 0. This agrees with the nature 

of the logistic map described in Eq. (5.1)phase terms are plotted in ￼Fig. 5.4all phase 

terms are generated as ￼ 0 the initial phase (￼  1 360 0.5 180     and the second 

phase term (￼    2 360 4 0.5 (1 0.5) 360       ), which indicates that almost all 

symbols are not affected by the generated phase. 

 

(a)  (b)   (c)  

Fig. 5.4 Generated phase sequence with (a) r = 4 and x1 = 0.5, (b) r = 4 and x1 = 0.25, 

and (c) r = 4 and x1 = 0.75 
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On the contrast, the other two special sets (r = 4, x1 = 0.25 and r = 4, x1 = 0.75, 

respectively) produces the noise rate that is closely equal to 1. However, the generated 

phase sequence loses chaotic behaviour as shown in Fig. 5.4 – (b) and (c), and thus 

should be avoided when selecting keys (r and x1) for users. As a result, it is feasible to 

add phase noise by employing the chaotic phase generated by the logistic map. What is 

more, the noise rate for 16-QAM is higher than that for 4-QAM due to its higher 

complexity of the signal constellation. 

At the receiver side, each user employs its dedicated key to generate the same phase 

sequence and decode the encrypted symbol data. Registered users within the coverage 

of OWC multiple access network are assigned with dedicated keys defined by their 

unique (r, x1) pair. Chaffing and winnowing technique, which provides confidentiality 

via authentication, can be employed by Alice to transmit keys. By employing the 

chaffing and winnowing technique, eavesdropper has no ability to obtain other users’ 

keys with a satisfactory Medium Access Control (MAC) algorithm [147]. Since the 

chaotic phase sequence generated by the logistic map is not periodic and is sensitive to 

the value of r and x1 [148], blind equalisation at eavesdropper’s side is also not effective 

in being able to extract the message, and hence the optical wireless connection from 

Alice to Bob can be secured against detection by Eve. 

 

 

 

5.3 Experimental Demonstration 

 

Fig. 5.5 illustrates the experimental setup employed for proof-of-concept demonstration. 

In the experiments, time-slot coded data with chaotic phase terms were generated off-

line according to procedures described in Fig. 5.1. An AWG with 10 GHz sampling 

frequency and 0.5 V output peak-to-peak voltage (Vpp) was employed for D/A 

conversion. The output of AWG was amplified via an EA to modulate a 1553.01 nm 

tunable laser source through a 10 GHz MZM and a polarisation controller (PC) was 

also employed. After 5.6 km single-mode fibre signal distribution, the optical signal 

was sent over free-space. At the transmitter side, an adaptive lens system comprised of 
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a fibre termination coupled with a lens was employed to expand the optical beam to 

cover multiple users. The output power at the fibre end after MZM insertion loss and 

fibre transmission loss is about 7.5 dBm. The distance between the fibre end and the 

lens can be adjusted to control the beam width after beam expansion. In our experiments, 

the beam width was set to around 20 cm at the receiver plane. The selection of beam 

width was restricted by the optical transmission power as well as the availability of 

lenses. After 2 m of free space transmission, a coupling system including a compound 

parabolic concentrator (CPC) and a series of lenses was placed to collect and focus light 

into the fibre end. Then a 2 GHz bandwidth PD integrated with a FET based 

transimpedance preamplifier was used to convert the optical signal to electrical signal. 

A DSO performed A/D for off-line processing. 

 

 

Fig. 5.5 Experimental setup 

 

For the post-processing part, each user firstly identified the message tag to differentiate 

the beginning of the message sequence and down-converted the signal from the carrier 

frequency. Then a raised-cosine filter was employed for downsampling and filtering 

out the baseband signal. Then the summed symbol sequence was multiplied with the 

corresponding time-slot code for each user to retrieve its own chaotic phase coded 

symbol sequence. Each user then employed its security key consisting of the constant 

parameter r and the initial element x1 to generate the chaotic phase sequence according 

to Eq. (5.1)￼(5.2)s to the coded symbol sequence to securely decode the message. The 

traditional baseband demodulator and symbol error rate (SER) calculator were applied 

after amplitude and phase recovery.s to the coded symbol sequence to securely decode 

the message. The traditional baseband demodulator and symbol error rate (SER) 

calculator were applied after amplitude and phase recovery. 
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In terms of the proof-of-concept demonstration, the five-user scenario was considered. 

Four users were provided with the secure connection with chaotic phase, and the 

connection of the remaining user was unsecured as a reference. We selected four typical 

constant parameters of r for the four secure users, i.e. 3.95, 3.78, 3.61 and 3.67, which 

contribute to a higher noise rate successively according to the analytical results shown 

in Fig. 5.3 – (a) and (b). The initial value x1 was fixed as 0.35 as it has ignorable impact 

on the noise rate according to results shown in Fig. 5.3 – (a) and (b) as well. The noise 

rate for these selected typical values of r with x1 fixed 0.35 is re-plotted in for clearer 

illustration. 

 

 

Fig. 5.6 Noise rate for r = 3.61, 3.67, 3.78 and 3.95 with x1 fixed as 0.35 

 

Measurements were first carried out to test the power penalty by comparing SER 

performances of the user without chaotic phase and the other four users with the chaotic 

phase. The secure capability of the proposed mechanism was then demonstrated by 

comparing SER performances with and without the knowledge of keys.  

Multiple data rates for both 4-QAM and 16-QAM modulation formats were evaluated 

in our experiments, i.e. 1.25 Gb/s, 2 Gb/s and 2.5 Gb/s for 4-QAM, and 2.5 Gb/s, 3.33 

Gb/s and 4 Gb/s for 16-QAM. The SER threshold is set according to 7% FEC limit 

(BER ≤ 3.8 × 10-3) and the relationship between SER and BER is summarised in Table 

2 according to [134] and [135] for some examples of general square QAM, e.g. 4-QAM, 

16-QAM , 64-QAM and 256-QAM. 
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Modulation 

format 

4-QAM 

(l = 1) 

16-QAM 

(l = 2) 

64-QAM 

(l = 3) 

256-QAM 

(l = 4) 

BER 

threshold 
3.8 × 10-3 

SER 

threshold 7.5859 × 10-3 1.5142 × 10-2 2.267 × 10-2 3.0169 × 10-

2 

Table 2 Relationship between BER threshold and SER threshold with 7% FEC limit 

for 4-QAM, 16-QAM, 64-QAM and 256-QAM 

 

(a)  

(b)  

Fig. 5.7 Power penalty results with different bit rates for (a) 4-QAM and (b) 16-QAM 
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As illustrated in Fig. 5.7 – (a) and (b), there is no significant difference in the SER 

performance amongst users with different r and x1 values for both 4-QAM and 16-QAM 

modulation formats. In addition, the users with and without the proposed chaotic phase 

for a specific system capacity also have similar performance. The reason is that the 

chaotic phase can be cancelled at the user terminal by applying the corresponding key 

(r and x1) as stated in the principle. However, system with higher capacity provides 

smaller coverage since it suffers more from bandwidth related noise during 

transmission and detection while the chaotic phase noise is fully cancelled. Also, no 

superiority exists among users according to the rules of the TSC scheme. 

 

(a)  

(b)  

Fig. 5.8 SER performance and constellation with and without the key for (a) 2.5 Gb/s 

4-QAM and (b) 4 Gb/s 16-QAM 
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In addition, we tested the SER performance without the knowledge of keys. The results 

of 2.5 Gb/s 4-QAM and 4 Gb/s 16-QAM scenarios are shown in Fig. 5.8 – (a) and (b). 

We can see from the figure that the SER without the knowledge of each key is always 

above the error-free threshold at any location, which means the transmitted data cannot 

be recovered and secure communication can be achieved. In addition, the key that 

contributes to higher noise rate shown in Fig. 5.6 (i.e. 3.95, 3.78, 3.61, and 3.67, which 

contribute to a higher noise rate successively) leads to higher SER without the 

knowledge of the corresponding key. For different locations, SER without knowledge 

of each key is almost flat as it is dominated by the phase noise added by the chaotic 

sequence rather than signal SNR. 

 

(a)  

(b)  

Fig. 5.9 Average BER of all users for 4-user, 8-user and 10 user cases with (a) 2.5 

Gb/s 4-QAM and (b) 4 Gb/s 16-QAM 
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We also considered 8 users and 10 users registered to be served with secure connections 

in the system to evaluate the impact of the number of users on the system performance. 

For 8-user case, 3.61, 3.67, 3.72, 3.78, 3.81, 3.87, 3.95 and 3.97 are assigned to each 

user, respectively, for the value of r while x1 is set as 0.35 for all users. In terms of 10-

user case, the other two values of r are selected as 3.59 and 3.65. Fig. 5.9 shows the 

average SER of all legal users for each case based on 4-QAM with 2.5 Gb/s and 16-

QAM with 4 Gb/s. It can be observed that the SER for each case with different amount 

of users does not differ much. As a result, the system performance with chaotic phase 

for legal user does not degrade with the increasing number of users in the secured 

system. 

 

 

 

5.4 Investigation on System Robustness 

 

5.4.1 Analysis of secured mechanism limitation 

In order to provide secure multiple access in indoor OWC system, we have proposed a 

novel mechanism using time-slot coding for multiple access and chaotic phase for 

secure capability. Experimental results show that the intended user’s signal quality is 

not affected by the addition of chaotic phase while the potential eavesdropper cannot 

obtain the message without the key. However, this mechanism provides security by the 

key consisting of two constants r and x1 which have finite range and all users registered 

in OWC network know the security mechanism. Potential eavesdropper is thus able to 

theoretically conduct exhaustive searching for a set of r and x1 that provides the lowest 

SER to intercept legal user’s information.  

It is thus significant to critically investigate resilience of the scheme against such an 

exhaustive search, where a higher searching accuracy tolerated by the mechanism 

represents a better robustness. Consequently, we first numerically evaluate the 

sensitivity of key. The legitimate user (Bob) has the key of rb and x1
b while the potential 
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eavesdropper (Eve) prepares to eavesdrop the message using its own estimates for re 

and x1
e at the decoding side: 

 1 1,e b e br r x x       (5.7) 

where δ is the difference between Bob’s and Eve’s keys and also stands for the 

searching accuracy. The chaotic phase sequence generated by Bob and Eve are denoted 

by  b n  and  e n  using Eq. (5.1)￼(5.2)s own estimates of the key to generate 

chaotic phase sequence and apply its negative version to the received signal at the 

receiver side. The outage rate denoted as Pout is defined as the percentage of symbols 

that can be decoded correctly with Eve’s key:out is defined as the percentage of symbols 

that can be decoded correctly with Eve’s key: 

         1
,

1
, ,

4

b e

out l
I Q

P I Q n n I Q   


        (5.8) 

where     b en n   is the resultant phase around the symbol after applying Eve’s 

decoding phase sequence and the condition that makes correct decoding is when the 

resultant phase is within the range between   and  , which are defined in Eq. (5.3) 

The numerical simulation results of the outage rate with δ = 10-5 and δ = 10-10 for both 

4-QAM and 16-QAM modulation formats are illustrated in ￼Fig. 5.10. 

 

(a)  (b)  
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(c)  (d)    

Fig. 5.10 Outage rate with (a) δ = 1e-5 for 4-QAM. (b) δ = 10-10 for 4-QAM, (c) δ = 

1e-5 for 16-QAM, and (d) δ = 10-10 for 16-QAM 

 

It can be seen that the constant parameter in Bob’s key (rb) dominates the outage rate 

while the initial value (x1
b) has limited impact. Furthermore, the simulation results show 

similar distribution of Pout over rb and x1
b with two different δ values, i.e. 10-5 and 10-

10, for both modulation formats. With the tiny difference (10-10) which indicates high 

searching accuracy between keys, the outage rate maintains lower than 0.5 for rb 

landing outside the islands of stability of logistic map. Since the principle of the logistic 

map is a bifurcation process, for the constant parameter r larger than 3.57, chaos 

emerges with some isolated ranges that show non-chaotic manner which are named as 

islands of stability [146, 149]. The examples of islands of stability are indicated in the 

bifurcation diagram of the logistic map shown in Fig. 5.11.  

 

 

Fig. 5.11 Bifurcation diagram of the logistic map and islands of stability 
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We further evaluate the outage rate with different orders of δ for four typical values of 

r while x1 is fixed as 0.35 for Bob. Three values of r are selected as 3.59, 3.65 and 3.78, 

which are outside the island of stability and are successively further away from it. The 

fourth value is 3.84 which stands inside the island of stability and thus does not lead to 

the chaotic behaviour, showing higher outage rate of 1 for most cases. The outage rate 

with low searching accuracy (δ = 0.001) to high searching accuracy (δ = 10-10) for 4 

typical values of r is plotted in Fig. 5.12. It is import to note that realising the searching 

accuracy higher than 10-10 is restricted by numerical precision of the processor.  

(a)  

(b)  

Fig. 5.12 Outage rate with different orders of searching accuracy (δ) for r = 3.59, 

3.65, 3.78 and 3.84 while x1=0.5 based on (a) 4-QAM modulation format and (b) 16-

QAM modulation format 

 

It can be seen that 4-QAM modulation format produces higher outage rate compared 

with 16-QAM due to its simple signal constellation for a specific value of r outside the 

islands of stability. The outage rate remains stable with searching accuracy higher than 
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10-3. As a result, it is generally concluded that the outage rate can be well limited with 

the searching accuracy of potential eavesdropper up to (10-10)2 by carefully selecting 

the constant parameter for each user according to outage rate calculated in Eq. (5.8). 

In order to investigate the impact of searching accuracy on the OWC system 

performance, we further derive SER equation with searching accuracy over indoor 

OWC channel and conduct experimental demonstration using setup shown in Fig. 5.5. 

We here define the outage phase sequence as the difference between two phase 

sequences generated using Bob’s and Eve’s keys: 

   [ ] [ ]b e

out n n n      (5.9) 

By following the same convention employed in deriving SER in Section 4.4.1, the SER 

equation with searching accuracy and indoor OWC channel can be derived as: 
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  (5.10) 

where , ,N c dx  and , ,N c dy  is expressed as: 

 

    

    
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, ,
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, 1,2
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x I Q I Q i

y I Q I Q i

c d





    

    



  (5.11) 

In Eq. (5.11)the notation of ￼  ,c dI Q ￼  ,c dI Q positive in-phase axis where ￼ cI

￼ dQ 2l – ary QAM can be given by: QAM can be given by: 
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  (5.12) 

where a and b are natural numbers. Standard deviation in Eq. (5.10)￼(3.25)Derivation 

of the relationship between SER and BER is under a valid approximate relationship 

between EVMRMS and SNR as shown in Eq. ￼, which is only valid for the typical 

system with transmission and detection noise. However, when characterizing 

eavesdropper’s performance, the noise level containing chaotic phase noise which is 

too high to hold this approximation. (3.17), which is only valid for the typical system 

with transmission and detection noise. However, when characterizing eavesdropper’s 

performance, the noise level containing chaotic phase noise which is too high to hold 

this approximation. Hence, only SER is considered when evaluating Eve’s performance.  

 

(a)  

(b)  

Fig. 5.13 Analytical SER in terms of σ and r with x1 = 0.35 and δ = 10-10 for (a) 4-

QAM and (b) 16-QAM 

 

The analytical results of SER with a higher searching accuracy of 10-10 respect to r and 

σ based on 4-QAM and 16-QAM modulation formats are illustrated in Fig. 5.13 where 
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x1 is fixed as 0.35. An examination of the variation as r takes different values clearly 

shows agreement with the islands of stability illustrated in Fig. 5.11. The SER 

performance with r having values outside the islands of stability maintains in a high 

level and the signal SNR which is represented by standard deviation (σ) has little impact 

on it. However, the SER performance with r inside the islands of stability is dependent 

on σ and is increasing with increased σ, which means the potential eavesdropper is able 

to extract legal user’s message with satisfactory signal SNR. In real implementations, 

the values of r inside islands of stability should be avoided. 

To further evaluate the impact of x1 on SER performance of Eve, we also include the 

analytical SER in terms of the initial element x1 and standard deviation (indicating 

signal SNR level) for 4-QAM and 16-QAM with three typical values of r selected 

outside the islands of stability, i.e. 3.59, 3.65 and 3.78 in Fig. 5.14. It can be seen that 

the initial element x1 has negligible impact on Eve’s SER, although the impact of x1 

becomes more obvious for r = 3.98, 3.65 and 3.59 successively. What is more, the SER 

performance of r that provides smaller outage rate ( , 3.78 , 3.65 , 3.59out r out r out rP P P     ) is 

less dependent on σ which indicates signal SNR. 

 

(a) 

 

(b) 

       

Fig. 5.14 Analytical SER in terms of σ and x1 with three typical values of r and δ = 10-

10 for (a) 4-QAM and (b) 16-QAM 
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In addition to analytical investigation, we experimentally evaluated the robustness of 

the mechanism against the high searching accuracy and showed satisfactory agreement 

between measured results and analytical results. In our experiments, some typical 

values of r were selected while x1 was fixed as 0.35 for Bob, since the chaotic behaviour 

is dependent on r rather than x1 as shown in the analysis before. Four users were 

considered for proof-of-concept demonstration and the typical value of r was selected 

as 3.59, 3.65, 3.78 and 3.84 for each user, respectively. A tiny difference between keys 

of Bob and Eve was considered, i.e. δ = 10-10, which indicates a high searching accuracy. 

The experimental setup is as in Fig. 5.5 with a beam waist of 20 cm. The SER 

performances for Bob and Eve based on 4-QAM modulation format with multiple data 

rates in terms of the distance from beam centre are plotted in Fig. 5.15 while several 

received constellations are illustrated in Fig. 5.16. The results using 16-QAM 

modulated data are shown in Fig. 5.17 and Fig. 5.18. 

  

(a)   

(b)  (c)  

Fig. 5.15 SER performance with respect to different distances from beam centre for 4-

QAM with (a) 2.5 Gb/s, (b) 2 Gb/s and (c) 1.25 Gb/s 
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Fig. 5.16 Experimentally received signal constellations at 10.5 cm from the beam 

centre for 4-QAM with 2.5 Gb/s 

 

(a)  

(b)  (c)  

Fig. 5.17 SER performance with respect to different distances from beam centre for 

16-QAM with (a) 4 Gb/s, (b) 3.33 Gb/s and (c) 2.5 Gb/s 
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Fig. 5.18 Experimentally received signal constellations at beam centre for 16-QAM 

with 4 Gb/s 

 

In Fig. 5.15 and Fig. 5.17, the analytical SER results are denoted by lines and are 

calculated according to Eq. (3.25)￼(5.10)Since there is no significant difference in 

SER amongst legal users with different keys as shown in ￼Fig. Fig. 5.7￼Fig. Fig. 

5.16￼Fig. Fig. 5.18 cm from the beam centre for 2.5 Gb/s 4-QAM and 0 cm for 4 Gb/s 

16-QAM. Also, the other possible source for the offset is from approximations when 

calculating theoretical stand deviation. 0 cm for 4 Gb/s 16-QAM. Also, the other 

possible source for the offset is from approximations when calculating theoretical stand 

deviation.  

Importantly, for keys with chaotic manner (r = 3.59, 3.65 and 3.78), the eavesdropper 

with high searching accuracy of 10-10 still has SER values above the 7% FEC limit, 

which indicates that the message remains secure. In addition, the key which provides 

lower outage rate as shown in Fig. 5.10 and Fig. 5.12 provides worse SER for Eve even 

with accurate searching. On the other hand, the eavesdropper successfully decodes the 

message of Bob equipped with r of 3.84. That is because that the bifurcation process 

using r = 3.84 produces periodic values and thus loses chaotic behaviour. As a result, 

the values of r that belong to islands of stability cannot claim any security due to the 

absence of chaos.  

Instead of the analysis discussed above, based on the literatures [150, 151], a common 

method to demonstrate random characteristic of the generated sequence is the study of 



Chapter 5 

102 

 

auto-correlation and cross-correlation function. We alternatively study the auto-

correlation and cross-correlation functions in the numerical simulations to evaluate the 

randomness of the generated chaotic sequence. The zero-normalised auto-correlation 

(ZNAC) and zero-normalised cross-correlation (ZNCC) for the generated phase 

sequence  n  and  * n  are defined as follows: 
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where the zero-normalised phase sequence is denoted as  n ,  n  is the mean value 

of the original phase sequence  n , .  is the L2 norm and is the displacement. The 

chaotic phase sequence is generated using r = 4 and x1 = 0.6 for example to calculate 

autocorrelation and the corresponding result is illustrated in Fig. 5.19 – (a). The number 

of phase terms in each sequence is set as 400,000. 

 

(a)  (b)  

Fig. 5.19 Examples of (a) autocorrelation for r = 4, x1 = 0.6 and (b) cross-correlation 

for r = 4, x1 = 0.6 and r = 4, x1 = 0.6000001 
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It can be observed that the value of ZNAC maintains very low around 0 when τ is not 

equal to 0, which indicates that this sequence does not have self-similarity. Fig. 5.19 – 

(b) represents the result of ZNCC of two phase sequences generated using r = 4 and two 

initial elements with tiny difference, i.e. x1 = 0.6 and x1
* = 0.6000001, respectively. The 

value of ZNCC is shown to be very small around zero for all values of lag τ, which 

means the generated sequences have well satisfactory random property. In Fig. 5.20, 

we further illustrate the ZNCC results of Bob’s phase sequences and Eve’s phase 

sequence employed in our experiments as shown in Fig. 5.15 and Fig. 5.17, i.e. rb = 

3.59, 3.65, 3.78 and 3.84, respectively, while 1

bx =0.35.  

 

 

Fig. 5.20 Cross-correlation of the phase sequences for Bob and Eve with δ = 10-10 and 

rb = 3.59, 3.65, 3.78 and 3.84, respectively.  

 

From Fig. 5.15, Fig. 5.17 and Fig. 5.20, it can be concluded that the key, which provides 

the ZNCC values closer to 0, is able to lead the eavesdropper to have worse SER. Only 

Bob’s sequence generated using rb = 3.84 has the ZNCC that exactly equals to 1 with 

Eve’s phase sequence when τ = 0. However, the analysis of auto-correlation and cross-

correlation is not intuitive to indicate the system performance. Even two sequences of 

chaotic phase of Bob and Eve look very similar with some values of ZNCC around 
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0.976 when rb is equal to 3.59 and δ is 10-10, the message of the legitimate user is still 

secure from eavesdropping as shown in the previous comprehensive investigation with 

both analytical results and experimental results on SER. The outage rate calculated 

using Eq. (5.8)￼(5.10) guide to select keys for registered users. Although the equations 

in the analysis above are derived for indoor OWC channel based on QAM modulation 

format with chaotic phase generated using the logistic map, the derivation process can 

be transferred to other communication systems using different modulation formats and 

different methods to generate chaotic sequence, such as Lorenz map [157], Chebyshev 

chaotic map [158], etc. [158], etc. 

 

5.4.2 Code overlapping ratio impact with chaotic phase 

In addition to investigation on searching accuracy, tolerance to the time-slot code 

misalignment incorporating chaotic phase is another key factor that affects system 

robustness and also needs to be analysed as it affects multi-user interferences 

substantially. We derive theoretical BER equation and also conduct experimental 

demonstration for the case where chaotic phase is incorporated. By following the 

convention described in Section 4.4.1, the symbol error rate for the intended secured 

user with the overlapping ratio (Ro) is given by: 
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  (5.15) 

where ,N cx  and ,N dy  are derived as: 
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where  o i  is the ith element of the summation of chaotic phases from overlapped 

adjacent users and  b i  is the ith phase component of the intended user: 
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The intended user is generalised as the jth user and the key assigned to the preceding 

user, i.e.  1
th

j   user, consists of the constant parameter 1jr   and the initial element 

x1 
j-1 while the following user is denoted as the  1

th
j   user. The other symbols as 

shown in Eq. (5.15)￼(5.16) as follows: as follows: 
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where a, b, p and q are natural numbers. As discussed in Section 3.3.3 and Section 4.4.1, 

we further derive RMSEVM  in the proposed system with chaotic phase and code 

misalignment issue to link SER with BER. According to the definition of RMSEVM  

shown in Eq. (3.12)￼ RMSEVM  for this case can be expressed as: 
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   (5.20) 

As a result, the RMSEVM  has the same expression as that without chaotic phase 

interference in Eq. (4.16) That is because the chaotic phase noise for the intended user 

is cancelled at its decoder side while the overlapped symbols the chaotic phase noise 

forms the noisy constellation around the corresponding reference symbol of the 

intended user. As the proposed mechanism only add noise to phase component rather 

than modifying the symbol amplitude, the ￼ RMSEVM The BER can thus be linked with 

SER based on Eq. ￼(4.17) and is given by:(3.26) and is given by: 
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  (5.21) 

As it has been demonstrated that the proposed secure mechanism is robust against 

eavesdropper’s exhaustive searching accuracy as high as 10-10 when the keys are 

selected outside the islands of stability, we equip two users each with the key outside 

the islands of stability, i.e. user-1: r = 3.75, x1 = 0.66; user-2: r = 3.81, x1 = 0.28, as an 

example to evaluate the BER performance with code misalignment and chaotic phase. 

Fig. 5.21 shows the analytical BER simulated based on Eq. (5.21) for 4-QAM and 16-

QAM modulation formats. 

Overall speaking, it can be observed from Fig. 5.21 that 16-QAM modulation format is 

less resilient to the code misalignment than 4-QAM modulation format. Once the keys 

are set, the BER performance is only dependent on code overlapping ratio and signal 

SNR for a specific modulation format, and when overlapping ratio is relatively high, 

the impact of signal SNR becomes negligible. Moreover, from Eq. (5.16)￼(5.21) = 

3.75 and x1 = 0.66, and then further evaluate the BER performance of the intended user 

with different values of r for the overlapped adjacent user (user-2) while the initial value 

for user-2 is still fixed as 0.28 since it has negligible impact on the system performance 

as shown in the previous discussions. The value of σ is set as 0.1 to indicate the same 

signal SNR level for both modulation formats.σ is set as 0.1 to indicate the same signal 

SNR level for both modulation formats. 
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(a)  

(b)  

Fig. 5.21 Analytical BER performance with Ro and σ for (a) 4-QAM and (b) 16-QAM 

for two users with keys outside the islands of stability (user-1: r = 3.75, x1 = 0.66; 

user-2: r = 3.81, x1 = 0.28). 

 

As shown in Fig. 5.22, the BER of the intended user with the key outside the islands of 

stability increase as the overlapping ratio becomes larger for both modulation formats. 

At the same time, the value of r for the overlapped adjacent user (user-2) has ignorable 

impact on the intended user’s BER. That is because the RMSEVM in the proposed system 

does not depend on the chaotic phase as described in Eq. (5.20). 
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(a)  

(b)  

Fig. 5.22 Analytical BER performance as a function of Ro and different values of r for 

user-2 in (a) 4-QAM and (b) 16-QAM modulated system 

 

In terms of experimental verification, two users were considered for simplicity and both 

users were assigned with r provides chaotic manner and thus has low outage rate (user-

1: r = 3.75, x1 = 0.66; user-2: r = 3.81, x1 = 0.28). The high noise rate is also offered by 

the selected keys according to the results shown in Fig. 5.3. The BER of two users at 

three distances from the beam centre with different overlapping ratios were tested using 

experimental setup described in Fig. 5.5 with around 20 cm beam waist at the receiver 

plane, and both 4-QAM and 16-QAM modulations were taken into consideration.  



Chapter 5 

110 

 

(a)  

(b)  

Fig. 5.23 BER performance and signal constellation examples in terms of overlapping 

ratio with different user locations for secured (a) 4-QAM and (b) 16-QAM 

transmission 
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Fig. 5.23 shows both results measured in the experiments and those calculated 

according to the derived analytical model. Received signal constellations with different 

overlapping ratios and at different locations are included for illustration. Experimental 

results display satisfactory matching with simulation results calculated using Eq. (3.25)

￼(5.21), 5 cm and 10 cm in the experiments was measured as -20.2 dBm, -21.4 dBm 

and -24.3 dBm respectively. It also can be seen that the error-free detection at the beam 

centre can be realised with a maximum overlapping ratio of 68.6% and 22.6% for 4-

QAM and 16-QAM systems, respectively. Furthermore, with the increasing 

overlapping ratio, the BER results at different locations become merged as the 

overlapping ratio starts to dominate in system performance rather than signal SNR.68.6% 

and 22.6% for 4-QAM and 16-QAM systems, respectively. Furthermore, with the 

increasing overlapping ratio, the BER results at different locations become merged as 

the overlapping ratio starts to dominate in system performance rather than signal SNR. 

 

 

 

5.5 Conclusions 

 

In this chapter, we have proposed an effective mechanism to provide multiple secure 

connections in indoor OWC system, whereby the TSC scheme is responsible for 

multiple access and the chaotic phase sequence generated based on the logistic map is 

employed to protect each connection from potential eavesdropping. Both analytical and 

experimental results have shown that it is feasible for the proposed mechanism to 

provide secure OWC connections.  The analytical results indicate that the value of r 

dominates both the noise rate and the outage rate. The experiments have shown that 

SER without the knowledge of key always exceeds the 7% FEC limit, which means an 

illegal user cannot detect the signal without the key. What is more, the experiments 

have demonstrated that adding the chaotic phase does not affect the signal quality of 

each legitimate user. In terms of robustness of the proposed mechanism, theoretical 

analysis has been completed for the tolerance against eavesdropper’s exhaustive search 
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and code misalignment issue. Experimental results have illustrated satisfactory 

agreement with the corresponding analytical results and shown that the proposed 

mechanism is robust against both eavesdropper’s high searching accuracy of 10-10 and 

code misalignment, where the maximum code overlapping ratio for error-free operation 

is 68.6% and 22.6% for 4-QAM and 16-QAM modulated systems.  
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Chapter 6 Key System Parameters in High-speed 

Indoor Optical Wireless Communications 

 

 

 

6.1 Introduction 

 

In previous chapters, we have devised a novel OWC system for in-building applications, 

and ultra-broadband communications for multiple users simultaneously and securely 

can be established. Proof-of-concept experiments have been carried out with an 

expanded beam waist of 20 cm and a maximised bit rate of 2.5 Gb/s for 4-QAM and 4 

Gb/s for 16-QAM. However, due to the availability of lenses, limited laser source 

output powers, coupling losses as well as D/A sampling frequency, the achievable 

system data rate is restricted in experimental demonstrations. In addition, it is not 

realistic to thoroughly investigate the impacts of several key parameters, including the 

transmission optical power, laser RIN level, expanded beam waist, background light 

power, and time-slot code overlapping ratio, on system performances, such as the 

maximum error-free coverage for various data rates via experiments.  

Consequently, we extensively evaluate the indoor OWC system performance with 

general square QAM modulation format under different key parameters by using the 

analytical model derived and experimentally verified in previous chapters. The optimal 

beam waist is captured for the data rate in demand, and the corresponding maximum 

error-free coverage provided by a single transmitter is studied based on 4-QAM and 16-

QAM modulation formats. Furthermore, the transmitted optical power and laser RIN 

property are investigated showing that the system performance is not limited by the 

intensity noise although increasing optical power results in higher intensity noise. The 
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impact of background light induced noise on the receiver sensitivity of multiple data 

rates based on 4-QAM and 16-QAM modulated system is evaluated both 

experimentally and analytically. Finally, the code misalignment as another key factor 

in multiple access OWC network is analysed and discussed. Analytical results shows 

that the code misalignment tolerance with secure connection is worse than that without 

secure communications due to the introduction of chaotic phase interference from the 

overlapped adjacent users. Although the 16-QAM modulated system is less tolerant to 

code misalignment than the 4-QAM based indoor OWC system, the code misalignment 

tolerance degradation due to chaotic phase is smaller.  

The rest of this chapter is organised as follows: 

Section 6.2 investigates the impacts of key transmitter parameters on the maximum 

error-free coverage, including beam waist after expanding, transmitted optical power 

and laser RIN. The SNR penalty introduced by the intensity noise is also derived and 

analysed. In Section 6.3, the impacts of background light and preamplifier induced 

noise are investigated and discussed. Finally, Section 6.4 provides the analysis of code 

misalignment tolerance for multiple data rates up to 10 Gb/s and shows comparison 

between scenarios with and without the chaotic phase. 

 

 

 

6.2 Impacts of Transmitter Parameters 

 

As discussed in Section 3.2, a single transmitter together with adaptive lens system is 

employed in the proposed indoor OWC system to cover a certain area at the user side. 

The beam width at the receiver plane can be adjusted by controlling the distance 

between the lens and the fibre end according to Eq. (3.2)￼(3.4)user terminal with a 

specific transmission power and receiver area is dependent on the beam width after 

expanding and the distance from the beam centre as described in Eq. (3.5). ￼Fig. Fig. 

6.1with respect to the distance from the beam centre under different beam waists, where 

the transmission power is restricted by eye and skin safety regulations and is set as 7 

mW. The receiver area is 2 cm and the coupling loss is assumed to be 0 dB. Due to the 
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symmetry of optical power distribution, only one direction from the beam centre is 

shown.centre is shown. 

 

 

Fig. 6.1 Received optical power with respect to distance from beam centre under 

different beam waist (ω)  

 

It is intuitive that the optical beam spreads to cover larger area with a larger beam waist 

at the receiver plane, however, the received optical power at the beam centre degrades 

accordingly as illustrated in Fig. 6.1. What is more, for a specific bit rate with certain 

receiver sensitivity, i.e. the minimum received optical power that provides error-free 

transmission, there is an optimal beam waist that could provide the largest error-free 

coverage by a single transmitter. For example, the beam waist of 0.6 m, 0.9 m and 0.3 

m provides the successively larger error-free coverage areas with a received sensitivity 

of -23.5 dBm, while the beam waist of 1.2 m fails to provide error-free connection under 

this condition. As a result, we further test the BER performance with different beam 

waists when the user is moving away from the beam centre. Other key system 

parameters used in the analysis are summarised in Table 3. Fig. 6.2 – (a) shows the 

analytical results calculated using the system model developed in Section 3.3 for both 

4-QAM and 16-QAM modulation formats with 10 Gb/s system capacity, and the BER 

threshold plane of 3.8 × 10-3 is also included to indicate the error-free coverage. 

 



Chapter 6 

116 

 

Transmission 

power (Pt) 

7 mW Receiver area 

(Srx) 

22   cm2 

RIN -118 dB/Hz Responsivity (R) 0.8 A/W 

Background light 

power (Pbn) 

-30.12 dBm Coupling loss 0 dB 

Table 3 Key system parameters used in investigating beam waist impact 

 

(a)  

(b)  

Fig. 6.2 (a) BER performance with respect to user location and beam waist for 10 

Gb/s 4-QAM and 16-QAM; (b) Maximum error-free radius with different beam 

waists 

 

Fig. 6.2 – (b) illustrates the intersection of the analytical BER results and the BER 

threshold plane, which indicates the largest coverage (in radius from beam centre) that 

can provide error-free transmission. It can be observed that there is an optimal beam 

waist to achieve maximised error-free coverage, and the error-free coverage size is 

reduced beyond this optimal point. We further analyse the achievable maximum error-

free coverage provided by a single transmitter for the 4-QAM and 16-QAM systems 
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with different bit rates ranging from 1 Gb/s to 10 Gb/s and the corresponding optimal 

beam waist. 

 

(a)  (b)  

Fig. 6.3 (a) Maximum error-free coverage and (b) corresponding beam waist for 4-

QAM and 16-QAM with different data rates 

 

As illustrated in Fig. 6.3, the largest error-free radius and the corresponding optimal 

beam waist decreases with an increasing data rate for both 4-QAM and 16-QAM 

modulation formats due to the increased bandwidth-related noise. For a specific bit rate, 

4-QAM is able to provide larger error-free coverage compared to 16-QAM as it requires 

less SNR. However, the difference in achievable error-free radius between 4-QAM 

modulated system and 16-QAM modulated system becomes less significant when the 

bit rate increases, where there is 30.92 cm difference for the system capacity of 1 Gb/s 

and only 2.33 cm for the 10 Gb/s system. Thus, the higher-order 16-QAM modulation 

format is more appropriate than 4-QAM for high data rate systems exceeding 10 Gb/s, 

as it is more spectrally efficient and requires more cost-effective opto-electronic devices 

with smaller bandwidth. What is more, with the aid of the derived system analytical 

model and the results shown in Fig. 6.3, the lens configuration at the transmitter side 

can be adjusted adaptively according to the user’s location and system capacity 

requirement.  

In addition to the optical beam waist at the receiver plane, another key parameter of the 

optical wireless transmitter is the transmitted optical power, which is measured after 

the fibre end at the transmitter end, as it directly results in received optical power 

changes and thus affects the signal SNR. On one hand, increasing the optical 

transmission power is able to improve the received signal power. On the other hand, it 
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is also related to RIN noise as described in Eq. (3.24)an increased optical power. 

increased optical power.  

 

    (a)                                                           (b) 

 

Fig. 6.4 (a) Maximised error-free coverage and (b) corresponding optimal beam waist 

in terms of transmission power for 10 Gb/s 4-QAM and 16-QAM 

 

Analytical results of maximised achievable error-free coverage and the corresponding 

employed optical beam waist are illustrated in Fig. 6.4. Key system parameters are set 

as the same as those in Table 3 except the transmission power while the bit rate is fixed 

at 10 Gb/s. It can be seen that the error-free coverage is enlarged by increasing 

transmission power for both 4-QAM and 16-QAM modulation formats Although 

increasing the transmission power results in higher level of the RIN noise, the increase 

in signal power dominates the change of signal SNR. As a result, the error-free area and 

the corresponding beam waist can be decided by controlling the transmission power for 

a specific system capacity. In addition to modifying the transmission power, the 

received optical power can also be increased by employing the receiver with larger 

detective area. 

As mentioned in Section 3.3.2, the contribution of the laser intensity fluctuations to the 

total electrical noise at the receiver is included in the analytical model. As another key 

parameter at the transmitter side, we further investigate the impacts of laser RIN. The 

BER performances in terms of the distance from beam centre under various values of 

RIN for 4 Gb/s 4-QAM and 16-QAM modulated OWC systems are shown as an 
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example in Fig. 6.5. The optical beam waist is selected as the optimal value for the 4 

Gb/s bit rate according to Fig. 6.3, i.e. 57 cm for 4-QAM and 50 cm for 16-QAM. Other 

parameter settings are the same as shown in Table 3 except that RIN is treated as a 

variable. The intersections of the BER surface and the BER threshold plane for both 

modulation formats are illustrated in Fig. 6.6. 

 

                                  (a)                                                             (b) 

 

Fig. 6.5 BER performance at different locations for (a) 4 Gb/s 4-QAM and (b) 4 Gb/s 

16-QAM system with respect of different RIN values 

 

 

Fig. 6.6 Maximised error-free distance from beam centre with respect to different 

values of RIN for 4Gb/s 4-QAM and 16-QAM system 

 

Results above show that the achievable error-free coverage becomes larger by 

decreasing RIN value, However, it maintains relatively stable after a certain value of 

RIN for both modulation formats. We here define the error-free radius increment 

threshold as the point where the maximally achievable error-free radius is reduced by 
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1 cm due to the reduction of RIN. As we can see from Fig. 6.6, for 4 Gb/s indoor OWC 

system, there is only marginal improvement (< 1 cm) in the error-free coverage when 

the RIN is smaller than -113.7 dB/Hz for the 4-QAM modulation format and when it is 

smaller than -119.3 dB/Hz for the 16-QAM modulation format. The same analysis as 

shown in Fig. 6.5 and Fig. 6.6 can be carried out for other system capacities as well.  

Here, the SNR penalty due to intensity noise is theoretically studied for different bit 

rates. With a certain received optical power (Pr), we define the SNR penalty ( penaltySNR ) 

as the difference between the SNR values in dB with and without the intensity noise. 

For the system employing a laser source with relatively stable output, the intensity noise 

can be ignored and the SNR ( woSNR ) without the intensity noise is thus estimated as: 
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In contrast, the SNR considering the intensity noise ( wSNR ) is calculated as: 

 
 

  

2

22 2

r

w

pr bn r

R P
SNR

N N R P RIN B




    
  (6.2) 

Consequently, the SNR penalty in dB with a fixed received optical power is derived as: 
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It can be concluded that the SNR penalty induced from the intensity noise is not 

dependent on the modulation format for a certain signal bandwidth. The SNR penalty 

result is plotted in Fig. 6.7 for 2 Gb/s, 4 Gb/s, 6 Gb/s, 8 Gb/s and 10 Gb/s, respectively, 

based on Eq. (6.3) both 4-QAM and 16-QAM modulation formats as an example. It is 

straightforward that increasing RIN results in a larger SNR power penalty for all cases 

with a fixed received optical power. What is more, with the same RIN parameter, the 

higher bit rate system has less SNR penalty. This is because another principle noise 

source in the OWC system, the preamplifier induced noise, is more seriously affected 

by the signal electrical bandwidth with a relationship proportional to B3, as described 
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in Eq. ￼(3.23)increase of bit rate, the noise induced by the preamplifier dominates the 

total noise power.by the preamplifier dominates the total noise power. 

 

                                      (a)                                                         (b) 

 

Fig. 6.7 SNR penalty as a function of different values of RIN for 2 Gb/s, 4 Gb/s, 6 

Gb/s, 8 Gb/s and 10 Gb/s in  (a) 4-QAM system and (b) 16-QAM system 

 

Fig. 6.8 further illustrates the SNR penalty results as a function of bit rates, where two 

received optical power levels (-20 dBm and -23 dBm) are evaluated with 5 different 

RIN parameters, i.e. -105 dB/Hz, -110 dB/Hz, -115 dB/Hz, -120 dB/Hz and -125 dB/Hz. 

It is obvious that higher received optical power results in larger SNR penalty with the 

same RIN and bit rate. This is because that the intensity noise is proportional to the 

received optical power. Furthermore, the intensity noise has more serious impact on the 

16-QAM modulation format compared with 4-QAM when the bit rate is fixed. That is 

because the 16-QAM modulated siganl occupies half of the electrical bandwidth of the 

4-QAM modulated signal with the same bit rate. For a well-designed laser source with 

the value of RIN lower than -115 dB/Hz, the SNR penalty induced from the intensity 

noise can be limited to smaller than 3.5 dB when the optical power at the receiver side 

is lower than -20 dBm. 
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(a)  

(b)  

Fig. 6.8 SNR penalty in terms of bit rates with two received optical power level (-20 

dBm and -23 dBm) for (a) 4-QAM and (b) 16-QAM 

 

 

 

6.3 Impacts of transmission channel and receiver 

 

We have thoroughly investigated the impacts of key factors at the transmitter side on 

the system performance in the last section. In this section, we further investigate the 

impacts of typical OWC transmission channel and the preamplifier noise from the 

receiver. Compared with optical fibre transmissions, in optical wireless 

communications, the background light from indoor lighting system and outdoor 

sunlight interferes with the data-carrying optical signal. Here, we first evaluate the 
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receiver sensitivity with and without the background light through both the analytical 

model and experiments. The BER threshold employed to obtain the receiver sensitivity 

is consistent as 7% FEC limit (3.8×10-3). 

The experimental setup is shown in Fig. 3.4, where the background light power was 

measured after the lens at the receiver side using a free space optical power meter with 

the optical signal turned off. In the experiment, a desk lamp was employed at the 

receiver to provide strong background light, which was measured as -24.36 dBm. The 

lamp was turned off for the scenario without background light.  

 

(a)  

(b)  

Fig. 6.9 Analytical and measured receiver sensitivity of indoor OWC system with and 

without background light for (a) 4-QAM and (b) 16-QAM 
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As illustrated in Fig. 6.9, the analytical and measured results agree well with less than 

1 dB difference. Although the receiver sensitivity becomes worse when the background 

light of -24.36 dBm is incorporated, both experimental results and simulation results 

show that the difference in the receiver sensitivity for the system with and without the 

background light is negligible. We further investigate the power penalty ( bnPP ) 

introduced by the background light, which is defined as the difference in the required 

received optical power to achieve the same signal SNR. Since the principal noise 

sources for typical indoor OWC system include the preamplifier induced noise, the 

intensity noise and the background light induced noise, the SNR without the 

background light noise is calculated as: 
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where r woP   is the required received optical without any background light to achieve 

woSNR . Similarly, the SNR with the presence of the background light ( woSNR ) is 

expressed as: 
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Let Eq. (6.4)￼(6.5), we then have: 
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Consequently, the power penalty in dB introduced by the background light can be given 

by: 

 
2 2

10 10 2
( ) 10log 5log

pr bnr w
bn

r wo pr

N NP
PP dB

P N





  
      

   

  (6.7) 

According to the derivation shown in Eq. (6.7)RIN noise or dependent on the 

modulation format for a certain signal bandwidth. The analytical results with respect to 

different system capacities for 4-QAM and 16-QAM modulation formats are plotted in 

￼Fig. 6.10 
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                                   (a)                                                                  (b) 

 

Fig. 6.10 Analytical results of the power penalty introduced by the different power 

levels of background light in terms of data rates for (a) 4-QAM and (b) 16-QAM. 

 

It can be seen from Fig. 6.10 that the power penalty increases with stronger background 

light but decreases with the system capacity for both modulation formats investigated. 

What is more, the power penalty in 16-QAM modulated indoor OWC system is slightly 

higher than that in 4-QAM system with the same system capacity, which means the 

background light has more impact on higher order modulation format for a specific bit 

rate. However, the power penalty remains lower than 0.02 dB even with the presence 

of strong background light power of -20 dBm in our system since the preamplifier 

induced noise plays a more dominant role.  

                                         (a)                                                      (b) 

 

Fig. 6.11 (a) Maximised error-free coverage and (b) corresponding optimal beam 

waist in terms of preamplifier induced noise for 10 Gb/s 4-QAM and 16-QAM 
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We then investigate the impact of preamplifier noise level on the error-free coverage in 

a 10 Gb/s system. The maximum error-free radius and the corresponding optimal beam 

waist for both 4-QAM and 16-QAM are shown in Fig. 11, when the transmission optical 

power is 7 mW and other parameters are the same as listed in Table 3. 

It is straightforward that increasing the preamplifier induced noise power dramatically 

degrades the system error-free coverage. As described in Eq. (3.23)B3) and the ratio of 

the square of total input capacitance and the FET trans-conductance (￼
2

T mC g

Furthermore, the photodetector speed is mainly determined by the photodetector 

capacitance [152]. In order to reduce the preamplifier noise while maintaining high-

speed detection, large number of studies have been carried out to design photodiodes 

with low capacitance by using advanced CMOS technology [152 -156].]. 

 

 

 

6.4 Impact of Code Misalignment 

 

In the proposed multiple access scheme for indoor OWC system supporting secure 

connections, another key factor that significantly affects the system performance is the 

code misalignment as it governs the interference between adjacent users. In Section 4.4 

and Section 5.4.2, the analytical BER with code overlapping ratio has been illustrated 

with respect to different standard deviations of the received signal in Fig. 4.19 and Fig. 

5.21. However, the maximum symbol rate demonstrated in the experiments for both 4-

QAM and 16-QAM for both modulation formats is only 125 Mb/s due to hardware 

limitations. In this section, the analysis of code misalignment is extended to the indoor 

OWC system with higher-speed connections via the analytical model developed in 

previous chapters. 

We first evaluate the BER performance without secure transmission as a function of 

code overlapping ratio (Ro) at the beam centre. Based on the derivation shown in Eq. 

(4.18). The key system parameters used in the simulation are listed in ￼Table 3 

combination of bit rate and modulation format, the beam waist is selected as the optimal 
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beam waist that provides the largest error-free coverage according to the results shown 

in ￼Fig. 6.3 The code misalignment tolerance definition is consistent with that in 

Section 4.4 and Section 5.4.2, which is the largest overlapping ratio that the system is 

tolerant to achieve error-free connections (7% FEC limit: BER ≤ 3.8 × 10-3). .  

   

(a)  

(b)  

Fig. 6.12 Analytical BER results in terms of code overlapping ratio for 4 Gb/s, 6 Gb/s, 

8 Gb/s and 10 Gb/s at beam centre for (a) 4-QAM and (b) 16-QAM 

 

It can be seen that the system with lower bit rate is more tolerant to code misalignment 

due to less bandwidth-related noise. With the optimal beam waist, the code 

misalignment tolerance difference at the beam centre for the bit rate from 4 Gb/s to 10 

Gb/s is well controlled within 5%. For 10 Gb/s system with the optimal beam waist, the 
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maximal code misalignment tolerance at the beam centre can be 58.8 % for the 4-QAM 

modulation format and 15.5 % for the 16-QAM modulation format. 

However, the tolerance decreases with the distance from the beam centre because of the 

degraded signal SNR as shown in the intersection of the BER with BER threshold plane 

in Fig. 6.13, which further illustrates the BER performance as a function of both 

overlapping ratio and the distance from beam centre for the 10 Gb/s system. The code 

misalignment tolerance gradually decreases to 13 % for 4-QAM and 4 % for 16-QAM 

at the location of its corresponding maximised error-free radius from the beam centre 

(4-QAM: 20.72 cm and 16-QAM: 18.39 cm). What is more, decreasing transmission 

power, reducing receiver area and increasing coupling loss degrade the code 

misalignment tolerance, which is attributed to the decrease in the received optical power 

and consequently in the signal SNR. 

 

 

    (a)                                                        (b) 

 

Fig. 6.13 BER performance for 10 Gb/s system with respect to distance to beam 

centre and code overlapping ratio for (a) 4-QAM and (b) 16-QAM 

 

To address the demand of secure multiple access in indoor OWC networks, the chaotic 

phase is employed together with the time slot coding scheme. The comparison of the 

code misalignment tolerance between systems with and without the chaotic phase is 

shown in Fig. 6.14. System data rates ranging from 1 Gb/s to 10 Gb/s with the 

corresponding optimal beam waist are evaluated at the beam centre for both 4-QAM 

and 16-QAM modulation formats. Two users are considered for simplicity and the key 

selected for each user is outside the islands of stability following the analysis shown in 
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Section 5.4, for example, r = 3.75, x1 = 0.66; user-2: r = 3.81, x1 = 0.28. It is intuitive 

that the code misalignment tolerance becomes worse due to the chaotic phase interfered 

from the adjacent users for both modulation formats, and 16-QAM is less immune to 

the code misalignment issue compared to 4-QAM modulation format. For unsecured 

multiple OWC connections employing TSC scheme only, the code misalignment 

tolerance for 10 Gb/s system with optimal beam waist is evaluated at the beam centre 

as 58.79% and 15.58% for 4-QAM and 16-QAM, respectively. When the proposed 

chaotic phase is incorporated to provide secure transmission, the code misalignment 

tolerance correspondingly decreases to 48.22% and 14.67% indicating that the impact 

of chaotic phase on the code misalignment tolerance is less severe on 16-QAM 

modulated system. Furthermore, the chaotic phase impact on the code misalignment 

tolerance becomes smaller as the system bit rate increases. 

 

 

Fig. 6.14 Code misalignment tolerance in terms of bit rates for 4-QAM and 16-QAM 

with and without chaotic phase. 

 

 

 

6.5 Conclusions 
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In this chapter, the performance of indoor OWC system based on 4-QAM and 16-QAM 

modulation format has been comprehensively investigated with the help of the derived 

system analytical model as described in previous chapters. The optimal beam waist at 

the receiver side and the corresponding achievable maximum error-free coverage have 

been studied for both 4-QAM and 16-QAM modulated OWC system with the system 

bit rate ranging from 0.5 Gb/s to 10 Gb/s. Results show that the maximum error-free 

radius provided by a single transmitter with the transmission optical power of 7 mW 

decreases from 105.8 cm to 20.72 cm for 4-QAM and from 74.88 cm to 18.39 cm for 

16-QAM with the increased system bit rate. Although the 4-QAM modulation format 

is able to provide larger coverage, this advantage is less significant for high-speed 

indoor OWC connections and the higher order modulation format of 16-QAM is 

superior for higher speed applications due to its higher spectral efficiency. Code 

misalignment tolerance results have shown that although the 16-QAM modulated 

system is less tolerant to code misalignment than the 4-QAM based indoor OWC 

system, the code misalignment tolerance degradation due to chaotic phase is smaller. 

Last but not least, the system analytical model derived in the previous chapters has 

shown the capability of comprehensively investigating various aspects of indoor OWC 

systems. By following similar approaches, the analytical model and analysis can be 

extended to other modulation formats. 
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Chapter 7 Conclusions and Future Work 

 

 

 

7.1 Thesis Summary 

 

With proliferation of data-intensive applications, such as high-definition video 

streaming, real-time transmission, virtual reality, augmented reality and tactile 

communications, it is expected to be a dramatic increase in mobile data traffic 

especially for indoor scenarios. In addition to providing high data rate transmission, the 

thesis aims to provide high-speed secure connections to multiple users in an effective 

and robust way. A novel mechanism employing time-slot coding scheme to support 

multiple users and chaotic phase to secure each connection is proposed, experimentally 

demonstrated and investigated in depth. A comprehensive system model is also 

developed to facilitate performance investigation.  

In Chapter 2, several promising candidates that have potential to be deployed for indoor 

high-speed applications have been comprehensively reviewed and summarised, 

including Wi-Fi, millimetre-wave, ultra-wide band and optical wireless 

communications systems. Compared to other techniques, OWC systems have 

remarkable advantages such as the availability of huge unregulated bandwidth, the 

immunity to electromagnetic waves, and robustness against interference from radio 

frequency systems. Different types and configurations of OWC system have been 

discussed. In addition to high data rate applications, both multiple access techniques 

and adaptive loading techniques have been reviewed. Furthermore, although OWC 

system is widely acknowledged with capability to provided physical security due to the 

optical wave with short wavelength, such security is only considered convincing for 
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point-to-point links where narrow optical beams are employed. The limited literature 

has been studied for multi-user accessed OWC system. 

The work presented in Chapter 3 provided system model that has been experimentally 

verified to conduct comprehensive investigation on typical OWC. The SER equation 

has first been mathematically formulated based on the detection of QAM symbols under 

a general square constellation with appropriate noise models affecting the specific 

symbols with the constellation. Noise was represented by the standard deviation of the 

distribution of the noisy received symbols. Three major noise sources were considered 

including laser intensity noise, background light induced noise, and preamplifier 

induced noise. The system BER was further linked with the SER by establishing a 

relationship between them. Both standard deviation and BER have been experimentally 

measured and compared to analytical results for 4-QAM and 16-QAM modulated 

system with multiple data rates, i.e. 1.25 Gb/s, 1.67 Gb/s, 2 Gb/s, 2.5 Gb/s, 3.33 Gb/s, 

4 Gb/s and 5 Gb/s for 4-QAM and 2.5 Gb/s, 3.33 Gb/s, 4 Gb/s, 5 Gb/s, 6.67 Gb/s, 8 

Gb/s and 10 Gb/s for 16-QAM. The comparison between measured results from 

experimental demonstration and analytical results obtained via the analytical model 

showed good agreement in BER, where the maximum receiver sensitivity offset 

between them is within 0.5 dBm. The verified system model in this chapter has the 

potential to be modified and thus provides fundamentals for comprehensive 

investigation of OWC system with QAM modulation formats in the subsequent 

chapters.  

In Chapter 4, we have proposed an effective multiple access scheme named as time-slot 

coding scheme for OWC systems. The proof-of-concept experiments have been 

conducted based on both 4-QAM and 16-QAM modulation formats for 5-user, 8-user 

and 12-user with multiple data rates to demonstrate feasibility of TSC scheme. The 

experimental results have shown that the BER performance for a certain system 

capacity does not degrade with the increasing number of users in the system. The 

adaptive loading function that is compatible with the original TSC scheme, where both 

4-QAM and 16-QAM were simultaneously employed and selectively assigned to 

different users according to their locations, has also been experimentally demonstrated. 

Experimental results have shown that error-free coverage can be maximally extended 

by 61.2% when users further away from the beam centre are modulated with normalised 

4-QAM. By using the proposed TSC scheme with adaptive loading function, the issues 
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of requiring heavy overheads in DMT modulation and code redundancy in RAC are 

alleviated. What is more, switching between different modulation formats and 

synchronisation problem in TDHMF can be eliminated by applying the proposed time-

slot code. The theoretical analysis of time-slot code misalignment issue has been 

formulated for indoor OWC systems with a general square QAM modulation format. 

Analytical results indicate that the proposed TSC is more tolerant to the imperfect 

timing issue compared to the conventional TDMA. The TSC is more desired compared 

to the conventional TDMA especially for high-speed communications, since imperfect 

timing issues during the non-ideal hardware implementation procedures for code 

generation is less likely to happen than that during data acquiring process at the receiver 

side in the conventional TDMA. The impact of code misalignment on the performance 

of the TSC scheme has been experimentally verified. Experimental results indicate that 

code misalignment tolerance larger than 26.9% with 16-QAM and 92.3% with 4-QAM 

modulation format can be achieved with a received optical power level higher than -

19.7 dBm. 

In Chapter 5, an effective mechanism to provide secure connections for multiple users 

in indoor OWC system, whereby the TSC scheme is responsible for multiple access and 

the chaotic phase sequence generated according to the logistic map is employed to 

protect each connection from potential eavesdropping. The securing key consists of a 

constant value r and an initial element x1. The noise rate was defined and simulated to 

evaluate feasibility of the proposed mechanism. The analytical results indicated that the 

value of r dominates both the noise rate. Both analytical and experimental results have 

shown that it is feasible for the proposed mechanism to provide secure OWC 

connections while an illegal user cannot detect the signal without the key. What is more, 

the experiments have demonstrated that there is no power penalty introduced by adding 

chaotic phase as it can be fully cancelled at each legal user terminal. In terms of 

robustness of the proposed mechanism, theoretical analysis has been investigated for 

the tolerance against eavesdropper’s exhaustive search and code misalignment issue. 

Experimental results have illustrated satisfactory agreement with the corresponding 

analytical results and have shown that the proposed mechanism is robust against both 

eavesdropper’s high searching accuracy of 10-10 and code misalignment, where the 

maximum code overlapping ratio for error-free operation is 68.6% and 22.6% for 4-

QAM and 16-QAM modulated systems.  
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In Chapter 6, the key parameters of indoor OWC system based on 4-QAM and 16-QAM 

modulation formats have been comprehensively investigated with the aid of the derived 

system analytical model as shown in the previous chapters. The optimal beam waist at 

the receiver side and the corresponding achievable maximised error-free coverage have 

been highlighted for both 4-QAM and 16-QAM modulated OWC system with the 

system bit rate up to 10 Gb/s. Simulation results illustrated trade-off between system 

date rate and error-free coverage, where the maximised error-free radius provided by a 

single transmitter with the transmission optical power of 7 mW decreases from 105.8 

cm to 20.72 cm for 4-QAM and from 74.88 cm to 18.39 cm for 16-QAM. Although 4-

QAM modulation format is able to provide larger coverage, this advantage is less 

significant for high-speed indoor OWC connections and the higher order modulation 

format of 16-QAM is superior for higher speed applications due to its higher spectral 

efficiency. Code misalignment tolerance results with multiple date rates have shown 

that although 16-QAM is less immune to the code misalignment issue compared to 4-

QAM modulation format, it has less degradation in code misalignment tolerance when 

the chaotic phase is introduced. Last but not least, the system analytical model derived 

in the previous chapters has shown the capability of comprehensively investigating 

various aspects of indoor OWC system. By following a similar convention, the 

analytical model and analysis have potential to be extended to other modulation formats. 

 

 

 

7.2 Future Work 

 

An effective and robust multi-user access scheme with secure capability was proposed 

and experimentally demonstrated to provide downlink services for indoor OWC system. 

The system model derivation, analytical studies of key system parameters, mechanism 

limitation studies and experimental demonstration were performed in depth. During 

investigation carried out for this thesis, several aspects with potential to be beneficial 

for realistic indoor OWC system would be extended for further study. 
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 In this thesis, experimental demonstration and theoretical formulation for the 

proposed secure multi-user mechanism are studied based on QAM modulation 

formats. Given the phase terms can be effectively introduced and the 

mathematically formulated system model has the potential to be adapted to 

examine the performance of other modulation formats, benefits of such complex 

formats can be studied and compared. In addition, as the system inevitably 

requires non-linear devices, such as MZM and electrical amplifier, non-linear 

distortion to the signal exists and may have more impact on more complex 

modulation formats. Accordingly, it would be appreciated to comprehensively 

investigate the non-linearity effects and apply potential non-linearity 

compensation methods to further optimise the system performance. 

 The investigations in this thesis have focused on approaches for downlink 

transmission, while realistic deployments would need to cater full-duplex 

multiple access. Uplink transmission with multi-user capability needs to be 

further studied including system architecture and multiple access techniques for 

uplink services. A coordination mechanism using TSC scheme is expected to 

realise uplink request or data transmission. The comparable uplink multi-user 

access techniques including TDMA, FDMA, CDMA and other multiplexing 

techniques require further studies. 

 According to the principle of TSC scheme, the code set is determined according 

to the number of users. The system is thus required to be flexible and adaptive 

with the increasing or decreasing number of users registered in the OWC 

network. With the uplink being built, it is essential to develop an optical wireless 

protocol to realise user registration process in the OWC network. The protocol 

is also expected to securely facilitate the distribution of time-slot code and 

securing key to each registered user. Furthermore, data transmission scheduling 

using the medium access control (MAC) protocol requires research attentions 

as well.  

 A multi-user localisation mechanism provided by OWC link is desired in the 

future research activities. In particular, an efficient optical wireless based 

localisation mechanism that is capable to provide and update the locations of 

multiple users with low latency requires more attentions. 
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 In this thesis, multiple users are covered by a single expanded optical beam. 

However, the error-free coverage provided by the single optical beam is limited, 

which accordingly limit the number of users and the system data rate that can 

be served. In order to achieve larger error-free coverage to cover more users 

and/or to provide seamless mobility to users, a novel system architecture 

remains elusive. A ceiling mounted transmitter array containing multiple lasers 

is promising to cover different areas. The system using multiple transmitters 

also has potential to mitigate the blockage issue and strict alignment between 

transmitter and receiver which are vulnerable in the line-of-sight link with a 

single transmitter. The space division multiplexing technique can be employed 

together with multiple transmitters to eliminate interference between each 

transmitter. The coordination among multiple transmitters for data transmission 

and handover issues need to be further investigated. 

 In addition, the applicability of cooperation among multiple transmitters is 

promising to offer various benefits including high power efficiency and high 

data rate. The user served by more than two transmitters would employ diversity 

techniques such as selection diversity and maximal ratio combining to improve 

its communication performance with higher data rate or larger error-free 

coverage. However, to benefit from cooperative transmission scheme, a 

diffused beam might be employed to cover the entire room. The communication 

link provided by this diffused beam is not required to support high-speed 

services but is responsible to monitor the entire room to acquire full knowledge 

and thus to efficiently allocate the resources. A protocol that optimises resource 

allocation needs to be further developed. 

 In addition to employing OWC alone, a hybrid network architecture that 

employs more than two techniques deserves further investigation. For example, 

millimetre wave technology or Wi-Fi has potential to be integrated with OWC 

technique. The hybrid network architecture is flexible for various data traffic 

demands and different coverage requirements. It also has potential to provide 

seamless mobility to multiple users and is immune to optical link blockage. 

However, adaptive handover/switching with low latency from one technique to 

another is challenging and interesting to be investigated in the future. 
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 Considering that the experimental setup used in this thesis is based on discrete 

components, the bulky size and strict alignment requirement obstruct the 

advance of the system into commercialised use. Therefore, a portable integrated 

transceiver that releases alignment while improving optical power collection 

efficiency is desired and a research targeting the development of such low 

profile integrated transceiver using rapidly maturing platforms such as the 

silicon photonics would be required to demonstrate practical viability of optical 

wireless transmission. In addition, with the integrated hardware being available, 

it is invaluable to investigate and elaborate economic and practical aspects when 

installing the OWC system for indoor applications along with theoretical studies. 

Particularly, a comprehensive comparison amongst the potential technologies 

regarding economic and practical aspects is appreciated. 
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Appendix A 

For 16-QAM modulation format, consider the first quadrant: 

             

             Fig. A1                        (a)                                          (b) 

 

             Fig. A2                         (a)                                          (b) 

 

The rate (R1) that received symbols can be demodulated correctly as the reference 

symbol (1, 1) is calculated by integrating x and y over the decision region of symbol (1, 

1), as shown in the green-dash-line region in Fig. A1 (a): 

  
1 1

1
1 1

,R f x y dxdy
 

     (1.1) 

The rate (R2) that received symbols can be demodulated correctly as the reference 

symbol (1, 3) is calculated by integrating x and y over the decision region of symbol (1, 

3), as shown in the green-dash-line region in Fig. A1 (b): 

  
1

2
1 1

,R f x y dxdy


 
     (1.2) 
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The rate (R3) that received symbols can be demodulated correctly as the reference 

symbol (3, 1) is calculated by integrating x and y over the decision region of symbol (3, 

1), as shown in the green-dash-line region in Fig. A2 (a): 

  
1

3
1 1

,R f x y dxdy


 
     (1.3) 

The rate (R4) that received symbols can be demodulated correctly as the reference 

symbol (3, 3) is calculated by integrating x and y over the decision region of symbol (3, 

3), as shown in the green-dash-line region in Fig. A2 (b): 

  4
1 1

,R f x y dxdy
 

 
     (1.4) 

Since it is assumed that the variables x and y are independent and have the same 

Gaussian distribution with zero mean and standard deviation, we have: 

 2 3R R   (1.5) 

After applying the derivation discussed above to the other quadrants, the symbol error 

rate (SER) for 16-QAM is calculated as: 
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Appendix B 

 

 

To calculate β and γ, the coordinates of four specific points (O, P, A, B) in the I-Q 

plane are required, in which: 

(0,0), ( , )O P I Q  

For I Q : 

2 2 2

2 2 2

( 1, ( 1) )

( 1, ( 1) )
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In AOP , we have: 
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Apply the law of cosines, we have: 
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Similarly, in BOP , we have: 
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Apply the law of cosines, we arrive: 
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Similar procedures to the case where I Q , we can get: 
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Similar procedures to the case where I Q , we can get: 
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Consequently, we arrive: 
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