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ABSTRACT

The building block of today’s world are not materials, but, computers and algorithms
with communication networks between physical entities. A cyber physical system (CPS)
is a system in which the cyber and physical entities of the system work together towards a
common goal, for example a water treatment facility or an electricity distribution system.
These cyber physical infrastructures affect day to day lives of people and hence become
target point for the attackers to disrupt normal daily life. Owing to the complexity of a
cyber physical system, the attacks have themselves become sophisticated and harder to
detect. These sophisticated attacks no longer attempt to steal information, however, intend
to corrupt it inside the system in order to affect the normal functioning of the system.

To identify such attacks in a CPS, this thesis uses the multiple security domain
non-deducibility model. The MSDND model divides the system into security domains
and reduces the notion of trust into the system by replacing it with invariant based
valuation functions. This work concentrates on the Future Renewable Electric Energy
Distribution Management System (FREEDM) as a smart grid infrastructure. This thesis
will attempt to identify potential ways in which smart grid infrastructure FREEDM can
be attacked and suggest measures to identify the attacker using the MSDND model.
While doing so this thesis concentrates on building blocks of the FREEDM system i.e.

the state collection protocol and its distributed nature.
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1. INTRODUCTION

A coordination between computers, algorithms, communication networks and un-
derlying physical components forms the core concept of a CPS. A wide variety of attacks
are possible on all the CPS by affecting any of the above components of the system. An
important point to observe here is that this work does not talk about identity theft or ac-
cess theft, the problem at hand is corrupting the information flow paths among distributed
components of a CPS to affect normal operations of a system. This work considers the
FREEDM system as our cyber physical infrastructure. The FREEDM smart grid is a pro-
posed energy internet or electric power distribution system that is suitable for plug and play
of distributed energy resources and energy storage devices (Huang ef al., 2011). A smart
grid is susceptible to different types of attacks such as data integrity attacks (Duan and
Chow, 2017) and fake supply attacks (Roth and McMillin, 2013). These attacks have been
demonstrated over the FREEDM system and the paper proposes a common approach based
over the MSDND framework and belief, information transfer and trust(BIT) logic, (Howser
and McMillin, 2014) to identify the malicious nodes in the system. The power distribution
and consumption system is heavily dependent over three modules in the FREEDM system:
Group Management, state collection protocol and energy management protocol. The task
of the state collection protocol is to collect states of all the devices in the energy internet
(Crow et al., 2010). A malicious node (distributed renewable energy device(DRER) / dis-
tributed energy storage device(DESD) / solid state transformer (SST)) can lie about its state
to the distributed grid intelligence (DGI) corrupting all the power computations of the DGI
which may result into a potential blackout for the sub-grid or issues such as power migration

contacts not being fulfilled.



2. LITERATURE REVIEW

In a CPS attacks that corrupt the information flow are difficult to identify as the
attacker becomes part of the system and is not an external entity aiming for theft of
information. This thesis also discusses, solutions proposed to identify failed components
(specifically a component that sends conflicting or false messages to peer components) in a

distributed system.

2.1. MODAL LOGIC

The modal logic (Liau, 2003) (Liau, 2005) or belief, information acquisition, and
trust(BIT) logic is a well formulated method to analyse information flow between two
entities. BIT logic is important to determine security for a cyber physical system, as it
helps us to determine belief and trust as a logic rather than a propositional boolean entity.
It also helps us to represent a formal definition of MSDND in the form of modal logic.
Sutherland’s Nondeducibility (Sutherland, 1986), BIT logic (Liau, 2003) and MSDND

(Howser and McMillin, 2013) are the three main pillars of this work.

2.2. MSDND

In order to analyse complex cyber physical systems multiple security domain non
deducibility is introduced by (Howser and McMillin, 2013). MSDND is based on modal
logic where in a complex infrastructure is divided into multiple security domains as com-
pared to two in Sutherlands’ Nondeducibility model (Sutherland, 1986). A security domain
is a partition or world which may overlap / coincide with other partitions or worlds. An

action invisible outside its security domain is said to be MSDND secure. For an action



or event to be visible outside its security domain a valuation function v} (¢) is defined.

i

A valuation function vy

is a boolean function which outputs true if the value of entity of

variable x can be seen from domain y and false otherwise.

MSDND(ES) =3w > Wk [(S; @ S,)] A

[wE @VEw) A BV ()]

2.3. INVARIANTS

A property or characteristic of system that remains unaffected or can be evaluated to
determine specify system semantics or functioning can be termed as an invariant. (Owicki
and Gries, 1976) proposed an axiomatic basis for the truth of invariants on cyber systems.
Recent developments show the use of invariants in physical power systems (Paul et al.,

2014) and water treatment systems (Adepu and Mathur, 2016).

2.4. UNDERSTANDING MSDND AND HOW A PROOF IS CONSTRUCTED

This section aims at giving a high level view of MSDND and how MSDND proofs
are constructed. MSDND model has two important components, 1. Dividing the underlying
infrastructure into security domains and 2. Capturing information flow paths within these
security domains. To understand this better, consider architecture in Figure 2.1

The Figure 2.1 captures two individuals sitting in a room divided through a wall.
Alice and Bob can only communicate through the communication channel. The wall does
not allow alice or bob to see each other or pass messages without using the communication
channel. As there is only one information flow path between alice and bob, Table 2.1

displays details of security domains for the system.
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Comrﬂu1ni¢ation :
: I Bob :
Channel }

A

1 Alice

Figure 2.1. Basic MSDND

Table 2.1. Security Domains - Understanding MSDND

H Security Domain | System Entity H

§pAlice Alice’s domain
SDBob Bob’s domain

Considering the system architecture in the Figure 2.1, imagine below line of ques-
tions:
Alice: Bob, are you working on the thesis?
Bob: Yes Alice, of-course I am.

Alice: Amazing, i am also working on the thesis.

In the above conversation, there is no way in which both Alice or Bob can verify
if the other was speaking the truth. They have to trust the responses from each other. In
such a case MSDND says that there is no valuation function that exists in either domains
which can verify the truth or the system is MSDND secure. As discussed above MSDND
secure system is good for the attacker and bad for the system. MSDND captures validity of

working over thesis by Alice and Bob as represented as below:



MSDND(ES) = 3Aw 3 W F [(Sthesis @ S~thesis)] A

[ = il 0 A BVERS, 0]
MSDND(ES) = 3Aw 3 W F [(Sthesis @ S~thesis)] A

[ = v, 0 A AVER G, )]

An intuitive way to make this system deducible is to introduce a window in the wall
between Alice and Bob. This window will allow both Alice and Bob to see through the wall
and hence verify the validity or truth of the responses, there by giving a valuation function
to both of them. As the window is based over the system properties and cannot be masked

or falsified, it is called as an invariant. Once the system becomes deducible and one domain

can verify other, MSDND is represented as below:

MSDND(ES) # 3w 3 W + [(Sthesis © S~thesis)] N

[W E (3 vAlice (W) A HvAlice (W))]

thesis ~thesis

MSDND(ES) # 3w 3 W F [(Sthesis ® S~thesis)] A

[w E(AvBol () A FvBoP (w))]

thesis ~thesis

2.5. THE FREEDM SYSTEM

The future renewable electric energy management system (Crow et al., 2010) is a
highly distributed system, intended to serve as collection of distributed energy generation
and storage devices along with existing power infrastructure. A general purpose architecture
of FREEDM system is shown in Figure 2.2:

2.5.1. DGI. The distributed grid intelligence or DGI is the software component or
brain behind controlling the FREEDM system. The DGl is responsible to implement various
energy management algorithms and implement decisions such as the power migration

contracts.



FREEDM

Figure 2.2. The FREEDM system architecture

* Power Migration Contracts A Power migration contract is an atomic set of instructions
among the supply (with excess power availability) and demand (in need for more power)
node that helps to buy and sell power. Power migration in the FREEDM system happens
through a power migration contract. A power migration contract comprises of below

steps:

1. Supply house advertises excess generation.

— 2. Demand house requests power from supply house.

3. Supply and demand house start a migration.

4a. Supply house increases its local generation.

— 4b. Demand house increases its local load.

A power migration contract is considered successful if all of the above steps are executed

as stated.



2.5.2. IEM. The intelligent energy management (IEM) comprises both hardware
as well as the software components. The component being referred to here is a solid state
transformer (SST). A SST behaves essentially as an energy router, facilitating exchange of
power to and from the grid and individual house nodes.

2.5.3. IFM. The intelligent fault management (IFM) comes into play to handle
known unknowns in the FREEDM system. It refers to the ability to handle and recover

from unlikely situations of power disruptions.

2.6. ENERGY INTERNET

The distributed nature of the FREEDM system has SST and DGI as its core.The
cyber components of the grid are heavily dependent on two algorithms the state collection
protocol (Chandy and Lamport, 1985) and the energy management algorithm. The task
of state collection protocol is to keep the DGI updated of current status of all the power
devices managed by the it. The communication happens with a status message. The status
message packet contains the device type along with a floating point value which represents
status of the device. This work does not concentrate on stealing any information flowing
in the system, rather, concentrates on corrupting the information in a way where in the
cyber components of cyber physical system are unaware of the issues in the system. This
work uses a STUXNET-like (Howser and McMillin, 2014) virus to corrupt the information
flowing through status messages and demonstrate how MSDND can be helpful to detect such
attacks. Similar attacks are possible on the distributed nature of the FREEDM system, where
in message flow inside the system through different protocols can be corrupted to disrupt
the normal functioning of the system. This work makes use of MSDND and formulates
invariant dependent on the physical properties of the system (Roth and McMillin, 2013) to

help us detect such attacks in the FREEDM system.



2.7. THE BYZANTINE GENERALS PROBLEM

The Byzantine Generals Problem (Lamport et al., 1982) provides solution to a
scenario when a failed component of the distributed system tries to mislead the system
semantics by sending conflicting messages to its peers. These conflicting messages can lead
to decisions causing system failures in many scenarios. (Lamport et al., 1982) proposes a
solution based on message communication which can prevent such failures that can also be

implemented in the FREEDM system.

2.8. PHYSICAL ATTESTATION OF CYBER PROCESSES IN A SMART GRID

The physical attestation protocol proposed by (Roth and McMillin, 2013) is a dis-
tributed algorithm based on the physical properties of the system to validate the cyber
process truth. The protocol is a general purpose solution for smart grids to validate the
cyber component behaviour using the physical properties of the system. Physical attesta-
tion of the cyber process primarily helps in identifying the fake power injection attacks. To
understand physical attestation, we have to first understand the system below:

Conservation of energy. To determine if reported readings by a node are true or
false law of conservation of energy can be used. Law of conservation of energy can provide
us with an invariant based over physical properties of the system. An invariant is based over
the physical properties of the system and cannot be falsified by the cyber components in a
cyber physical system.

To understand the invariant based over the law of conservation of energy, please
consider the Figure 2.3

The law of conservation of energy states that at points a, b and c or the point of
common coupling the total energy entering the point should be equal to the total energy
leaving the point. Therefore, the invariants at points of common coupling are given as

below:



N 1 N2 N3
i P, l P, l P,
— —
Pm Pout
a e b e C
Pab Pbc

Figure 2.3. 3 Node System Depicting Power Flows

I, Piy+ P — Py, =0

Iy : Pyp+ Py — Py =0

Io: Ppe + P3—Pyy =0
The above three equations originate from the physical properties of the system and
cannot be falsified or masked. In the Figure 2.3 let us consider node 2 being the target
of physical attestation protocol. To verify the reported value P, the power values from

adjacent nodes can be used. The below equation can be used to calculate the power values

at the junction or point of common coupling b.

V.Vy
ab

Puy = sin(0p — 6,)
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3. PROBLEM STATEMENT

An intrinsic property of a CPS is its distributed nature. The distributed nature of a
CPS makes it more vulnerable to attacks from attackers who have partial or complete in-
formation of the distributed components. The work demonstrates STUXNET-like (Howser
and McMillin, 2014) attacks on distributed systems working over the FREEDM (Huang
et al., 2011) system as an example model. It uses MSDND and BIT logic to model the
attacks and address the non-deducible nature of these attacks. The STUXNET-like attacks
are an unconventional type of attacks where in, the motive of an attacker is not to steal the
information, however, to corrupt the information inside the system in order to destabilise the
system (Chen, 2010). The behavior of corrupting rather than stealing the information is the
primary reason why such attacks go un-noticed and harm the system. This work considers
a 3 node 3.1 and a 7 node FREEDM system, that are scalable to much larger systems, to
demonstrate an attack scenario. Under the MSDND model, an attack is successful if the
information in one security domain is not visible to another security domain. Such a system
is called MSDND secure. MSDND secure system is not ideal for the system, however, good
for an attacker, as the attack remains hidden inside the security domain and is not visible to
other domains.
Attack Model
The FREEDM system, due to its distributed nature, is heavily dependent on the message
flow among peer nodes. Message or information flow among the peer nodes is taken care by
the state collection protocol. Corrupting this message flow among peer nodes will disrupt
the normal functioning of the system. Let us assume a 3 node system to demonstrate effect

of a STUXNET-like (Howser and McMillin, 2014) virus.
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Figure 3.1. 3 Node FREEDM System architecture

In the system architecture displayed in Figure 3.2, the information path in between
the power electronics module and message passing module is corrupted due to the the
presence of a STUXNET-like virus. To analyze the effect of such an attack this work has
divided the system into various security domains based over the information flow paths.
Table 3.1 shows the security domain partitions and the associated system entity comprised
within it.

The system architecture in Figure 3.2 is a basic architecture, that will demonstrate
some modifications based over the number of nodes in the architecture or the position of

the virus over the information flow paths in later detailed sections.
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Figure 3.2. 3 Node FREEDM System affected by the STUXNET-like virus

Table 3.1. Attack Model: Details of Security Domains

Security Domain System Entity
| |

SDPE’ Power Electronics (Node 1)
SpMs' Message Passing Module (Node 1)
SpDGI’ DGI (Node 1)

SpPGr DGI (Node 2)

SDMS’ Message Passing Module (Node 2)
SDPE? Power Electronics (Node 2)
SDPGT DGI (Node 3)

SpMS’ Message Passing Module (Node 3)
SDPE’ Power Electronics (Node 3)
SDSTUX STUXNET-like firus

12
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4. SECURITY ANALYSIS OF THE FREEDM SYSTEM

4.1. STATE COLLECTION PROTOCOL

The task of state collection protocol is to collect the state of each of the devices in
FREEDM system and update the same to the DGI. A status message has below parameters

or signal types from different devices:

Table 4.1. Devices and signal types

Device Type(Device) | Device Signal(DS)
SST gateway
DRER generation
DESD storage
LOAD drain
FID state

The state collection protocol is based over the distributed snapshot algorithm from

Chandy Lamport (Chandy and Lamport, 1985). The protocol works in 2 steps:

1. The initiator node records its own state and broadcasts a marker out to the peers. It

also starts recording the messages from other peers until it receives the marker back.

2. A peer node, upon receiving the marker for the first time, records its own state and
forwards the marker to the next peer. After recording its own state it also records

messages from other peers, until it receives the marker back.
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Based over the two stage process this work will perform a security analysis based
over multiple security domain nondeducibility in the FREEDM system. The thesis targets
the information path available among different devices and analyzes the effect of STUXNET-
like virus over the information flowing over the paths.

4.1.1. MSDND Analysis State Collection Protocol - Step 1.

* DGI - device interaction. DGI Device interaction is when the state collection protocol
takes a local snapshot at the device level. The device here refers to {Device | device €
SST,DESD, DRER}. Each device has a status message or status signal as given in Table

4.1 The set of device signals is given as {DS | DS € gateway, storage, generation}

Theorem 4.1.1.1. Under normal conditions device signal status message from a device to
DGI is not MSDND secure

Proof: Under normal conditions status message received by DGI from the devices is
correct and the normal functioning of the system is not affected. The depiction of security

domains is as shown in Figure 4.1

Information Flow Path:

— Power electronics sends the device signal to message passing module

— Message passing module sends device signal values to DGI

Security Domain | Valuation Function | Correctness
DGI DGI
SD Vs True
MS MS
SD Vg True
PE PE
SD Vis True

— DS = True; device signal status message exchange is normal

Iys.pe(DS); PE reports device signal value to Message passing module

— Byslyspe(DS); MS module believes report from PE

Tyspe(DS); MS module trusts the report from PE
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Device
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puewIwIo))

MS

PE

Device

Figure 4.1. DGI device interaction
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— BusIuspe(DS) A Tyspe(DS) — Bys(DS); MS believes the reading

IpGims(DS); MS reports device signal value to DGI

— Bpcilpcims(DS); DGI believes report from MS

— Tpcrms(DS); DGI module trusts the report from MS

— Bpcilpcims(DS) A Tpgims(DS) — Bpgi(DS); DGI believes the reading
DGI _

- wEvyg =True; There exists valuation function in security domain for DGI

MSDND(ES) #w € Wk [(Sps ® S-ps)] A [w e (Fvpg! (w) A IvEFE ()]

Theorem4.1.1.2. DGI device communication is MSDND secure in presence of STUXNET-
like virus

Proof: Under STUXNET-like virus attack, status message received by DGI from the

device is falsified and the normal functioning of the system is affected. The depiction of

security domains is as shown in Figure 4.2

Information Flow Path:

Power electronics sends the device signal value to STUXNET-like virus

STUXNET-like virus sends device signal values to Message passing module

Message passing module sends device signal values to DGI

— ~ DS = True; Device signal status message exchange is not normal

w £ VPGl = False; No valuation function in DGI security domain for storage
values

- Istux.pe(~ DS); PE reports device signal value to STUXNET-like virus

- BsruxIstux.pe(~ DS); STUXNET-like virus believes report from PE

- Tstux.pe(~ DS); STUXNET-like virus trusts the report from PE
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Figure 4.2. DGI device interaction under virus attack
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- BsruxIstux,pe(~ DS) ATstyx,pe(~ DS) — Bstyx(~ DS); STUXNET-like virus
believes the reading

- Iysstux(DS); STUXNET-like virus reports modified device signal value to MS

— Buslyusstux(DS); MS module believes report from STUXNET-like virus

— Tys.stux(DS); MS module trusts the report from STUXNET-like virus

— Buslyusstux(DS) ANTysstux (DS) — Bys(DS); MS module believes the reading

— IpGgrms(DS); MS reports device signal value to DGI

— BpciIpcims(DS); DGI believes report from MS

— Tpgrms(DS); DGI module trusts the report from MS

— BpciIpcims(DS) A Tpcims(DS) — Bpgi(DS); DGI believes the reading

DGI _

-wkvyd =F alse; No valuation function exists in security domain for DGI

MSDND(ES) =3w € W [(Sps ® S-ps)] A [w & (AvhS (w) A BVESE ()]

4.1.2. MSDND Analysis State Collection protocol - Step 2. State collection pro-
tocol, in its first step asks a DGI node to collect a local snapshot of the system state and
send a marker to all its peer nodes. Once the marker is sent, the DGI listens to all the
communication from peer nodes until it receives the marker back. This marks the second
step of the state collection protocol. The protocol targets all the different device types and
status message types associated with them. This work considers each of the device types

and messages below in detail.

* DGI - DGI Interaction Device types in the FREEDM system report their signal status
value to DGI. The details of device types and their associated signal values are given in
Table 4.1. The status signal message is shared with the DGI which in turn shares it with

peer DGI nodes as part of step 2 of the state collection protocol.
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Figure 4.3. DGI DGI interaction under normal operations

Theorem 4.1.2.1. Under normal conditions the state collection protocol communication
between two DGI nodes is not MSDND secure

Proof: Under normal conditions status message received by peer nodes from any other
node is correct and the normal functioning of the system is not affected. The depiction

of security domains is as shown in Figure 4.3

Information Flow Path:

— Node 1 Power electronics sends the device signal value to node 1 message passing
module
— Node 1 message passing module sends device signal values to node 1 DGI

— Node 1 DGI sends the status message to Node 2 DGI and Node 3 DGI
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Security Domain | Valuation Function | Correctness
PE! PE!
SD Vi True
Ms! Ms!
SD VDs True
1 1
SDPC! vRa! True
2 2
SDPC! Vit True
DS
3 3
SDPC! Vot True

DS = True; Device signal status message exchange is normal

Iyss1 ppi (DS); Node 1 PE reports device signal value to node 1 message passing
module

Bysilys1 ppi (DS); Node 1 MS module believes report from node 1 PE

Tys1 pp1 (DS); Node 1 MS module trusts the report from node 1 PE

Bysilys1 ppi (DS) ATy pp1 (DS) — By (DS); Node 1 MS believes the reading
IpGn psi (DS); Node 1 MS reports device signal value to node 1 DGI
BpgriIpcn mst (DS); Node 1 DGI believes report from node 1 MS

Tper ms (DS); node 1 DGI module trusts the report from MS
BporIpgnmst (DS) A Tpgp pyst(DS) — Bpgp(DS); Node 1 DGI believes the
reading

IpGr.per (DS); Node 1 DGI reports device signal value to node 2 DGI
Bprlpcr.pen (DS); node 2 DGI believes report from node 1 DGI

Tper.pen (DS); node 2 DGI module trusts the report from node 1 DGI
BporIpcr.per (DS) A Tpgr.pen (DS) — Bpgp(DS); Node 2 DGI believes the
reading

IpGr.per (DS); Node 1 DGI reports device signal value to node 3 DGI
Bperlpcp.pen (DS); node 3 DGI believes report from node 1 DGI

Tpep.per (DS); node 3 DGI module trusts the report from node 1 DGI
Bporlpep.per (PS) A Tpgp.pen (DS) — Bpgs(DS); Node 3 DGI believes the

reading
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- wevDd! ® = True; There exists valuation function in security domain for node 2
DGI

- weEvDd! * = True; There exists valuation function in security domain for node 3
DGI

MSDND(ES) # 3w € Wt [(Sps @ S-ps)] A [w £ AvHET (w) AIVEGE (w))]

MSDND(ES) # 3w € Wk [(Sps & S-ps)] A [w & (AvHST (w) A 3vEGE ()]

Theorem 4.1.2.2. State collection communication between two DGI nodes is MSDND

secure in presence of STUXNET-like virus

Proof: Under STUXNET-like virus attack, status message exchange between two DGI

nodes is not normal and the functioning of the system is affected. The depiction of

security domains is as shown in Figure 4.4

Information Flow Path:

— Node 1 power electronics sends the device signal value to STUXNET-like virus
— STUXNET-like virus sends device signal values to node 1 message passing module
— Node 1 message passing module sends device signal values to node 1 DGI

— Node 1 DGI sends device signal values to node 2 DGI and node 3 DGI

— ~ DS = True; Device signal status message exchange is not normal

- WE VgSG P _ Fal se; No valuation function in security domain for node 2 DGI

- Igryx per (~ DS); Node 1 PE reports device signal status message value to STUXNET-
like virus

- BsruxIsryx.pe (~ DS); STUXNET-like virus believes report from node 1 PE

- Tsryx ppr (~ DS); STUXNET-like virus trusts the report from node 1 PE

- BstuxIstyx.pe(~ DS) A Tgryx ppi(~ DS) — Bstux(~ DS); STUXNET-like

virus believes the reading
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Figure 4.4. DGI DGI interaction under STUXNET-like virus attack

Ly st stux (stor); STUXNET-like virus reports modified device signal value to node
1 MS

Bysiyst stux (DS); Node 1 MS module believes report from STUXNET-like virus.
Tys1 sTux (DS); Node 1 MS module trusts the report from STUXNET-like virus
Bysilysi stux (DS) ATys1 styx (DS) = Byg1(DS); Node 1 MS module believes
the reading

IpGn psi (DS); Node 1 MS reports device signal value to node 1 DGI
BpgrIpgn.msi (DS); Node 1 DGI believes report from node 1 MS

Tper ms (DS); Node 1 DGI module trusts the report from node 1 MS
BporIpgnmst(MS) A Tpgp ysi(DS) — Bpgp(DS); Node 1 DGI believes the
reading

IpGr.per (DS); Node 1 DGI reports device signal value to node 2 DGI
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- Bpgrlpcr.per (DS); node 2 DGI believes report from node 1 DGI

- Tpgr.pcr (DS); node 2 DGI module trusts the report from node 1 DGI

- Bperlpcr.pcr (DS) A Tpgp.pen (DS) — Bpgp(DS); Node 2 DGI believes the
reading

- Ipgp.perr(DS); Node 1 DGI reports device signal value to node 3 DGI

- Bpgplper.per(DS); node 3 DGI believes report from node 1 DGI

- TpGp.pcr(DS); node 3 DGI module trusts the report from node 1 DGI

- BDG13IDG13,DG12(DS) A TDGIS,DGIZ(DS) - BDG13 (DS), Node 3 DGI believes the

reading

- wE vl[)’gl > = Fal se; No valuation function exists in security domain for Node 2
DGI

- WwE vﬁ?ﬁ = False; No valuation function exists in security domain for Node 3
DGI

MSDND(ES) = 3w € W  [(Sps ® S-ps)] A [w & (AvBIT (w) A AVESE (w))]

MSDND(ES) = 3w € W  [(Sps ® S-ps)] A [w & (AvBST (w) A AVESE (w))]

Theorem 4.1.2.3. State collection marker message communication between two DGI
nodes is MSDND secure in presence of STUXNET-like virus

Proof: Under STUXNET-like virus attack on the DGI, the marker message exchange
between two DGI nodes is not normal and the functioning of the system is affected. It is
worth noting here that the impact of such an attack will be concentrated to the affected

DGI and its peer nodes. Marker message here is represented as M M

Case a. Considering node 1 as the initiator of state collection protocol as well as the

malicious node The depiction of security domains is as shown in Figure 4.5

Information Flow Path:
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Figure 4.5. Initiator node marker message communication under STUXNET-like virus

attack

— Node 1 is the initiator of state collection, and initiates a local system snapshot

— Node 1 power electronics sends the device signal value to node 1 message passing

virus

— Node 1 message passing module sends the device signal value to node 1 DGI virus

— Node 1 DGI sends the device signal value to stuxnet-like virus

STUXNET-like virus receives the local parameters, however does not send a marker

to peer nodes to collect global states.

DS = True; Device signal status message exchange is not normal

wE VG ' = True;Valuation function exists in security domain for node 1 DGI

Iyss1 ppi(DS); Node 1 PE reports device signal status message value to node 1

message passing module
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- Byl ppr (DS); Node 1 message passing module believes report from node 1
PE

— Tys1.pp1 (DS); Node 1 message passing module trusts the report from node 1 PE

- Bysilys1 ppr (DS) ATy61 ppi (DS) — Bys1 (DS); Node 1 message passing module
believes the reading

- Ipgp pst(DS); Node 1 MS reports device signal value to node 1 DGI

- Bpgrlpen msi (DS); Node 1 DGI believes report from node 1 MS

= Tpgp s (DS); Node 1 DGI module trusts the report from node 1 MS

- Bporlpen st (MS) A Tpgp ysi(DS) — Bpgp(DS); Node 1 DGI believes the
reading

— Step 2 of the state collection protocol is initiated, i.e., sending the marker node to
peer nodes for global state collection.

— The STUXNET-like virus observes this request and stops the global state collection
by not forwarding the marker message to peer nodes.

— Since node N is the initiator node for state collection protocol and no marker
message is sent to peer nodes, step 2 of the state collection protocol does not take
place.

— Peer nodes are not aware of the existence of node N;

- WE vgg’ ' = True; Valuation function exists in security domain for Node 1 DGI

- WE ngGIz = False; No valuation function exists in security domain for Node 2
DGI

- wE ngGIS = False; No valuation function exists in security domain for Node 3
DGI

MSDND(ES) = 3w € W [(Sps & S-ps)] A [w & (AvHS" (w) A AVESE (w))]

MSDND(ES) = 3w € W [(Sps & S-ps)] A [w & (AvHST (w) A AVESE (w))]
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Figure 4.6. Peer node marker message communication under STUXNET-like virus attack

Case b. Considering node N as the initiator of state collection protocol and Node N, as

the malicious node The depiction of security domains is as shown in Figure 4.6

Information Flow Path:

— Node 1 is the initiator of state collection, and initiates a local system snapshot

— Node 1 power electronics sends the device signal value to node 1 message passing
virus

— Node 1 message passing module sends the device signal value to node 1 DGI virus

— Node 1 DGI sends the device signal value and marker message to its peer nodes

— The STUXNET-like virus in node 2 receives the parameters and marker message,
however chooses not to send a marker to peer nodes to collect global states and

returns the marker back to Node 1 DGI.
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DS = True; Device signal status message exchange is normal

wE VgSGI ' = True;Valuation function exists in security domain for node 1 DGI
Iyss1 ppi (DS); Node 1 PE reports device signal status message value to node 1
message passing module

Bysilys1 ppi (DS); Node 1 message passing module believes report from node 1
PE

Tys1.ppr (DS); Node 1 message passing module trusts the report from node 1 PE
Bysilys ppi (DS) ATy pp1 (DS) — Byyg1(DS); Node 1 message passing module
believes the reading

IpGn mst (DS); Node 1 MS reports device signal value to node 1 DGI
BprIpgn.msi (DS); Node 1 DGI believes report from node 1 MS

Tpermst (DS); Node 1 DGI module trusts the report from node 1 MS
Bporlpgnmst(MS) A Tpgp ysi(DS) — Bpgp(DS); Node 1 DGI believes the
reading

Isryx.per (DS); Node 1 DGI reports device signal value to STUXNET-like virus
BsruxIsrux. pern (DS); SYUXNET-like virus believes report from node 1 DGI
Tsrux.per (DS); STUXNET-like virus trusts the report from node 1 DGI
BsruxIsrux.pern (DS) A Tsryx pen (DS) — Bstux(DS); STUXNET-like virus
believes the reading

Isryx.pen (MM); Node 1 DGI reports marker message to STUXNET-like virus
BsruxIsrux.pern (MM); SYUXNET-like virus believes report from node 1 DGI
Tsryx.pern (MM); STUXNET-like virus trusts the report from node 1 DGI
BsruxIstux.pan (MM)NTsryx porn (MM) — Bstyx (M M); STUXNET-like virus
believes the reading and receives the marker message from node 1 DGI

The STUXNET-like virus observes this request and stops the global state collection
by not forwarding the marker message to peer nodes.

Node N is the initiator node for state collection protocol and receives the marker

message back from node N,
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The marker message received from node N, marks the completion of global state

collection for node N;

Node Nj is not aware of the global state, which could lead to inconsistency in the

system.

- wE vggl ‘= F alse; No valuation function exists in security domain for Node 1
DGI

- WE vggp = False; No valuation function exists in security domain for Node 3
DGI

MSDND(ES) = 3w € W [(Sps ® S-ps)] A [w £ (AvHST (w) A AVESE (w))]
MSDND(ES) = 3w € W [(Sum & S-uan)] A [w E AvEST (w) A AvPGH (w))]
MSDND(ES) = 3w € Wk [(Sps ® S-ps)] A [w £ (AvBST (w) A AVESE (w))]

MSDND(ES) = 3w € W  [(Sum ® Seaan)] A [w £ AvEST (w) A AVPSE ()]

4.2. INTRODUCING DEDUCIBILITY IN CONSENSUS BASED STATE COLLEC-
TION PROTOCOL USING BYZANTINE AGREEMENT

In the previous sections this work demonstrated different ways in which the FREEDM
system is exposed to STUXNET-like attacks making the system as MSDND secure. For a
cyber physical system such as the FREEDM system an MSDND secure system is good for
an attacker. In further sections this work will try to break the MSDND secure information
flow paths with the help of Byzantine agreement. Our motive is to use the cyber properties
of the system in order to verify the information flowing through the paths, thus, changing

the state of system from MSDND secure to not MSDND secure.

* Modelling Byzantine Agreement Problem as Part of the FREEDM System
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Byzantine agreement problem is the classic representation of a distributed system in which
one or more components lie about their states to all the other components. This may lead
to incorrect decisions or system instability due to incorrect information flowing among
the system. As for the FREEDM system, one or more nodes can lie about their local
states to the global state collection, hence a possibility of system instability or incorrect

decisions.

An important condition based over the solution to the Byzantine agreement problem by
Leslie Lamport (Lamport ef al., 1982) is the relation between total number of nodes and

faulty nodes in the system. The relation is given as below:

n>3m

Where, n = total number of nodes and m = faulty nodes in the system. From the above

relation we have below:

m (faulty nodes) | relation | nodes

0 n>3(0) | NA
1 n>3(1)| 4
2 n>32) | 7

Therefore, with one faulty node, a minimum of 4 nodes in the FREEDM system is
required. Expanding upon the condition this work analyzes the state collection protocol
for a4 node FREEDM system. For the state collection protocol an initiator node initiates

the protocol. A depiction of the 4 node system is shown in Figure 4.7

* Analyzing Byzantine agreement as part of consensus based state collection protocol



Shared
Bus

30

N, N 5 N 3 N,
| | | |
DGI DGI DGI DGI
Device Device Device Device

Figure 4.7. 4 Node FREEDM system

Figure 4.8. Message flow in a 4 node system
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The message flow in consensus based state collection protocol is such that all the nodes
can read messages from all the other nodes, hence, forming a completely connected graph

as in Figure 4.8:

Each node as shown in 4.8 will send the device signal values to every other node as in

Figure 4.9:

/NZ[DS N / N,[DS,]

N,—— N,[DS,] N,— N,[DS,]

\ s \

N,IDS,]
/ N,[DS;] / N,[DS,]
N; — N,[DS;] N, — N,[DS,]
N,[DS,] N;[DS,]

Figure 4.9. Device signal status message flow in a 4 node system

The above shows that each node will send its device signal value to every other node. A
parallel execution of consensus based state collection protocol will take place at every
node. Owing to a basic constraint given by the Byzantine Agreement problem n > 3m
where, n is the total number of nodes and m is the number of malicious nodes, this work

assumes node N; or node 1 is the malicious node.

This work considers node NV is the initiator of state collection protocol and is the malicious

node in the 4 node system.

Assumptions:

— Only Node N is the malicious node

— Node N is the initiator of the consensus based state collection protocol
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— Node N tries to falsify device signal status message by sending different values to
different nodes (the motive of the Node is to destabilize the system)

— Identity of message sender can be authenticated

Since there is only 1 faulty node there will be m + 1 rounds of message exchange.

Round 0: In this round node N; shares device signal values to all the other nodes i.e.
nodes N, N3 and Ny4. Figure 4.10 diplays the representation of round 0 when Node N is

the initiator for consensus based state collection protocol

e
AN

N,[DS ]
N, —N,[DS ]

N,[DS,]

Figure 4.10. Round 0 message exchange

Clearly, in Figure 4.10 Node N; sends different generation values to nodes N,, N3 and

Ny.

Round 1: Now the nodes N,, N3 and N4 will share the messages with each other. Below

are the details:

Sender = N> Sender = N3 Sender = Ny

Dest Msg Dest Msg Dest Msg

Ny | {DS1,12} | Ny | {DS1,13} | Na | {DSy, 14}

N3 | {DS1,12} | N3 | {DS1,13} | N3 | {DS,, 14}

Ny | {DS1,12} | Ny | {DS1,13} | Ny | {DS>, 14}

From the above message details it can be identified that Node N, is the malicious node as

it is trying to send different device signal values to different nodes. For example:
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After round 1 the message details with node N, will be:
{DS1, 12}, {DS), 13}, {DS7, 14}, {DS), 1}

Clearly, from the above it can be established either node N; or node N, is malicious.
Hence in such a case a legitimate migration contract should restrict participation of node
N and node N4. A similar consensus based comparison will take place at node N3 and
node Nj. This will improve the formulation of migration contracts among processes that

are not lying about their states to other nodes.

Theorem 4.2.1. The system is not MSDND secure in a 4 node system (Figure 4.11) with
Byzantine consensus formulation when the malicious node tries to share different status
messages to different nodes. Proof: Since the initiator node is malicious node sharing
a different status message to different nodes leads to a failure to comply with interactive
consistency 2, which implies that if the commander or initiator is loyal, every other node
in the system should receive similar status message. Figure 4.12 depicts the BIT logic

flow. The MSDND proof below corroborates the same:

Information Flow Path:

— Node 1 Power electronics sends the device signal value to STUXNET
— STUXNET sends those values to Node 1 Message passing module
— Node 1 Message passing module sends those messages to node 1 DGI

— Node 1 DGI sends message to node 2 DGI, node 3 DGI and node 4 DGI

Now all nodes except the initiator node 1 send their messages to all the peer nodes

— ~ DS = True; Device signal status message exchange is not normal

- Isryx per (~ DS); Node 1 PE reports generation value to STUXNET-like virus

- BstuxIsryx.pei (~ gen); STUXNET-like virus believes report from Node 1 PE

- Tsryx per (~ DS); STUXNET-like virus trusts the report from Node 1 PE

- BstruxIsryx.per(~ DS) A Tsryx ppi(~ DS) — Bsrux(~ DS); STUXNET-like

virus believes the reading
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Figure 4.11. 4 node FREEDM system under STUXNET-like virus attack
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Figure 4.12. Failed interactive consistency and MSDND - BIT logic view Byzantine

Agreement
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Now the STUXNET-like virus overwrites the true device signal value and sends different
values to different nodes. Without loss of generality the message transfer takes place as
recorded below:

— Node 1 DGI will send DS as device signal value to Node 2 DGI

— Node 1 DGI will send DS as device signal value to Node 3 DGI

— Node 1 DGI will send DS, as device signal value to Node 4 DGI
All message transformation or masking is performed by the STUXNET-like virus and the
same is sent to different nodes. The further analysis of MSDND takes place at the DGI
security domains. BIT logic formulation of round 0:

- Ipgr.pcn (DS1); Node 1 DGI reports device signal value to Node 2 DGI

- Bpgrlpcr.per (DS1); Node 2 DGI believes report from Node 1 DGI

- Tpgr.per (DS1); Node 2 DGI trusts the report from Node 1 DGI

- Ipgr.per (DS1); Node 1 DGI reports device signal value to Node 3 DGI

- Bperlper.per (DS1); Node 3 DGI believes report from Node 1 DGI

- Tppper (DS1); Node 3 DGI trusts the report from Node 1 DGI

— Ipgr.per (DS2); Node 1 DGI reports a different device signal value to Node 4 DGI

- Bperlpersper (DS2); Node 4 DGI believes report from Node 1 DGI

- Tpgrperi (DS2); Node 4 DGI trusts the report from Node 1 DGI
BIT logic formulation of round 1:

- Ipgr.perr(DS1); Node 2 DGI reports device signal value to Node 3 DGI that it
received from Node 1 DGI

- Bpgplper.per(DS1); Node 3 DGI believes report from Node 2 DGI

- Tpep.pcrr(DS1); Node 3 DGI trusts the report from Node 2 DGI



Now

37
IpGrperr(DS1); Node 2 DGI reports device signal value to Node 4 DGI that it
received from Node 1 DGI
BpGrlpcrspcrr(DS1); Node 4 DGI believes report from Node 2 DGI
Tpcr+.pcrr(DS1); Node 4 DGI trusts the report from Node 2 DGI

IpGr.perr(DS1); Node 3 DGI reports device signal value to Node 2 DGI that it
received from Node 1 DGI

Bperlpcr.pcr(DS1); Node 2 DGI believes report from Node 3 DGI
Tper.pep(DS1); Node 2 DGI trusts the report from Node 3 DGI

IpGrapers(DS1); Node 3 DGI reports device signal value to Node 4 DGI that it

received from Node 1 DGI
BpGrlIpcr+.pcr (DS1); Node 4 DGI believes report from Node 3 DGI
Tpcr+.pcr3(DS1); Node 4 DGI trusts the report from Node 3 DGI

IpGr.per+(DS2); Node 4 DGI reports device signal value to Node 2 DGI that it

received from Node 1 DGI
BporIpgr.per+(DS2); Node 2 DGI believes report from Node 4 DGI
Tpcr.pcr+(DS2); Node 2 DGI trusts the report from Node 4 DGI

IpGr.per+(DS2); Node 4 DGI reports device signal value to Node 3 DGI that it

received from Node 1 DGI
Bperlpcp.pcr+(DS2); Node 3 DGI believes report from Node 4 DGI

Tpcr.per+(DS2); Node 3 DGI trusts the report from Node 4 DGI
combining all the BIT logic formulated until now to force deducibility:

At Node 2:
[BpcrrIpcr.pcr (DS1) A Tpgr.per(DS1)]

A [Bperlper.per(DS2) A Tpgr per+(DS2)]
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AN [BDGIZIDGIZ,DGII (DSl A TDGIZ,DGII (DSI))] —~ BDGIZ (DSl),NOde 2 DGI does
not believe the reading. Clearly either one of node 1 or node 4 are lying about the

device signal values to node 2

— At Node 3:
[Bpcrlpcr.per (DS1) ATpgp.per (DS1)]
A [Bporlper.per(DS1) A Tpgp.per(DS1)]
A Bperlper pert (DS2) A Tpgp par+(DS2)]1 =~ Bpgps(DS1);Node 3 DGI does
not believe the reading. Clearly either one of node 1 or node 4 are lying about the
device signal values to node 3
— At Node 4:
[Bper+IpGrt.per(DS2) A Tpgrs per (DS2)]
A [Bperlpre.pcr(DS1) A Tpgrs per(DS1)]
A [BperIpgrr.per (DS1) A Tpgrs pers(DS1)] =~ Bpg+(DS2);Node 4 DGI does

not believe the reading. Clearly node 1 is lying about device signal values to different

nodes
- wEvBY * = True; Valuation function exists in security domain for Node 2 DGI
- wEevhd! * = True; Valuation function exists in security domain for Node 3 DGI
- wevpd! * = True; Valuation function exists in security domain for Node 4 DGI

MSDND(ES) # 3w € W [(Sps ® S-ps)] A [w £ (AVEIT (w) A FVESE (w))]

MSDND(ES) # 3w € W [(Sps ® S-ps)] A [w £ AVEIT (w) A FVESE (w))]

MSDND(ES) # 3w € W [(Sps ® S-ps)] A [w £ AVEIT (w) A FVESE (w))]

Theorem 4.2.2. The system is MSDND secure in a 4 node system with Byzantine
consensus formulation when the malicious node tries to share similar falsified status

messages to different nodes.
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Proof: Since the initiator node is a malicious node and sophisticated enough to share
similar falsified status message to different nodesinteractive consistency 2 property is
preserved. Figure 4.13 depicts the BIT logic interaction among the nodes. The MSDND

proof below corroborates the same:

Information Flow Path:

Node 1 Power electronics sends the device signal value to STUXNET

— STUXNET sends those values to Node 1 Message passing module
— Node 1 Message passing module sends those messages to Node 1 DGI
— Node 1 DGI Send message to Node 2 DGI, Node 3 DGI and Node 4 DGI

— Now all nodes except the initiator node 1 send their messages to all the peer nodes

— ~ DS = True; Device signal status message exchange is not normal

- Igryx per (~ DS); Node 1 PE reports device signal value to STUXNET-like virus
- BstuxIstyx.pet (~ DS); STUXNET-like virus believes report from Node 1 PE

- Tsryx.per (~ DS); STUXNET-like virus trusts the report from Node 1 PE

- BsruxIstyx.pet(~ DS) A Tgryx ppi(~ DS) — Bsrux(~ DS); STUXNET-like

virus believes the reading

Now the STUXNET-like virus overwrites the true device signal values and sends similar
falsified values to different nodes. Further analysis will assume message transfer as below:
— Node 1 DGI will send DS as device signal value to Node 2 DGI
— Node 1 DGI will send DS as device signal value to Node 3 DGI
— Node 1 DGI will send DS; as device signal value to Node 4 DGI
All message transformation or masking is performed by the STUXNET-like virus and the

same is sent to different nodes. The further analysis of MSDND takes place at the DGI

security domains. BIT logic formulation of round 0:
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BDGI3IDGIS,DGIZ(DS l)
N 2
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N,
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Bpar'Ipar’ par (PS»)
4N3

Figure 4.13. Interactive consistency and MSDND - BIT logic view Byzantine Agreement
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- Ipgp.pgr (DS1); Node 1 DGI reports device signal value to Node 2 DGI
- Bperlpcr.per (DS1); Node 2 DGI believes report from Node 1 DGI
- Tpgr.pgr (DS1); Node 2 DGI trusts the report from Node 1 DGI
- Ipgr.per (DS1); Node 1 DGI reports device signal value to Node 3 DGI
- Bpeplper.per (DS1); Node 3 DGI believes report from Node 1 DGI
- Tpep.per (DS1); Node 3 DGI trusts the report from Node 1 DGI
- Ipgr.per (DS1); Node 1 DGI reports device signal value to Node 4 DGI
- Bpgrdpers per (DS1); Node 3 DGI believes report from Node 1 DGI
- Tpgrper (DS1); Node 3 DGI trusts the report from Node 1 DGI
BIT logic formulation of round 1:
- Ipgp.pcrr(DS1); Node 2 DGI reports device singal value to Node 3 DGI that it
received from Node 1 DGI
- Bpeplper.per(DS1); Node 3 DGI believes report from Node 2 DGI
- Tpep.pcrr(DS1); Node 3 DGI trusts the report from Node 2 DGI

- Ipgr.pcrr(DS1); Node 2 DGI reports device singal value to Node 4 DGI that it

received from Node 1 DGI
- Bperlpersperz(DS1); Node 4 DGI believes report from Node 2 DGI
- Tpgrpcre(DS1); Node 4 DGI trusts the report from Node 2 DGI

- Ipgr.pci(DS1); Node 3 DGI reports device signal value to Node 2 DGI that it
received from Node 1 DGI

- Bpgrlpcr.per(DS1); Node 2 DGI believes report from Node 3 DGI
- TpGr.pcrr(DS1); Node 2 DGI trusts the report from Node 3 DGI

- Ipgrperr(DS1); Node 3 DGI reports device signal value to Node 4 DGI that it
received from Node 1 DGI
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- Bpgrdpers pers(DS1); Node 4 DGI believes report from Node 3 DGI
- Tpgr prr(DS1); Node 4 DGI trusts the report from Node 3 DGI

- Ipgr.pgr(DS1); Node 4 DGI reports device signal value to Node 2 DGI that it

received from Node 1 DGI
- Bpgrlper.per(DS1); Node 2 DGI believes report from Node 4 DGI
- Tpgr.pcr(DS1); Node 2 DGI trusts the report from Node 4 DGI

- Ipgr.pr(DS1); Node 4 DGI reports device signal value to Node 3 DGI that it

received from Node 1 DGI
- Bperlper.per+(DS1); Node 3 DGI believes report from Node 4 DGI

- Tpep.per+(DS1); Node 3 DGI trusts the report from Node 4 DGI
Now combining all the BIT logic formulated until now to force deducibility:

— At Node 2: [BDGIZIDGIZ,DG13 (DS] ) A TDGIZ,DGﬁ (DS] )] A [BDGIZIDGlz,DGﬂ (DS] ) A
TDGIZ,DGI4(DSI)]/\[BDGIZIDGIZ,DGII (DS] /\TDGIZ,DGI] (DSl))] — BDG12 (DSl),NOde
2 DGI believes the reading. Clearly, a similar falsified device signal value induces

non deducibility into the system

— At Node 3: [BDGISIDGIS,DGII (DSl) A TDGI3,DGII (DSI)] A [BDGI3IDGI3,D612 (DSl) A
TDG13,DG12 (DS] )]/\[BDG[3IDGI3,DG14(D51 )/\TDG13,DG]4 (DS] )] — BDGIS (DS] ),Node
3 DGI believes the reading. Clearly, a similar falsified device signal value induces

non deducibility into the system

- AtNode 4: [Bpg+Ipgrs per (PS1) ATpgr.per (DSOIA[BpgraIpgr pere(DS1) A
Tper,per(DSDIANBpgrIpcr.per (DS1) ATpgrs prs (DS1)] = Bpg+(DS1);Node
4 DGI does not believe the reading. Clearly, a similar falsified device signal value
induces non deducibility into the system

DGI?

ps. = False; No valuation function exists in security domain for Node 2

-WEV

DGI
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3 . . . . .
- w E vp$! = False; No valuation function exists in security domain for Node 3
DGI
4 . . . . .
- w E vp$" = False; No valuation function exists in security domain for Node 4
DGI

MSDND(ES) = 3w € W  [(Sps ® S-ps)] A [w & (AvHST (w) A AVESE (w))]
MSDND(ES) = 3w € W+ [(Sps © S-ps)] A [w = (AvEI" (w) A AVESE ()]

MSDND(ES) = 3w € W [(Sps ® S-ps)] A [w £ (AVEIT (w) A BvESE (w))]

4.3. PHYSICAL ATTESTATION

In the previous section during analysis of state collection protocol this work observed
that an attacker node or malicious node can send similar falsified values to other nodes and
make the system MSDND secure. In such a scenario the Byzantine consensus algorithm
fails to identify the problem and the attacker is able to make the system MSDND secure there
by hiding the attack over the system. Moving forward this work will break the MSDND
security in system by using the physical properties of the system. The argument behind using
the physical properties to verify the cyber components is that they cannot be changed. Cyber
components of the system have no control over the physical properties of the system. To
identify such scenarios and narrow down to a definitive number of components responsible
for system malfunction this work uses physical attestation of the cyber process proposed by
(Roth and McMillin, 2013).

4.3.1. Physical Attestation of Cyber Process in a 3 Node FREEDM System.
Physical attestation of the cyber process primarily helps in identifying the fake power
injection attack. It uses the law of conservation of energy to generate invariants based over

the system architecture. The generated invariants are based over physical properties of the
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system and should hold irrespective of the cyber process reporting of status messages. The
basis of a power migration contact is the cyber communication between peer nodes. Owing
to this cyber communication, a malicious node can mask its true parameters and lead to
unpleasant scenarios such as the fake power injection attack.

Assumption: The physical attestation protocol assumes that each node on the smart
grid has the ability to measure voltage and phase angle on the public side of its connection.
This thesis introduces a small change over here. This thesis assumes that the public side of
the connection has smart devices that can report the voltage and phase angle from public
side of connection to the nearest point of common coupling. The point of common coupling
calculates the invariant and sends it to all the nodes in the architecture. This change helps
us to preserve the privacy of the nodes as well as does not give them an undue control over
the public side of the connection, which ideally should remain with the utility. The change
can also be considered as a proposal to the future smart grid infrastructure which will help

increase the resilience and reliability of smart grids.

* MSDND analysis of physical attestation protocol over a 3 node FREEDM system To
verify if the system is MSDND secure in a three node system this work will consider one
node at a time and the parameter values they could falsify to affect the system. Below is

the list of parameters that could be falsified along with a 3 node system architecture:

Node | Can Falsify

| P1, V1,01
2 P>, V>, 0,
3 P3, V3,03

— Considering node 1 as the malicious node This thesis assumes node 1 tries to falsify its
values and see what all invariants will be violated. A list of impacts over the invariants

as below:
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Figure 4.14. Node 1 acting as malicious node in a 3 Node system

+ Falsifying Py will lead to an invariant /, violation at point of common coupling a.

+ Falsifying V; and #; will lead to an invariant /,, I; violation at point of common

coupling a and b respectively.

+ Falsifying Py, V| and 6; will lead to an invariant /, violation at points of common

coupling a and b.

Theorem 4.3.1.1. The system is not MSDND secure when Node 1 tries to falsify V;
and 0
Proof: Let us assume Node 1 tried to falsify V; and 6. To represent the corrupt values,

this work will consider P as the entity of exchange.

% ~ P = True; Generation reading reported is not normal
* Ipgr.pcn (P); Node 2 gets generation values from node 1

* Bpgrlpgr.pcn (P); Node 2 believes reading from node 1
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* Tperpgn (P); Node 2 trusts Node 1
+ Considering Node 1 tries to falsify V; and 6,
* Ipgpy, (Invarianty); Node 2 gets the invariant I, from SD
* Bpgrlpgr.,(Invarianty); Node 2 believes the reading from SD
* Tpgp., (Invariant,); Node 2 trusts the reading from SD™
* Ipgpy, (Invariant,); Node 2 gets the invariant 1, from SD!a
* Bpgrlpgp,,(Invariant,); Node 2 believes the reading from SD'a
* Tpgp,,(Invariant,); Node 2 trusts the reading from SD!a
* [BpcrIper.per (P) A Tpgr.pgr (P)]
A [BpgrIpgr.r,(Invarianty) A Tpgp g, (Invarianty)]
A [BpgrIpgr,(Invariant,) A Tpgp (Invariant,)] —~ Bpgp(P); Node 2
does not believe the reading based over the invariant violations

DGI>

* wEvp " =True; Valuation function exists in security domain for node 2 DGI

MSDND(ES) # 3w € Wk [(Sp & S_p)] A [w & (VBT (w) AFVEFT ()]

Theorem 4.3.1.2. The system is MSDND secure when Node 1 tries to falsify Py, V;
and 64
Proof: Let us assume Node 1 tried to falsify Py, V| and 6. To represent the corrupt

values, this work will consider P as the entity of exchange.

% ~ P = True; Generation reading reported is not normal

* Ipgp.pcn (P); Node 2 gets generation values from node 1
* Bperlpgr.pen (P); Node 2 believes reading from node 1
* Tperpgn (P); Node 2 trusts Node 1

# Considering Node 1 tries to falsify Py, V| and 6,

# The invariant I, = P, + P> — Py = 0 should be violated and, falsifying Py, Vi

and 6, violates the invariant.

* Ipgp.g, (Invariant); Node 2 gets the invariant I, from SD
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*

Bperlper,, (Invariant,); Node 2 believes the reading from SD™

*

Tpgr,1, (Invariantp); Node 2 trusts the reading from SD™

*

[BpcrIpGr.per (P) A Tpgr.pgr (P)]
A [Bperlpgr., (Invarianty) A Tpgpp, (Invarianty)] —~ Bpgp(P); Node 2
does not believe the reading based over the invariant violations

DGI?
wE Vv,

*

= True; Valuation function exists in security domain for node 2 DGI

to identify that generation values reported are corrupt.

DGI?
wE VNi

*

= False; Valuation function does not exist in security domain for node

2 DGI to identify which node reported corrupt generation values.

MSDND(ES) = 3w € Wk [(Sp & S_p)] A [w E Qv (w) ABVEFT (w))] A

[w E (A vf,iGlz w)A A V?;g,.ﬂ (W))]

Remark: Here, the above case of invariant violation leads to MSDND secure system.
From the above equation it can be clearly demonstrated that the security domain 4 has
a valuation function to identify if something wrong is going on in the system, however,
it is not possible to identify the origin of the attack. The invariant I, can be affected
by falsifying either of the P;, V} and 6; by node 1 or P> by node 2. Hence, in a 3 node
system it is impossible to identify which of the two nodes falsified values for invariant

to report the problem in system.

Theorem 4.3.1.3. The system is not MSDND secure when Node 1 tries to falsify P;
Proof: Let us assume Node 1 tried to falsify P;. To represent the corrupt values, this

work will consider P as the entity of exchange.

* ~ P = True; Generation reading reported is not normal
* Ipgrpen (P); Node 2 gets generation values from node 1
* Bperlpgr.per (P); Node 2 believes reading from node 1

* Tpgr.pcrn (P); Node 2 trusts Node 1
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+ Considering Node 1 tries to falsify P;

* The invariant I, = P;, + P{ — P, = 0 should be violated and, falsifying P; violates

the invariant.
s Ipgp, (Invariant,); Node 2 gets the invariant I, from SD’«
* Bpgrlpgr,,(Invariant,); Node 2 believes the reading from SD!a
s Tpgr.g, (Invariant,); Node 2 trusts the reading from SD«
* [BpgrIpcr.per(P) A Tpgr.per (P)]
A [BpgrIpgr,(Invariant,) A Tpgp (Invariant,)] —~ Bpgp(P); Node 2

does not believe the reading based over the invariant violations

DGI>

* wE vy~ =True; Valuation function exists in security domain for node 2 DGI

MSDND(ES) # 3w € W [(Sp & S_p)] A [w & (3vET (w) A FVEFE ()]

— Considering node 2 as the malicious node 4.15. This work will assume that node 2
tries to falsify its values and see what all invariants will be violated. A list of impacts

over the invariants is as below:

+ Falsifying P, will lead to an invariant [, violation at point of common coupling b.
+ Falsifying V, and 8, will lead to an invariant I,, I, and I. violation at point of
common coupling a, b and c respectively.

+ Falsifying P>, V, and 6, will lead to invariant I, and /. violation at points of

common coupling a and c.

Theorem 4.3.1.4. The system is not MSDND secure when Node 2 tries to falsify V>
and 6,
Proof: Let us assume Node 2 tried to falsify V; and 8,. To represent the corrupt values,

this work will consider P as the entity of exchange.
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Figure 4.15. Node 2 acting as malicious node in a 3 Node system
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~ P = True; Generation reading reported is not normal

IpGn per(P); Node 1 gets generation values from node 2
BpgrIpg.per(P); Node 1 believes reading from Node 2

Tper pgrz(P); Node 1 trusts Node 2

IpGr.per(P); Node 3 gets generation values from Node 2
Bprlpgp.per(P); Node 3 believes reading from Node 2
Tper.perz(P); Node 3 trusts Node 2

Considering Node 2 tries to falsify V;, and 6, all three invariants will be violated
Ipgp g, (Invarianty); Node 1 gets the invariant I, from SD'
BperIpgn 1, (Invarianty); Node 1 believes the reading from SD
Tper g, (Invariantp); Node 1 trusts the reading from SD™

Ipgp ., (Invariant,); Node 1 gets the invariant I, from SD’
BpgnIpgp,, (Invariant,); Node 1 believes the reading from SD'a
Tpn i, (Invariant,); Node 1 trusts the reading from SD!a

Ipgp ;. (Invariant.); Node 1 gets the invariant . from SD'
BpnIpgp, (Invariant.); Node 1 believes the reading from SD'
Tpen . (Invariant.); Node 1 trusts the reading from SD*

[BpGr Ipcr.per(P) A Tpgn pr(P)]

A [BpgnIpgp ,(Invariant,) A Tpgp , (Invariant,)]

A [BpgrIpgr 1, (Invarianty) A Tpgp g, (Invarianty)]

A [BpgnIpgp j,(Invariant.) A Tpgp . (Invariant.)] —~ Bpgp(P); Node 1
does not believe the reading based over the invariant violations

DGI!
wE Vg

= True; Valuation function exists in security domain for node 1 DGI
IpGp.g, (Invarianty); Node 3 gets the invariant J, from SD'

Bpgrlpgp., (Invariant,); Node 3 believes the reading from SD™

Tpgpg, (Invariant,); Node 3 trusts the reading from SD'

Ipgp, (Invariant,); Node 3 gets the invariant I, from SD’
Bpgrlpgp,(Invariant,); Node 3 believes the reading from SD!a

Tpep.p. (Invariant,); Node 3 trusts the reading from SD'e

IpGps . (Invariant.); Node 3 gets the invariant /. from SDe
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s Bpgrlpgp. (Invariant.); Node 3 believes the reading from SD'
* Tpgp, . (Invariant.); Node 3 trusts the reading from SD'
* [BpcrIpep.per(P) A Tpgr.pr(P)]
A [Bpgrlpgp,(Invariant,) A Tpgp  (Invariant )]
A [Bpgplpgp p,(Invarianty) A Tpgps g, (Invarianty)]
A [Bpgrlpgp (Invariant.) A Tpgp . (Invariant.)] —~ Bpgp(P); Node 3
does not believe the reading based over the invariant violations

DGI?

* WE vV, = True; Valuation function exists in security domain for node 3 DGI

MSDND(ES) # 3w € Wk [(Sp & S_p)] A [w & (QvE! (w) AFVEFT ()]

MSDND(ES) # 3w € Wk [(Sp & S_p)] A [w & (VBT (w) A FVEFE (w))]

Theorem 4.3.1.5. The system is not MSDND secure when Node 2 tries to falsify Ps,
V5 and 6,
Proof: Let us assume Node 2 tried to falsify P,, V, and #,. To represent the corrupt

values, this work will consider P as the entity of exchange.

% ~ P = True; Generation reading reported is not normal

* Ipgn per(P); Node 1 gets generation values from node 2

* BpepnlIpgn.perz(P); Node 1 believes reading from Node 2

* Tpgp.pcrz(P); Node 1 trusts Node 2

* Ipgp per(P); Node 3 gets generation values from Node 2

* Bperlper.per(P); Node 3 believes reading from Node 2

* Tpgp.pcrn (P); Node 3 trusts Node 2

# Considering Node 2 tries to falsify P, V, and 6, invariants I, and I, will be
violated

* Ipgp g, (Invariant,); Node 1 gets the invariant 1, from SD!a

* Bpgnlpgp ,(Invariant,); Node 1 believes the reading from SD'a

* Tpgp,,(Invariant,); Node 1 trusts the reading from SD!a
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s Ipgp ;. (Invariant.); Node 1 gets the invariant /. from SD'

* Bpgplpgp . (Invariant.); Node 1 believes the reading from SD'

* Tpgp g, (Invariant.); Node 1 trusts the reading from SD

* [BpenIpcr,per(P) A Tpgn.per(P)]
A [BpgnIpgp g, (Invariant,) A Tpgp 1, (Invariant,)]
A [Bperlpgn  (Invariant.) A Tpgp  (Invariant.)] —~ Bpgp(P); Node 1
does not believe the reading based over the invariant violations

DGI!
* WE VP

= True; Valuation function exists in security domain for node 1 DGI
* Ipgp.g,(Invariant,); Node 3 gets the invariant 1, from SD'a
* Bpgplpgp,(Invariant,); Node 3 believes the reading from SD'a
* Tpgp,,(Invariant,); Node 3 trusts the reading from SD!a
* Ipgp,. (Invariant.); Node 3 gets the invariant /. from SD'e
* Bpgplpgp, (Invariant.); Node 3 believes the reading from SD'
* Tpgp, . (Invariant.); Node 3 trusts the reading from SD'
* [BpgriIpep.per(P) A Tpgp.per(P)]
A [Bpgplpgp,(Invariant,) A Tpgps,, (Invariant,)]

A [BpgpIpgp . (Invariant.) A Tpgps . (Invariant.)] —~ Bpgp(P); Node 3

does not believe the reading based over the invariant violations

DGI?

* WE Vg = True; Valuation function exists in security domain for node 3 DGI

MSDND(ES) # 3w € Wk [(Sp & S_p)] A [w & (VB! (w) AFVEFT ()]

MSDND(ES) # 3w € Wk [(Sp & S-p)] A [w & (AvET (w) A FVEFE ()]

Theorem 4.3.1.6. The system is MSDND secure when Node 2 tries to falsify P,
Proof: Let us assume Node 2 tries to falsify P,. To represent the corrupt values, this
work will consider P as the entity of exchange.

% ~ P = True; Generation reading reported is not normal

* Ipgn pcre(P); Node 1 gets generation values from node 2
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* Bpgnlpgn pere(P); Node 1 believes reading from Node 2
* Tpgp.pcrz(P); Node 1 trusts Node 2
* Ipgp pere(P); Node 3 gets generation values from Node 2
* Bpgplpgr per(P); Node 3 believes reading from Node 2
* Tpgp.pcrz(P); Node 3 trusts Node 2
# Considering Node 2 tries to falsify P, invariant I, will be violated
* Ipgp g, (Invariant,); Node 1 gets the invariant I, from SD'
* Bpgnlpgn i, (Invariant,); Node 1 believes the reading from SD™
s Tpgp.g, (Invarianty); Node 1 trusts the reading from SD'
* [BpgrIpgr.per(P) A Tpgn per(P)]
A [BpgrIpgn g, (Invarianty) A Tpgp g, (Invariant,)] —~ Bpgp(P); Node 1
does not believe the reading based over the invariant violations

DGI!
* WEVp

= True; Valuation function exists in security domain for node 1 DGI
* Ipgp g, (Invarianty); Node 3 gets the invariant 1, from SD
% Bpgplpgp.y, (Invariant,); Node 3 believes the reading from SD'
* Tpgp.p, (Invariant,); Node 3 trusts the reading from SD™
* [BporIper.per(P) A Tpgr per(P)]
A [Bperlpgp., (Invarianty) A Tpgp g, (Invarianty)] —~ Bpgp(P); Node 3
does not believe the reading based over the invariant violations

DGI?
wE Vv,

*

= True; Valuation function exists in security domain for node 3 DGI

MSDND(ES) = 3w € W [(Sp & S_p)] A [w & Qv (w) ABVEFT (w))] A
[w E (A vﬁiGll (W) A 39\/?1?[11 (W))]
MSDND(ES) = 3w € W [(Sp & S_p)] A [w & (3vET (w) A FVEFT (w))] A

[w E (A vﬁiGp w)A A v?ﬁiﬁ (W))]
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Figure 4.16. Node 3 acting as malicious node in a 3 Node system

Remark: Here it is worth noting that though security domains 10 and security
domains 4 do have a valuation function to identify that there is something wrong with
the system, it is not possible to identify the origin of attack. The invariant I, can be
affected both by falsifying P, Vi and 6; by Node 1 or by falsifying P, by Node 2.
Hence, in a 3 node system it is impossible to identify which of the two nodes falsified

values for invariant to report the problem in system.

Considering Node 3 as the malicious node Figure 4.16: Assuming node 3 tries to
falsify its values, a list of impacted invariants is as below:
+ Falsifying P3 will lead to an invariant /. violation at point of common coupling c.

+ Falsifying V3 and 03 will lead to an invariant /;, and /. violation at point of common

coupling b and ¢ respectively.
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+ Falsifying P3, V3 and 63 will lead to invariant I, violation at point of common

coupling b.

Theorem 4.3.1.7. The system is not MSDND secure when Node 3 tries to falsify V3
and 63
Proof: Let us assume Node 3 tried to falsify V3 and 3. To represent the corrupt values,

this work will consider P as the entity of exchange.

* ~ P = True; Generation reading reported is not normal
* Ipgp pep(P); Node 1 gets generation values from node 3
* BpenlIpgn.pei (P); Node 1 believes reading from Node 3
* Tpgp.pcp(P); Node 1 trusts node 3
* Ipgrpcp(P); Node 2 gets generation values from node 3
* Bperlpgr.pe (P); Node 2 believes reading from node 3
* Tpgp.pcp(P); Node 2 trusts Node 3
# Considering Node 3 tries to falsify V3 and 63 invariants I, and /. will be violated
* Ipgp g, (Invariant,); Node 1 gets the invariant I, from SD
* Bpgplpgn i, (Invarianty); Node 1 believes the reading from SD™
* Tpgp g, (Invariant,); Node 1 trusts the reading from SD
* Ipgp . (Invariant.); Node 1 gets the invariant /. from SD
* Bpgplpgn . (Invariant.); Node 1 believes the reading from SD
* Tpgp, . (Invariant.); Node 1 trusts the reading from SD
* [BpnIpcr,per(P) A Tpgr per(P)]
A [BpgriIpgr 1, (Invarianty) A Tpgp g, (Invarianty)]
A [BpgnIpgp j,(Invariant.) A Tpgp . (Invariant.)] —~ Bpgp(P); Node 1
does not believe the reading based over the invariant violations

DGI!
* WEVp

= True; Valuation function exists in security domain for node 1 DGI
* Ipgp.g, (Invariant); Node 2 gets the invariant I, from SD

* Bpgrlpgr., (Invariant,); Node 2 believes the reading from SD'

* Tpgp.y, (Invariant,); Node 2 trusts the reading from SD

* Ipgp, . (Invariant.); Node 2 gets the invariant /. from SD'



*

56

BpgrIpgr,, (Invariant.); Node 2 believes the reading from SD'

* Tpgp, . (Invariant.); Node 2 trusts the reading from SD'e

*

*

[BpreIpcr.pcr(P) A Tper.per(P)]

A [BpgrIpgr.r,(Invarianty) A Tpgp p, (Invarianty)]

A [BpgrIpgr . (Invariant.) A Tpgp . (Invariant.)] —~ Bpgp(P); Node 2
does not believe the reading based over the invariant violations

DGI>

WE VL = True; Valuation function exists in security domain for node 2 DGI

MSDND(ES) # 3w € Wk [(Sp® S-p)] A [w = AvE" (w) A 3vPET (w))]

MSDND(ES) # 3w € Wk [(Sp ® S-p)] A [w = (AvET (w) A IvPET (w))]

Theorem 4.3.1.8. The system is MSDND secure when Node 3 tries to falsify Pz, V3

and 03

Proof: Let us assume Node 3 tried to falsify P3, V3 and 63. To represent the corrupt

values, this work will consider P as the entity of exchange.

*

*

*

*

~ P = True; Generation reading reported is not normal

IpGr pgrs(P); Node 1 gets generation values from node 3
BperIpgr.pers(P); Node 1 believes reading from Node 3

Tper.per3(P); Node 1 trusts Node 3

IpGr.per(P); Node 2 gets generation values from Node 3
BpcrIpgr.per(P); Node 2 believes reading from Node 3

Tpcr.pcr3(P); Node 2 trusts Node 3

Considering Node 3 tries to falsify P3, V3 and 63 invariant I, will be violated
Ipgp g, (Invarianty); Node 1 gets the invariant 1, from SD'

BpgrIpgn 1, (Invarianty); Node 1 believes the reading from SD

Tpgn g, (Invariant,); Node 1 trusts the reading from SD'
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*

[BperiIpcr.per (P) A Tpgr pers (P)]
A [BDGIIIDGII,];, (Invariam‘b) A TDGII,I[, (Invariantb)] —~ BDGII (P), Node 1
does not believe the reading based over the invariant violations

I . . o . .
w E VP = True; Valuation function exists in security domain for node 1 DGI

*

*

IpGrp, (Invariant,); Node 2 gets the invariant 1, from SD

*

Bpgrlper,, (Invarianty); Node 2 believes the reading from SD™

*

Tpgr.p, (Invarianty); Node 2 trusts the reading from SD™

*

[BperIpGr.per (P) A Tpgr.pGrs (P)]
A [Bperlpgr., (Invarianty) A Tpgpy, (Invarianty)] —~ Bpgp(P); Node 2
does not believe the reading based over the invariant violations

DGI?
wE VP

*

= True; Valuation function exists in security domain for node 2 DGI

MSDND(ES) =dw e W [(Sp & S-p)] A [w E! v,’?G“ (w) A3 v?ﬁll (w))] A
[w e ARG (w) A BVPET ()]
MSDND(ES) = Aw € Wk [(Sp © S-p)] A [w £ QVPT (w) A IVETE (w))] A

[w E (A vﬁGlz w) A i‘]VND;gIZ (W))]

Remark: Here itis worth noting that though security domains 3 and security domains
4 do have a valuation function to identify that there is something wrong with the
system, however, it is not possible to identify the origin of attack. The invariant 7, can
be affected both by falsifying any of P;, V; and 6; by node 1, P, by Node 2 or Pz, V3
and 63 by node 3. Hence, in a 3 node system it is impossible to identify which of the

two nodes falsified values for invariant to report the problem in system.

Theorem 4.3.1.9. The system is not MSDND secure when Node 3 tries to falsify P3
Proof: Let us assume Node 3 tried to falsify P3. To represent the corrupt values, this

work will consider P as the entity of exchange.

% ~ P = True; Generation reading reported is not normal
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* Ipgp pep(P); Node 1 gets generation values from node 3

* BpepnlIpg.pep (P); Node 1 believes reading from Node 3

* Tpgp.pcp(P); Node 1 trusts Node 3

* Ipgrpcp(P); Node 2 gets generation values from node 3

* Bperlpgr.pcp(P); Node 2 believes reading from node 3

* Tpgp.pcp(P); Node 2 trusts node 3

# Considering Node 3 tries to falsify P3 invariant /. will be violated

* Ipgp . (Invariant.); Node 1 gets the invariant /. from §Dy

* Bpgpnlpgn . (Invariant.); Node 1 believes the reading from SDg

* Tpgp . (Invariant.); Node 1 trusts the reading from SDg

* [Bpgriper.per(P) ATpgp pr(P)]
A [Bperlpgr  (Invariant.) A Tpgp p (Invariant:)] —~ Bpgp(P); Node 1
does not believe the reading based over the invariant violations

DGI!
* WE VP

= True; Valuation function exists in security domain for node 1 DGI
* Ipgpy, (Invariant.); Node 2 gets the invariant /. from §Dyg
* Bpgrlpgp,, (Invariant.); Node 2 believes the invariant from SDg
* Tpgpr,.(Invariant.); Node 2 trusts the reading from SDg
* [BpgrIpcr.per(P) A Tpgr.per(P)]
A [BpgrIpgr . (Invariant.) A Tpgp . (Invariant.)] —~ Bpgp(P); Node 2
does not believe the reading based over the invariant violations

DGI?
wE Vv,

*

= True; Valuation function exists in security domain for node 2 DGI

MSDND(ES) # 3w € Wk [(Sp® S-p)] A [w = AvE" (w) A TvPET (w))]

MSDND(ES) # 3w € Wk [(Sp & S_p)] A [w & QBT (w) ABVEFT (w))]

— Outcome: Physical attestation of a 3 node FREEDM system is able to identify an attack
over the system, however, fails to identify the attacker. This motivates us to formulate

the physical attestation protocol over a 7 node system. Over the next section this
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Table 4.2. 3 Node System - Invariant Violations

H Malicious Node | Falsified Parameter | Invariant Violation Comment H

i VP lg / la | MSDND with respect to
1, U1 a» 1b identity of attacker

1 P, V1, 6, Iy

2 P 1

5 v 29 / Ib / MSDND with respect to
2, U2 as “bs fe identity of attacker

2 P29 V2’ 92 IC
P I

g v 30 ! IC ! MSDND with respect to
3, U3 b> fes 1d identity of attacker

3 P3, V3, 93 Ib, Id

thesis will implement physical attestation protocol over a 7 node system and formulate
parameter violation patters. The analysis will show us the parameter violation over a 7
node system has a unique pattern, considering which an approach can be designed to
identify attacker in the system employing physical attestation. The choice of a 7 node
system is also dependent over the fact that for a Byzantine consensus formulation with
2 malicious nodes, a total of 7 nodes in the system is required. Hence, a 7 node system
can be considered as an intersection of Byzantine consensus and physical attestation in

Cyber Physical Systems.

4.3.2. Physical Attestation of Cyber Process in a 7 Node FREEDM System.
Understanding architecture of 7 node FREEDM system Please consider the Figure 4.17 as
power flow architecture:

The law of conservation of energy states that at points a, b, ¢, d, e, f and g or the
points of common coupling, total energy entering should be equal to the energy leaving
the point of common coupling. Therefore, the invariants at points of common coupling are

given as below:
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N N, N, N N N N,
P P P
lpl lpz lpg l ! lps l 6 l 7
P' —
in Pout
a — b — Y — d — e — f — g
Pab Pbc Pcd Pde Pef Pfg

Figure 4.17. 7 Node System depicting power flows

I, P+ P —Pyp=0
Ip: Pyp+ Py— Py =0
Io: Ppe+ Py — Peg =0
I:Peg+Py—Pg=0
I: Pge+Ps— Py =0
Io: Pop+ Ps—Prg =0

I.: Prg+P1— Py =0

* MSDND analysis of physical attestation protocol over a 7 node FREEDM system To
verify if the system is MSDND secure in a seven node system this work will consider one
node at a time and the parameter values they could falsify to affect the system. Below is

the list of parameters that could be falsified along with a 7 node system architecture:
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Node | Can Falsify
1 P, V1,04
2 P, V1,0,
3 P3, V3,03
4 Py, V4, 04
5 Ps, Vs, 05
6 Ps, Vs, 06
7 P7,V7,67

Rather than going for MSDND analysis considering each node trying to falsify parameters,
this work will analyze one node pattern which will have unique invariant violations. The
thesis demonstrates below a detailed summary of the parameter violations and subsequent

invariant violations.

Theorem 4.3.2.1. The 7 node system is MSDND secure when nodes 1 through 3 and 5
through 7 try to falsify associated parameters

Proof: As shown in the above table, when nodes other than node 4 try to falsify associated
parameters, the invariant violation matches one of the other node parameter falsification.
The MSDND proof of such a scenario matches any of the MSDND analysis from 3 node
system. The MSDND analysis helps us to identify that there is something wrong for the
system, however, it is not possible to identify the attacker in the system. As an example
this work will consider MSDND of node 1. This work assumes node 1 tries to falsify its
values and see what all invariants will be violated. A list of impacts over the invariants

as below:

IMSDND with respect to identity of attacker exists when the security domains are able to identify there is
something wrong in the system, however, are unable to narrow down to the causing entity. It is worth noting
here that in such a situation peer nodes can narrow down to a group of malicious nodes based over the type of
invariants violated. For Example: In a case where node 1 tries to falsify P, Vi, 81, sober nodes can narrow
down to a group of nodes N; or N, based over the invariant violated, as the probable malicious nodes.
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Table 4.3. 7 Node System - Invariant Violations

Malicious Node | Falsified Parameter | Invariant Violation Comment!
! Py la MSDND with respect to
1 Vi, 64 1., Ip identity of attacker
1 Py, Vi, 6 Iy
2 = Iy MSDND with respect to
2 Vs, 0> 1, Ip, I. identity of attacker
2 P29 V29 02 IC
3 Ps Le MSDND with respect to
3 Vi, 03 Iy, 1., 1, identity of attacker
3 P3, V3, 03 Iy, 1y
4 P I
4 d Unique pattern
4 Va4, 04 1., 14,1, invariant violation
4 P49 ‘/49 04 IC’ Ie
> Ps L MSDND with respect to
5 Vs, 05 Iy, 1, Iy identity of attacker
5 Ps, Vs, 05 1g, Iy
P I
6 6 ! MSDND with respect to
6 Ve, O¢ I, Iy, I, identity of attacker
6 Ps, Ve, 06 I,
! Py le MSDND with respect to
7 Va7, 67 Iy, I, identity of attacker
7 P7, V7, 67 Iy
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Figure 4.18. Node 1 acting as malicious node in a 7 Node system

— Falsifying P; will lead to an invariant /, violation at point of common coupling a.

— Falsifying V| and 6, will lead to an invariant /,, I, violation at point of common

coupling a and b respectively.

— Falsifying Py, V| and 8, will lead to an invariant /, violation at points of common

coupling a and b.

The system is not MSDND secure when Node 1 tries to falsify V| and 6,
Proof: Let us assume Node 1 tried to falsify V; and 6;. To represent the corrupt values,

this work will consider P as the entity of exchange.

~ P = True; Generation reading reported is not normal
IpGr.per (P); Node 2 gets generation values from node 1
BperIpcr.pen (P); Node 2 believes reading from node 1

Tpcr.per (P); Node 2 trusts Node 1

Considering Node 1 tries to falsify V| and 6,
Ipgp., (Invariant,); Node 2 gets the invariant I, from SD
Bperlper,, (Invarianty); Node 2 believes the reading from SD

Tpgr.p, (Invarianty); Node 2 trusts the reading from SD
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— Ipgp., (Invariant,); Node 2 gets the invariant I, from SD'a

- Bpgrlpgr,(Invariant,;); Node 2 believes the reading from SD'a

- Tpgr,,(Invariant,); Node 2 trusts the reading from SD'a

= [BpgreIpcr.pcr (P) ATpgrpr (P)]
A [Bperlpgr.r, (Invarianty) A Tpgp , (Invariantp)]
AN BpgrIpgr.,(Invariant,) NTpgp, (Invariant,)] —~ Bpgp(P); Node 2 does
not believe the reading based over the invariant violations

DGI?

- WEVp = True; Valuation function exists in security domain for node 2 DGI

MSDND(ES) # 3w € W [(Sp® S-p)] A [w & (3vET (w) A IvET (w))]

The system is MSDND secure when Node 1 tries to falsify P, Vi and 6,
Proof: Let us assume Node 1 tried to falsify Py, Vi and ;. To represent the corrupt

values, this work will consider P as the entity of exchange.

— ~ P =True; Generation reading reported is not normal

— Ipgr.pgr (P); Node 2 gets generation values from node 1

- Bperlpcr.per (P); Node 2 believes reading from node 1

- Tpgr.pgr (P); Node 2 trusts Node 1

— Considering Node 1 tries to falsify Py, Vi and 6,

— The invariant I, = P, + P> — Pp. = 0 should be violated and, falsifying Py, V| and
6, violates the invariant.

— Ipgpy, (Invarianty); Node 2 gets the invariant I, from SD

- Bpgrlpgr., (Invarianty); Node 2 believes the reading from SD'

- Tper,,(Invarianty); Node 2 trusts the reading from SD'
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= [Bperlpcr.pcr (P) A Tpgr.per (P)]
AN [BDGIZIDGIZ,][, (Invariantb) AN TDGIZ,I;, (Invariantb)] —~ BDG12 (P), NOde 2 does
not believe the reading based over the invariant violations

DGI?

- WEVy = True; Valuation function exists in security domain for node 2 DGI to

identify that generation values reported are corrupt.

DGI?

-wEvy’ =F alse; Valuation function does not exist in security domain for node
1

2 DGI to identify which node reported corrupt generation values.

MSDND(ES) = 3w € Wk [(Sp & S_p)] A [w & (v (w) ABVEFE (w))] A

[w E (A vﬁGﬂ (w) A ﬂv?ﬁi’z (W))]

Remark: Here, the above case of invariants violation leads to MSDND secure system.
From the above equation, it can be clearly demonstrated that the security domain 4 has
a valuation function to identify if something wrong is going on in the system, however,
it is not possible to identify the origin of the attack. The invariant /; can be affected by
falsifying either of the Py, Vi and 6; by node 1 or P, by node 2. Hence, in a 3 node system
it is impossible to identify which of the two nodes falsified values for invariant to report

the problem in system.

The system is not MSDND secure when Node 1 tries to falsify Py
Proof: Let us assume Node 1 tried to falsify P;. To represent the corrupt values, this

work will consider P as the entity of exchange.

— ~ P =True; Generation reading reported is not normal
- Ipgr.pgr (P); Node 2 gets generation values from node 1
- Bpgrlpcr.per (P); Node 2 believes reading from node 1

- Tpgr.pcr (P); Node 2 trusts Node 1

Considering Node 1 tries to falsify P;
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The invariant I, = P;, + P; — P4, = 0 should be violated and, falsifying P; violates
the invariant.

- Ipgp,(Invariant,); Node 2 gets the invariant I, from SD!a

- Bperlpgre,(Invariant,); Node 2 believes the reading from SDla

— Tpgpeg,(Invariant,); Node 2 trusts the reading from SDla

= [BpcrIpcr.pr (P) A Tpgp pgr (P)]

ABpgrIpgr.,(Invariant,) NTpgp, (Invariant,)] —~ Bpgp(P); Node 2 does
not believe the reading based over the invariant violations

DGI?
wE Vv,

= True; Valuation function exists in security domain for node 2 DGI

MSDND(ES) # 3w € W [(Sp® S-p)] A [w & (3vET (w) A IvEET (w))]

Theorem 4.3.2.2. The 7 node system is not MSDND secure when node 4 tries to falsify
associated parameters
Proof: This work assumes node 4 tries to falsify its values and see what all invariants

will be violated. A list of impacts over the invariants is as below:
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N,

Figure 4.19. Node 4 acting as malicious node in a 7 Node system
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— Falsifying P4 will lead to an invariant /; violation at point of common coupling d.

— Falsifying V,; and 64 will lead to an invariant /., I; and I, violation at point of

common coupling ¢, d and e respectively.

— Falsifying P4, V4 and 64 will lead to an invariant /. and I, violation at points of

common coupling ¢ and e.

The system is not MSDND secure when Node 4 tries to falsify Vi and 04
Proof: Let us assume Node 1 tried to falsify V; and 6. To represent the corrupt values,

this work will consider P as the entity of exchange.

— ~ P =True; Generation reading reported is not normal

— Ipgr.per+(P); Node 3 gets generation values from node 4

- Bpeplper.pere(P); Node 3 believes reading from node 4

- Tpgr pcr+(P); Node 3 trusts Node 4

— Ipgis.per+(P); Node 5 gets generation values from node 4

- Bpgrslperis.per(P); Node 5 believes reading from node 4

- Tpgrs.pgr+(P); Node 5 trusts Node 4

— Considering Node 4 tries to falsify V4 and 64, invariants /., I; and I, will be violated
- Ipgp . (Invariant.); Node 3 gets the invariant I, from SDg

- Bperlpgrs, . (Invariant.); Node 3 believes the reading from SDg
— Tpgp. (Invariant.); Node 3 trusts the reading from SDgy

- Ipgp,(Invariant,); Node 3 gets the invariant I; from SD3

- Bpgplpgr,,(Invariant g); Node 3 believes the reading from SD; 3
- Tpgpp,(Invariant,); Node 3 trusts the reading from $D,3

- Ipgp,,(Invariant,); Node 3 gets the invariant I, from SDy7

- Bperlpgrp,,(Invariant,); Node 3 believes the reading from SD7

— Tpgp,, (Invariant,); Node 3 trusts the reading from SD17
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= [Bper3Ipcr.pcr(P) A Tpgps pgr+(P)]
A [Bperlper., (Invariant;) A Tpher, (Invariant,)]
A [BpgpIpgp.p,(Invarianty) A Tpgps p,(Invariant g)]
ANBpgplpep,,(Invariant,) A Tpgp (Invariant,)] =~ Bpgpi(P); Node 3 does
not believe the reading based over the invariant violations

DGP?
- WEVg

= True; Valuation function exists in security domain for node 3 DGI

= Ipgps, . (Invariant.); Node 5 gets the invariant /. from SDg

- Bperslpgrs, . (Invariant.); Node 5 believes the reading from SDg

— Tpgysy. (Invariant.); Node 5 trusts the reading from SDg

= Ipgps,(Invariant,); Node S gets the invariant I; from SD3

- BpgrsIpgrs,,(Invariant g); Node 5 believes the reading from SD; 3

- Tpgrs,(Invariant,); Node S trusts the reading from SD,3

- Ipgps,, (Invariant,); Node 5 gets the invariant I, from SD7

- Bpgrslpgrs,, (Invariant,); Node 5 believes the reading from SD 7

- Tpgrs, (Invariant,); Node 5 trusts the reading from SD 7

= [BpgsIpGs.per+(P) A Tpgrs per (P)]
A [BpgrsIpgps. (Invariant.) A Tpgs ;. (Invariant.)]
A [BpgrsIpgrs. ,(Invariantg) A Tpgys i, (Invariant g)]
ANBperslpers,,(Invariant,) A Tpgys ; (Invariant,)] =~ Bpgps(P); Node 5 does
not believe the reading based over the invariant violations

DG

- WEVg = True; Valuation function exists in security domain for node 5 DGI

MSDND(ES) # 3w € Wk [(Sp & S_p)] A [w & (VBT (w) AFVEFT ()]

MSDND(ES) # 3w € Wk [(Sp & S_p)1 A [w & (VBT (w) AFVEFT ()]
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The system is not MSDND secure when Node 4 tries to falsify P4, V4 and 0,4
Proof: Let us assume Node 4 tried to falsify P4, V4 and 64. To represent the corrupt

values, this work will consider P as the entity of exchange.

— ~ P =True; Generation reading reported is not normal

— Ipgp.per+(P); Node 3 gets generation values from node 4

- Bpgplper.per(P); Node 3 believes reading from node 4

- Tpgr per+(P); Node 3 trusts Node 4

— Ipgr.pgr+(P); Node 5 gets generation values from node 4

- Bpgrslpers.pere(P); Node 5 believes reading from node 4

- Tpgs.per+(P); Node 5 trusts Node 4

— Considering Node 4 tries to falsify P4, V4 and 84, invariants /. and I, will be violated

- Ipgp . (Invariant.); Node 3 gets the invariant /. from SDg

- Bpgplpgp, . (Invariant.); Node 3 believes the reading from SDg

— Tpgrs . (Invariant.); Node 3 trusts the reading from SDy

- Ipgp,,(Invariant,); Node 3 gets the invariant I, from SDy7

- Bperlpegp,,(Invariant,); Node 3 believes the reading from SD17

— Tpgp,,(Invariant,); Node 3 trusts the reading from SD17

= [BperIpcr.per(P) A Tpgr pgr+(P)]
A [BDGI3IDGI3,IC (Invariant.) A TpGr.. (Invariant,)]
ANBpgplpgs,,(Invariant,) NTpgp . (Invariant,)] =~ Bpgp3(P); Node 3 does
not believe the reading based over the invariant violations

DGI?
- WE VP

= True; Valuation function exists in security domain for node 3 DGI
— Ipgs . (Invariant.); Node 5 gets the invariant /. from SDg

- BpgrsIpgrs, . (Invariant.); Node 5 believes the reading from SDg

— Tpgrs . (Invariant.); Node 5 trusts the reading from SDy

= Ipgs, (Invariant,); Node 5 gets the invariant /, from SDy7

- Bperslpers,, (Invariant,); Node 5 believes the reading from SD17
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— Tpgrs, (Invariant,); Node 5 trusts the reading from SDy7

= [BpgrsIpGs.per+(P) A Tpgrs pgr (P)]
A [BpgrsIpgrs,, (Invariant.) A Tpgs ; (Invariant.)]
AN Bpgrslpers,,(Invariant,) A Tpgys ; (Invariant,)] =~ Bpgs(P); Node 5 does
not believe the reading based over the invariant violations

- WE VPDG’5 = True; Valuation function exists in security domain for node 5 DGI

MSDND(ES) # 3w € Wk [(Sp® S-p)] A [w & (vET (w) A IvOET (w))]

MSDND(ES) # 3w € W k [(Sp & S_p)] A [w & (vE" (w) ABVEFT ()]

The system is not MSDND secure when Node 4 tries to falsify Py
Proof: Let us assume Node 4 tried to falsify P4. To represent the corrupt values, this

work will consider P as the entity of exchange.

— ~ P = True; Generation reading reported is not normal

— Ipgr.per+(P); Node 3 gets generation values from node 4

- Bpgplper.pere(P); Node 3 believes reading from node 4

- Tpgr per+(P); Node 3 trusts Node 4

— Ipgrs.pgr+(P); Node 5 gets generation values from node 4

- Bperslpers.per+(P); Node 5 believes reading from node 4

— Tpgrs.pgr+(P); Node 5 trusts Node 4

— Considering Node 4 tries to falsify V, and 6,4, invariant /; will be violated
- Ipgp,(Invariant,); Node 3 gets the invariant I; from SD;3

- Bpgplpgp,,(Invariant g); Node 3 believes the reading from SD;3

- Tper1,,(Invariant); Node 3 trusts the reading from SD;3
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[BpcrIpcr.pcr(P) ATpgp per(P)]

AN Bperlpep,r,(Invarianty) NTpgps 1, (Invariant 4)] =~ Bpgps (P); Node 3 does
not believe the reading based over the invariant violations

Wk VI? G _ True; Valuation function exists in security domain for node 3 DGI
Ipgrs,,(Invariant ;); Node 5 gets the invariant I; from SD;3
BpersIpgrs,,(Invariant g); Node 5 believes the reading from SD;3
Tpgps,r,(Invariantg); Node 5 trusts the reading from SD; 3

[BpGisIpGis.pr+(P) ATpgrs per (P))

ANBperislpgrs.,(Invarianty) NTpgys ;, (Invariant ;)] =~ Bpgs(P); Node 5 does

not believe the reading based over the invariant violations

5
yDGI

P = True; Valuation function exists in security domain for node 5 DGI

wE

MSDND(ES) # 3w € Wk [(Sp ® S-p)] A [w E (3vE" (w) AFVEFE ()]

MSDND(ES) # 3w € W+ [(Sp © S-p)] A [w £ (3vET (w) A FVEFE ()]
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5. CONCLUSIONS

5.1. DISTRIBUTED CYBER PHYSICAL SYSTEMS

In a cyber physical system, that is distributed in nature, an important characteristic
is communication among the distributed components. The message flow among these
components is the basis or a primary requirement for the system to function correctly. This
message communication can also be considered as the information flow. To protect the
functioning of a cyber physical system it is important to protect this information flow or

verify the information flowing through it.

5.2. MSDND

Multiple security domain non-deducibility helps us to segregate a cyber physical
system into separate components, where the different components do not trust over the
information supplied by one another. The concept of security domains, valuation functions
and invariants introduced by MSDND provides us the ways in which information flows
can be verified and checked among different components. The invariants help us adding
in multiple paths for similar information to flow from one component to another, thereby

making it more difficult for an attacker to attack the system and go unnoticed.

5.3. STATE COLLECTION PROTOCOL IN THE FREEDM SYSTEM

This work takes the FREEDM system as a target cyber physical system and identifies
MSDND secure paths in the information flowing through the system.The state collection pro-
tocol produces information flow, which is based over Chandy Lamport distributed snapshot

algorithm. MSDND analysis over the state collection protocol shows that the information
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flow paths are MSDND secure in the presence of a STUXNET-like attack. The thesis
breaks the MSDND secure information flow using Byzantine consensus solution, however,
a further sophisticated attack sharing similar falsified values to distributed components is

still able to hide the attack.

5.4. MSDND ANALYSIS OF THE PHYSICAL ATTESTATION PROTOCOL

MSDND analysis of the physical attestation protocol helps to introduce deducibility
in the FREEDM system. This work uses a physical attestation protocol over a 3 node and
a 7 node system. In a 3 node system the protocol is unable to identify the origin of the
attack, however, it is able to identify that something is wrong with the system and narrows it
down to a group of nodes that may be causing the problem. Extending the case to a 7 node
system, physical attestation gives us a unique pattern of invariant violations that is able to
narrow down to the malicious node. The same is still restrictive in implementation as a
unique pattern of invariant violations has a specific requirement to be present in between 3

nodes on the either side.

5.5. SUMMARY

The MSDND model helps us to identify STUXNET-like attacks where the intention
of the attacker is to corrupt the information rather than steal it. Using the MSDND model this
work is able to analyze MSDND secure paths inside the FREEDM smart grid infrastructure.
MSDND secure paths are bad for the system, as different components in the system are
unable to verify the information being passed to them by other components. This work also
uses the MSDND model along with the invariants provided by physical attestation protocol
to break the MSDND secure paths. A summary of the MSDND analysis for different

information paths is represented in Table 5.1



Table 5.1. MSDND analysis results
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Theorem Attack type MSDND
DGI - Device interaction Normal operations No
STUXNET-like Yes
DGI - DGI interaction Normal operations No
STUXNET-like Yes
STUXNET-like sharing different
DGI - DGI interaction falsified status to different nodes No
with Byzantine consensus
STUXNET-like sharing similar
falsified status to different nodes Yes
Physical attestation in MSDND with respect to

a 3 node system STUXNET-like identity of attacker
Physical attestation in
a 7 node system STUXNET-like No
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