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1. Introduction

Cloud computing is a combination of different configurable
computing resources like networks, servers, storages, services,
applications that help in providing convenient and on-demand
access to the cloud users [1]. Cloud computing is largely mentioned
by people and is currently used in many commercial fields. Cloud
service providers (CSPs) are responsible for identity and other
kinds of management in cloud environment. However, a large
number of data leakage incidents are caused due to the vulnerabil-
ities in identity management systems [2]. Identity and access man-
agement (IAM) in cloud environment is a crucial concern for the
acceptance of cloud-based services. Presently, the mechanism of
identity management is mainly CSP-centered, which hardly meets
the requirement of users’ flexible and fine-grained access control
policy.

The cloud environment is generally classified as Private Cloud,
Public Cloud and Hybrid/Federated Clouds. A private cloud is
designed and dedicated to the needs of a specific organization. In
a public cloud environment, infrastructure support to multiple
organizations is facilitated and managed by third party provider.
Public cloud model is also known as multi-tenant environment
which shares the resources among the organizations to bring down
the overall service cost. Hybrid or Federated cloud infrastructure is
a mix of on-premises, private and public cloud services. Another
concept in cloud infrastructure is multi-provider clouds which is
an environment that relies on multiple clouds providers and
divides the work load among the cloud environment. There are also
different cloud environments which is specifically designed to sup-
port the service like Internet of Things (IoT) cloud services which
are specifically designed to handle and analyse the data from IoT
devices and mobile cloud services which uses cloud computing
to deliver applications to mobile devices.

Cloud computing is commonly divided into three primary cloud
service models, such as Software-as-a-Service (SaaS), Platform-as-
a-Service (PaaS), and Infrastructure-as-a-Service (laaS). Cloud is

based on service-oriented architecture which has the capability
of providing Database-as-a-service (DbaaS), Identity-as-a-service
(IDaaS) and Anything-as-a-Service (XaaS) [3]. Cloud computing
provides a better way of handling resources in both industry and
academia. Cloud system is vibrant in nature by considering numer-
ous users, devices, networks, organizations, and resources that are
frequently connected and disconnected to the system. The best
option for the cloud service model that has to be implemented is
determined through a number of factors. The important factors
that are to be considered are flexibility, scalability, interoperability,
and control of service [4]. Cloud computing requires extensive
authentication and authorization mechanism to secure its data
and resources due to the complexity of usage. Lack of efficient
mechanism creates multiple challenges in cloud environment
which include identity management, risk management, trust man-
agement, compliance, data security, privacy, transparency, and
data leakage [5]. Another facet of cloud systems is complexity
and their associated security challenges. The loss of control and
transparency issues are also created while storing and processing
user information by Cloud Service Providers (CSPs), or outside
the organizational boundaries. Due to these distinctive security
challenges, the cloud environment adoption is slow regardless of
the assured and attractive features of the cloud. In spite of the
aforesaid problems, the organization has a tendency of reluctance
in contributing their critical identity information to the cloud [6].

In a cloud system, the storage and processing of data is per-
formed by organizations or with the help of third party vendors.
The service provider has to ensure that data and applications
stored in cloud are protected as well as the infrastructure is in
secure environment. Further, users need to verify that their cre-
dentials for authentication is secure [7]. There are many security
issues that compromise data in the process of data access and stor-
age in the cloud environment, especially in the case of data storage
with the help of third party vendors who themselves may be a
malicious attacker. Though standards and best practices are
available for overcoming such security problems, cloud service
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Fig. 1. Taxonomy of cloud services security.

providers are reluctant in securing their network with the updated
set of security standards [8]. Identity and access management is
one of the best practices to measure on cloud services. Presently,
Identity and Access Management (IAM) provides effective security
for cloud systems. IAM systems perform different operations for
providing security in the cloud environment that include authenti-
cation, authorization, and provisioning of storage and verification.
IAM system guarantees security of identities and attributes of
cloud users by ensuring that the right persons are allowed in the
cloud systems. IAM systems also help to manage access rights by
checking if the right person with the right privileges are accessing
information that are stored in cloud systems [9]. Currently, many
organizations use Identity and Access Management systems to pro-
vide more security for sensitive information that are stored in the
cloud environment. A taxonomy of cloud services security is shown
as Fig. 1.

The major contributions of the paper are summarized as
follows:

- Comparative analysis of different aspects in identity and access
management mechanisms in cloud environment.

- Overview of access governance policies which are least
explored area in identity and access governance.

- Overview of market leading identity and access control suite of
products and solutions.

- Overview of common security threats in Cloud IAM systems and
prevention techniques.

- Recommendations on governance policies and industry best
practices.

Further, the rest of the paper is organized in eight sections. The
authentication mechanisms that include credentials, SSO and fed-
eration are dealt in Section 2. Section 3 deals with access control
mechanisms, access control policies and access control delegation.
Identity and access management systems are analysed in Section 4.
The security threats in cloud computing that include, data security,
Virtual Machine (VM) and multi-tenancy are detailed in Section 5.
Analysis of security threats in cloud environment is presented in
Section 6. Recommendations and industry best practice are dis-
cussed in Section 7. The survey is concluded in Section 8.

2. Authentication mechanisms

Authentication is the process of approving an entity through
another entity. It is used to ensure whether the person or the appli-
cation is eligible for accessing or claiming. The authentication pro-
cess is usually performed by a software or by part of a software
[10]. The common authentication methods in a network environ-
ment are log-on credentials, multifactor authentication, third-
party authentication, simple text passwords, 3D password objects,
graphical passwords, biometric authentication and digital device
authentication. A cloud system follows any one or combination
of the aforesaid authentication mechanisms [11]. Presently, cloud
access permission is granted through an identity management
system.

2.1. Physical security mechanisms

Physical security mechanisms like, access cards and biometrics
ensure security of cloud resources and facilities by denying unau-
thorized access through authentication. Cloud data centers (CDCs)
are the recent attractions of organizations as they provide ease of
access to their customers at any time. CDCs centralize all servers,
networks and applications so that users access data at any time
and from any location. As a part of data center security, access
cards and biometric authentication like, iris or retina recognition,
fingerprint recognition, face recognition and palm print recogni-
tion can be used. In order to prevent the data leakage from insiders
or any unauthorized access to data centers, physical security along
with certain usage and governance policies are required. Physical
security mechanisms presently used are biometric access control
and digital devices for authentication [12].

2.2. Digital security mechanisms

2.2.1. Credentials and secure Shell keys

Credentials are the evidence of authority, status, access rights
and entitlements. It gives the evidence that the particular user is
entitled or deserves to utilize resources and services. The usage
of credentials like one-time password, pattern, and captcha is a tra-
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ditional way of securing the system from malicious activities. Most
commonly used mechanisms to manage access credentials for
cloud environment are Lightweight Directory Access Protocol
(LDAP) and Microsoft Active Directory (AD) technologies. LDAP
and AD servers are managed by either third party vendors or
within the organizational network in cloud computing [13]. Cloud
maintenance overhead increases when multiple applications are
deployed on these traditional credential management mecha-
nisms. It is essential to add, disable, modify or remove accounts
whenever any employee leaves or enters the organization. In
managing the credentials at the provider side, weak credential
reset vulnerability is represented when weak password recovery
mechanisms are used. The hackers can monitor or manipulate data
in the cloud along with malicious redirects whenever the creden-
tials are compromised [14].

Secure Shell (SSH) keys help to identify the SSH server through
public-key cryptography or challenge-response authentication.
The main advantage of SSH keys is that the authentication to the
server is performed without passing the password over the net-
work. This prevents the interception or cracking of the password
by hackers. The attempts of guessing credentials through brute
force attacks during authentication are eliminated by SSH keys.
SSH agents help to establish connection with servers without using
separate passwords for each system. SSH key agent stores the pri-
vate keys and provide them to the SSH client programs. These pri-
vate keys are encrypted with passphrase and the passphrases are
provided during each attempt to connect with the server. In every
individual invocation of SSH, the passphrases are needed to
decrypt the private key before proceeding to authentication phase.
The passphrase is utilized only during the process of adding the
private keys to the agent’s store. This attempt favours the commu-
nicating devices which makes frequent SSH connections. SSH agent
runs automatically once the login is initiated and persists for the
entire session duration. The main concern of SSH keys is that the
security is not better than credentials if the private keys are not
well protected. Static credentials and SSH key mechanisms are
commonly used for cloud web service authentication.

2.2.2. Multifactor authentication

Multifactor authentication is another method to secure digital
assets and transactions over the Internet. Typically, One-Time
Password (OTP), Captchas or Patterns are used as the secondary
authentication mechanism along with credentials. Multifactor pro-
vides additional layer of security over the traditional credential
based authentication. Generally, online transactions are authenti-
cated using One-Time Passwords. In the financial transactions
through online, server generates a one-time password using speci-
fic algorithms based on its configuration and the generated OTP is
sent to the user either through a registered mobile number or
through email. Another type of OTP is generated with the help of
hardware/software token generators which is protected by a Per-
sonal Identification Number (PIN). This password can be used once
and it has a certain time limit for usage. Captcha is normally used
to secure the web applications from attacks by programmatically
driven malware. Captcha could be an alphanumeric combination,
a mathematical equation or an image and with a provision for a
refresh. Patterns are another form of authentication which has
different formats. Dotted patterns are widely used in mobile
applications while matching image selection is predominantly
used in web applications. The usage of security questions is an
alternate method of securing digital assets which is a form of
shared secret. In this method, the user selects security questions
from the predefined list and defines the answer. At the time of
authentication, the predefined security questions appear on the
login screen and by providing the defined answer along with the
credentials allow the user to get authenticated.

2.2.3. Chip & PIN

Chip and Personal Identification Number (PIN) is the conven-
tional method of authentication for financial transactions. This
can also be used for authentication to machines/services in a net-
work of an organization. The asymmetric encryption technology
uses public and private keys to encrypt and decrypt data used in
the chip & PIN mechanism. The microprocessor chip stores the user
data and security keys through the creation of unique transaction
data to protect against frauds. The communication between the cli-
ent/terminal with the authentication server is encrypted and
signed with the help of security key which is stored in the chip.
The server verifies the signature and decrypts the communication
with the help of pairing keys which are stored in the server. The
PIN is used to authenticate the client/terminal for accessing the
user data and keys from the chip.

2.3. SSO & federation

The conventional authentication mechanisms are not always
applicable for remote authentication. Authentication for accessing
SaaS application needs centralized monitoring to limit software
piracy. Multiple services are most likely to be subscribed by the
cloud customers, resulting in multiple login requirements [15]. It
also creates problem in maintaining a large number of credentials
by a single user. The possible solution is the usage of single sign-on
techniques. Single Sign-On (SSO) provision helps the cloud users to
use one password for all application/service access. It provides
secured and uninterrupted services by keeping one credential for
each user. The users need not specify their credentials at every
time of accessing different cloud web services [16]. Security Asser-
tion Markup Language (SAML), Open Authentication (OAuth) and
OpenlID provide Single Sign-On (SSO) facility by allowing the Iden-
tity Provider (IdP) to share the authentication and authorization
information with the Service Providers (SPs) as shown in Fig. 2.

2.3.1. Enterprise SSO

Enterprise Single Sign-On facilitates the storage and transmis-
sion of user credentials with the help of encrypted session cookies
across web based applications. Once a user is authenticated
through a centralized authentication server, SSO generates a brow-
ser based encrypted session cookie. While the user navigates from
one application to another, the new application checks for a valid
session cookie. The user details are read from the valid session coo-
kie and the user is authenticated to the targeted application.
Whenever any application is not able to find a valid session, the
user is navigated to the centralized authentication mechanism
for re-authentication. A new session will be generated for the tar-
get application after successful authentication.

2.3.2. OpenID

OpenID is an open standard authentication protocol which
allows the user’s authentication to the relying parties (RP) with
the help of third party identity vendors. A relying party (RP) is a
resource provider which could be a website or application that
requires the end-user verification. OpenID supports SSO services
by allowing single credentials for authenticating to multiple web-
sites and web service accesses. There is no need for the usage of
webmasters in OpenlID system as it supports decentralized authen-
tication mechanism. OpenID identity provider stores the list of
users and with the help of identity provider’s list, users create their
accounts. The cloud users login into any website which supports
OpenlD authentication by using their accounts. The latest version
of OpenID protocol is OpenID Connect (OIDC) which is built on
the top of the OAuth protocol. OpenID Connect supports authenti-
cation mechanisms for native and mobile applications. It also pro-
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Fig. 2. Comparison of different authentication mechanisms in cloud environment.

vides an option for encrypting and signing the communications
between the participants.

2.3.3. OAuth

An alternative method of authentication mechanism is OAuth
which offers one-way authentication or mutual authentication
for cloud computing [17]. OAuth is an open standard for access del-
egation which grants access to the user on other website/applica-
tion without sharing the passwords from an authenticated
website/application. The current version of OAuth protocol is
OAuth 2.0. The relying parties (RP) need to register with the OAuth
token provider to obtain client identifiers and client secrets. When
an end user tries to access the relying party, it will be redirected to
the identity provider for authentication. Once the user is success-
fully authenticated, the identity provider shares the OAuth access
token along with refresh token, client id and the client secret.
The relaying party retrieves the additional user details from the
user info end point. The relaying party renews the access token
during its expiry with the help of refresh token. The digital signa-
ture for the access tokens is not promoted by OAuth2.0.

2.3.4. SAML

Security Assertion Markup Language (SAML) basically works on
token-based request and response techniques and it is also an open
standard mechanism for communicating between two parties [18].
These two parties are particularly service provider (target applica-
tion) and identity provider. SAML ensures the authentication of
users with target application is secured. SAML tokens do not con-
tain any user credential information. SAML also allows to encrypt

and encode data communication between the identity provider
and service provider (target application). It ensures that the user
is securely authenticated to the target application [19]. SAML pro-
vides web browser single sign-on (SSO) and promotes interoper-
ability by specifying and standardizing the web browser SSO
profile. The SAML specification involves the roles of user, identity
provider and service provider. When a user request for a web ser-
vice from target application, the target application requests and
gets authentication assertions from identity provider. The target
application takes decision about the access rights based on the
assertion. The social networks use SAML exchanges for providing
identity services. Table 1 summarizes the various authentication
mechanisms and their associated security issues.

3. Authorization mechanisms

Authorization is the method of permitting or disagreeing access
to a particular resource depending on an authenticated user’s enti-
tlements. The authorization process decides which user or what
applications are allowed to perform on the system and user/appli-
cation identity information are used for pleasing the decision [20].
Cloud network contains different service providers’ environment in
which a single user is able to access different kinds of services at
the same time while each service is from a different service provi-
der and with different security levels. Sometimes, authorization
rights are given by third-party vendors and these third-party appli-
cations are authorized to access certain private information as
shown in Fig. 3. Such permissions are unsafe since the privacy of
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Table 1
Summary of Various Authentication Mechanisms - Security Aspects and Issues.
Topic Mechanisms Security Aspects Issues/Attacks Reference
Physical Access Centralized data storage Physical presence is Malicious Insiders, Cool [4,5,12,13]

mandatory and verified

Boot Attack

using access card or

biometrics
Credentials Lightweight Directory Access Individual access rights per
Protocol (LDAP), Connectors, application
Database Storage and
Microsoft Active Directory
(AD)
Multifactor One Time Password, Tokens & Additional authentication
Biometrics layer over the credentials

Single Sign-On SAML, OpenlID, OAuth

policies

Single password for all the
associated applications
Centralized password

Weak credential-reset
vulnerability, Phishing and
malicious redirects

[5,13,15,17-19,22,37,78]

DoS Attack, Replay Attack,
Phishing Attack and Identity
Theft

Cross Site Request Forgery,
Replay Attack, Cross Site
Scripting

[11,13,14,67,74]

[13,15,16,18,19,69]
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Fig. 3. Comparison of different Access Control Mechanisms in a cloud environment.

the user is involved. For example, in social networks, cloud-based
hosted applications are accessed by outside applications whenever
the user authorizes that application [21]. In case of malicious activ-
ity, it is easier to obtain intelligence on targets. Authorization in a
cloud environment is attained by either access control policies or
access right delegations. The CSP defines and implements access
control policies such that the resources and services are accessed
only by the authorized users. Centralized access control mecha-

nisms are advantageous to the organizations in securing sensitive
information, reducing several management and security tasks [22].

3.1. Access control mechanisms

3.1.1. Mandatory access control
Mandatory access control (MAC) mechanism is the traditional
mechanism to define the access rights of users. MAC gives access
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Table 2
Summary of Various Authorization Mechanisms - Security Aspects and Issues.
Topic Mechanism Security Aspects Issues/Attacks References
Access Control MAC Application owns the individual Unauthorized access, over [15,20,23-26,42]
access permissions classification of data, difficult to
implement,
DAC Access rights to an application is Trojan horse susceptibility,
owned and controlled by Flawed software, Information
another application flaws, Malicious attacks
RBAC Access rights and privileges to Administrative issues, data [15,24-26,28,32,36,37,42]
multiple applications are abstraction issues, Real-time
bundled as an organizational issues
role
ABAC Access rights and privileges to an Delegation issues,

application determined based on

Subject, Object, Policy and
Environmental Attributes

administration issues,
auditability and scalability
issues

permission through the operating system or security kernel. It
controls the ability of data owners to grant or deny access rights
to clients for the file system. All access control rights are set by
the system manager and imposed by the security kernel or operat-
ing system. Clients have no rights to alter these access rights. In
mandatory access control model, each file system object has a clas-
sification label such as, secret, top secret or confidential level. Each
device and client is assigned a similar classification and clearance
level. The security kernel determines the classification label of cli-
ents and resources. The operating system or security kernel checks
the credentials of each person or system while accessing a partic-
ular resource to determine the access rights of that specific person
or device. Even though MAC provides more security in accessing
the resources, it needs careful planning and frequent monitoring
to keep all the classification labels up-to-date [23]. MAC has less
flexible environment to process the access rights.

3.1.2. Discretionary access control

Discretionary access control (DAC) is a security access control
mechanism which controls the access permissions through data
owner. In DAC, the access rights of each user are performed during
authentication by validating the username and password. DACs are
discretionary as owner determines the privileges of access. In DAC,
file or data has owner and the data access policies are controlled by
data owner [24]. DAC provides more flexibility than MAC however,
DAC provides less security than MAC. Table 2 summarizes the
various authorization mechanisms and their associated security
issues in cloud environment.

3.1.3. Entitlement/Task based access control

Entitlement or task based access control is one of the minute
level access control mechanism. A specific access permission is
required for each task, action or process that is represented by an
entitlement or task. This model has capabilities to handle complex
access conditions to determine whether the access rights need to
be granted or denied. The major concern about entitlement access
control model is the maintenance of large number of entitlement
sets. The users also need to raise separate request and get the
approval for each entitlement. Entitlement or the task based access
control model has the ability to represent and implement other
hierarchical access control models like role-based access control
and attribute based access control.

3.1.4. Role based access control

Role Based Access Control (RBAC) provides access rights based
on roles and privileges of the users. User permissions are given
by different parameters of RBAC like, user-roles, role permissions
and role-role relationships. The roles are classified into two

categories as application/technical role and organizational/busi-
ness role. An application/technical role contains the combination
of different application specific entitlements or tasks based per-
missions and its scope is limited to the specific application. An
organizational/business role is generated based on different job
functions and access rights assigned to an employee [25]. An orga-
nizational/business role is a combination of different application/
technical roles. RBAC provides administration security in organiza-
tions with large number of users and number of permissions. RBAC
contains mainly three rules for assigning permission to a particular
user, such as, role assignment, role authorization and permission
authorization. The permissions for accessing the data are provided
to users based on these rules. RBAC provides a highly secured envi-
ronment for assigning access permissions. The main limitation of
RBAC is that the assigned roles may change from time to time
which needs a real-time environment to check and validate the
changes.

3.1.5. Attribute based access control

Attribute-based Access Control (ABAC) is a mechanism to con-
trol the access permissions. ABAC defines the access control mech-
anism by the use of policies which determines different sets of
attributes to check the access rights of each user. The policies are
generated using different types of attributes and based on the poli-
cies, the system determines the access permissions. The considered
attributes are subject attributes, object attributes, resource attri-
butes and environmental attributes. In the ABAC model, roles
and privileges of each user are pre-defined. It resolves many autho-
rization problems, achieves an efficient regulatory compliance and
allows flexibility in implementation [26].

3.2. Access control governance

Cloud service providers define policies related to access control
in IAM system for ensuring only the valid users are accessing the
resources and services. In order to achieve the objectives of each
organization, CSPs have to ensure three important characteristics
namely, Governance, Risk Management and Compliance (GRC)
[27]. Governance is the process of organizations which reflect the
complete organizational structure and management mechanisms
to achieve their goals. These governance policies are defined and
executed by the board of directors of that particular organization.
GRC mechanism tries to implement the synchronization of sensi-
tive information and the activities across governance, risk manage-
ment, compliance for improving the efficiency of operation,
effective resource sharing, wasteful overlaps and efficiency of
report activities in organizations. Risk management is the process
of managing risks associated with resource sharing and access
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Table 3
Summary of Various Governance Mechanisms - Security Aspects and Issues.
Topic Mechanism Security Aspects Issues/Attacks References
Access Control Governance Periodic identity and access Cyber-attacks, data and security breaches, [25,26,29,39,41,63-
Policies certification transparency issues, segregation of duties 66,68]

Risk Management Risk score calculation,

Preventive mechanisms
Organizational policies and

Compliance
implementation
Identity and
Access
management

Credential Synchronization,
provisioning & Identity Federation

Right Person, Right Access, Right
Resource at Right Time

Data Tampering Attack, Elevation of Privilege &
Spoofing Attack

Phishing attacks, loss of control
Synchronization leakage, Identity Theft, Data [9,10,19,30,31,70]
Tampering Attack & Spoofing Attack

permissions to achieve the objectives of organization. Compliance
refers to the offering of organizational policies, laws, regulations,
and procedures [28].

3.2.1. Certification & risk score

Certification is the process of verifying the links between users,
roles and resources to ensure that they are true and correct. Certi-
fication enables to review the role hierarchy, user privileges and
business rules that are defined in Identity Governance. When a cer-
tification is initiated, IAM system automatically invites managers
to review and certify the access privileges of the users or resources
under their administration. User certification is provided to certify
the resources and roles associated with a user. Generally, the priv-
ileges of employees are reviewed by the managers. The resources,
parent roles, child roles and users linked to each role are certified
using role certification. Resource certifications are used to certify
the resources and users who are linked to each resource. The roles
associated with users are reviewed by administrators of each
resource and the access rights of each user with resources are val-
idated. Account certifications are used to certify each account that
are linked to users. Each account and its user assignments are typ-
ically reviewed by the compliance officer. When a user certifies his
own privileges, it is called self-attestation certification. Risk scores
are derived based on threat indicators from identity, accounts and
entitlements, assets and behavior context. These risk scores are
certified by risk score based certification. The user-centric risk
score triggers risk-based access certification system. The end result
in access certifications provide the most effective, efficient access
governance and administration processes.

3.2.2. Life cycle management

Life cycle management is the process by which the process of
creation or deletion of accounts, management of accounts, entitle-
ment changes and track policy compliance are performed. The life-
cycle management of an individual’s identity allows to securely
enable access to the right applications. In lifecycle management,
user is managed starting from the point of granted access through-
out his lifecycle which includes, change of role, entitlement and
removal at a point where the relationship concludes.

3.2.3. Segregation of duties

A proper segregation of duties is one of the audit objectives in
the organizational framework. Basically, two or more stages of
transaction/operation should be controlled by more than one per-
son as per segregation of duties. Organizations need to define the
right policies to ensure responsibility assignments and cross
checking of duties. Segregation of duty mechanism helps to pre-
vent deliberate frauds as it requires the involvement of two or
more people. It also helps in finding out the innocent errors which
happens in the process work flow. The duties or responsibilities are
broadly classified into four categories, namely, authorization,
record keeping, custody and reconciliation. The review and
approval of transactions or operations happens in the authoriza-

tion phase. Record keeping is the phase of creating and maintain-
ing the logs. The custody is the phase of having access or control
over a physical or digital asset. Finally, the verification and record-
ing of transactions happens in reconciliation phase. Table 3 sum-
marizes the various access control mechanisms and their
associated security issues in cloud environment

4. Identity & access management systems

Identity Management (IdM) is capable of performing functions
like, administration, discovery, maintenance, policy enforcement,
management, information exchange and authentication. Identity
and Access Management (IAM) ratifies that same identity are used
and managed for all applications and simultaneously ensures secu-
rity. It is used to authenticate users, devices or services and to
grant or deny rights to access data and other system resources.
In the event of the access of any application, the system or service
does not require its own identity store or authentication mecha-
nism to authenticate. Instead, the process of identity verification
can be configured with the trusted identity provider which indeed
reduces the workload of the application. Identity and access man-
agement simplifies the management of large-scale distributed sys-
tems. Identity and access management are used within an
enterprise or outside of an enterprise in a business-to-business
relationship or even between a private enterprise and a cloud pro-
vider [30]. IAM has an extensive organizational area that deals
with identifying cloud objects, entities and controlling access to
resources based on pre-established policies [31]. There are a num-
ber of operational areas related to identity and access manage-
ment. The operational areas include identity management and
provisioning, authentication management, federated identity man-
agement, authorization management and compliance manage-
ment [32]. These operational areas ensure that the authorized
users are securely and effectively incorporated into the cloud.
The Service Provisioning Markup Language (SPML) is an XML-
based framework that is used for identity management. It
exchanges resources, user, and service provisioning information
between organizations. One of the shortcomings of SPML is that
it uses multiple proprietary protocols from various vendors which
leads to a bunch of different Application Peripheral Interfaces
(APIs). As the APIs are not of the same vendor, it is difficult to make
them interact with each other. The second operational area of IAM
is authentication management. This ensures that credentials such
as passwords and digital certificates are managed securely [33].
The third operational area of IAM is Federated Identity Manage-
ment. This identity management authenticates cloud services
using the organization’s selected identity provider. Federated iden-
tity management ensures privacy, integrity and non-repudiation.
This also ensures the trust between a web-based application and
the identity provider by exchanging Public Key Infrastructure
(PKI) certified public keys. The fourth operational area is authoriza-
tion management. After successful authentication, authorization
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management determines whether the authenticated entity is
allowed to perform any function within a given application. The
last operational area of identity and access management is compli-
ance management. This ensures that an organization’s resources
are secure and accessed in accordance with the existing policies
and regulations [34]. Identity management has an important role
in the area of cloud security issues. Privacy and interoperability
are the major issues in the existing identity management
approaches, especially in public cloud environments [35].
Presently, IAM systems are the efficient mechanisms to reduce
risks associated with cloud environment. Many organizations pro-
vide IAM system to secure the information by controlling the
access permission of each user [38]. The popular IAM system pro-
viders are SailPoint, IBM, Oracle, RSA and Core security. SailPoint’s
identity management solution has capabilities in the areas of pass-
word management, compliance control, data access governance,
access request, automated provisioning and Single Sign-On [80].
The IBM Identity and access management suite of products provide
solutions in web access request, user provisioning, multi-factor
authentication, enterprise single sign-on, privileged identity &
access control and user activity compliance [81]. Oracle Identity
and Access Management provide four major solutions for cloud
security. Its products leverage its first solution through the various
capabilities in identity administration like, self-service account
request, identity life cycle management, password management
and enterprise role management. Oracle IAM system provides the
second solution for authentication and trust management services
like, identity federation, single sign-on and privacy. It also provides

the third solution in access control, like fine-grained entitlements,
risk-based authorization and web services security. Oracle IAM
system provides its fourth solution in identity and access gover-
nance like, segregation of duties, audit and compliance reporting,
conflict-resolution management, role mining and engineering,
attestation, identity & fraud-prevention analytics and directory
services (identity virtualization, persistent storage, database-user
security, and synchronization) [82]. RSA SecurID Suite [83] offers
a comprehensive set of capabilities including authentication,
access management, identity governance, risk analytics and lifecy-
cle management. Core Security [84]| provides a comprehensive
suite of identity management and access governance solutions in
the areas of compliance, privileged services, password manage-
ment and access & identity management. Privileged Identity Man-
agement (PIM) specifies the ways in the administration of
superuser accounts and the account holder rights. PIM establishes
tools and processes such as provisioning tools or specialized PIM
products for identity management. The popular PIM system provi-
ders are IBM PIM, CyberArk and Oracle PAM.

5. Security threats in cloud environment

Cloud computing is an emerging technology that is currently
the most reliable system to store and secure information. Even
though cloud based system has numerous benefits, it has some
issues associated with security of the stored data. The initial step
of removing the risks is to identify the major risks in a cloud envi-
ronment [39]. Shared and on-demand access are the dominating
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Fig. 4. Analysis of different issues involved in cloud environment.
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factors for the newly identified security issues in cloud. The inten-
sity of the growth of cloud computing increases the security
threats in multiple dimensions. The identified security issues are
data breaches, credential protection, account hijacking, hacked
interfaces and APIs, malicious insiders, DoS attacks and shared
technology issues [40]. The various areas of threats in cloud envi-
ronment and their share in the present time are shown in Fig. 4.

5.1. Threats in cloud infrastructure

5.1.1. Data security

Protection of data is essential in cloud environment in terms of
availability, integrity and confidentiality. One of the possible data
security mechanism is cryptography. Cryptographic mechanisms
apply security measures directly to the data. Prime number factor-
ization, intractability of the discrete logarithm, random number
generations are some mathematical methods to produce numerical
data for cryptography [41]. Two distinguished factors contributed
are evolving technology and password cracking methods. As the
processing capacity of modern computing devices have increased
significantly, search time complexity and huge combinatory key
spaces are easily and quickly performed. The most vulnerable
attack affect in cryptography is brute-force attack. Data security
issues are categorized as security requirements for data in motion
and security requirements for data at rest. The security issues for
the data at rest arises when a malicious insider misuses or manip-
ulates the user access information through his access rights to the
application database or provide unauthorized access privileges to
the third party for a particular application [42]. The sensitive data
contains the details of the users and their privilege information
which has to be secured through appropriate cryptographic suite.
In some scenarios sensitive data to be transferred in a large amount
from the server to the service requesting target application. In such
cases, the data should be protected with the help of SSL certificates.

5.1.2. Virus or malware

Malicious software is referred to as malware that is pro-
grammed to interrupt with normal computer operations. It is used
to gather sensitive information or gain access to isolated computer
systems [43]. Malware has a terrible intent of acting against users’
requirements and causing serious damages in the performance of
the cloud based systems. The cyber criminals mostly share mal-

wares and insist the users to install the shared software on their
computers or mobile devices by giving fake promises. The ultimate
goal of these criminals is to gain the control of that particular com-
puter or mobile device. Once such malware is installed, the attack-
ers potentially gain total control of the computer or mobile devices.
While the attacked system tries to connect with the cloud server
for utilizing cloud services, the malware spreads into the virtual
machines of the cloud environment which later spreads to every
user who access the cloud. Malware events or attacks occur fre-
quently in organizations aiming to breach the security infrastruc-
ture of the organization [44].

5.1.3. Availability of resources

Availability of resources refers to the systems and services that
are accessible by an authenticated entity through appropriate
authorization. The availability of the cloud means the set of
resources that are accessible at any time by authorized entities
[45]. Availability is considered as one of the essential security
requirements in cloud computing as it ensures the usage of
resources at any time and at any place by the cloud users. In some
cases, the resources are available in a diverse manner which has to
be provided to the cloud users without any interruptions during
the cloud service access. In the event of security breach or disaster
situation, the ability to continue the business as usual is the pri-
mary objective of availability [46]. Generally, cloud services run
on multiple virtual machines. Hypervisor controls virtual machines
by allowing multiple operating systems to share a single hardware
host. Whenever a hypervisor is not working normally, it signifi-
cantly impacts the availability of the cloud service [47]. The total
number of research articles that deal with major concerns of cloud
environment is shown in Fig. 5.

5.1.4. Virtual Machine & Multitenancy

Multitenancy is a style in which multiple customers simultane-
ously use a single instance of a software application. The cloud cus-
tomer who has the ability to access applications in the cloud
environment is called a tenant. Multitenancy represents that more
than one tenant share any particular application including its com-
putational services, resources and storage [48]. In multitenancy,
resources are shared on the cloud network. It is needed to ensure
that the cloud provider is taking appropriate steps in ensuring iso-
lation of network traffic, application instances and virtual machi-
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Table 4
Summary of Various Cloud Mechanisms - Security Aspects and Issues.
Topic Mechanisms Security Aspects Issues/Attacks Reference
Data Security Cryptography Encryption based data protection Brute-Force Attack [40-42,47-50,72,75]

and privacy
Availability of Right resource at right time
Resources

Multitenancy

Resources Accessibility
and usability
Hypervisors, VMM Shared resources in cloud.
Increases the necessity of cyber

security

Bogus resource usage Cloud outages [13,45-47,71,77]

Co-location, co-residence, or co-tenancy attacks, cross-VM
attacks, & Side-channel attacks

[8,11,15,18,42,48-
50,79]

APTs and Pre-determination of the = Threat to cyber security Intelligence gathering, reconnaissance scans, State- [2,3,5,13,15,34,38,72]
Malicious targets and Persistence sponsored malicious cyber activity, espionage, &
outsiders Hacktivism
Table 5

Summary of Various Services and their Associated Attacks.

Topic Issues/Attacks

Mitigations Reference

Protocols and Standards Session Hijacking, network based attacks,
cookie theft, TLS attack

Web-Services Spoofing Attacks, Wrapping attacks
Web-Technologies Web sites growth infection, session
attacks, manipulation attacks, malware
downloads, browser vulnerabilities
Flooding attacks, DNS reflection and

amplification attack

Availability of Services

Usage of secure session, efficient anti-virus,
anti-malware software

[1-4,13,29,54,58,73]

Implementation of strict security policy at [1,13,55-58]
receiver and sender side
Vulnerability analysis and preventive actions [1,3,4,58-60]

Regulating the requests or by implementing
a fleet of servers

[3,13,51,60-62,76]

nes (VM). Resource utilization is managed by partitioning a virtu-
alized, shared infrastructure between various customers [49]. In
order to achieve the intended flexibility of provisioning the reliable
services, cloud networks need high degrees of multitenancy over
different platforms of operation. In cloud computing, multi-
tenancy and virtualization are the massive issues. Organization
needs to ensure all tenant services are accurately isolated from
one another and also ensures that there are no possibilities of data
and transaction leakages from the shared resources cloud environ-
ment [50].

5.1.5. Apts and malicious outsiders

The Advanced Persistent Threat (APT) is a kind of attack in
which an attacker or an unauthorized person gains access to a
cloud environment and stays in the network for long period of time
without being detected. APT attack aims at stealing the data
instead of causing damages to the network or organization. The
target organizations of APT attacks are in areas with high sensitive
information such as, manufacturing, national defence and financial
industry [51]. The information from corporations, governments
and individuals are targeted to enable control, modify and future
use of data to disrupt performance in the cloud systems [52]. An
APT attack model consists of intelligence gathering phase in which
an attacker performs more bold reconnaissance scans to map the
target network. In threat modelling phase, attacker identifies the
target network or server and the best technique for performing
the attack. Finally, the attacker exploits the possibly found vulner-
abilities and performs the attack [53]. Table 4 shows the summary
of various categories of security mechanisms and their associated
issues.

5.2. Threats in cloud services

Cloud environment not only contains hardware for data to be
stored and processed, but also contains path for transmitting data.
Cloud infrastructure uses different standards and protocols that
support multiple domains for interoperability and data transmis-
sion purposes.

5.2.1. Protocols and standards

The basic communication model on Internet is TCP/IP model
and its stacks include different protocols and standards. Cloud
standards and protocols that are related to cloud services need
international standards to be maintained for cross platform opera-
tions. The requirements for the cloud service provider is to plan,
establish, operate, implement, review, monitor, improve and main-
tain as specified by the service management system. The necessity
for the fulfillment of the service requirements include, design,
delivery, transition and improvement of services. Cloud services
are very much related to IT management system as the services
provided are IT based [54].

5.2.2. Cloud web services

The cloud environment uses different types of services for inte-
grating web applications. The web services are one of the standard-
ized ways of incorporating web applications. Web services use
different protocols for different operations and these collectively
perform the services effectively. In case of data tagging, web ser-
vices use Extensible Markup Language (XML) and for data transfer-
ring, Simple Object Access Protocol (SOAP) is utilized. The available
web services are showed using Web Services Description Language
(WSDL) and the listing of available resources are done by Universal
Description Discovery and Integration (UDDI). Web services tech-
nology enables organizations to fully utilize the Software as a Ser-
vice (SaaS). Standard Internet technologies mostly deploy web
services. The availability and accessibility of web services in cloud
environment are maintained by a dedicated team employed by the
vendors [55-58]. Mostly, controlling of access permissions that
affects the security of services are done by these dedicated team.
In order to reduce these problems, well organized web services
access control mechanisms are necessary to be implemented by
organizations.

5.2.3. Web technologies

Web technology is an advancing mechanism to allow the inter-
face between web server and subjects for communicating over the
network. This technology allows quick, high-speed and convenient
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transmission of information over a number of systems and devices
[59]. Web technology contains different communication methods
to increase the efficiency of operations. The processes involved in
web technology are complex and diverse. Computer systems are
affected by attacks through networks. Malware attack exploits
the weaknesses in a network to infect various network systems.
Malicious websites act like genuine websites by hiding their mali-
cious nature. Such websites produce vulnerabilities in the applica-
tions provided by web technologies. In order to reduce these
hidden attacks, network security is essential while using web tech-
nology [60]. The main disadvantage of web technology is that it is
not user-friendly. Hence, it is complicated for users who have less
experience to track network problems. A well-trained person with
specific skills is required to solve these network issues. Table 5
shows the summary of various Internet services and the attacks
associated with these services.

5.2.4. Avdilability of services

Data centers provide huge number of services which are hosted
in multiple servers. In order to support these services or a huge
amount of data transfer, it requires proper network links with high
bandwidth. There are several types of security attacks which affect
the availability of a cloud based service like, DoS, DDoS, flooding
attacks, DNS reflection and amplification attack. Basically, Denial
of Service (DoS) attacks are classified into two categories as direct
and indirect attacks. In direct attack, a single malicious request cre-
ates the server overloads by exploiting a vulnerability or process-
ing numerous requests. In the indirect attack, the flow of packets
fully saturates the network links or intermediate routers with
bogus requests which terminates the honest connections while
reaching the bandwidth capacity. In order to overcome the impact
of DoS attacks, it requires to setup a High Availability (HA) environ-
ment which spreads across multiple data centers and also requires
a proper Disaster Recovery (DR) plan [61].

6. Security analysis in cloud environment
6.1. Man-in-the-Middle (MITM) attacks

In cloud systems, attacker intercepts the communication
between systems and manipulates data without the knowledge
of provider and relying party. The attacker mimic the communica-
tion between provider and relying party pretending to act like
them is termed as man-in-the-middle attack. MITM attack targets
to steal personally identifying information such as credentials,
account information and financial data including credit card num-
bers and bank details. The stolen information can be used in iden-
tity theft, illicit password changes and unapproved fund transfers.
Mitigation: The usage of encryption methods could help to avoid
the intercepts in the communication. Appropriate SSL (secure
socket layer) configuration can reduce the risk of MITM attacks.
One time access tokens and encrypted tokens for verifying the
identity can reduce the MITM vulnerability.

6.2. Insider attacks

Insider attacks are launched by someone who is inside the secu-
rity perimeter and compromising the security. The malicious insi-
der is either business partner/contractor of an organization or
former/current employee of that organization. These insiders mis-
use their privileges to access the sensitive resources of the organi-
zation which may affect the integrity, confidentiality or availability
of that organization. In cloud networks, the insiders may be third
party vendors or cloud administrators who uses the cloud
resources to carry out attacks against the organizational infrastruc-

ture. Mitigation: The use of strong authentication and authorization
mechanism is needed. The access governance policies of organiza-
tions should be suitably defined which could considerably reduce
the insider attacks threats.

6.3. Password/Key compromise

In traditional authentication model, an attacker gets access to
the web services/server credentials and misuse the cloud ser-
vices/servers with the acquired access rights. The password/key
compromise happens due to malicious insider, malware attack
and vulnerability in the system. The other ways of password com-
promise is through password guessing (weak passwords), brute
force attack, phishing attack or spoofing attack. Mitigation: The
organizations can eliminate the use of static credentials for access-
ing web-based services by establishing federation/SSO. The cloud
servers can be protected with the help of PIM (privileged identity
management) solutions.

6.4. Replay attacks

In cloud services, the attacker creates an authentication request
from the authentication message which was previously exchanged
between an authorized user and the target system. In replay or
playback attack, the attacker captures the authentication request
through hacking and deliberately mimic it with or without modifi-
cation to gain access to cloud resources. Mitigation: A strong
encryption method can help to avoid the intercepts in the commu-
nication. The organizations can avoid replay attacks in their cloud
environment by defining the expiry and OTPs for the authentica-
tion messages.

6.5. Session/Cookie hijacking

Session hijacking occurs when the session id for authentication
of the users is not well protected. Typically, the session/cookie
stores user details and their credential information. Once a valid
session is hijacked, the attacker can use the compromised session
id for spoofing attack. The packet sniffing tools are used to gain
access of users’ session key through capturing of the login
sequence. In cookie hijacking, the browser’s cookie is stolen to
authenticate in other website without the knowledge of the owner.
The session/cookie hijacking happens due to malware, vulnerabil-
ity in system, phishing attack and sniffing tools. Mitigation: The
usage of secure session can help to prevent session hijacking
attacks from client websites. It is also recommended to use effi-
cient antivirus, anti-malware software and software should be kept
up-to-date. Session hijacking attack can be prevented by encrypt-
ing entire communication through channels.

6.6. Guessing attacks

In guessing attacks, attacker regenerates the passwords of users
who use passwords as a simple patterns or make it to remember
easily. The attackers collect some vital information about the valid
users and try to guess their password by multiple attempts to login
until they get the access. In offline cases, there is a high chance of
getting the correct password by guessing it as there is no restric-
tion on the number of attempts. Mitigation: The usage of strong
passwords and blocks the user after a certain number of login
attempts can prevent the system from different types of guessing
attacks.
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6.7. Denial-of-Service attacks (DoS/DDoS)

In Denial of Service (DoS) attack, the target server is overloaded
with fake service requests which ultimately prevents the system
from responding to the genuine requests. Once the target server
is unable to handle the continuous service requests by its own, it
delegates the requests to similar server instance in the load balanc-
ing system which ultimately leads to the flooding attacks. Distrib-
uted Denial of Service (DDoS) attacks are initiated by bots or
malware from thousands of infected hosts. The servers in cloud
environment are vulnerable to DoS/DDoS attacks as they support
[aaS, SaaS models. Mitigation: The usage of firewalls to allow or
deny access to ports, protocols or IP addresses. The impact due to
DoS attacks on cloud services can be minimized by programmati-
cally limiting and regulating (Products like, DataPower Gateway
for limiting the allocation of network bandwidth) the hits count
from each requesting organization channels.

7. Recommendations and best practices

The different identity and access control models are compared
and the security aspects of each model are analysed in depth to
provide comprehensive overview on IAM systems for academicians
and industry personnel. The following recommendations are sug-
gested on the authentication and authorization models for differ-
ent scenarios.

- As a best practice, any of the multifactor authentication mech-
anism in association with the traditional credential based and
SSH key based authentication must be used. The implementa-
tion of another level of security over the normal credential-
based authentication helps the organizations to avoid the insi-
der threats. The usage of chip & pin combination over the tradi-
tional chip/magnetic tapes mechanisms is also recommended
for the same purpose.

- OpenID Connect framework which offer encrypted communica-
tion between the relying parties is recommended for federating
a native application from a mobile or computer.

- In web based SSO scenarios, encrypted and signed SAML com-
munication is strongly recommended to prevent vulnerabilities
such as man in middle attacks and replay attacks.

- Role based access control is recommended as an authorization
mechanism for organizations. The RBAC model ensures quick
on-boarding of employees/contractors to the organization
structure which saves on-boarding cost and time.

- ABAC model authorization mechanism is recommended for
multi-party cloud infrastructure sharing as it offers flexible
and dynamic operations.

- As an industry best practice, the access governance recommen-
dations such as identity & account certification, life cycle man-
agement and segregation of duties to be followed for ensuring
secured cloud services.

8. Conclusions

Cloud service is an important paradigm for digital solutions as it
brings down the capital expenditure and operational expenditure
of an organization. Security risks and vulnerabilities are the major
concern of this technology due to its nature of multi tenancy and
the third-party delegation for the cloud environment maintenance.
This paper analysed and summarized the current security aspects,
potential threats and mitigations involved in cloud services with
emphasis on identity management, access management, security
and services. This research compares different topics with their
commonly used mechanisms, major issues associated with each

mechanism, recommendations and best practices from academia
and industry perspectives. The survey of different identity and
access management mechanisms along with the different services
offered by cloud technology highlights the necessity to enhance
the existing identity and access management frameworks which
indeed shows the direction for future research and development
of appropriate methodologies.
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