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In this paper, using the Li–Muldowney geometric approach, we establish the global stabil-
ity of the worm-epidemic equilibrium for a VEISV network worm attack model. This
improves the related results presented in Toutonji et al. (2012) [1].

� 2014 Elsevier Inc. All rights reserved.
1. Introduction

In this paper, we consider a VEISV network worm attack model, which is appropriate for measuring the effects of security
countermeasures on worm propagation that was investigated by Toutonji et al. in [1]. Their model is formulated as follows:
dV
dt ¼ �f EV � w1V þ /S;
dE
dt ¼ f EV � ðaþ w2ÞE;
dI
dt ¼ aE� ðcþ hÞI;
dS
dt ¼ lN þ w1V þ w2Eþ cI � /S;

8>>>><
>>>>:

ð1Þ
where VðtÞ; EðtÞ; IðtÞ and SðtÞ denote the number of vulnerable hosts, exposed hosts, infectious hosts and secured hosts at
time t, respectively. The parameter b is the contact rate. a;w1;w2; c and / are the state transition rates from E to I;V to
S; E to S; I to S and S to V, respectively. h represents the dysfunctional rate which is a constant. l is the replacement rate.
N is the total number of hosts, which is fixed and defined by N ¼ VðtÞ þ EðtÞ þ IðtÞ þ SðtÞ. f ¼ ab

N is the force of incident.
Due to the physical restrictions the states of the system must be non-negative and it is easy to see that
C ¼ ðV ; E; I; SÞ 2 R4
þ : V þ Eþ I þ S ¼ N

� �

is positively invariant with respect to system (1). Thus, we focus on the reduced system
d for the
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dV
dt ¼ /N � f EV � ðw1 þ /ÞV � /E� /I;
dE
dt ¼ f EV � ðaþ w2ÞE;
dI
dt ¼ aE� ðcþ hÞI:

8><
>: ð2Þ
By calculation, we conclude that the reproduction rate of system (2) is
R0 ¼
ab/

ðw1 þ /Þðaþ w2Þ
;

System (2) has two equilibria: the worm-free equilibrium
EQwf ¼ ðV�1; E
�
1; I
�
1Þ ¼

/N
w1 þ /

; 0;0
� �
and the worm-epidemic equilibrium
EQwe ¼ ðV�2; E
�
2; I
�
2Þ ¼

ðaþ w2ÞN
ab

;
ab/� ðw1 þ /Þðaþ w2Þ

ab aþ w2 þ / 1þ a
cþh

� �� �N;
a

cþ h
E�2

0
@

1
A:
Toutonji et al. [1] established the following results:

Theorem 1.1. If R0 � 1, the worm-free equilibrium EQwf of system (2) is globally asymptotically stable.
Theorem 1.2. If R0 > 1, the worm-epidemic equilibrium EQ we of system (2) is locally asymptotically stable.
Remark 1.1. We point out that the Jacobian matrix at EQ we is not correct in [1]. We correct it as follows:
JðEQweÞ ¼
�ð f E�2 þ w1 þ /Þ �ðaþ w2 þ /Þ �/

f E�2 0 0
0 a �ðcþ hÞ

0
B@

1
CA:
Thus, the characteristic polynomial of JðEQ weÞ is
hðkÞ ¼ a3k
3 þ a2k

2 þ a1kþ a0;
where
a3 ¼ 1;
a2 ¼ f E�2 þ w1 þ /þ cþ h;

a1 ¼ ð f E�2 þ w1 þ /Þðcþ hÞ þ f E�2ðaþ w2 þ /Þ;
a0 ¼ f E�2½ðaþ w2 þ /Þðcþ hÞ þ a/�:

8>>><
>>>:
It is obvious that a0 > 0; a1 > 0; a2 > 0; a3 > 0 and a1a2 > a0a3 hold. Based on the Routh–Hurwitz theorem, the worm-epi-
demic equilibrium EQwe of system (2) is locally asymptotically stable when R0 > 1.

The main purpose of this paper is to study the global stability of the worm-epidemic equilibrium EQ we for system (2)
when R0 > 1. We use the Li–Muldowney geometric approach (see [2]), which was adopted by many researchers (see, for
example, [3–13]), to obtain our main result.

2. Global stability of worm-epidemic equilibrium

In this section, we study the global stability of the worm-epidemic equilibrium EQwe for system (2) by using the
Li–Muldowney geometric approach.

Similar to the proof of Theorem 3.2 in [14], system (2) is uniformly persistent, which implies that there exists a constant
c > 0 such that any solution ðVðtÞ; EðtÞ; IðtÞÞ of system (2) with ðVð0Þ; Eð0Þ; Ið0ÞÞ 2 intC satisfies
minflim inf
t!1

VðtÞ; lim inf
t!1

EðtÞ; lim inf
t!1

IðtÞgP c:
Then, the boundedness of solutions and the uniform persistence of system (2), imply the existence of a compact absorbing
set K � C (see [15]).

Now, we briefly outline the Li–Muldowney geometric approach. Consider the autonomous dynamical system:
_xðtÞ ¼ f ðxÞ; ð3Þ
where f : D! Rn;D 2 Rn open set and f 2 C1ðDÞ. Assume the following hypotheses hold:
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(H1) System (3) has a unique equilibrium �x in D;
(H2) There exists a compact absorbing set K � D.

Let PðxÞ be a n
2

� �
� n

2

� �
matrix-valued function that is C1 on D. Assume that P�1ðxÞ exists and is continuous for x 2 K.

Set
B ¼ Pf P�1 þ PJ½2�P�1;
where the matrix Pf is
ðpijðxÞÞf ¼
@pij

@x

� �T

� f ðxÞ ¼ rpij � f ðxÞ;
and J½2� is the second additive compound matrix of the Jacobian matrix J, i.e., J ¼ @f
@x.

Define a quantity �q2 as
�q2 ¼ lim sup
t!1

sup
x02K

1
t

Z t

0
lðBðxðs; x0ÞÞÞds;
where lðBÞ is the Lozinski�l measure with respect to a vector norm j � j in Rm, m ¼ n
2

� �
and
lðBÞ ¼ lim
h!0þ

jI þ hBj � 1
h

:

The following theorem is proved in [2].

Theorem 2.1. Assume that D is simply connected and that the assumptions ðH1Þ and ðH2Þ hold, then the unique equilibrium �x of
system (3) is globally asymptotically stable in D if �q2 < 0.

Next, we discuss the global stability of the worm-epidemic equilibrium EQwe for system (2).

Theorem 2.2. When R0 > 1 and one of the following condition is satisfied:

(i) w1 > aþ w2 and /þ cþ h > a;
(ii) w1 6 aþ w2 and w1 þ /þ cþ h > 2aþ w2,

the worm-epidemic equilibrium EQwe of system (2) is globally asymptotically stable.
Proof. The Jacobian matrix of system (2) is
J ¼
�f E� ðw1 þ /Þ �f V � / �/

f E f V � ðaþ w2Þ 0
0 a �ðcþ hÞ

0
B@

1
CA;
and its second additive compound matrix is
J½2� ¼
f V � f E� n1 0 /

a �f E� n2 �f V � /

0 f E f V � n3

0
B@

1
CA;
where
n1 ¼ aþ w1 þ w2 þ /; n2 ¼ w1 þ /þ cþ h and n3 ¼ aþ cþ w2 þ h:
Choose the function PðxÞ ¼ PðV ; E; IÞ ¼ diag V
E ;

V
E ;

V
E

� 	
, then
Pf P
�1 ¼ diag

_V
V
�

_E
E
;

_V
V
�

_E
E
;

_V
V
�

_E
E

 !
and
PJ½2�P�1 ¼
f V � f E� n1 0 /

a �f E� n2 �f V � /

0 f E f V � n3

0
B@

1
CA:
The matrix B ¼ Pf P
�1 þ PJ½2�P�1 can be written as
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B ¼
B11 B12

B21 B22

� �
;

where
B11 ¼
_V
V
�

_E
E
þ f V � f E� n1; B12 ¼ 0;/ð Þ; B21 ¼ a;0ð ÞT;

B22 ¼
_V
V �

_E
E� f E� n2 �f V � /

f E _V
V �

_E
Eþ f V � n3

 !
:

Consider the following norm in R3:
jðu; v;wÞj ¼maxfjuj; jv j þ jwjg;
where ðu;v ;wÞ is the vector in R3. Let lðBÞ be the Lozinskiľ measure with respect to this norm. Then, from [16], we have
lðBÞ 6 supfg1; g2g;
where
gi ¼ l1ðBiiÞ þ jBijj for i ¼ 1;2 and i – j;
where jB12j; jB21j are matrix norms with respect to the l1 vector norm, and l1 denotes the Lozinski�l measure with respect to l1

norm. Moreover, we obtain
l1ðB11Þ ¼
_V
V
�

_E
E
þ f V � f E� n1; jB12j ¼ /; jB21j ¼ a;
and
l1ðB22Þ ¼ max
_V
V
�

_E
E
� n2;

_V
V
�

_E
E
� /� n3

( )
¼

_V
V
�

_E
E
�minfw1 þ /þ cþ h;aþ cþ /þ w2 þ hg:
From system (2), we have
_E
E
¼ f V � ðaþ w2Þ:
Thus, we get
g1 ¼
_V
V
�

_E
E
þ f V � f E� n1 þ / ¼

_V
V
� f E� w1 6

_V
V
� w1;

g2 ¼
_V
V
�

_E
E
�minfw1 þ /þ cþ h;aþ cþ /þ w2 þ hg þ a

¼
_V
V
� f V �minfw1 þ /þ cþ h;aþ cþ /þ w2 þ hg þ 2aþ w2

6

_V
V
� minfw1 þ /þ cþ h;aþ cþ /þ w2 þ hg � 2a� w2ð Þ:
Case 1: If w1 > aþ w2 and /þ cþ h > a, then we have
minfw1 þ /þ cþ h;aþ cþ /þ w2 þ hg � 2a� w2 ¼ /þ cþ h� a > 0:
Case 2: If w1 6 aþ w2 and w1 þ /þ cþ h > 2aþ w2, then we get
minfw1 þ /þ cþ h;aþ cþ /þ w2 þ hg � 2a� w2 ¼ w1 þ /þ cþ h� 2a� w2 > 0:
Combining these two cases, we let
g ¼minfw1; w1 þ /þ cþ h� 2a� w2; cþ /þ h� ag:
Therefore,
lðBÞ 6
_V
V
� g:
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We have
1
t

Z t

0
lðBÞds 6

1
t

Z t

0

_V
V
� g

 !
ds ¼ 1

t
ln

VðtÞ
Vð0Þ � g;
which implies that �q2 6 � g
2 < 0. Then from Theorem 2.1, the worm-epidemic equilibrium EQ we is globally asymptotically

stable. This completes the proof. h
3. Conclusions

The purpose of this paper is to investigate the global stability of the worm-epidemic equilibrium for a VEISV network
worm attack model which proposed by Toutonji et al. in [1]. By using the Li–Muldowney geometric approach, we establish
that the worm-epidemic equilibrium EQ we is globally asymptotically stable under some conditions.
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